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Abstract

Computer science has developed to a great extent, especially in artificial intelligence.
Artificial intelligence is a sub-field that has big remarkable progress over the latest
years. Artificial intelligence is used to solve many problems by using natural language
processing. Natural language processing covers many studies and it is considered The
main reason for the advancement of techniques for understanding human behaviors.
Natural language processing can be used to solve problems such as plagiarism detection,
word, and information extraction from texts, and it is also used in machine translation
and text classification. In the Arabic language, there is a lack in Arabic dataset in every
domain of artificial intelligence, especially in text classification. Text classification has
many types of research and one of those researches is Fake news Detection. This is our
problem, in this thesis we will try to solve the problem of lack in Arabic dataset and
we will propose two programs that have a difference in programming language and the
functions. And we will show the results of it to know how strong are.

Keywords: Fake News , Disinformation, Social Media, , Generation.



Resumé

L’informatique s’est largement développée, en particulier dans l'intelligence artificielle.
L’intelligence artificielle est un sous-domaine qui a fait de grands progres remarquables
au cours des dernieres années. L’intelligence artificielle est utilisée pour résoudre de
nombreux problemes en utilisant le traitement du langage naturel. Le traitement du
langage naturel couvre de nombreuses études et il est considéré comme la principale
raison de I'avancement des techniques pour comprendre les comportements humains. Le
traitement du langage naturel peut étre utilisé pour résoudre des problemes tels que la
détection de plagiat, I'extraction de mots et d’informations a partir de textes, et il est
également utilisé dans la traduction automatique et la classification de texte. Dans la
langue arabe, il y a un manque dans I’ensemble de données arabe dans tous les domaines
de l'intelligence artificielle, en particulier dans la classification de texte. La classification
de texte comporte de nombreux types de recherche et I'une de ces recherches est la
détection des fausses nouvelles. C’est notre probleme, dans cette these, nous allons
essayer de résoudre le probleme du manque de données arabes et nous proposerons deux
programmes qui ont une différence dans le langage de programmation et les fonctions.
Et nous en montrerons les résultats pour savoir a quel point ils sont forts.

Mots-clés: Fake News, Désinformation, Médias Sociaux, Génération.
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Introduction

Fake news has become a part of the world, and it has become necessary to label every
story either fake or legitimate.It is essential that we dig into fake news to protect people
from believing false news.

In 21 century not only do mankind’s use disinformation to achieve and spread propaganda
but even more.Machines and computers are using artificial intelligence to generate dozens
of fake stories in the whole world after a few seconds.The language model is the main tool
that allows computers and machines to be able to virtualized the language of humans and
create a lot of fake data.lt is very difficult to Verification the source of content.Artificial
Intelligence provides certain features which help us rate the news for authenticity and
define it as fake. The best way to combat fake news is using an automated tool.

Artificial intelligence provides us with natural language processing. Fake news detection
is one of the important major problems that must be found solutions and algorithms for
it. This domain is new, especially in Arabic language. The problem in this domain
is suffering from the lack of Arabic dataset and the difficulty dealing with the Arabic
language itself and that due to the morphological of Arabic language. There is another
problem with a lack of research in this domain. So to solve those problems we wrote this
thesis and we are going to talk about:

In this topic we have three chapters: chapter 1 speaks about some of the previous
state of the arts that used to generate disinformation and fake news in any human’s
language.In chapter 2 we are going explain the steps of collecting Arabic Dataset and
then explain the tools for that. Also in the same chapter we will mention some problems
with Arabic crawling and talk about data analysis, and using one of the tools of language
modeling to generate fake dataset. In Final Chapter we are going to define one of the
techniques that is used to fight fake news and classify it using deep learning algorithms
and also we are going to talk about java system and the implementation of the Bert
system for classifying our collected Arabic dataset and compare the results.



Chapter 1

State of the Art

"What’s special about human language? It’s the most important distinctive human characteristic,
the only hope for explainable intelligence and it is a social system.”

Christopher Manning
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Introduction

Natural Language Processing and also known as (NLP) Manning and Schutze (1999) is
considered as one of the oldest domains in the field of Artificial Intelligence (AI) Russell
and Norvig (2002), thus, its history has grown up and gotten wider and deeper. In NLP
the basic units are words and the implementation of any system that processes a language
depends and relies on words or tokens in its work Bird et al. (2009).

Empirical in this thesis we will take one of a major problems in NLP and explain its
techniques and the sub-field and tools of it, the problem is text generation.First of all we
define Language Model (LM) in small lines and present brief about it, then we will talk
about Text Generation 1.4.3 and the tools of the Models (Bert 1.4.2) GPT-2 1.4.3 and
Grover 1.4.4) that can Generates Texts.

1.1 Artificial Intelligence

1.1.1 Definition

Artificial intelligence (AT) as a discipline can be considered to be a type of ‘philosophical
engineering’. That means Al is a process of taking philosophical ideas and transforming it
to an algorithm and implementing them to achieve a certain purpose Russell and Norvig
(2002).

That purpose could be anything such as : controlling of agents or use it in semantic
web, robotic implementation too Nielsen (2015).

1.2 Machine Learning

1.2.1 Definition

Machine learning (LM) is a subfield of Artificial intelligence.It allows us to extract
knowledge from the data and help to understand the contexts.Mankind achieves many
developments in Artificial intelligence (Al) using machine learning Miiller et al. (2016).1t
is a research field that depends and relies on the intersection and utilization of statistics,
Al, and computer science and also known as predictive analytics or statistical learning
Michie et al. (1994).

1.3 Word Embedding

1.3.1 Definition

In Natural Language Processing the word is the important unit in the sentence.The
human can understand the word and the language but the computer did not.So to make
computer understand the language of human it must convert the word into a numerical
representation Levy and Goldberg (2014a).

Word Embedding is a representation of the word in the reference .every word in the
reference is a vector. The location and the distance between the vectors of word represent
the semantic and the likeness of meaning between the words Levy and Goldberg (2014a).

3



State of the Art

Canada
walked X ,’.
Turkey .,
. Ottawa Germany
¥
(&)
Ankara
Moscow Japan
. Vietnam
swimming ® L China
.’ Tokyo
Hanoi et
Beijing
Male-Female Verb Tense Country-Capital

Figure 1.1: Relations between words according to word embeddings Levy and Goldberg (2014a).

1.3.2 Field Of Use

In Natural Language Processing the word is not just considered as units in the sentences
but it took the syntax and the relationship between each word. Below here is some of
utilizations of Word Embedding Levy and Goldberg (2014b):

1.3.2.1 Semantic Textual Similarity

This method is used on a set of documents or terms, the idea of it is use the distance
between items just to express on similarity of meaning and semantic contents. In other
word the semantic text see how two a couple of items are similarity in linguistic Levy
et al. (2015).

_ 8 [ How are you? ]

o] b

Semantically <
Different

- 8 [ How old are you? J

[ I'am 20 years old. ] Q

Semantically —
Similar

L 8 [What is your age? }

[ I am 20 years old. ] 3

Figure 1.2: Using STS on chat conversation Yinfei Yang (2018).

1.3.2.2 Plagiarism Detection

After appearance of internet and the information has available to all people in the
world, the bad use and Scientific theft is spread Khorsi et al. (2018), in research field any
one can re-use the hard work of others willingly without citing or mentioning them.In all
that the crewmate of Jeremy Ferrero has develop a plagiarism detector based on Zord
Embedding Ferrero et al. (2017):



State of the Art

multilanguage-paper.docx

900/0 | ; ) ( I ] 13 ) ,

| w )

v.foxnews.com/us/2015/12/04/...

America bears some of the blame for the bloedy waves of Islam extremism that has brought terrorism

to San Bernarding, Paris and locations around the world, according to a spokesman for the Council on of their faith. {Let's not forget that some
American-lslamic Relations. own foreign policy, as Americans, as th

have fueled that extremism,” Ayloush told
‘Le choc’.

leurs page

< titre gue "Le Figaro” gt “THumanite

enten une de y" host Chris Cuome during a

Au lendemain du premier tour ¢

cee historigue du Front
married couple killed 14 and wounded 27 at a
holiday party for the county health department
that employed the husband, Syed Rizwan

Farook. "Let's not forget that some of cur own

tremism.” -

CAIR Ayloush said U.S. support for repressive
wn foreign policy, as Americans, as the west, have fueled that regimes in the Middle East, including Egypt.

y" host Chris Cucme during a discussion about Wednesday's push people over to the edge.” “Then they

Let's not forget that some of o

extremism,” Ayloush told "New

Figure 1.3: Screenshot for an online plagiarism detection tool *.

1.3.3 Different Architectures
1.3.3.1 Mnih and Hinton (2009)

This work criticized the use of Neural Probabilistic Language Models (NPLMs) in the
latest ten years ago and the reason of that is the training process take a lot of the time and

expensive cost and that it resulted.a less accurate model compared to its non-hierarchical
ancestor Levy and Goldberg (2014b).

1.3.4 Continuous Bag Of Word Model (CBOW)

CBOW contains two versions, the first is a straightforward version presented in Mikolov

et al., Which is only one word in context, while the second version, a multi-word context
Kenter et al. (2016).

1.3.4.1 One-Word Context

The simplest version of the Continuous Word Bag (CBOW) model presented in Mikolov
et al.(2013a).We assume that only one word is taken into consideration in the context,
meaning that the model will predict a target word from the contextual word.The following
Figure illustrates the grid model under the simplified context definition Kenter et al.
(2016).In context, the vocabulary size is V and the size of the hidden layer is N Wang
et al. (2017).
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Figure 1.4: One-Word Context Alammar (2019).

The units on adjacent layers are fully connected.The input is a one-hot Encoded Vector,
which means for a given input context word, only one out of V units, x1, xV, will be 1,
and all other units are 0 Wang et al. (2017).

1.3.4.2 Multi-Word Context

The figure shows the CBOW model with a multi-word context parameter.When calculating
the masked layer output, instead of directly copying the input vector of the input context
word Kenter et al. (2016), the CBOW model takes the average of the input context word
vectors and uses the product of the weighting matrix hidden weight and mean vector, as
output where C is the number of context words, wl, ..., wC are the context words and
vw the input vector of a word w Wang et al. (2017).

[*X+X+)]

g ==

Output layer

=

CxVedim

Figure 1.5: Multi-Word Context Alammar (2019).
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1.4 Language Model

1.4.1 Definition

Language Model (LM) contains various algorithms that generate language.Actually the
LM created to virtualize human speech and the result of using it is incredible, it is still
hard to understand due to the complex architecture of human’s brain.There are many
LM such as: summarization of texts and Text Generation and it has many types Bengio
et al. (2003).

1.4.2 Bert

1.4.2.1 Definition

BERT (Bidirectional Encoder Representations from Transformers) is a recent Model
Language published by Google Al Language researchers, trained on a large number of
corpus for yield good results and achieving accuracy Sanh et al. (2019).

The model has developed many tasks for NLP by developing results in: answering
questions, inference of Natural Language, and other domains in NLP.The bidirectional
features in this model helps for processing data textual in a short time Lee and Hsiang
(2019).

Bidirectional processes the sentence in two directions (right, left) and that allows Bert
to understand the meaning of every token Devlin et al. (2018).

1.4.2.2 Other Utilize Of Bert

People used many models to achieve their goals but there are many problems that
always face them, such as lack in datasets and effective of the model itself, so to solve
these problems they use BERT in:

e Sentiment analyze Sentiment analysis is one of major problems in deep learning,
the goal that they want to achieve from this problem is to classify texts and know
the emotion of humans when they write the text (angry, happy, sad, or normal
state) Alessia et al. (2015).

Sometimes sentiment analyzes express opinions from a set of humans.And here
are some projects that use sentiment analysis. The name of the project in this work
is "THULMUNA”, they used Bert model and 4 datasets on Arabic text to classify
them.For more details Press here.

e Machine translation And Image To Iext In Deep Learning Machine Translation
is a process of translating a segment of text from a certain language to another
language(target language).It became a main problem that made the researchers
think how to optimize it and how to obtain a good translation, that due to increasing
connections between humans in the entire world.  Bert model was one of the tools
used to achieve the work and here are some projects that use In this project they
used Bert pre-trained model for neural translation Bert in translation Press here.

7
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1.4.2.3 Bert Components

There are many Bert versions but every version has the same architecture and components.In
Bert there are three main components: Transformer, Encoder and Decoder Vaswani et al.
(2017).

In the Bert model, the transformer block contains Encoder and Decoder but actually
Bert used only an Encoder Devlin et al. (2018).

e Encoder The encoder is composed of a stack of N= 6 identical layers.Each layer
has two sub-layers.The first is a multi-head Self-Attention and the second is a
fully connected feed-forward network followed by layer normalization Vaswani et al.
(2017).

e Decoder Decoder has the same identical N=6 layers.And also has the same sub-
layers of the encoder the difference is that the decoder has an extra sub-layer in it
called Masked-Head Attention and the output of each sub-layer is the input of the
function layer-normalization Vaswani et al. (2017).

1.4.3 GPT-2 (Text Generation)

1.4.3.1 Definition

In NPL Text Generation is an implementation of making sentences and texts by
generating sequences (word by word), it uses the statistic for that and it extracts words in
probability distribution by knowing previous tokens.In Text Generation there are many
tools to generate text and it requires Shi et al. (2018).  GPT-2 is one of the Language
Models that contains complexity algorithms proposed by OPENAI. This model is different
in its function from other language models, it can generate a large number of texts started
by one or two tokens Radford et al. (2019).

1.4.3.2 Description of GPT-2

GPT-2 Model was created to be a sophisticated technique that can generate a large
corpus beginning with one or two tokens, it has many characters and various type
architectures Radford et al. (2019).

e Version of GPT-2  GPT-2 has many version starts from small to bigger:

— GPT-2 Small: has 117M parameters and 12 Layers.

— GPT-2 Medium: has 345M parameters and 24 Layers.

— GPT-2 Large: has 1542M parameters and 46 Layers.

— GPT-2 Super Large: has 1542M parameters and 48 Layers.
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1. Paanmatons

Figure 1.6: versions of GPT-2 Alammar (2019).

e Training Data Set
Many of Language Lodel trained on small corpus in datasets that’s why the
results and its effectiveness will be less as what they expected, GPT-2 is different
in its training phase, it take a various numbers of large corpus in different type of
texts and even books to optimize the results of its training Radford et al. (2019).
The datasets used to train GPT-2 is the same dataset used to train Grover models
in addition to WebText too Radford et al. (2019).

1.4.3.3 GPT-2 Architecture And General Functions

In Architecture of GPT-2 there are only decoder layers.The model has one input token
for each word in the sentence, and every token will be stored in its location and Then it
will be treated in all the layers, the result of processing the vector through all layers is
stored in a file called vocabulary. Then if it come to prediction phase it select the highest
probability Radford et al. (2019).

DECODER

| Feed Forward Meural Metwark

Masked Sell-Attention

N U

r"‘_‘,.——-.."',,--\1
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DECODER

Feed Forward Meural Metwork

Masked Sell-Allention

)
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Figure 1.7: GPT-2 predict next word Alammar (2019)..

e Dipper Look Inside the Model Radford et al. (2019)

— Positional Encoding : The addition of positional Encoding is very important
in the model.It allows the model how the number of tokens in the sentence
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that it entered to be processed and what the order of the recent token which
must be converted into a vector.

In this phase the input or a sentence will transform into a vector by embedding
and mix with the Positional Encoding.

POSITIONAL i " o i (TN onony 047 [
ENCODING - N-

* 3

EMBEDDINGS ’

INPUT

Figure 1.8: Positional Encoding + Input Embedding Alammar (2019).

After mixing the Vector Embedding input tokens with Positional Encoding
the next step is when the mixed result goes to the first block in the model to
start the operation of the process Radford et al. (2019).

The first block in the model contains on processing the words by sending it
to the self- attention process then the second step is sending the vector to its
neural network layer.In the transformer architecture the first block processes
the word and it sends the resulting vector to the next block to process it.all of
the block contain identical processing Radford et al. (2019).

'
| DECODER
| -
DECODER
DECODER
(_ Feed Forward Newral Network )
( Masked Solf. Attention )

Figure 1.9: the path of token in GPT-2 Alammar (2019).

Self —Attention: There is a problem with the relation between the words
in a sentence so for example in this sentence: “ the human can see the objects
with his eyes 7 The machine can’t find or know the relationship with the word
human and his . That is why we must use self-attention. We will explain how
it works later Radford et al. (2019).

So after the input goes on self attention and neural network block .The
output of it is a multiplication between it and the token embedding. The next
image expresses what happened.

10
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| DECODER

| DECODER

Figure 1.10: Dot product between vector output and matriz embedding Alammar
(2019).

The result of a dot product is a matrix of probabilities.40 top-k token’s
probabilities are selected to use in prediction.

output token probabilities (logits)

8.19850038 aaravare

8. 7889883 AArr

Figure 1.11: Matriz of probability of tokens.

— How the self-attention work?
As we said above, the self attention matches between the relations of words
(token) in the sentence Radford et al. (2019).

x Self attention has 3 weighted matrix Wv, Wq, Wk
x First we must create the vectors : q, v, k= query, value, key.

* By multiplying the weight matrix with the input token

Self-Attention

Figure 1.12: creating Q, V, K vectors from 8 matriz Alammar (2019).

1. Calculating score
The score calculated by multiplying query vector with all keys of all
input vector

11
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Self-Attention

20% 10% 50% 20%

.

q:

Figure 1.13: calculassions of score Alammar (2019).

2. Sum
We can now multiply the scores by the value vectors.A value with a
high score will constitute a large portion of the resulting vector after we
sum them up.

Self-Attention

6 6 0 ©

) o
LY <8

0.2

Figure 1.14: sum all vector to obtain Z Alammar (2019).

e The Illustrated Masked Self-Attention

We already knew that self attention would do the dot product query vector with
all the keys in each word on the sentence input, but the masked self attention differs
When we try to know and predict the word after decoding process of the sentence,
it is logical that we do not know the words that come after the word that we want
to predict.

And this is exactly what the masked self attention does.It hides the words after
the word to be predicted by multiplying its values by zero:

12
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Self-Attention Masked Self-Attention

Figure 1.15: masked self and self attention Alammar (2019).

e Multi-Head Attention

A sets of vectors, queries, keys and values used to expand the ability of attention,
focus on different positions in the sentence input, the difference with using it is
Vaswani et al. (2017).

If we calculate and get the 7 vector using it we will find that it contains a better
result but if we did not use it the result will always be dominated by the same word
in each calculation Zhang et al. (2019).

In GPT-2 used 12 layer of self attention each layer has the matrix Wk Wv Wq :

GPT2 Self-Attention
r ™
Qs,1 OO ke,s O Vo,1 (OID
Lo Lt Nead B o eieeeesseseeesssesssssssssesesssens
!Qlo,2 EEE Ko,2 EEE Vo2 EEEE | 1.

e : attentron heads

\ ng Ko E Vo E y

Figure 1.16: Multi-Head Attention -12 layers Alammar (2019)

— Merging all the 12 multi-head In one vector
After getting the result of one to- ken embedding sum Z in each layer of
multi-head We merge the result as the figure show

13
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GPT2 Self-Attention

( i
29,1 1.5) Merge
i attention heads
a Zo2 Z9,1-1:
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attention head #3 Izg‘.ﬁ-
9 o "~ J

Figure 1.17: Merging all Heads.

— Projection the merged vector with own matrix
After getting all concatenated heads (z1....z12), it is produced with matrix
Z to obtain the result vector that is able to go through the feed forward neural
network.

1) Concatenate all the attention heads 2) Multiply with a weight
matrix that was trained
Jointhy with the model

....................... X

3) The result would be the  matrix that captures information
fram all the attention heads. We can send this forward to the FENN

Figure 1.18: result of dot product between Z and all head.

e GPT-2 Fully-Connected Neural Network Layer 1  After the dot product
between the vector and the attn/c-proj/w matrix the output matrix will be sent
to the feed-forward neural network.GPT-2 Fully-Connected is where the block
processes its input token after self-attention has included the appropriate context
in its representation.It is made up of two layers.

14
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GPT2 Fully-Connected Neural Network
4 E
1 ) o o o e

TEE% 4

1) Newral Network
Layer 1

e 768 X 768'4
mlp/c_fc/w

Figure 1.19: layer 1 Alammar (2019).

e GPT-2 Fully-Connected Neural Network layer 2 Layer 2 - Projecting to
model dimension: The second layer projects the result from the first layer back into
model dimension.The result of this multiplication is the result of the transformer
block for this token.

GPT2 Fully-Connected Neural Network

o . N
mlp/c_proj/w

I} Newral Network
Layer #2

Rg
[ T T T D T O = 1N

TEE'4 Tes

T84 x TE8
/

Figure 1.20: layer 2 Alammar (2019).

1.4.4 Grover Model

1.4.4.1 Definition

The positive of getting sophisticated techniques in NLP help the world to proceed but
there is a negative in that, so creating fake texts became easier than before and in certain
seconds Zellers et al. (2019).

The University of Washington professor said “Our work on Grover demonstrates that
the best models for detecting disinformation are the best models at generating it”.

So Grover is a model that can generate a fake text and detects its generated outputs
by accuracy of 92% Zellers et al. (2019).

15
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1.4.4.2 General Overview

Grover Models can Generate a strong Fake News article, and not only the body of the
article, but also, news source, publication date, author list and the title.The researchers
announced that the ‘best models for generating neural fake news are also the best models
at detecting it’.Grover Generate Fake News as an adversarial game:

1.4.4.3 Adversary

This system works on Generating Fake News that seems to be reality to humans and
the machine to fool it. The goal of making a strong system generator is to create a strong
detector, so it can defend against fake text and stories generated by humans or machines
Zellers et al. (2019) .

1.4.4.4 Verifier
After generating many stories and news the verified system will classify news stories

as real or fake.This system will have access to unlimited real news stories and few Fake
News stories from a specific adversary Zellers et al. (2019) .

1.4.4.5 Description
e Architecture Many Language Models are different in their architecture between

each other, Grover in this situation has the same architecture of GPT-2 Model, they
present 3 versions of Grover as the same in GPT-2 1.4.3 too Zellers et al. (2019).

— Smallest Model Grover-Base has 12 layers and 124 million parameters.
— Grover-Large has 24 layers and 355 million parameters Zellers et al. (2019).

— Largest Model Grover-Mega, has 48 layers and 1.5 billion parameters Zellers
et al. (2019).

e Dataset The collection of Real News has been gathered in many corpus in CommonCrawl,
by utilizing the newspaper python library they extract the Meta-Data and the body
from each article and they created a dataset containing 5000 news domains indexed
by Google news Zellers et al. (2019).

1.5 Related Work

In this section we will talk about other systems related to our work in this thesis, those
systems can classify and detect fake data

16
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1.5.1 Lair Liar Pants On Fire

this is title of paper the owner made system for detecting Fake News by using text
Classification and Deep Learning Wang (2017).

1.5.1.1 The Dataset Used

The owners of this paper were talking about Fake News and how to fight it using Text
Classification.They collected 12.8K true sentences for their data set which they called
“LIAR data set “,and collected only 221 sentences from a site web named POLITIFACT.COM
for helping anyone who wants to work about the same idea in a variety of domains Wang
(2017).

1.5.1.2 Deeper Inside The Model

the owner of this paper used convolution Neural Network for Text Classification . they
used it for detecting Fake News.In addition to that they used LSTM Model to optimize
the process of Classification Wang (2017).

¢ Embedding Vector
The system proposed in the paper starts to embed token input and transform it
into a vector, each input word in the system will do the same until the final word.
The meta-data in the system is considered as an input string too and it will
transform into a vector to optimize the classification of the convolution neural

network Wang (2017).

e Convolution Neural Network
After input word and meta-data transform into a vector the next step is to send
them into network layer-1.Wang (2017) Zhang et al. (2019)

— Layer-1
This layer contains one filter (a filter is a matrix of number).the vector of
input will produce the filter row by row until the end of matrix input
The result of this product is a vector called “feature”.After this operation
the feature vector will be sent to the next Layer called pooling layer.

— Pooling Layer
The result of dot product between inputs and filter is a vector called feature,
layer pooling takes this vector and takes the biggest value in that vector and
stores it until another value comes

— Fully Connected Layer
After all sentences in the dataset go through neutral’s layers and layer
pooling combines all max unit values in all sentences and meta-data it goes
all in a fully connected layer where the neural network continues to train and
predict the class of sentences Zhang et al. (2019).

— LSTM
Is a sort of neural network which is used to classify the data and predict the
next data in data distribution.
LSTM’s main work is to clean the information (this information is important

17
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or not).By using 3 gates LSTM can remember the important information
Zhang et al. (2019).

LSTM

forget gate cell state

input gate output gate

Figure 1.21: Architecture of LSTM Phi (2018)

x Forget gate

It considered as a neural network, it works by taking hidden state h-1
and input Xt and combining them as one vector, then the vector goes as
an input of that gate, forget gate squish the vector and make it between
0 and 1 Zhang et al. (2019).

If output of the forget gate is near to zero then considered as an unimportant
information, and if output is near to one that means the information is
important.After getting the output of the forget gate the result is stored
in memory cell C Zhang et al. (2019).

. previous cell state

@ roroet gate output

-

Figure 1.22: Forget gate and it output Phi (2018)

* Input gate (update gate)

First the hidden state and input Xt combined as the previous step and
this time it goes on two neural networks.The first neural is input gate and
it works as the same previous gate and the second uses Tanh function to
squish output (h-14-Xt) between [-1, 1] Zhang et al. (2019).

After getting two outputs (output of sigmoid function and Tanh function)
we will do a dot product between them and the result goes to cell state C

18
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too.

. previous cell state
. forget gate output
. input gate output

° candidate

Figure 1.23: update gate architecture and it outputs Phi (2018)

x How cell state update its information
After getting output in forget gate and getting output from two functions
in input gate (update gate), the equation to calculus new cell state is:
New cell state= (output of forget function * old cell state) 4+ output of
input gate Zhang et al. (2019).

x Output gate
Finally the output gate takes input (h-1 4+ Xt) and squishes it between
0 and 1, at the same time in the new cell stat C goes to Tanh function and
transforms into a vector containing values between 1 and -1.The output of
two inputs will produce with each other and the result is the new hidden
state (ht) in time step (t) Zhang et al. (2019).
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1.5.1.3 Evaluation

Table 1.1: The evaluation results on the LIAR dataset.The top section: text-only models. The
bottom: text + meta-data hybrid models Wang (2017).

Models Valid. Test
Majority 0.204 0.208
SVMs 0.258 0.255
Logistic RegressOion  0.257  0.247
Bi-LSTMs 0.223 0.233
CNNs 0.260 0.270
Hybnd CNNs

Text + Subject 0.263 0.235
Text + Speaker 0.277 0.248
Text + Job 0.270 0.258
Text + State 0.246 0.256
Text + Party 0.259 0.248
Text + Context 0.251 0.243
Text + History 0.246 0.241
Text + All 0.247 0.274

1.5.2 Detecting Deceptive Reviews using Generative Adversarial
Networks

Generative adversarial neural networks is an algorithms created to generate and classifier
type of data, like: image, text, sound.... ect . in generative adversarial network there
are two main components The generator and discriminator.The Generator is a LSTM
network that Generates Fake Data and the discriminator is a convolution Neural Network
Aghakhani et al. (2018).

1.5.2.1 The Dataset Used

There are 3 type of dataset in this system Aghakhani et al. (2018)
e Deceptive data: contain about fake reviews.
e True data: contain about real reviews.

¢ Generated data: is the generator’s outputs .
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1.5.2.2 The architecture

The system are similar to a normal GANs but it differ on the old GANs in only with
components, the system has 3 components one generator G and two discriminator D and
D’ Aghakhani et al. (2018) .

e Discriminator D’: used to detect between deceptive reviews and generated reviews.
e Discriminator D: used to distinguish between deceptive reviews and real reviews.

e Generator G: the generator model tries to generate fake reviews similar to D and
D’ not fake just to fool them.

1.5.3 KnowledgE-Based Fake News Detection

To Ddetect Fake News in real life it often end to use method called Fact-checking, this
method exploit the content of the news and compare it with others facts in the same
domain of the news.Manual Fact-checking has two types the first is expert-based and the
second is crowd-sourced fact-checking Zhou and Zafarani (2018).

1.5.3.1 Expert-based Manual Fact-checking

The technique of expert based manual fact checking is based on get a lot of expert and
extract the news from various sources and references and make compare manually. This
technique are hard and take the time to implement Zhou and Zafarani (2018).

1.5.3.2 crowd-sourced fact-checking

This method did not exploit on the expert to classify the news but the roller in this
method is the crowd.The crowd is a set of people could entre to a various website and
rate the article.This method is still in developing Zhou and Zafarani (2018).

1.5.3.3 Automatic news fact checking process

In this process we have two phase the first phase is fact extraction and in this phase
the data collected from web.after collecting data it come to next step the raw fact and
in this step the process of cleaning fact are done and remove redundancy and invalidity
and incompleteness data.After cleaning and prepare the data the next phase start.

In second phase there is fact-checking, it takes the article and compare the knowledge
extracted from previous stage Zhou and Zafarani (2018).

Conclusion

In this chapter we defined the concept of Language Model and some task of it like
GPT-2 1.4.3, Bert 1.4.2, and Grover 1.4.4 Models .In the same time we focus on GPT-2
model 1.4.3 and its component, what type and the dataset it was trained on.also we
explained its functionality and how it works, moreover we mentioned The Related Work
1.5 of Detect Fake News.
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Chapter 2

Collecting And Generating Datasat

1 " Without big data analytics, companies are blind and deaf, wandering out onto the web
like deer on a freeway.”

Geoffrey Moore
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Introduction

The astonishing development of artificial intelligence is not to be underestimated
especially in our days Russell and Norvig (2002), many people use the artificial intelligence
in a positive stuff and finish their daily work by it, but there are many people use it in a
negative purposes such as using their machines to generate disinformation and fake news
on social media like: Facebook, Twitter, etc.especially in our Arabic society.

According to all of this result and problem there is no way but to fight against the fake
news it must exist with a good amount of data to get good training.The problem suffers
from a lack of Arabic news.In this chapter we will talk about steps of collecting our Arabic
dataset and what tools we use to achieve that and we will talk about the statistics and
analysis data set.In addition to all that we will use one of the previous language model
for generates samples and building our Annotation for showing the results.

2.1 The Steps Of Collecting Data

For collecting our dataset we use python programming language, the library used in
this process is called ¢ beautiful soup’.this library allows us to pull the article from any
newspaper that we want and put them all in a certain location on our computer.

The beautiful soup library pulls the data by exploiting the architecture of sites (HTML
code) Richardson (2007).

2.1.1 Collecting List of Arabic Newspapers

In any crawling process it must prepare the list of site names.that is what happened in
our process. We collected and created a long list containing the title of Arabic newspapers.

2.1.2 Filtering The Newspapers

In this process we will enter every newspaper and try to choose it according to accessibility
for each newspaper.(sometimes we find the news but in other form in HTML code).

2.1.3 The Write Of Code

By using beautifulsoup that we were talking about above we see the architecture of the
site that we want to apply crawling on it and write the code for pulling all the articles
from it.

There are two information in the article

e The main information: it contains with

— The title of the article.
The date of the article.
— The link to the article.

The content of the article.

e The sub-information: it contains on
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— The writer of the article.

— The summary of the article.

2.1.4 The Process Of Crawl
After implementing the code of crawling we run it and we gathered all the collected
articles in one file.
The process of classify and clean the domains
We create csv file for every domain in our own and classify all the related news by this
domain according to following data
1. Name of newspaper in English.
2. Name of newspaper in Arabic.
3. The country of newspapers.
4. The link to the newspaper.
5. The original title.
6. The title of the newspaper after cleaning it.
7. The summary.
8. The summary after clean.
9. The original content
10. The original content after cleaning.
11. The link to the news.

12. The writer of news.

13. The date of news.

2.2 The Problem Faced Us

e Structure of websites : the problem here is the various pages of website in
HTML coding so the position of news will be different from page to other one.

e The limited crawling : some websites block collection of their data after a certain
number

e The interruption of internet : during crawling process sometimes the connection
of internert goes off.
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2.3 Data Analysis

We collected 5,551,441 news from various websites and newspapers only to do a good
job and this news is in 50 newspapers (as it shows table 2.2) and classified them according
to 17 domain (as it shows table 2.1) and 18 countries (as it shows table 2.1)

Table 2.1: Country and domains.

Country Saudi algeria Britain Egypt Morocco Syria Sudan Kuwait Yemen
gl 5 k) Alls 0 0 0 0 0 0 0 0 0
Al 3 1645 0 170355 15407 4854 17309 10 725
ALl 25575 13847 37 204993 6471 0 18495 4737 2089
Lia 1SS 5 0 gle 6 396 47 65410 871 0 0 0 0
o 0 1424 0 0 0 0 0 1861 1839
Asly, 37563 75564 5811 227001 9103 0 8873 0 3187
Aase 3 807 0 41059 427 0 0 0 0
daia 3 572 0 99814 1574 0 0 0 0
gaiaall 11100 99829 0 85310 27143 0 0 2733 2699
o A 34072 5114 34 136315 13398 0 0 845 983
e sie 35215 13652 47 416110 34696 980 501 40 1000
il g A 5 0 92 0 0 878 0 0 0 0
=lainl Jual 5 5272 28 0 32855 0 0 0 0 0
e lal 68689 1198 0 133158 2447 0 14548 7192 18811
<y 0 391 0 0 0 0 0 0 0
Al 82687 155153 16118 645132 16208 2601 20997 3856 4958
s 129108 1889 1070 886231 8237 0 30436 2546 30865
429296 371601 23164 3143743 136860 8435 111159 23820 39356
Country UAE Tunisia USA Lebanon Palestine Bahrain Iraq Jordan Qatar
Ll 5 alal) Al 0 768 0 0 805 24 0 0 0
Al 0 12503 0 0 5352 0 0 0 923
o 491 17755 170 0 9485 45 0 0 0
L USS 5 0 e 8 2397 0 239 1708 0 0 0 0
o 0 844 0 0 805 16 0 0 0
Aaly, 25 17013 0 0 1933 25 0 138337 0
asa 0 8097 0 0 0 14 0 0 0
iaa 4855 1801 0 514 810 18 0 0 0
gl 95 6245 16996 2712 805 14 0 3962 0
ob 5 A 2 23416 42 700 2969 25 0 54907 0
Sle sia 92 76106 17869 15206 29118 88 74471 110283 0
pilas g A 5 59 10969 0 0 804 0 0 1728 0
eldal dal 5 0 318 5635 2946 805 0 0 0 0
Adas Jlal 227 44080 219 0 20000 3 0 130430 0
<o 0 651 0 0 0 0 0 0 0
alladl Ll 1246 53974 3574 23123 15149 137 29036 192916 546
FEEN 2438 10379 8738 624 7151 21 32278 0 0
9538 287316 53143 46064 97699 430 135785 632563 1469
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Table 2.2: Newspaper and Country.

Arabic Name English Name | News number Country Arabic Name English Name | News number Country
iy )l Aljazeera 34 @b sall LY | Ayyam syria net 2601 Syria
Gaall Alhadath 393 &b oLl sua | Sadaa Ishaam net 5834
Ay U elas) an7a 45293 Saudi Hasull Alsudani news 4379
sl A Ugngovsa 17809 S ol Alwan daily 527 Sudan
oabl By s Alriyadh 365767 sl Ol saadl Alsudan alyoum 106253
sl paal) Eljadid Elyawmi 2088 Ll Alwasat 23820 Kuwait
[RERARAYRTN Ech chaab 14823 sl Althawrah 34903
slasall 33y 50 el-massa 3169 algeria g ok Alsharaeanews 4453 Yemen
sl 35,4 | Echorouk online 301897 ALy Alayam 5093 UAE
oall Elkhabar 49624 ol Al bayan 4445
e S BBC 376 Britain A 51 paal) Aljarida 116397
0l g) Cal L | Middle East Online 22788 T sl ) gz el Assarih 64701
LAY Gk Akhbar Way 76229 B il) o adll By o Lemaghreb 28444 Tunisia
A el JaY) Alahalygate 31812 Ol Bilaa Hakaek online 37158
o Elyom 7034 Egypt A gil) 35,8 Alchourouk 40616
WY 3 pa Soutalomma 133497 DedS Cgm Beirut times 2294
Gl ol youm 7 2863901 shill aa Sada alwatan 4296 USA
ol El byan 31270 s Watanserb 46553
o)l Khabar maroc 2263 SO sl Cedar news 46064 Lebanon
ES AR Yabiladi 25753 48 < e arab48 32232
20 a3l Rue 20 5632 3 sanall al somood 14479 Palestine
@ shanll 3y s Albidaoui 17064 Morocco REMIRATPEN al-ayyam-ps 50988
Cnall clBaal Assdae 17595 ) sl Akhbar alkhaleej 430 Bahrain
luall Assabah 68553 el Azzaman 135785 Iraq
Al alraiah 1469 Qatar Brv Addustour 632563 Jordan

2.4 Data Statistics

After collecting and cleaning the data, we ran some statistics on the collected data

e Average number of words in each field in table 2.3
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Table 2.3: Average number of words.

average number

average number

average number

Domain o . :
word in title word in summary word in text

A5l 5l dlla 938 0 32563
e 10.38 0 204.93
R0 | 9.81 0.003 23273

Lo sl s adde 9.63 0.02 212.62
e 6.27 0 586.74

fuals 8.96 0.09 191.89

fa 3 7.32 0.002 2338
daa 8.87 0.0007 233.91
el 11.24 0.003 239.34
SRR 8.74 0.004 257 9
o e 8.68 0.002 226.83
adat g4 yi 7.81 0 255.39
Sl Sl @ 8.8 0 131.56
e s 09.07 0 190.38
eyl 8.63 0 1373.92
alall Ll 9.99 0.1 207.91
Maia 12.73 0.01 330.85

e The average number of characters in each field 2.4
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Table 2.4: Average number of characters.

ngain dverage nymper average_ number average nqmber
character in title characterin summary character in text
Al 5 bl Alls 63.12 0 1987.79
e 153.22 0 1292.96
o) 131.09 0.18 1455.69
e ls s agle 144,55 0.1 1295.11
e 43 0 34741
sl 191.89 0.53 1196.66
Y 5 1413 0.01 1441.93
daua 150.59 0.004 1431.78
sl 92.28 0.002 1459.31
R 110.63 0.02 1567.92
e sie 98.66 0.01 1402.02
pdad gdu ¢ 52.09 0 1591.74
Sl fal & 132.38 0 892
Ao jal 92 89 0 1187.31
& 56.29 0 7830.81
Aladl sl 17.77 0.58 1286.89
o 168.02 0.04 2033.39

e The size (MB) of the data is collected in a txt file for each domain separately and
for all domains are grouped in table 2.5
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Table 2.5: The size of the data.

Domain CsSV ey TXT e
) 5 il Alla 6 5.68
o 621 552.25
St 888 805.03
i b g asle 187 168.02
e 34 41.45
fuals 1000 1100
foa 5 144 131.89
daa 317 288.57
aindl 767 689.29
WERLE: 841 773.15
D o 2000 2060
adad 58 2 44 41.48
oldal Jual ¢ 91 79.03
ulas sl 1000 960.15
- 14 14.5
alall jal 3000 2930
Alaa 4000 4070
Sum 14954 | 54125

2.5 Generate Dataset

In order to generate Dataset from the data that you have collected, we need to use
GPT-2, previously trained in Arabic language, and this form is
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2.5.1 Arabic Pre-Trained GPT-2

We implemented a fake dataset starting from using model gpt-2 which is pre-trained in
Arabic language by “AKHOLI” with a size of corpus 950 MB that he got from Wikipedia
dataset.The model is available in : Press here.

(]

- HUGGING FACE

Model: akhoeli/gpt2-small-arabiec

L = brar sl ey : iaan Sk W . pipelinetrdd groeetne

Hesied Inference AP L

Figure 2.1: hugging face web page of gpt-2 small Arabic AKHOLI (2020)

2.5.1.1 Install Arabic Pre-Trained GPT-2

The architectures of gpt-2 is very complicated and to use it, must download and install
Transformer and import AutoTokenizer, AutoModelWithLMHead.
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[ ] !pip install -q transformers
from transformers import AutoTokenizer, AutoModelWithLMHead
tokenizer = AutoTokenizer.from_pretrained("akhooli/gpt2-small-arabic™)
model = AutoModelWithLMHead.from pretrained{“akhooli/gpt2-small-arabic™)

AR AR RRNARRNNRNRNARNRNNY| s00kB 4.6MB/s
| AR RNENRRNARNNRRNARNNNNNE | so0kB 23.4M8/s
| AR RRNARNNRRNARNANN | 1.1MB 31.7MB/s
| AN RRNARRNNERRNRRNEN | - .ovs 47.5MB/s

Building wheel for sacremoses (setup.py) ... done

Downloading: 100% [N 66/666 [00:03<00:00, 167B/5]
Downloading: 100% | 1.551/1.55 [00:02<00:00, 658KB/s]
Downloading: 100% | 1 210/1.21M [00:01<00:00, 919KB/s]
Downloading: 100% [ 120120 [00:00<00:00, 122B/s]
Downloading: 100% | 20.0/30.0 [00:00<00:00, 83.9B/]

Jusr/local/lib/python3.6/dist-packages/transformers/modeling auto.py:3821:
FuturelWarning,

Figure 2.2: Install Arabic Pre-Trained GPT-2

2.5.1.2 Use Arabic Pre-Trained GPT-2

Picture figure 2.3 shows how to use the Arabic Pre-Trained GPT-2

def Generate_gpt (text):

input_ids = tokenizer.encode(titel, return_tensors='pt').to( cuda’)

model . to( 'cuda');

max_length = 125

sample_outputs = model.generate(input_ids, pad_token_id=50256,
do_sample=True,
max_length=max_length,
min_length=588@,
top_ k=48,
num_return_sequences=1)

g

for i , sample_output in enumerate(sample_outputs):

s=str{tokenizer.decode(sample output.tolist())).split{".")[@]
return s

Figure 2.3: Code Arabic Pre-Trained GPT-2

e [Fuction generate_gpt use

— input_ids This variable express the value of the token

— max_length :it is an optional argument and it express on The maximum length
of the sequence.
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— min_length : it is an optional argument in the method generate().It express
on The minimum length of the sequence.

— do_sample : it is Boolean argument and if the value of it is FALSE that means
greedy decoding is working else sampling is used.

— Top-k: its integer argument and it return to top k tokens
2.5.1.3 Example Arabic Pre-Trained GPT-2

figure 2.4 show example of some samples generated by Arabic Pre-Trained GPT-2

Alladll ddadladll b ey o mlue o gan

Sentence 0 :
ple (gia Faadluy) Aol gl 3 sanl) ans S A (5 Susal) sy jadll iy e zhuse o san
anl il de 0 dene IS 2011 5255 30 3.1 1wl seall 138 e Gl Cus 2010
Ol

Sentence 1:
AT Wlasdl g 45wl s Gty Jlie Y AL56 A slae ey (5 S pall 30l @iy e mliss a5
2014 sy b .coall el Apnhaulil) 5y il daiie g A8 2 65 &5 Cun (2l Al dea]
Db Bl (g Elﬂi A

Sentence 2 :
e ) Jlie) Al glae J8 223 <1990 i 15 & A ¥ hliayl ey o mlus o a0
Sl el (1990 aisn 15 by Ay Suaal) laall oy (e 3 J0n 9 553 U8 Saedl) il
el gaan )y (33Ul ) Y,

Sentence 3 :
Oy ol Bl @l anl i () ey sl IS 8 (g peadll pean dliy Lo plis o san
e sy D8 el (e saaal a8y caludll Aagh &l i s dana (5 eaall #1350
wibe 22 Ay A sasll iy il

Sentence 4 :
S oSue L A8 8 ISy Gl 8 eai 8 S Al g g S el Glasad) @iy e shisa o saa
phane 3 5 o ) S el ) ool s ol () Lele 3Ll 315 48,80 oS e
da oS (pe 230

Sentence 5:
daal Jiie] (2011 b5 26 5.2011 b5 15 3 sl ol iy e =liue 2 s
(Sl OIS [ ana 22 (g el i Aagly Ol s GO0 Baad 81 8 Fluall sl
eldie ) :ﬂ)\_ud U

Sentence 6 :
el 53l Laa eyl SIY) Aldad plasiul g e il o) Jl ) iy o rlusa o s
e sl Cilangll b sl A aaladind ol OIS G ca ) YY) Al aladiind o5 a8l Uil

Sentence 7 :
Gr Y 5 (2 1995 ple (B () e pamy e iy sa s Gasaia oy o mlae psaa
J8 e o) o3 8 Sy caaall o gay eliy Ganali &3 calad) @l

Sentence 8 :
1 (b Lkl (g8 Al 5 and) s 3 s (315 s 3Soal bl el o lis s
e A _Sal) 380 il i sluse 3:00 debl) a8 a5 psngll (i cdlld pay . 2007 (ot
Gaslall de L)

Sentence 9 :
DA Lad s 30 (e o Le Jiie) 8 (1S5 (3 sageall (5 Sl Y iy o mlose o 52
Cuad ;38 4 el Aol ) ) ALY Al o) ¢ sadl b A 5 2 j3ll agagt) S8 5 dlanll
Ay eleay)

Figure 2.4: An example of generating sentences using Arabic Pre-Trained GPT-2
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2.6 The Problems of Arabic Pre-Trained GPT-2

after using khooli’s model we found some problems such as :

e the replication of the words : one of the most important problems in GPT-2
in general whether is trained on English or any other language is the replication of
the words.This is due to several reasons like : the lack of the size in the dataset,
lack of training time.

e The understandable sentences : sometimes the model generates unders- tandable
sentences by concatenating two different concepts that have no relationship with
each other in one sentence.

e The incomplete sentences : the model generate good sentences but sometimes
doesn’t, this problems appears when the length of a good sentence doesn’t fit with
the number of a generated word

2.7 Solve The Arabic Pre-Trained GPT-2 Problems

In order to solve the aforementioned problems, we developed a algorithm for cleaning
that complements its role in improving inputs and outputs

2.7.1 Arabic Pre-Trained GPT-2 ++

We implement the same previous steps that we describe above for generating 300
sentences, and by entering it in the algorithm for cleaning that we add it in gpt-2.the
added algorithm for cleaning will optimize the generation of pre-trained models.

to optimize the result of gpt-2 Arabic pre-trained we remove duplication by using
remov_duplicates().
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n def 3 stam [ input)

§ arlit qmpgs sErina ssrarstad B oaosos

input = inpat.split(™ ")

] iha twe adjacent elessnta Lin iterable waj

- rEAlE ALSCLSHARY OS16g AETEHE HET!
§ which will hawe strimgs as key and their
¥ IFeguEncl1ES &3 Bl LsE

Pnigi ® Counter {impac)

¥ LD T 31 1aCent €LlEmSNTY Ln LTETable

5 B % 5. qoin{UnigH. keys ()}

lael = =av.eeade=({fl)

Figure 2.5: Code this algorithm for cleaning

2.8 Test Arabic Pre-Trained GPT-2 and Arabic Pre-
Trained GPT-2 ++

After adding algorithm for cleaning the output of Arabic Pre-Trained GPT-2 we
got Arabic Pre-Trained GPT-2++.in our plan we need to evaluate between Arabic
Pre-Trained GPT-2 and Arabic Pre-Trained GPT-2+4 so that is why we built the
questionnaire. This questionnaire is for the humans and we will test the response of their
own. After getting the response from the samples of humans we will compare it with
Arabic Pre-Trained GPT-2 and Arabic Pre-Trained GPT-2 ++ result to know the power
of the filtrate algorithm.And to compare between the result we use logical comparison .

2.8.1 Questionnaire

We selected 3 domains from the collected dataset that we crawled from various newspapers
and randomly selected 300 sentences (titles) from each domain.

by using Arabic Pre-Trained GPT-2 We created 100 sentences starting from the first
of four words in all 300 randomly selected sentences in each domain (300 sentences
generated).

We take 100 sentences from each domain from the 300 randomly selected sentences
and combine them with the 100 sentences generated for each domain.Now the number

has become 600, which we mix and divide into six files (each file contains 100 sentences).

We repeat this process, but in this time with using Arabic Pre-Trained GPT-2 ++.
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when the process of generation is done, we will receive 12 Annotations, for each
one consist of 100 sentences.We hired 6 trusted people and assigned them to fill the
Annotations

2.8.2 The Result

These are the results we got.The results represent the percentage of Fake sentences
that were detected by people (for more details see the following table 2.6).

Table 2.6: The Result

. Arabic pre-trained GPT-2 Arabic pre-trained GPT-2 ++ )
Domain il
model resolution | number sentences | model resolution | number sentences
health 51 % 100 34 % 100 LE]
sport 49 % 100 35 % 100 faals
politic 51 % 100 38 % 100 Sl
Total percentagel  50.33 % 300 35.66 % 300 A el Boall Meal

2.8.3 Examples

figure 2.6 show example of some samples generated in good syntax by Arabic Pre-
Trained GPT-2 4+ and another samples generated in bad syntax by Arabic Pre-Trained
GPT-2 . model resllution : (Fake And Real = 0 , Fake And Fake = 1 , Real And Real =
0, Real And Fake =0) .
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GPT-2 ++ Cluil) Gl ae il ) sadl CaiSE QLN 5
GPT-2 AS) il o W ) gy LS 15 585 1 ol ) sall RSSOt 55
GPT-2 ++ GUESY) il jlacal Q& e o 53 ae by ol il (3 580

GPT-2  Asadill JSLEA (ald IS yemy 8 45Y die paldill e acluy aalud) il ()51 53

GPT-2 ++ Lpac e e anlil) Sl Sz g
GPT-2

Sl e g 55 gl e ST 2] e Aid 5 08 Lggal @) ) o3 Jie 8 @3 lac e JS 5
Aaall dall S (ge g 55 (sb BLEAYL Al racy Lea Al 4all

GPT-24+  fawigsle 5 (o SIS s domy ol ) 05 ) s UL Al
GPT-2

Costiall 53 Ala e b a el allall Jodns L landl ol e g ) gl i gyl Al

GPT-2 ++ el 8 ) 25 358 0l B 51 ek 5 451
GPT-2

o 033 4 LS () sl syl ALl (ye (e judl i 58 AL Ak 51y g 48 58
a5 Apalal) ial e i

GPT-2 ++ el OLie zoke Gk
GPT-2

aen e Gislle e iy ¢t el s Gl s (olie s iy iy (e 2 3le Gk eﬁi

allall el

GPT-2 ++ Al elail & a5 ey Akl of sl

GPT-2 yaal) el e el g s el Y 8 of e Ga s pdlel s Sk ol

Figure 2.6: Example superiority of Arabic Pre-Trained GPT-2 ++ of Arabic Pre-Trained GPT-2

Conclusion

In this chapter we talk about the lack of arabic dataset that contain fake and true news
and introduced that in the introduction of the chapter.

Also we define the steps of collecting data and the main library that we use for crawling
the data, and talk about collecting a list of newspapers.We also go on cleaning and classify
our dataset in certain domains.after that we talk about and used GPT-2 model and what
we apply on it to be better.In addition to that we build a Annotation and its results.
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Chapter 3

Fake News Detector System

"In this era of fake news and paid news artificial intelligence is more and more used as a
political tool to manipulate and dictate common people, through big data, biometric data,
and Al analysis of online profiles and behaviors in social media and smart phones. But
the days are not far when AI will also control the politicians and the media too.”

Amit Ray
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Introduction

The problem in Natural Language Processing (NLP) Manning and Schutze (1999) is
how to get the best representation of word, In chapter 1 we talked and define Word
Embedding 1.3, Bag of Word (BOW) 1.3.4, represent the features of every method and
also Related Work 1.5.

In this chapter we will see the implementation of the java system using a bag of words
and deep learning that can classify the news that we crawled it and talk about it in
previous chapter, in the same time we will use pre-trained Bert on our dataset and we
will compare between them.

3.1 CBOW Based On Java System

Our system created in java programming language, it relies on Continuous Bag Of
Word (COWB).Our system we utilize file to store and upload our data sentences.First
step is cleaning the data in this step we took our file and remove every punctuation and
all the symbols.In step 2 we extract all the sentences form dataset before cleaning it and
put them all in file called structure dataset.

Our system contains 8 Layers each Layers has 2 type, first type is layer having activation
function and in this layer we will not do a dot product between weights and inputs.The
second type of our layers in neural network have Linear function and the different
between the first type and the second type is the second type is using Leaner function
for calculation weights to next Layer.

In Nearal Network there are two phase, the first phase is the training phase, in it
we will take all lines in our dataset line by line and entering it in neural network ,and
calculate the weights for each layers in forward and backward propagation and store them
all in array list.  After forward and backward propagation and after the storing of our
vectors we will sum them until the batch size reach to 50 (batch size is variable in neural
network).The testing phase comes after and in this phase we will test the accuracy of
neural network.

3.1.1 Training information of CBOW Based On Java System

We trained the model on Dataset containing 10,412 sentences (as it shows table 3.1)
and one cycle due to the lack of robust devices for model training.

Table 3.1: Training information of CBOW Based On Java System

epochs Mumber of sentences Accuracy
1 10412 A7%

3.1.2 Test Phase

In test phase we have 2000 sentences and we entered every line on our test data to our
java detector and extract the accuracy.
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3.1.3 The Class Of Java Project

is an explanation of all classes and functions CBOW Based On Java System 3.1

3.1.3.1 Class Layer

The following functions is a pseudo code of the main fuction of class Layer.

e Method Initweights

initWeights(int nextLaySize) {
Random rn = new Random();
double nls = nextLaySize;
double sd = 1 / Math.sgrt{nls);

weights = new double[neuroNumb][nextLaySize];
for (int i =0; i < weights.length; i++)

{

for {int j = 0; | < weights[0].length; j++)

{

weights[i][j] = rn.nextGaussian() * sd;

b
Figure 3.1: Method Initweights

e ActFunc
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public double[] activate()

{

double[] act = new double[neuroNumb];

if (isLinear(})
{

act = MatrixOper.mulWithVec(MatrixOper.transpose(weights), vals);
}

else // activation function layer (ReLU for example)

{
for (inti =0; i< act.length; i++)
{
act[i] = actFunc.act(vals[i]);
}
}

Figure 3.2: ActFunc

e CalcGrads .
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public double[] calcGrad{double[][] previaywWeights, double[] prevactDeriv)
{
double[] grd = new double[neuroMumb];
if (lisLinear())
{
grd = MatrixOper. mulWithvec|previayWeights, grad);

}

else /f a linear layer

{
for {inti=0; i < grd.length; i++)
{
J{prevActDeriv is the derevatives
grd[i] = grad[i] * prevActDeriv[i];
}
}

Figure 3.3: CalcGrads

e ElementWiseDrive

public double[] elementWiseDeriv()
{
if (lisLinear())
{
double[] ewd = new double[vals length];
for (int i = 0; i < ewd.length; i++)
{

ewd[i] = actFunc.dActvals[i]);

return ewd;

}

return null

Figure 3.4: ElementWiseDrive
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3.1.3.2 Class NeuralNetwork

The following code are the pseudo code of main function of this class.

e InitStochGradDiscen

private void initStochGradDesc()
{

stochGradDesc = new ArrayList<>(); /f same size as "lays" attribute
for (Layer lay : lays)

{
stochGradDesc_add{new double[lay getNeuroMNumb()]);

Figure 3.5: InitStochGradDiscen

e initAccumulVals

private void initAccumulvals()

{
accumulVals = new ArrayList<=(]; // same size as "lays" attribute
for (Layer lay : lays)
{
accumulVals.add(new double[lay getNeuraNumb(}]);
}
}

Figure 3.6: initAccumulVals

e LossFunction

private double loss(double obsrvdVal, double calcVal)

{

return Math.log(1 + Math.exp(-obsredVal * calcVal));

Figure 3.7: LossFunction

e DLossFunc

private double dLossForQutput{double obsrvdVal, double calcval)

{
return {-calcVal * Math.expl-obsrvdVal * calcvall) f (1 + Math.exp(-
obsrvdval * calcval));

}

Figure 3.8: DLossFunc
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e UpdatValsOf

private void updateValsOf{int laylndx) throws Exception
{

if {laylndx == 0} { throw new Exception("index 0 is for input layer. It is
not updatable"); }
lays.get(laylndx).setVals(lays.get{layindx - 1).activate());

!
Figure 3.9: UpdatValsOf

e UpdatGradsOf

private void updateGradsOf{int laylndx) throws Exception
{

if (laylndx == lays.size() - 1) { throw new Exception("index
"Haylndx+" is for output layer. It is not backpropa"); }

lays.get(layindx).setGrad(lays.get(laylndx + 1).calcGrad|
lays.get(laylndx).getWeights(),
lays.get(laylndx).elementWise Deriv()));

Figure 3.10: UpdatGradsOf

e trinWithDSL

public void trainWithDSLine{double[] bow, double label)
{
lays_get(0).setvals{bow);
for (int i =1;i < lays.size(); i++)
{
updateVvalsOfii);

i
double dloss = dlossForQutput{label, lays.getllays.size() -

1).getvals()[0]);
lays_get(lays.size() - 1) setGrad(new double[] {dloss});

for (int i = lays.sizel) - 2; i >=0; i-)
{
updateGradsOf(i);

}

Figure 8.11: trinWithDSL

e train
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train(5tring dsFile)
{
int Inum = 0; //the number of lines.
LexiconExtractor.initLexiconFromFile();
initallWeights();

for (int epo = 0; epo < epochs; epot+)

{
br = new BufferedReader()
int batchOffset =0
String In = br.readLine();

DO
Inum++;
String labs = In.charat({In length{) - 1) + "";

double label = Double parseDouble(labs);
double[] bow = extractBoW(ln);
trainWithDSLine(bow, label);

for [inti=0; i < lays_size]; i++)

{

Acumul();
StochastGrads

}

batchOffset++;

if (batchOffset == batchSizel

{
updateAllWeights();
batchOffset = 0;
initStochGradDesc();
initAccumulvals();

}

System.out.printin{"a line :"+Inum);
In = br.readLine();

1
while(ln = null);

br.close();
if (batchOffset 1= 0}

{
updateallWeights();
initstochGradDesc();
initAccumulvals();

1
storeWeightsinFile();
Y/ end of epochs

}
Figure 3.12: train
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3.1.4 CBOW Based On Java System Results

The following table 3.2 shows the results of applying the Questionnaire (2.8.1) to the
form

Table 3.2: CBOW Based On Java System Results

Bomain Arabic pre-trained GPT-2 Arabic pre-trained GPT-2 ++ Jad
model resolution | number sentences | model resolution | number sentences
health 64 % 100 65 % 100 Aaa
sport 55 % 100 55 % 100 Lal
politic 65 % 100 65 % 100 A
Total percentage] 61.33 % 300 61.66 % 300 A el oall Maal

3.1.4.1 CBOW Based On Java System Results VS Person

e Fake Sentence, output CBOW Based On Java System Fake, output Person Fake :

g FERRAPEN

O g (e 105 clalaill any 3t ) s s QLG 4l 5 i
Sarblll il ) el Slia O cpad ) alae | oal s ey 4l
1999 ale bl i€ jLie Cuany Sy sl 8 a8 1 gany W] )

Figure 3.13: Fake Sentence, output CBOW Based On Java System Fake, output Person
Fake

e Fake Sentence, output CBOW Based On Java System Real, output Person Fake :
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1148 ) Alaad)
Gt Gl Al e s AS ol ae s JL) e Swp do
Lete le o il a8 (K0 Bl (1 oy Sal) 4Ll
1248 ) dlaad)
SOl A€ 5 ) e U gty ol \_.__h‘j\

Figure 3.14: Fuake Sentence, output CBOW Based On Java System Real, output Person
Fake

e Fake Sentence, output CBOW Based On Java System Real, output Person Real:

11 ad; dlaall
2007 5 2005 e (g sall (A | paane JV5 Y 2l g lsdile Bl o 83
1208 ; Alaal)
AL ol Al g Caall el lalial milias

3 :ad Alaad)
lete Aoy \_41 ) LA | \;;—, alall i 4
14a8 5 Alanl)
e il (¥ aal o Bilaia 481 e glae g0
:5ad Alaal)

plaetl g saeall Cnat al 3l 4

Figure 3.15: Fuake Sentence, output CBOW Based On Java System Real, output Person
Real

e Fake Sentence, output CBOW Based On Java System Fake, output Person Real:
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nud ga alg W 613 Hlie Calaal g uasle

Gt Ll oy <5 _LaY1 a5 130

1348 ; dlaal)

1448 PLPEN

slaatl) (gl a5 51l (5 50 8 Sl glase (e Iy & el

Figure 3.16: Fake Sentence, output CBOW Based On Java System Fake, output Person

Real

3.2 Detector System Based On Bert

As we talk in chapter one Bert is a bidirectional system used in many domains like
text generation, text classification.

The Bert system is different from our java system, it uses word embedding to transform
a word in vector and transformers block in addition to the neural network for prediction.

This model is similar to GPT-2 in transformer architectures and both of them use
attention mechanisms to get the context between the tokens.

3.2.1 Training information of Detector System Based On Bert

On two databases, the first one consists of 11 and the second of ~ We trained the model
on two Dataset, the first one consists of 210,000 sentences the second of 80,000 sentences
(as it shows table 3.3) and one cycle due to the lack of robust devices for model training.

Table 3.3: Training information of Detector System Based On Bert

Mame Detector Bert Systems | Number of epochs Accuracy
sentences

BERT 210,000 210,000 10 99.95%

sentence 10 epochs

BERT 80,000 80,000 10 99.94%

sentence 10 epochs
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3.2.2 The implementation of Bert system for classify the news

3.2.2.1 Kitrain Library

The system uses ktrain library it helps building and training the neural network, the
library also makes the code of training be reduced in a few lines.Ktrain also allows us for :

e [t uses the learning rate finder to estimate an optimal learning rate
e save model after training and loading it in any time you want.

To import ktrain write the following line.

° !pip install ktrain
import ktraid

Collecting ktrain
Downloading https://files.pythonhosted.or
LU D] ] e
Requirement already satisfied: scikit-learn
Requirement already satisfied: matplotlib>=
Requirement already satisfied: pandas>=1.e.
Requirement already satisfied: fastprogress

Figure 3.17: Install and Import Ktrain

3.2.2.2 Splitting DataSet

The method sample works on splitting the data set by percent and the rest of the
dataset is the second line of code.It means if the dataset has 1000 sentences and we got
90% to train and 10% for test it will be 900 for training and 100 for testing.

‘, df_train=df.sample(frac=06.9,random_state=42)
df_test = df.drop(df_train.index)
len(df_train), len(df_test)

(18ee0, 2000)

Figure 3.18: Splitting DataSet

3.2.2.3 Loading And Using Pre-Train Model

To implement a news classifier we used pre-train Arabic model called ‘arabert, and we
train it using our dataset in 5 epochs.in the following figure we provide the model after
loading it by training part and test part of our dataset and we launch it to training.
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° from ktrain import text
MODEL_NAME = 'aubmindlab/bert-base-arabertvel’
t = text.Transformer(MODEL_NAME, maxlen=128)
trn = t.preprocess_train(df_train.review.values, df_train.rating.values)
val = t.preprocess_test(df_test.review.values, df_test.rating.values)
model = t.get_classifier()
learner = ktrain.get_learner(model, train_data=trn, val_data=val, batch_size=32)
learner.fit_onecycle(5e-5, 12)
preprocessing train...
language: ar

train sequence lengths:
mean : 7

Figure 3.19: Loading And Using Pre-Train Model

3.2.2.4 Prepare To Predict And Save

After loading Ara-Bert and train it on large data set the next step is the prediction so
to predict it we write the following code :

[ 1 p = ktrain.get_predictor(learner.model, t)

[ ] p.save(path)

Figure 3.20: Prepare To Predict And Save

3.2.2.5 Load and Use our system to predict some examples

Sentence = I__E.__I_}I_}__l_:' |=,J .__,I_}_i_:l_3_|\.i' .__{_.:-_g..'._:' Jaid !_'.*_J._j_:"
num—40000
path = "/content/drive/My Drive/fake News 2 Master 2020/

ktrain.load predictor(path).predict(Sentence)

'Fake'
Figure 3.21: Load and Use our system to predict

3.2.3 Detector System Based On Bert Results

The following table 3.4 shows the results of applying the Questionnaire (2.8.1) to the
form
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Table 3.4: Detector System Based On Bert Results

BERT 210000 sentence 10 epochs BERT 80000 sentence 10 epochs
Domain Jad)
Arabic pre-trained GPT-2++ | number sentences | Arabic pre-trained GPT-2++| number sentences
health 96 % 100 96 % 100 daa
sport 88 % 100 89 % 100 Lals
politic 96 % 100 95 % 100 el
Total percentage] 92.66 % 300 93.33 % 300 Ao el Ball tleal

3.2.3.1 Bert 210,000 Sentences 10 Epochs VS Person

e Fake Sentence, output Bert 210,000 Sentences 10 Epochs Fake, output Person Fake

1;.&)4_1..0;_“

o) 9 A panll Al iy 8 el 1 YD ¢ 5 SA e 3 el slalis
.16 15 sl
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Figure 3.22: Fake Sentence, output Bert 210,000 Sentences 10 Epochs Fake, output
Person Fake

e Fake Sentence, output Bert 210,000 Sentences 10 Epochs Real, output Person Fake
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Figure 3.23: Fake Sentence, output Bert 210,000 Sentences 10 Epochs Real, output Person
Fake
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Figure 8.24: Fake Sentence, output Bert 210,000 Sentences 10 Epochs Real, output Person
Real

e Fake Sentence, output Bert 210,000 Sentences 10 Epochs Fake, output Person Real:
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Figure 3.25: Fuake Sentence, output Bert 210,000 Sentences 10 Epochs Fake, output
Person Real

3.2.3.2 Bert 80,000 Sentences 10 Epochs VS Person

e Fake Sentence, output Bert 80,000 Sentences 10 Epochs Fake, output Person Fake

‘_J....:l'_u.ﬂ.l__.;up..:l.d\ﬂ _x_A_"Lﬁ.II "._l..:ul;l_"._’n\l [ "_l..rl"l.\_,..-b;\_’m"‘_).l.\!.n_‘\.m_l ‘_._f_)_.n..c..lnl_‘_;_‘.lj"l'::"njala;i'|
ale | 8 _g".,-u-..._e \—ﬂ—Ll"aJ:l:I-‘_,;\I"L_\\rupuJ_ﬁ-_,ﬁ_;a__‘_.‘_J:-. I;_,IJ._.;_‘,J'\_,_-.I..'_H_J,T._J\_,_.,.;._'. |
PR

e \_::IaJ:j:-u__i__'h- 1._|U|:..I|| ;__'"__'._".__5' J"S"L__‘,-"”—II .l::;JI..A;F_I.I :'.__._--IJ;I 'aj'.o.._.:.;" J_Az.-i J'_...al"‘j.e;_‘.}a.lul Qi_;‘ﬂ;j' -2 Fjjala_'_\:l'

'..._-'UEEJ-__AJ‘-'

Ars "I-',;.J"E_Ls.,_;j_;';‘j'-j;d,:l;_yu_._.'- il il gmatlsrin 35k e G s &1 et o3 3 Al
,Jc.ﬁ_._,_'.:_ credd | paale e S Ol 4381 50nl IJ'.__._.-_Lié.__',H‘_-;ja_Fuc..__l-_;:Lm'} ciL_‘J.t.u__“rJ-I__;_;n.i_:_:J.lE]jcj.:LMi
B

A2 oz sl il s dolee olgl e el 2005 2015 0T 8 3l jaadll agle Al Bl o 8 s

Laalal _|| 'a_d_.J_m 55" 1‘| Jlac :-..-l:.._l ﬁ_l..|__g...._.| 'a_-u' el slasl ‘_‘Fu__n_).sl

.16 15 S0 19 el 35l i 8 elall 1 S 5 80 e 3 lawil slalia 15 8 Alaall

el sl LI L el maal (2005 o e g el iy 321 esns o8 s 05 A Aeadl
- b

o

Figure 3.26: Foke Sentence, output Bert 80,000 Sentences 10 Epochs Foke, output Person
Fake
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Figure 3.27: Fake Sentence, output Bert 80,000 Sentences 10 Epochs Real, output Person
Fake
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Figure 3.28: Fake Sentence, output Bert 80,000 Sentences 10 Epochs Real, output Person
Real

e Fake Sentence, output Bert 80,000 Sentences 10 Epochs Fake, output Person Real:
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Figure 3.29: Fake Sentence, output Bert 80,000 Sentences 10 Epochs Fake, output Person
Real

3.2.3.3 Bert 80,000 Sentences 10 Epochs VS Bert 210,000 Sentences 10
Epochs

e Fake Sentence, output Bert 80,000 Sentences 10 Epochs Fake, output Bert 210,000
Sentences 10 Epochs Fake :
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Figure 3.30: Fake Sentence, output Bert 80,000 Sentences 10 Epochs Fake, output Bert
210,000 Sentences 10 Epochs Fake
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Figure 3.31: Fake Sentence, output Bert 80,000 Sentences 10 Epochs Real, output Bert
210,000 Sentences 10 Epochs Fake

e Fake Sentence, output Bert 80,000 Sentences 10 Epochs Real, output Bert 210,000
Sentences 10 Epochs Real:

b 38 al 51 5l ilaal g aale

bl b all el jas bl sl Lgadalad g Y1 (pis

:?EJE.LAQ.IW
Fall (& Uyl aidi b g g83MAIL Aie ) g) juiad g 4S8
4k ; ddaad

19 2 & a e i RISy (§ kg e

Figure 3.32: Fake Sentence, output Bert 80,000 Sentences 10 Epochs Real, output Bert
210,000 Sentences 10 Epochs Real

e Fake Sentence, output Bert 80,000 Sentences 10 Epochs Fake, output Bert 210,000
Sentences 10 Epochs Real:
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Figure 3.33: Fake Sentence, output Bert 80,000 Sentences 10 Epochs Fake, output Bert
210,000 Sentences 10 Epochs Real

Conclusion

In this chapter we define our system CBOW Based On Java System implemented by
java language programming and explain its classes and the main methods of it.In same
time we talk about two version of Detector System Based On Berts (Bert 80,000 Sentences
10 Epochs, output Bert 210,000 Sentences 10 Epochs) model and its implementation and
applied three systems on Questionnaire (look on title 2.8.1).Moreover we compared our
obtained results with each other and we infer that Detector System Based On Bert that
is trained on 80,000 Sentences 10 Epochs better than the other systems.
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Conclusion

There are many tools that we can use to generate fake news and GPT-2 model is one
of those tools. In this thesis we knew that the best language model is GPT-2 and Bert
model in side of the power of training, sophisticated architectures and that is due to
power machine and the huge size of dataset. We knew also that those models are one of
the best models to detect fake news.

In this thesis we provide a layer to pre trained model to avoid some problems such as
the recurrent of words and uncompleted sentences just to generate a good fake sentences.
And in final chapter we used Bert to predict our generated fake news.In the same time
we implemented simple system using java programming language and compared it with
Arabic Bert to get how strong BERT model is.
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