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Abstract

This dissertation aims to design and implement a secure and intelligent weather moni-
toring and prediction system based on the Internet of Things (IoT) and a drone platform.
The system relies on an ESP32 microcontroller and a set of environmental sensors to
measure temperature, humidity, atmospheric pressure, rainfall, light intensity, and geo-
graphic location. The collected data are securely transmitted using the MQTT protocol
over TLS and displayed through an interactive dashboard, while a local SD card provides
backup storage. In addition, the system offers weather forecasting capabilities based on
previously collected environmental data. The experimental results demonstrate the effec-
tiveness of the proposed solution in collecting, transmitting, and visualizing weather data
in real time, making it a low-cost and portable platform for environmental monitoring
applications.

Keywords: [oT, Drone, Weather Monitoring, ESP32, MQTT, TLS, Environmental

Sensors, Weather Forecasting.
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General Introduction

Over the past few years, the world has made tremendous improvements in the [oT area due
to the fact that now smart devices can gather, process, and send information about their
environment through wireless networks in real-time. This trend has led to a paradigm
change in many scientific and applied areas, such as meteorology that is based mainly
on accurate and uninterrupted measurement of environmental data. Traditional weather
stations use stationary sensors installed in particular locations, which limits their coverage
area and makes it difficult for them to operate in rugged terrain, such as mountainous ter-
rain, deserts, and areas hit by natural disasters. Thanks to advances in drone technology
and wireless communication, it is now possible to create portable and compact weather
stations that will be able to take atmospheric measurements from above and at different
altitudes. At the same time, there are problems related to the confidentiality and safety
of data sent wirelessly. With all that in mind, the purpose of this project is to create a

weather station installed on a drone using [oT technologies.

xiii



Chapter 1
The Internet of Things

and General Information on Meteorology



1.1 Introduction

The purpose of this chapter is to give the reader the theoretical background needed for
the understanding of the basic principles of the project by discussing the idea of the
Internet of Things, including its structure and application fields, and by demonstrating
how this technological approach could be applied in the area of meteorology. This chapter
will discuss the instruments used in conventional meteorological stations, their drawbacks,
and will show the importance of the development of mobile meteorological stations, which

are the foundation of the drone-based station.

1.2 The Internet of Things

Internet of Things "IoT” is an interrelated system of smart objects and devices like ve-
hicles, home appliances, and medical gadgets that connect to the internet to share and
process data as well as automate decision-making. Internet of Things refers to a com-
bination of individuals, processes, and technology with the help of connected sensors to
achieve real-time monitoring, control, and assessment. In addition, the definition of IoT
expands to encompass any object capable of having a digital identity on the Internet;
for example, fridges or traffic lights and makes them “smart” objects. IoT works on four

main components that function simultaneously|l].

1.2.1 Main Components of IoT

e Sensors: Collect data from the environment, such as temperature or motion.

Internet Connectivity: Transmits data via WiFi, Bluetooth, or other networks.
« Data Processing Software: Analyzes data in the cloud (Cloud computing).

o User Interface: Displays results and allows control through applications such as

mobile apps.

= <
T - =@
R
SENSORS ~ GATEWAY cLoup

(ESP32)

Figure 1.1: Block Diagram of an IoT Network



1.2.2 Workflow (Mechanism)

In an IoT system, a sequence of interconnected processes ensures efficient communication
and operation. First, environmental parameters are measured using sensors that collect
physical data from the surrounding environment. The acquired data are then transmitted
through wireless communication networks to cloud platforms or remote servers. Once
received, the data undergo processing and analysis using cloud computing technologies to
extract meaningful information and insights. Based on the obtained results, automated

actions and decisions can be executed, enabling intelligent and efficient system operation.

1.2.3 Key Applications

Applications of the Internet of Things have been seen in many fields like:
e Smart Home:Control of lights and air conditioners from one’s mobile phone.
e Healthcare: Devices that monitor heart beat and give an alert to doctors.
o Transportation: Vehicles that can avoid accidents by information exchange.
e Industry: Monitoring machines for their timely maintenance to save money.

e Agriculture: Precise agriculture, which uses devices to check soil moisture content

and automated irrigation system, besides drones to diagnose diseases[lﬂ].

The number of connected devices is expected to reach 50 billion by 2020, which en-

hances efficiency but also raises significant security concerns.

Internet
of Things

Figure 1.2: Major Applications Used in the IoT



1.3 Meteorology

Meteorology is the science that studies the atmosphere
and all the phenomena that occur within it, such as
wind, rain, storms, and temperature.

This science focuses on analyzing daily weather
conditions and also studies long-term changes in the
climate[@].

NN
¢ Meteorology

1.4 Basic Weather Elements

Figure 1.3: Basic Components

Meteorology is based on a set of key elements: of the Atmospheric Layer

« Temperature: Measures how hot or cold the air
is; it is a fundamental element that influences other

weather phenomena.

o Atmospheric Pressure: The weight of the air
column on the Earth’s surface; it varies with alti-
tude and temperature. Differences in pressure are

the main cause of wind movement.

e Wind: The movement of air from areas of high

pressure to areas of low pressure.

e Humidity: The amount of water vapor in the
air, which is linked to the formation of clouds and

precipitation.

« Precipitation: Includes rain, snow, and hail[@] []

1.4.1 Instruments for Measuring Basic Elements
Meteorologists use several instruments, including:

e Thermometer: to measure temperature.

e Barometer: to measure atmospheric pressure.

o Hygrometer: to measure humidity.

e Anemometer: to measure wind speed.

« Rain gauge: to measure rainfall[@] [H]



1.4.2 Meteorological Problems and Solutions

Meteorological monitoring systems face several challenges that may affect their perfor-
mance and reliability. These challenges include power outages, the impact of extreme
weather conditions on equipment, limited data transmission capabilities in remote areas,
and potential security vulnerabilities that may expose data to unauthorized access. To
overcome these limitations, several modern solutions have been adopted, such as the use
of solar panels to ensure continuous power supply, weather-resistant materials to improve
system durability, long-range wireless communication technologies such as LoRa and GSM
to enhance connectivity in remote regions, and data encryption techniques to strengthen

data security and privacy.

1.5 Weather Stations

A weather station refers to facilities or locations dedicated to monitoring weather and
climate conditions using various instruments. These instruments enable the measurement
of factors influencing weather conditions, such as temperature, precipitation levels, wind

speed, and others. Among the types of weather stations are:

« Ben Nevis Observatory: Precise measurements of temperature, humidity, pre-

cipitation, and atmospheric pressure.

o Fort William Observatory: A meteorological station used for continuous envi-

ronmental monitoring and data collection.

1.6 Types of Weather Stations

Weather stations vary depending on their intended use and the level of accuracy required,

and can be classified into the following types:

1.7 Mobile Meteorological Stations

Mobile meteorological stations are defined as compact, lightweight weather measurement
systems that can be quickly transported and installed at any location without the need
for fixed infrastructure. These stations contain a set of environmental sensors, a pro-
cessing unit, and a wireless communication system that allows real-time transmission of
measurements to a receiving station or cloud server.

Unlike traditional fixed stations, these systems can be deployed temporarily in multiple

locations, providing great flexibility in collecting data from different areas as needed.



Table 1.1: Table showing the types of weather stations

Type Accuracy and Mea- | Main use Size and Portabil-
surements ity

Household Good (Wi-Fi, UV, | Characters and Gar- | Small, wireless
Rain) dens

Specialized Custom (Soil, Avia- | Agriculture, Maritime | Miscellaneous, Indus-
tion) trials

Educational Basic (Temperature, | Education, Homes Small, colorful
Humidity)

To predict Comprehensive (pres- | Forecasts, Alerts Medium, national net-

sure, radiometer)

works

Portable — Mobile

Moderate (wind, hu-
midity)

Fieldwork, Disasters

Small, backpack

Professionalism

Very high (wind, UV,

rain)

Scientific research,

courts

Large, steady

1.7.1 Features of Portable Stations

o Easy to transport and install

o No need for permanent ground fixtures

o Low power consumption

o Instant wireless connectivity

o Capable of operating in harsh conditions and

rugged terrain

Figure 1.4: Depicts a portable
weather station




1.7.2 Comparison Between Portable and Fixed Weather Sta-

tions

Table 1.2: Comparison Between Portable and Fixed Weather Stations

Fixed Weather Station Portable Weather Station
Fixed location Easily movable
Limited coverage Wide coverage
Permanent installation Temporary deployment
Ground measurements only Measurements at different loca-
tions
Conclusion

Mobile stations are considered a smart and effective solution to the limitations of fixed
stations, especially in emergency situations and challenging environments. Advances in
the Internet of Things (IoT) and wireless communications have made these stations more
accurate and faster in data transmission, paving the way for the use of drones as an ideal

platform to carry them, as will be explained in the following chapters.



Chapter 2
Drone Weather Station

Hardware & Communications



2.1 Introduction

Unmanned aerial vehicles (UAVs/drones) are one of the most advanced technologies that
have changed radically the ways of environmental and climatic data acquisition. UAVs
are widely employed in science and engineering practices, including remote sensing, fire
detection, and post-disaster damage evaluation due to the ability to gather information
about the areas unreachable for measurements using traditional techniques, especially at
lower altitudes. Thanks to drones, it is possible to conduct vertical profiling of the values of
meteorological characteristics (temperature, humidity, atmospheric pressure, wind speed,
etc.) at different altitudes and within short intervals, providing valuable opportunities
for weather forecasting and analysis of the atmosphere. This chapter seeks to familiarize
the reader with the idea of a weather station mounted on a drone by introducing the
main software and hardware components of the proposed system and analyzing the way
in which they fit into the Internet of Things architecture. The obtained data is sent from
the mobile device to a server or cloud environment and is further analyzed and visualized

with the help of interactive dashboards.

2.2 Overview of the Drone-Mounted Weather Station

Innovations in environmental measurements include the introduction of drones because
they are now used as mobile sensor stations able to collect climate information through
vertical profiling, especially within the lower part of the atmosphere called Atmospheric
Boundary Layer. This kind of measuring system is scientifically referred to as Vertical
Profiling, and is considered one of the most vital techniques in studying variations in
atmospheric parameters with respect to altitude changes. Drones play an important role
Today in climate studies, air pollution analysis, thermal layering, and the collection of
meteorological information such as pressure and humidity in difficult-to-reach places.
Unlike conventional weather stations, the proposed system can collect measurements
at different locations and altitudes, making it suitable for environmental monitoring,

disaster assessment, and atmospheric profiling.

2.3 The Drone as a Mobile Sensing Platform

The idea behind this project is based on turning the drone into a scientific device with
environmental sensors. In this case, the drone functions as a mobile measurement unit
that is able to gather, analyze and send data about the current weather conditions.

The system is composed of several integrated components that ensure its proper oper-
ation. It includes a flight control structure that provides safe and stable drone operation,

as well as a set of meteorological sensors used to measure environmental parameters such



as temperature, humidity, atmospheric pressure, and rainfall. A dedicated controller is
responsible for maintaining flight stability and managing the overall system functions. In
addition, a communication unit enables the wireless transmission of the collected data,
while display and storage modules support data visualization, recording, and analysis.

This particular integration process can be called Cyber-Physical System that is widely
used in the IoT world.

2.4 Types of Unmanned Aerial Vehicles (UAVs)

Drones vary in terms of their mechanical structure and functional capabilities, and these
differences directly affect their suitability for carrying meteorological sensing systems and

weather stations.

2.4.1 Common Types of UAVs

e Quadcopter (four-rotor): This type is equipped with four propellers arranged
in an X configuration. It is one of the most commonly used UAVs in small and
medium-scale applications. Its main advantage is high stability and ease of control
in terms of altitude and direction. It is particularly suitable for short- and medium-

range meteorological measurements, especially in urban and flat environments|).

» Hexacopter (six-rotor): This UAV is equipped with six rotors, which provides
higher payload capacity and improved stability under variable wind conditions. It
is suitable for missions requiring additional equipment such as extra batteries or

multiple sensors for enhanced data collection[f].

o Fixed-wing UAV: This type is designed for long-range missions with high energy
efficiency. It is typically used for large-scale environmental monitoring and regional
meteorological surveys. However, it has limited vertical take-off and landing capa-

bilities and is generally less flexible in confined environments|[7].

2.5 Criteria for Choosing a Drone

When choosing a drone that would have to accommodate a compact weather station, a

variety of criteria need to be taken into account for efficient operation:

e Weight Limitations: The selected drone should be able to accommodate the
total weight of all equipment (sensors, batteries, and the communications unit),

without impacting its performance or stability.

10



Flight Duration: The longer time spent flying increases the amount of measure-

ments that can be taken within one session.

Stable Flying at Different Heights: It is necessary to select a drone that en-
sures stable flying at different altitudes, which will allow accurate measurements at

different atmospheric levels.

Control Easiness and Compatibility with Software: Drift towards drones that
use open-source software like ArduPilot or PX4 is preferable because it enhances

compatibility with an IoT-based meteorological system[@].

2.6 Microcontroller

It is a small and inexpensive computer on a single chip, also called a single-chip micro-

computer, and is used to control specific functions within electronic devices [@]

of:

Its basic components, according to the same source , a microcontroller mainly consists

Central Processing Unit (CPU): Executes instructions and performs calcula-

tions.

Memory: Stores the program and data, typically including program memory and

data memory.

Input/Output (I/O) ports: Allow it to communicate with sensors, buttons,

displays, and motors.

Interrupt controller: Helps prioritize important tasks when multiple events occur

simultaneously [@] :

ESP32 Wroom DevKit Full Pinout

t
3
3
3
3
c
3
3
3
3
3
c
3
3

(TOUCH_7  ADC2_7
/SDICLKY HSPI_CLK /TOUCH 6 ADC2_6
/SDLDATZ HSPI_MISO /TOUCH.5' ADC2_S

| ADC2_0 TOUCH.B /SOIDATIY
L ADCRY TOUEHIL
T ADC2_ 2 [TOUCH:Z'

/SDIDAT3/ HSPI MOSI  TOUCH 4 ADC2. 4 /sp_DaTe ANNLEDINY
ADC2_3 |TOUCH 3 [(SDLCMDI’ HSPI_CS

/SD1
SDO/sba Oo nat Connect [used by internal Flash)
SCK/CLK

Do not Connect (used by internal Flash] SWP /S
csc/cMn (FEEEY

@C000000000000000000g
®0000000000000000000®

&—— Input only
&—— Input / Output
~\— PWM Dutput

GPI0 pins are not 5V tolerant

2xSPI:VSPT & HSPT 2%
.--" UART
Figure 2.5: ESP32 Microcontroller
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Why is ESP32 said to be a highly appropriate choice?

The ESP32 can be said to be a highly appropriate choice since it is a cheap microcon-
troller that has Wi-Fi and Bluetooth connectivity built into itself and adequate processing
resources. Moreover, it also provides support for several communication interfaces, includ-
ing GPIO, UART, SPI, I12C, and ADC interfaces. This means that ESP32 can effectively
interface with many types of sen- sors, including DHT11, BMP280, GPS, and rain sensors.

The operation of a microcontroller involves several essential tasks. First, it acquires
data from connected sensors through its input/output interfaces. The collected informa-
tion is then processed according to the program stored in the microcontroller’s memory.
Based on the processed data, the microcontroller can make decisions and execute spe-
cific actions, such as triggering alarms or controlling connected devices. Furthermore,
it supports data exchange through wireless communication technologies, including Wi-
Fi and Bluetooth, enabling connectivity with external systems and remote monitoring

platforms.[9].

2.7 Sensors Used in the Station

Climate sensors represent the fundamental physical component of any weather station. In
this project, a set of integrated environmental sensors is used to ensure accurate, reliable,

and comprehensive meteorological measurements.

2.7.1 DHT11 Sensor

The DHT11 is an economical digital sensor that measures temperature and relative
humidity. It is extensively utilized in embedded systems and Internet of Things appli-
cations because of its simple nature and ability to interface with microcontrollers like the
Arduino and ESP32.

The sensor contains two main components inside a single package:
o A resistive humidity sensing element.
e An NTC thermistor for temperature measurement.

The DHT11 communicates using a single-wire digital signal, which simplifies the

connection with microcontrollers without the need for analog-to-digital conversion[10].

12



Figure 2.6: DHT11 Temperature and Humidity Sensor

Measurement Range

« Humidity: 20% to 80-90% RH

o Temperature: 0°C to 50°C

Advantages

o Low cost and suitable for educational projects
o Operates with low voltage (3.3V to 5V)

« Provides digital output (no ADC required)

o Low power consumption

o FKasy to interface with Arduino and ESP32

« Compact and easy to integrate into circuits

« Stable performance for basic environmental monitoring[].

Limitations

e Limited accuracy compared to advanced sensors
o Narrow measurement range
« Slow sampling rate (approximately one reading per second)

« Not suitable for high-precision industrial applications []

13



Working Principle

The sensor measures temperature using the NTC thermistor and humidity using the
resistive humidity element. The internal circuit processes these analog values and con-
verts them into a digital signal, which is transmitted through a single data pin to the

microcontroller[[10].

Technical Specifications

o Temperature range: 0 to 50°C

Humidity accuracy: +2%
o Single-wire digital output

+ Very low power consumption[L0].

Why is it suitable for drones?

The selected sensor is particularly suitable for drone-based applications due to its lightweight
design, which minimizes the impact on the drone’s payload capacity. In addition, it does
not require complex signal-conditioning circuits, simplifying system integration and re-
ducing hardware complexity. The sensor is also resistant to vibrations generated during
flight, ensuring reliable measurements under dynamic operating conditions. Furthermore,
it provides sufficient accuracy for monitoring and studying the near-surface atmospheric

layer, making it well suited for environmental and meteorological applications.[10].

2.7.2 BMP280 Atmospheric Pressure Sensor

The BMP280 is one of the highly employed sensors for measuring atmospheric pressure and
temperature in high-precision digital form. This sensor was designed and manufactured
by Bosch Sensortec for use in internet of things (IoT) and mobile device applications,

where high accuracy, low power consumption, and compact size are required|[L1].
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Figure 2.7: BMP280 Atmospheric Pressure Sensor

The Physical Principle of Pressure Measurement (Piezo-resistive Sensing):

The precision of the BMP280 sensor depends on the micromachined silicon diaphragm,
which deforms mechanically when the atmospheric pressure changes. The change in the
electrical resistance is measured by an internal circuit that generates a high-precision
digital pressure Value[].

This method is called the piezo-resistive effect.Such sensors are common in professional

applications because of their rapid response, accurate results, and thermal stability.

Temperature Measurement Internally:

There is an internal temperature sensor in the BMP280 that serves two primary roles,
including: Giving the correct measurement of the temperature, As well as providing
thermal compensation for any changes caused due to the influence of tempera- ture on
the pressure sensing of the diaphragm. This provides a highly accurate measure despite
atmospheric changes in the drone’s flight [][]

Technical Specifications:

o Pressure range: 300 to 1100 hPa (suitable for low-altitude applications)
e Pressure accuracy: up to +1 hPa

e Temperature accuracy: £1°C

» Very low power consumption (in the microampere range)

o Communication protocols: 12C or SPI

e Very small form factor suitable for drone integration[].
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2.7.3 Computation of Height Using Pressure (Barometric Alti-
tude)

Some of the important factors that led us to select the BMP280 sensor for portable weather
stations is its capacity to determine the estimated height without depending entirely on
the GPS system. It does this through an application of a standard barometric equation

used in meteorology. The equation is given as:
P 01903
h=44330 (1 — | =
( <P 0)

e h : is the altitude above sea level (m)

Where:

o P : is the atmospheric pressure measured by the BMP280 sensor (hPa)

o Py : is the standard atmospheric pressure at sea level (1013.25 hPa)

Significance of BMP280 in Portable Meteorology:

There are various reasons for the scientific significance of implementing such a sensor
into a system using a drone. Firstly, it helps correlate measurements of atmospheric
properties with altitude changes. Second, it makes possible studying the vertical profile
of temperature and humidity. Third, it contributes to more precise estimates of altitude
while reducing GPS measurement errors. In addition, the creation of pressure versus
altitude graphs can be done through the use of such a barometer. Therefore, in many
portable and scientific meteorology systems, altitudes are estimated based on a barometer
rather than only using GPS[L1][12].

2.7.4 Rain Sensor

Rain sensors are important for identifying rainfall while the drone is flying through the
atmosphere. The rain sensors are a vital element in atmospheric field studies since they
help in real-time identification of atmospheric water droplets or rainfall. The sensors
play a crucial role in mobile weather stations on drones because dynamic changes in the

atmosphere need to be detected immediately in different places[[13].
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Figure 2.8: Rain Sensor for Precipitation Detection

Physical Principle of Operation:

The sensor comprises a metal plate with exposed parallel copper traces. During dry
weather, the electrical resistance across the metal traces is very high. Rain falling onto
the plate’s surface creates a layer of water that conducts electricity, thus greatly lowering
the electrical resistance across the traces. The change in the conductivity is measured and
translated into either digital output (DO) or analog output (AO) by means of an onboard
comparator. In other words, the principle behind operation of this device is based on

changes in electrical conductivity due to water presence[13].
Technical Specifications

e Operating voltage: 3.3V — 5V

« Digital and analog output

o Very lightweight design

o Easy integration with microcontrollers

« Low cost[13].

Importance of the Sensor in Drone Applications

The integration of a rain sensor into a drone-based weather station offers several significant
advantages for meteorological monitoring. It enables the detection of precipitation in areas
where conventional ground-based weather stations are unavailable, thereby extending the
coverage of environmental observations. In addition, rainfall events can be analyzed in
relation to altitude and geographic location, providing a better understanding of spatial
weather variations. Furthermore, the collected data support the study of the relationship
between humidity, atmospheric pressure, and the onset of rainfall, contributing to more

comprehensive weather analysis and forecasting.
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2.7.5 Global Positioning System (GPS)

The Global Positioning System (GPS) is a central component of the drone-mounted me-
teorological station, as it enables each meteorological measurement to be accurately as-
sociated with its geographic location, altitude, and time of acquisition.

Most GPS modules used in integrated embedded systems rely on u-blox chips due to
their high accuracy, reliability, and ease of integration with microcontrollers and IoT-based

platforms.

Figure 2.9: Global Positioning System (GPS) Module Used in Drone Systems

The Scientific Principle Behind GPS (Trilateration)

The Global Positioning System (GPS) is based on the principle of trilateration, which
relies on receiving signals from multiple satellites. Each satellite transmits its orbital
position and the precise time of signal transmission.

By measuring the distance from at least four satellites, the system solves a set of
equations to determine the receiver’s position in terms of latitude, longitude, altitude,
and UTC time.

Data Provided by the GPS Receiver

Embedded GPS modules communicate through UART serial interfaces by transmitting
NMEA sentences containing essential positioning and navigation information. These data
typically include latitude and longitude coordinates, altitude, speed, Coordinated Univer-
sal Time (UTC), and the number of visible satellites. The transmitted information can
be directly received and processed by microcontrollers such as the ESP32 or Arduino,
enabling accurate location tracking and integration with environmental monitoring ap-

plications.

Technical Specifications of u-blox Modules

o Positioning accuracy: up to 2.5 m

o Low power consumption
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e Support for external antenna to improve signal reception
 Fast update rate (1 Hz to 10 Hz)

o Simple UART communication interface

Importance of GPS in a Portable Weather Station

The integration of GPS technology into a portable meteorological system offers signif-
icant scientific benefits. It enables each meteorological measurement to be associated
with precise geographic coordinates, ensuring accurate spatial localization of the collected
data. Furthermore, GPS information allows the visualization of measurements on interac-
tive maps, facilitating the analysis of environmental conditions across different locations.
The system can also compare the actual altitude provided by GPS with the barometric
altitude measured by the BMP280 sensor, improving the reliability of altitude-related
observations. In addition, GPS data support flight path tracking and the analysis of the
spatial distribution of measurements. By providing accurate timestamps for all collected
data, GPS technology contributes to temporal analysis and enables the creation of a

comprehensive spatiotemporal meteorological database.

Integration with Other Sensors

When GPS is integrated with sensors such as the BMP280, it becomes possible to compare
pressure-based altitude with GPS altitude, improve measurement accuracy, and study

vertical variations in atmospheric conditions more effectively.

2.7.6 LDR (Light-Dependent Resistor)

A Light-Dependent Resistor (LDR) is used to measure the intensity of light incident on its
surface. This component is typically made of cadmium sulfide (CdS), a photoconductive
material whose electrical resistance varies according to the amount of light it receives.
When the light intensity increases, the resistance of the LDR decreases, and when the
light intensity decreases, the resistance increases. This property makes it suitable for en-

vironmental light monitoring applications in weather stations and IoT-based systems]14].

Figure 2.10: Light-Dependent Resistor (LDR) Sensor
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Physical Principle (Photoconductivity)

When light strikes a cadmium sulfide (CdS) material, photons excite electrons within
the material, resulting in the release of charge carriers. This increases the electrical
conductivity of the material and consequently decreases its electrical resistance. This
phenomenon is known as photoconductivity.

Mathematical Model of the LDR Sensor

The Light Dependent Resistor (LDR) operates based on the variation of its resistance

according to light intensity. In general:

o Higher light intensity — lower resistance

o Lower light intensity — higher resistance

Voltage Divider Equation

When the LDR is connected in a voltage divider circuit with a fixed resistor, the output
voltage is given by:
Rrpr

‘/ou = ‘/cc X 15
' Ripr + Rfized[ ]

LDR Resistance Calculation

From the previous equation, the LDR resistance can be expressed as:

Vee
Ripr = Rfixed X (V - 1) [15]

out

Conversion to Illuminance (Lux)

The light intensity (illuminance) can be approximately estimated using:

Lur = A x (RLDR)iB[15]
where A and B are empirical constants that vary depending on the type of LDR and
are usually determined experimentally or taken from the sensor datasheet.
LDR Connection Method

The LDR is normally wired to a voltage divider circuit along with a constant resistor. The
output voltage is measured from the analog input port of the microcontroller (Arduino
and ESP32). The variation in voltage level will be proportional to the strength of the

incoming light.
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Technical Specifications

The sensor is characterized by several technical features that make it suitable for embed-
ded and [oT applications. It has a lightweight design and low power consumption, which
are essential requirements for portable and drone-based systems. In addition, the sensor is
cost-effective, making it an affordable solution for environmental monitoring projects. It
is highly responsive to variations in light intensity, allowing accurate detection of changing
environmental conditions. Furthermore, the sensor can be easily interfaced with popular
microcontroller platforms such as Arduino and ESP32, facilitating system integration and

implementation.

Importance of the LDR in the Drone Station

Although the LDR does not provide an absolute measurement of solar radiation in W/m?,

it is useful for:

o Providing a relative estimation of solar irradiance
o Interpreting temperature variations related to solar exposure

o Studying the effect of sunlight based on altitude and geographic location

Scientific Comparison with a Pyranometer

In professional meteorological stations, a pyranometer is used to measure solar radiation
with high accuracy. The LDR, in contrast, represents a low-cost and simplified experi-
mental alternative, mainly used for relative measurements rather than precise scientific

quantification.

SD Card Module for Data Storage

The SD Card Module is regarded as a key component in the system, where it is used as a
mechanism of storing data before uploading the same to the server or control dashboard.
This component enables the saving of measurement data obtained by the sensor in the
form of files for use in case of any failure in wireless communication.

The SD card module is interfaced with the ESP32 through the SPI communication
method using MOSI, MISO, SCK, and CS pins along with VCC and GND pins for efficient
data logging.

This module is widely used in IoT systems [16].
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Figure 2.11: SD Card Module used for local data storage

[16].

2.8 Communication Modules for Wireless Transmis-
sion

Communication modules play the role of intermediary between drones and monitoring
systems installed either at ground or in the cloud. It is critical to choose the right
communication technology considering several aspects like transmission range, energy

consumption, data speed, and connection stability.

2.8.1 Wi-Fi Communication

Wi-Fi communication is based on the IEEE 802.11 family of standards, which define
Wireless Local Area Network (WLAN) technologies. These standards enable devices to
exchange data at high speeds over relatively short distances.

In drone-based systems, Wi-Fi is commonly used in conjunction with modern micro-
controllers such as the ESP32, which integrates a built-in Wi-Fi module. This simplifies
both hardware design and software integration, making it a practical solution for real-time

data transmission in IoT-based meteorological applications[].

=

Wi-Fi

Figure 2.12: Wi-Fi Communication Module (ESP32) Used in Drone IoT Systems




Why is Wi-Fi Suitable for Real-Time Streaming?

Wi-Fi offers several advantages that make it suitable for real-time data transmission in

drone-based meteorological systems:
« High data transfer rates (in the Mbps range)
o Low latency communication

 Ability to establish a direct connection with a ground station (Access Point mode)

These characteristics make Wi-Fi ideal for real-time visualization of temperature, pres-
sure, and humidity measurements during drone flights, especially in short-range field

experiments[[7].

Technical Analysis

Each sensor reading is transmitted as a small data packet, enabling efficient data ex-
change within the system. Wi-Fi technology provides sufficient bandwidth to support
the transmission of a large number of packets per second while maintaining low commu-
nication latency. This capability ensures near real-time data delivery and monitoring.
Furthermore, Wi-Fi is fully compatible with widely used communication protocols such
as MQTT and HTTP, allowing reliable data transmission without introducing significant

network bottlenecks.

Wi-Fi Operating Modes with the Drone

The ESP32 microcontroller can operate in two main modes:

« Station Mode (STA): The drone connects to an existing Wi-Fi router or access

point.

o Access Point Mode (AP): The drone creates its own Wi-Fi network, allowing a

computer or smartphone to connect directly.

This dual-mode capability provides high flexibility during field experiments.

Actual Range During Flight

Although Wi-Fi technology theoretically offers a communication range of up to approx-
imately 100 meters, its actual performance during drone operations depends on several
environmental and technical factors. These factors include the availability of a clear line
of sight between the transmitter and receiver, the presence of electromagnetic interfer-
ence, antenna orientation, and the drone’s altitude. Consequently, Wi-Fi is most effective
when the drone operates within the direct line of sight of the ground station, ensuring

stable connectivity and reliable data transmission.
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Power Consumption

Despite its numerous advantages, Wi-Fi technology presents certain limitations in drone-
based applications. Compared with communication technologies such as LoRa and Blue-
tooth Low Energy (BLE), Wi-Fi generally consumes more power, particularly when main-
taining continuous network connectivity. This increased energy demand may reduce the
drone’s flight time during prolonged operations. Nevertheless, power consumption can be
optimized through several strategies, including reducing the sensor sampling rate, utiliz-
ing the deep sleep modes available in the ESP32 microcontroller, and transmitting data at
predefined intervals rather than continuously. These techniques contribute to improving
energy efficiency while preserving reliable communication performance.

Integration with IoT Protocols

Wi-Fi is highly compatible with several [oT communication protocols:

o MQTT for real-time data streaming
e HTTP for communication with local servers

e WebSocket for live dashboard visualization

When Should We Choose Wi-Fi for a Drone Project?

Wi-Fi is preferred in the following cases:

o Experiments conducted near a ground station

o Requirement of real-time data visualization

Simple setup without complex infrastructure

o Laboratory or small-scale field environments

2.8.2 LoRa/LoRaWAN Communication

LoRa technology is a low-power, long-range wireless communication technology specifi-
cally designed for Internet of Things (IoT) applications that require the transmission of
small amounts of data over long distances.

This technology is standardized and governed by the LoRa Alliance, which defines
the technical specifications and ensures interoperability between LoRaWAN devices and
networks[18].
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Figure 2.13: LoRa Communication Module Used for Long-Range [oT Transmission

Technical Principles of LoRa

LoRa technology is based on Chirp Spread Spectrum (CSS), a modulation technique
that encodes data using chirp signals whose frequency varies gradually over time. This

approach makes the signal:

o Highly resistant to interference
» (Capable of long-distance communication

o Effective in open and challenging environments

Advantages of LoRa in the Drone Project

» Very long communication range (approximately 2-15 km depending on environmen-

tal conditions)
e Very low power consumption
o Suitable for transmitting small sensor data packets

 Reliable operation in rural and mountainous areas[1§].

Limitations

o Low data transmission rate
« Not suitable for video or large data transfers

» Requires a gateway infrastructure when using LoRaWANIJ19].

Importance of LoRa in a Weather Station

In a drone-based meteorological system, LoRa technology offers several significant advan-

tages for long-range communication. It enables data transmission even when the drone
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operates at considerable distances from the ground station, thereby extending the moni-
toring coverage area. In addition, LoRa reduces the dependence on high-power communi-
cation links, contributing to improved energy efficiency and longer operational duration.
Furthermore, it provides reliable communication performance in open and remote environ-
ments where conventional wireless technologies may experience connectivity limitations.
These characteristics make LoRa a suitable solution for environmental monitoring appli-

cations requiring long-range and low-power data transmission.

2.8.3 GSM/LTE (4G) Connectivity

This technology relies on global mobile communication networks in accordance with the
3GPP LTE standard. It enables data transmission directly to the Internet through cellular
networks without the need for a local gateway[20].

GSM/LTE communication is widely used in IoT systems to ensure long-range connec-

tivity, especially in remote areas where Wi-Fi coverage is limited or unavailable[21].

[S=ELL

Figure 2.14: GSM/LTE (4G) Communication Module for IoT Connectivity

Technical Principle

The system operates through a GSM/LTE module embedded in the drone, using a SIM
card to access cellular networks. Data collected from onboard sensors is transmitted
directly to a cloud server via the mobile network.

As a result, the system does not require a nearby local network infrastructure, making

it suitable for wide-area deployments.

LTE/GSM Features

o Wide coverage, including remote regions
e Direct internet connectivity via cellular networks
« Suitable for real-world field applications

o Ability to connect directly to cloud databases
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Limitations

Higher power consumption compared to technologies such as LoRa and BLE

o Requires a SIM card and subscription plan
e Depends on cellular network availability

e Reduced performance in mountainous or isolated areas

Importance of LTE in the Drone Project

LTE/GSM communication provides several key advantages in the drone-based meteoro-

logical system:

o Enables real-time transmission of data to cloud platforms
« Suitable for operations beyond Wi-Fi range

o Supports professional IoT and large-scale monitoring systems

2.9 Data Transmission Protocols

2.9.1 MQTT (Message Queuing Telemetry Transport) Protocol

The MQTT protocol is one of the most widely used communication protocols in the
Internet of Things (IoT), particularly in systems that rely on lightweight devices such as
microcontrollers and sensors mounted on drones.

It was originally developed by IBM and later standardized as an open protocol under
the OASIS organization. The main objective of MQTT is to provide a lightweight and

efficient communication mechanism suitable for resource-constrained environments.

MQTT Architecture

MQTT is based on the Publisher/Subscriber model, where communication is managed
through an intermediary called the Broker instead of direct device-to-device communica-
tion.

Working Principle:

o The drone (Publisher) sends sensor data (temperature, pressure, humidity, etc.)
o The data is transmitted to the MQTT Broker

« Applications or dashboards (Subscribers) receive the data from the Broker
System Flow:
Sensor — ESP32 — MQTT Broker — Dashboard / Cloud
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Importance of MQTT in the Drone Project

MQTT is particularly important in drone-based systems because:
e The drone is constantly moving
e Direct communication with servers may be unstable
o The Broker ensures reliable and stable communication

Thus, MQTT solves the problem of communication interruptions during movement.

Technical Characteristics of MQTT

Lightweight Protocol: MQTT uses a very small header size compared to protocols like
HTTP, which reduces:

e Data consumption
e Power consumption

o Transmission delay
Topics System: Data is organized using hierarchical topics such as:

o drone/temperature
o drone/humidity

o drone/pressure
Quality of Service (QoS): MQTT defines three levels of message delivery reliability:

e QoS 0: At most once delivery (no acknowledgment)
o QoS 1: At least once delivery (with acknowledgment)

« QoS 2: Exactly once delivery (most reliable)

Advantages in Weather Systems (Drone Weather Station)
Using MQTT in a drone-based weather station provides:

o Real-time data transmission

e Reduced data loss during movement

o Low power consumption suitable for drones

« Easy integration with cloud platforms (AWS IoT, Mosquitto)

e Support for multiple devices in the same system
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Integration with ESP32 and the Drone

In this system:
e The ESP32 collects data from sensors

Data is transmitted via Wi-Fi

o The ESP32 publishes data to the MQTT broker

 Data is visualized on a dashboard (Node-RED or web application)

Practical Applications

MQTT is widely adopted in various Internet of Things (IoT) applications due to its
lightweight architecture and efficient communication capabilities. It is commonly used in
smart weather stations for environmental data collection and transmission, as well as in
smart city systems that require real-time monitoring and control. Furthermore, MQTT
plays an important role in environmental monitoring applications, drone tracking systems,
and industrial IoT solutions, where reliable and low-bandwidth communication is essential

for data exchange between connected devices and cloud platforms.

Limitations

Despite its advantages, MQTT has some limitations:

e Requires a central broker
« Depends on network connectivity (Wi-Fi/LTE)

o Not suitable for large file transfers

Conclusion

This chapter highlights the importance of designing a drone-mounted weather station as
a modern and effective solution for collecting climate data in various environments, par-
ticularly in areas that are difficult to access using traditional ground-based stations. The
chapter discussed the general concept of the system and its main components, including
the unmanned aerial vehicle (UAV), sensors, processing units, communication technolo-
gies, and data transmission protocols within the Internet of Things (IoT) framework.

It has been demonstrated that the success of such systems depends on the integration
of several key elements, most notably sensor accuracy, wireless communication efficiency,
and the selection of appropriate protocols such as MQTT to ensure fast and reliable data

transmission to cloud or server platforms. In addition, positioning systems play a crucial
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role in linking measurements to geographic location and altitude, thereby increasing the
scientific value of the collected data.

Finally, the drone-mounted weather station represents a significant step toward smart
monitoring systems based on IoT technologies, opening new perspectives for applications
in meteorology, environmental monitoring, and smart agriculture. The next chapter will
focus on the practical design and implementation of the system, as well as its integration

with software platforms.
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Chapter 3

Conception and Implementation



3.1 Introduction

Having described the theoretical aspect of the drone-mounted weather station concerning
its use of different kinds of sensors and communication technology used for information
exchange, the following chapter will focus on the practical side of the system implementa-
tion involving both hardware and software components to develop a working prototype.
The aim of this chapter is to provide details about the linking of all sensors to the proces-
sor, the acquisition of the meteorological information, the local storage of the data and
its wireless transfer to the control center. The chapter will also focus on the order of
performance of the operations performed by the system, beginning with the collecting of
environmental informa- tion, then moving on to its analysis using the controller, then to
the data storage and access.

To achieve the aim of the chapter, the latter is going to be split into two sections:

o Conception : In this section the linking of different electronic parts of the drone will

be described.

o Implementation : This part will be devoted to the data collection, structuring,

storage, and transfer over the network.

This chapter links theory to practice in regard to the discussed weather station.

3.2 Part One: Conception

3.2.1 General Description of a Portable Weather Station

The portable weather station is a well-thought-out system intended for gathering mete-
orological data during the flight and under difficult conditions when other ways of doing
so would not work. This system requires integration of different environmental sensors
with a main processor. That means that it allows measuring different kinds of weather
factors.

The system is capable of measuring a range of environmental parameters essential for
meteorological analysis. These include temperature, humidity, atmospheric pressure, and
ambient light intensity, as well as rainfall intensity for precipitation monitoring. In ad-
dition, the system records geographical coordinates and altitude, enabling precise spatial
localization of all collected data and supporting advanced environmental and atmospheric
studies.

The working principle of this system is based on operation of sensors that act as input
devices and collect information about some kind of physical phenomena and transmit it

in the form of electric impulses, which are further transmitted to the ESP32 processor
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that analyzes it and translates it to digital data. Therefore, this system turns out to be

a convenient mobile measuring tool.

3.2.2 General Functional Diagram of the System:

Thedesign diagram displays the structure and interconnections of the different elements of

the system, where the whole sensor network is interconnected with the ESP32 processor,

referred to as the “brain of the system,” handling the data transfer.

Functionally, the system is comprised of the following elements:

e Sensors : sources of environmental information

o ESP32 : processor of the system

e SD-card : data storage

o Wi-Fi transmitter-receiver : wireless communication

e Dashboard : information display element

loT Environmental Monitoring System

ESP32 Based Multi-Sensor System with SD Logging and Wireless Communication
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Figure 3.1: The system’s block diagram illustrates how the sensors
ESP32 module

are connected to the

Diagram of System: In this block diagram of the system, the connections between the

sensors and the ESP32 board are shown
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Interpretation of Block Diagram

In this diagram, we can see that all the sensors behave like input modules that take
measurements from the atmosphere and change them into electric signals. These signals
are further sent to the ESP32 where they are processed, and arranged in digital form.

These pieces of information may then move on to follow either of two paths:

1. Saved as backup data in the local memory i.e., in SD Card.

2. Transmitted to the server by way of Wi-Fi using the MQTT protocol.

The arrangement ensures there will be no data loss even during a network failure

situation.

3.2.3 Sequence Diagram Description

Sensors ESP32 MQTT Broker Dashboard User

Sensor Data

P, (TSR

Process Data

. S|

MQTT/TLS Msg

= TS

Forward Data

v

Display Values

v

Woeather Forecast

.

Figure 3.2: Sequence Diagram of the Proposed Weather Monitoring System

Figure 3.2 illustrates the sequence of interactions within the proposed weather monitor-
ing system. FEnvironmental data are collected by sensors and processed by the ESP32
microcontroller. The processed data are then transmitted securely through MQTT over
TLS to the MQTT broker, which forwards them to the dashboard for visualization. Fi-
nally, the user can monitor real-time measurements and forecast information through the

dashboard interface.

3.2.4 Circuit Diagram Description

The scheme illustrates how the different components of the system are physically con-

nected to the ESP32 microcontroller through electrical signals. It also defines the type
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of communication protocol used for each module, as well as the corresponding input/out-
put ports required for proper interfacing. The system is based on several communication
standards, including the I2C protocol for connecting the BMP280 atmospheric pressure
sensor, the SPI protocol for interfacing the SD card storage module, GPIO and ADC in-

terfaces for sensors such as the DHT, LDR, and rain sensors, and UART communication

for the GPS module.

Purpose of the Circuit Diagram

This circuit diagram seeks to depict the connection of sensors to the processor in detail, by
providing information about which pins are being used in ESP32 to connect the sensors.
This also shows how the system is practically implemented.

From this diagram, it is evident that the system design was done in a manner such
that:

Port conflict issues are avoided

o The correct communication protocol is used for each type of sensor

o Signal reliability is ensured

GPS NEO-6M

LDR Module (Analog)
1 vee

2 AD

3 GND

SD Card Module (SPI)
vce
Mos!
MISO

BMP280 (12C)

vcc > -
SCL
SDA - s
GND — S f ! S
. o cs
GND

Rain Sensor (Digital)
1 VvCC

2 DO

3 GND

Figure 3.3: Diagram of the circuit showing the connections of the sensors to the ESP32

Every sensor was connected to its corresponding pin in the ESP32 microcontroller

depending on the kind of signal it deals with, as follows:
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3.2.5 Sensor Connections to ESP32:

1. DHT11 (Temperature and Humidity)
VCC — 3.3V (ESP32)
GND — GND
DATA — GPIO 4
A 4.7k) pull-up resistor between VCC and DATA is recommended if needed.

Functions:Sensing air temperature and humidity.

2. BMP280 (Barometric Pressure)
VCC — 3.3V
GND — GND
SDA — GPIO 21
SCL — GPIO 22

Function: Measures barometric pressure and temperature, and is also used to

calculate altitude during flight via the 12C protocol.

3. Rain Sensor
VCC — 3.3V or 5V depending on the module
GND — GND
AO / DO — GPIO 35 (ADC)

Function:To detect rainfall by measuring variations in electrical resistance on the

surface of the sensor..

4. LDR Sensor (Light Intensity)
Analog output — GPIO 34 (ADC1)

Connected in a voltage divider circuit with a fixed resistor.

Function:To measure ambient light intensity as an indication of variations in solar

energy.

5. GPS Module (Positioning)
VCC — 3.3V
GND — GND
TX — GPIO 16
RX — GPIO 17
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Function: To determine the geographical position (latitudes, longitudes) and the
altitude of the drone during flights.

6. SD Card Module (Data Storage)
VCC — 3.3V / 5V
GND — GND
MOSI — GPIO 23
MISO — GPIO 19
SCK — GPIO 18
CS — GPIO 5

Function: To store information in CSV format locally to have a backup in case of

wireless communication failure.

ESP32 (Main Processing Unit)

The ESP32 serves as the system’s main controller, responsible for collecting data from
all sensors (temperature, humidity, pressure, light, rain, and location), processing it, and
converting it into digital data that can be transmitted or stored. It also stores a copy
of the data on an SD card and transmits it over Wi-Fi using the MQTT protocol to the
server or dashboard.

The ESP32 was chosen because it features built-in Wi-Fi and Bluetooth, multiple
communication interfaces (GPIO, 12C, SPI, UART), and high performance with low power
consumption. These characteristics make it highly suitable for IoT applications and drone-

based embedded systems.

Power Supply and Energy Management of the ESP32

The power source of the ESP32 board is the Li-Ion/Li-Po rechargeable battery, with a
nominal voltage rating of 3.7V, which works well with portable applications, like the
drone. In order to maintain the steady power source, the above battery voltage is either
stepped up or down, based on the ESP32 board type, considering that its voltage ranges
from 4.2V in full charge and 3.0V in discharge state.
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Figure 3.4: Li-ion/Li-Po battery used to power the ESP32-based system

This regulation is essential to guarantee stable operation of the microcontroller and

to prevent unexpected resets or performance issues during flight.

3.3 Part two: Implementation

3.3.1 Development environment used

Arduino IDE:

The Arduino IDE is a complete integrated development environment specifically desig
ned for writing software for microcontrollers and embedded electronic boards like Ardui
no, ESP32 and ESP8266. It integrates all necessary features for a developer in a single
environment like editing the code, compiling the code, checking for errors, and finally up
loading the compiled code through serial port directly to the target board. The ide uses
mainly C / C++ programming language with a lot of ready-to-use libraries that help
com municate with external devices such as sensors, communication modules, displays,

and oth er electronic hardware. It is known for its simple and user-friendly graphical user
interfa ce[@].

Visual Studio Code (VS Code):

It is an efficient and speedy code editor that helps developers edit and write code using
different languages such as HTML, CSS, JavaScript, PHP, Python, C++, Java, SQL,
and other languages. Although it looks quite simple, it has the capability to provide the

same services as those offered by large integrated development environments (IDEs). VS
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Code is used in web and app development... It comes with Al, plug-ins, customizable

user interface, among many other advantages[@].

3.3.2 Libraries Used for Communication and Networking

The following libraries are used to manage communication and networking functions
within the ESP32-based system:

manarPro.ino

1 #include <WiFi.h>
nclude <WiFiClientSecure.h>
<PubSubClient.h>
4 #1nclude <Wire.h>
clude <Adafruit_BMP@85.h>

#include "DHT.h"
<TinyGPSPlus.h>

#include "FS.h"

#include "SD.h"
1@ #include "SPI.h"
11 #include <HardwareSerial.h>
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Figure 3.5: ESP32 software libraries.

o WiFi.h: Used to connect the ESP32 to a Wi-Fi network.

« WiFiClientSecure.h: Enables secure encrypted communication using SSL/TLS

protocols.
e PubSubClient.h: Used for MQTT communication to publish and receive data.
e Wire.h: Manages [2C communication between the ESP32 and sensors.
e Adafruit_ BMPO085.h: Used to interface with the BMP180 pressure sensor.
o« DHT.h: Allows reading temperature and humidity values from the DHT22 sensor.
e TinyGPSPlus.h: Processes GPS data such as latitude and longitude.
o FS.h: Provides file system management functions.
e SD.h: Used to read and write data on the SD card.
e SPI.h: Manages SPI communication required for the SD card module.

o HardwareSerial.h: Enables serial communication with external modules such as

GPS.
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3.3.3 Workflow of the Program

The program works according to an organized workflow, whereby a number of processes
are executed periodically and in order, in order to ensure that the environmental data
is properly acquired and analyzed. First, the program is turned on and all sensors and
communication modules are initialized, after which data is acquired from the sensors.
The data acquired is verified to ensure there is no error in it. After verifying the data,
the program transfers the data to two locations, namely the local storage on the SD card

and the wireless network through the use of the MQTT protocol.

System Workflow
Sensors
&‘ Temperature & Processing
Humidity (DHT22) ESP32
(Microcontroller) (DataiRyacessina) e il s

(Data Logging) (Wireless C

Pressure
(BMP280)

Light Intensity « Data Validation |
(LDR) (Check Errors) |

|
|

« Data Conversion

(Analog to Digital) p
. Rain Sensor i « Save Data to SD Card ‘ * Publish Data
“te g D3taSealing (CSV Format) to MQTT Broker
L (Map Values)

+ Real-time Data
Visualization
« Every 1 Minute + Topic: weather/data
|

« Formatting
GPS Module (JSON)

(GPS Neo-6M)

« Graphs & Indicators
« Location (GPS Map)

Figure 3.6: System Workflow Diagram

Figure 3.5 illustrates the overall workflow of the system. Environmental data are first
collected through the integrated sensors connected to the ESP32 microcontroller. The
acquired measurements are then processed and formatted into JSON structures. A local
backup copy is stored on the SD card, while the same data are transmitted securely
through the MQTT protocol to the broker and dashboard interface. Finally, the collected

dataset can be used by the machine learning model to generate weather predictions.
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3.3.4 Reading from the Sensor and Data Processing

Q e @ ESP32 Dev Module v

manarPro.ino

235

236

237 float temperature = dht.readTemperature();
238 float humidity = dht.readHumidity();

239

240 if (isnan(temperature) || isnan(humidity)) {
241

242 Serial.println(" > DHT ERROR");

243

244 delay(3000);

245

246 return;

247 }

248 float pressure = 8;

249 if (bmpoK) {

258 pressure = bmp.readPressure() / 100.0;
251 }

252 int ldr = analogRead(LDR_PIN);

253 int rainRaw = analogRead(RAIN_PIN);

254 float solar = map(ldr, ©, 495, @, 1200);
255 int rain = (rainRaw < 200@) ? 1 : @;

256

Figure 3.7: Reading the data from sensors

This part of the code illustrates how to read values coming from various sensors connected
to the ESP32 module. Initially, the DHT library functions are called to read temperature
and humidity. The validity of the read values is checked using the isnan() function to avoid
errors resulting from failed readings, and in case of an error, the process is temporarily
halted.

Then, the atmospheric pressure value is read from the BMP sensor once its readiness
is confirmed, converting the value from Pascal to hPa by dividing it by 100.

Then, the analogRead() function is used to read the analog values from the light sensor
(LDR) and the rain sensor. The light value is converted to an approximate solar radiation
value using the map() function, while the analog value of the rain sensor is converted to
a digital value (0 or 1) to determine the presence or absence of rain based on a specific
threshold.

These steps allow the conversion of raw signals from sensors into organized and pro-

cessable digital data, storage, and transmission.

3.3.5 Data Transmission Using MQTT Protocol

After processing the sensor data, the data is converted into a structured JSON ob ject
prior to data transmission over the network.

The JSON message comprises all measured variables like temperature, humidity, atmo
spheric pressure, rainfall, luminosity, and geographical coordinates.

Such structure of data makes possible the efficient transmission of data. The ESP32
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transmits the data to the broker via the client.publish(topic, payload) function. The
MQTT protocol is a lightweight protocol based on the Publisher/Subscriber architecture,
which means that the ESP32 works as a publisher transmitting data to a broker while
the dashboard works as a subscriber receiving this information. Such approach provides

low latency, high efficiency, and reliability of transmission of data.

3.3.6 Periodic Data Storage on SD Card

String row =
String(temperature,1) + "," +
String(tempMin,1) + "," +
String(tempMax,1) + "," +
String(tempAvg,1) + "," +
String(humidity,1) + "," +
String(pressure,1) + "," +

String(rain) + "," +

String(solar,1) + "," +
String(lat,6) + "," +
String(lng,6);

saveToSD(row);

delay(3eee);
}

Figure 3.8: Storage on SD card

To ensure data persistence, the system stores all collected measurements locally on an SD
card in CSV format.

The storage process is executed periodically using themillis () function, which checks
whether a predefined time interval (approximately one minute) has elapsed since the last
saving operation.

When this condition is met, a data row is created containing all sensor values, including
temperature (minimum, maximum, and average), humidity, atmospheric pressure, rainfall
status, light intensity, and GPS coordinates.

The saveToSD() function is then used to append this data to a CSV file, ensuring
that each record is stored on a new line.

This mechanism guarantees data availability even in case of network failure, providing

a reliable backup and historical record of environmental measurements.
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3.3.7 Data Formatting Using JSON

In this system, data collected from sensors is formatted using JSON (JavaScript Object
Notation) before being transmitted over the network. JSON is a lightweight and simple
data format that is widely used in Internet of Things (IoT) applications because it is easy
to read and process.

The ESP32 controller aggregates all measured values such as temperature, humidity;,
atmospheric pressure, precipitation status, and light intensity, along with geographic co-
ordinates (latitude and longitude), into a single JSON object. This allows all data to be
transmitted in a structured and unified format within a single message.

The use of JSON improves data organization and facilitates data exchange between
the ESP32, the MQTT server, and the dashboard. It also makes it easier to reuse this

data later for analysis or integration into artificial intelligence models.

3.3.8 Data Security & Encryption

Improve the security of transmitted data, the proposed solution employs the MQTT pro-
tocol with a connection that is encrypted via the TLS/SSL protocol by using the WiFi-
ClientSecure class. Thus, such a design can help protect the transmitted data between
the ESP32 and the MQTT broker.

At the moment, TLS is used by the ESP32 to establish the encryption connection.
Nonetheless, the certification process is bypassed through using the setInsecure() func-
tion. It means that even though the transmitted data is encrypted, the validation of the
certificate is performed. Such a decision was made to ease the implementation process in

the test environment.

3.3.9 Dashboard Interface

The dashboard is considered the last interface of the system through which data from
the envi-ronment collected by the weather station will be shown in real time. The data
is then received through the MQTT protocol, as the ESP32 sends the data to the broker
(server), which further transfers the data to the dashboard. Different parameters like
temperature, humidity, atmospheric pressure, light level, whether there is any rain or
not, as well as geographic coordinates, are displayed through graphs and indicators. The
dashboard is regarded an important part of the current system because it offers real-time

weather monitoring along with climatic variations analysis through this system.

3.3.10 Project Contribution

The main contribution of this project lies in the integration of IoT technologies, secure

communication mechanisms, and machine learning techniques into a single portable me-
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teorological platform. The proposed system combines environmental sensing, real-time
monitoring, encrypted data transmission through MQTT over TLS, local backup storage
using an SD card, and weather prediction capabilities. Unlike traditional fixed weather
stations, the system can be deployed on a drone, allowing atmospheric measurements at

different locations and altitudes.

3.3.11 Machine Learning: Decision Tree

Machine learning is one of the advanced stages of this project, where environmental data
collected from the weather station is used to build a model capable of predicting future
weather conditions. This model relies on analyzing relationships between various climatic

variables such as temperature, humidity, atmospheric pressure, and light intensity.

Selection of the Decision Tree Algorithm

The Decision Tree algorithm was selected due to its simplicity and effectiveness in classifi-
cation tasks. This algorithm works by splitting the data into a series of sequential decisions
that ultimately lead to determining the appropriate category (e.g., sunny, rainy).

This algorithm is characterized by its low mathematical complexity and its ability to
provide easily interpretable results, making it suitable for embedded systems and Internet

of Things applications.

How the Model Works

The model-building process consists of two main stages:

« Training Stage: Historical data is used to teach the model the relationships be-

tween inputs (climatic values) and outputs (weather conditions).

o Testing Stage: The model’s performance is evaluated using new data to verify its

accuracy and predictive capability.

After training, the model becomes capable of predicting weather conditions based on

values collected directly from sensors.

3.3.12 Software Platform & Project Structure (VS Code)

The software part of the project developed in VS Code is organized into two main folders.
Each folder is responsible for a specific functional role within the system architecture,

ensuring clarity, modularity, and ease of maintenance.
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Dashboard Folder (Metadata Dashboard)

This folder contains all files related to the web dashboard interface used to visualize
environmental data in real time. It includes the metadata dashboard components such
as analytics pages, data visualization charts, and monitoring panels, which are accessed
locally through a web browser using the localhost address.

The dashboard communicates with the system through a local server and the MQTT

protocol to receive and display sensor data transmitted from the ESP32 unit.

AT Model Folder (Prediction System)

This folder is dedicated to the artificial intelligence component of the project, where

the weather prediction model is built and executed. It contains the following elements:

» The dataset file (data.csv) that stores historical sensor measurements.

A data cleaning script used to preprocess and prepare the data before training.

o A server file responsible for receiving data from the API and updating the dataset.

e The training.py file, which reads the stored data and trains the Machine Learning

model using the Random Forest algorithm.

After the training process, the system generates a trained model file that is later
used to perform predictions and determine the expected weather class based on input
sensor values.

This separation into two folders ensures a clear distinction between:

o The data visualization layer (Dashboard),

« The data analysis and prediction layer (Al Model),

making the overall system architecture well-structured, modular, and easier to manage

and scale.
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Figure 3.9: Dashboard Folder (Metadata Dashboard)
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Figure 3.10: AI Model Folder (Prediction System)
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Running the Dashboard Locally

To run the dashboard, a local server is launched from inside the Dashboard folder using
the VS Code terminal. This server hosts the web interface on the local machine via a
localhost address.

Once the server starts, a local link is generated (for example: http://localhost:xxxx
or another available port). This link is then copied and opened in a web browser to access
the dashboard interface.

At the same time:

e The ESP32 sends sensor data using the MQTT protocol.

o The local server receives and processes incoming data streams.

o The dashboard updates in real time (graphs, analytics, and weather information).

This setup allows the full system workflow:
ESP32 — MQTT — Local Server — Dashboard

to run completely locally without requiring any external cloud service.

Conclusion

This chapter presented the practical implementation of the smart weather station, moving
from theoretical concepts to a fully functional system. It detailed the integration of
sensors with the ESP32 unit and explained the complete data flow, from acquisition and
processing to local storage and transmission via the MQTT protocol.

Furthermore, the chapter described the software environment used (VS Code) and the
organization of the project structure into separate modules for the dashboard and the
artificial intelligence model. The integration of a Decision Tree-based machine learning
model was also highlighted, enabling weather prediction based on real-time sensor data.

Overall, this chapter demonstrates the successful implementation of a complete IoT-
based system that combines hardware design, software development, and machine learning

techniques in a unified and scalable solution.
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Chapter 4
Results

Analysis and Discussion



4.1 Introduction

This section is concerned with presenting the experimental results and evaluating the
practical performance of the smart weather station system after completing the design,
implementation, and integration phases. The system has been operated under real condi-
tions to collect actual data from various sensors, allowing for the study of its field behavior
and verification of its effectiveness.

The presentation is based on analyzing the accuracy of the extracted measurements,
the effectiveness of local storage via the SD card, the reliability of data transmission using
the encrypted MQT'T protocol, in addition to evaluating the efficiency of data display and
monitoring through the dashboard.

This section also includes an evaluation of the performance of the adopted machine
learning model by testing its ability to predict weather conditions based on the collected
real data, allowing for an assessment of the efficiency and reliability of the proposed system

in Internet of Things applications for weather monitoring.

4.2 Dashbord Results

Smart Weather Station sunny

Al Powered Meteorological Dashboard

27.2 °C 8 48.9 %

A Max: 27.3°C W Min: 27.2°C

1026.5 hPa

143 Ix * 0

Figure 4.1: Real-time monitoring dashboard displaying environmental sensor data.

Figure (4.1) illustrates the control dashboard interface of the smart weather station,
which enables real-time monitoring of environmental data. The interface displays several

important variables, including;:

e Temperature and humidity

o Atmospheric pressure

light intensity
+ Rain status

The dashboard was designed with a simple and clear interface to facilitate data visu-

alization and allow direct monitoring of weather conditions in real time.
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4.3 Temperature and Humidity Analysis

Figure (4.2) illustrates the graphical representation of temperature and humidity varia-
tions over time, showing the dynamic behavior of environmental conditions during the

testing period:

Temperature Analytics Humidity Analytics
60
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0-- T T 0 T T
11:42:56 yo  11:43:07 jo 114315 jo 1114324 o 11:43:36 o 11:4256 4o 11:43:07 o 11:43:15 4o 11:4324 ;0 11:43:36 0

Figure 4.2: Temperature and Humidity Analysis

The temperature curve shows that the recorded values remained relatively stable
around 30°C' during the testing period, while the humidity values stabilized near 45%.
The analysis of the graphs highlights the following observations:

o The environmental data was continuously updated in real time.

o No significant fluctuations in temperature or humidity values were observed during

the monitoring period.

These results indicate the stability of the monitoring system and the reliability of the

collected sensor data under the tested environmental conditions.

4.4 Weather Forecasting

The weather prediction module was developed using historical meteorological data col-
lected from environmental sensors. The dataset contains measurements of temperature,
humidity, atmospheric pressure, light intensity, and rainfall. Before training, the data
were cleaned and organized to improve prediction accuracy.

A Decision Tree machine learning model was trained to learn the relationship between
sensor measurements and weather conditions. After the training phase, the model was

able to analyze new sensor readings and generate predictions automatically.
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Figure 4.3: Weather Forecast Dashboard
Figure (4.3) illustrates the Al-based weather forecasting system, which predicts weather
conditions for the next seven days.

The model relies on historical sensor data to forecast the following parameters:
o Future temperature

o Humidity levels

o Atmospheric pressure

« Weather condition (e.g., sunny, rainy, etc.)

This system provides a predictive view of weather conditions in a smart and relatively

accurate manner, enhancing the overall monitoring capabilities of the platform.
4.5 GPS Location Tracking Result
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Figure 4.4: GPS location displayed on the dashboard interface

The previous image illustrates the process of displaying the current geographical location

of the weather station using the integrated GPS unit with the ESP32 system. Where the
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location coordinates (latitude and longitude) are received from the GPS unit and then
sent to the monitoring board to be displayed directly on the map.

This feature allows for identifying the actual location of the station and tracking its
position in real-time, which is considered important in drone-based applications and en-

vironmental monitoring [oT systems.

4.6 Performance Evaluation

The developed system demonstrated several advantages during practical testing. It en-
ables real-time monitoring of environmental data, providing continuous and up-to-date
measurements. The system is characterized by a lightweight and portable design, making
it suitable for drone-based deployment. It also ensures stable wireless communication
through the MQTT protocol, supporting reliable data transmission. In addition, the so-
lution offers a low-cost alternative compared to professional weather monitoring systems
while maintaining satisfactory performance. The system is easy to integrate with drone
platforms and supports organized and secure data transmission. Furthermore, it includes
capabilities for smart weather condition prediction, enhancing its overall functionality and

applicability in environmental monitoring.

Flaws and limitations:

Despite the success of the system, several limitations were observed:

o Limited Wi-Fi connectivity compared to LoRa technology.

e Sensor accuracy is more suitable for educational and experimental use rather than

professional-grade applications.

» Strong winds and drone movement may affect measurement stability during flight.

4.7 Discussion of Results
The results show that the system is capable of:
o C(Collecting data from sensors in real-time
» Displaying the data in an organized manner on the dashboard

o Providing weather forecasts using an artificial intelligence model

Although the predictions are generally accurate, minor differences were observed.

These variations may be due to natural environmental changes or sensor noise.
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Conclusion

This chapter presented the practical results of the Smart Weather Station system, high-
lighting its real-time monitoring capabilities through a control dashboard interface. The
system successfully displays environmental sensor data and analyzes its variations using
graphical representations.

In addition, the artificial intelligence-based weather forecasting module was intro-
duced, which predicts future weather conditions based on historical sensor data.

Overall, the obtained results confirm that the system is capable of efficiently collect-
ing, processing, and visualizing environmental data in a structured manner. Furthermore,
it provides reliable and acceptable weather predictions, demonstrating the effectiveness
of integrating IoT technologies with artificial intelligence for smart environmental moni-

toring.
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General Conclusion

This dissertation presented the design and implementation of a secure IoT-based drone
weather monitoring and prediction system. The proposed solution combines environmen-
tal sensing, wireless communication, data security, and forecasting capabilities within a
single integrated platform.

The developed system successfully collects real-time meteorological data, including
temperature, humidity, atmospheric pressure, rainfall, light intensity, and geographical
location. These measurements are processed by the ESP32 microcontroller and trans-
mitted securely through the MQTT protocol over TLS to a cloud-based dashboard for
visualization and analysis. In addition, local data storage using an SD card ensures data
availability even in the event of communication interruptions.

One of the main strengths of the proposed system is its portability. Unlike tradi-
tional fixed weather stations, the drone-based platform can operate in different locations
and environments, allowing more flexible and extensive environmental monitoring. Fur-
thermore, the integration of weather forecasting capabilities provides users with valuable
insights into future weather conditions, enhancing the overall usefulness of the system.

The obtained results demonstrate the effectiveness of combining IoT technologies, se-
cure communication mechanisms, and weather prediction techniques in a single low-cost
and scalable solution. The developed platform offers a practical approach for environ-
mental monitoring in remote, difficult-to-access, or dynamically changing areas.

Future Work:

Several improvements can be considered in future developments. Additional sensors,
such as wind speed, wind direction, and air quality sensors, could be integrated to pro-
vide more comprehensive environmental monitoring. The system may also be deployed
on more advanced drones capable of operating at higher altitudes, enabling atmospheric
measurements over a wider vertical range. Furthermore, the adoption of long-range com-
munication technologies such as LoRa and the integration of more advanced forecasting
models could further enhance the performance, coverage, and accuracy of the proposed

system.
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