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Abstract:

This study aims to explore the role of artificial intelligence in enhancing cybersecurity within e-
commerce by focusing on data protection and fraud detection. The research highlights
international and Arab experiences to underscore similarities and differences in implementing Al
technologies. A descriptive-analytical method was employed to collect and analyze relevant data,
comparing case studies and available reports. Expected findings suggest that Al is effective in
early detection of cyber-attacks and reducing risks associated with e-fraud. The study emphasizes
the importance of adopting advanced technologies and fostering international cooperation to
counteract cyber threats.
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Investment in Cybersecurity and Al in E-commerce (2022)

Fegion Year tbersecurity Investment (Billion 4 Al Investment (Billion $)
North America 2022 61.8 22.1
Europe 2022 453 174
Middle East 2022 51 35
Asia-Pacific 2022 324 142
Africa 2022 13 0.7
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Al Usage in Fraud Detection and Reduction in Fraud (2022)

Region Al Usage in Fraud Detection (%) Reduction in Cyber Fraud (%)
North America 3 45
Europe 68 41
Middle East 52 30
Asia-Pacific 63 35
Afnca 35 22
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Common Cyber Threats in E-commerce (Global vs Arab Region)

Threat Type Global Attack Share (%) Arab Region Attack Share (%)
Phishing Attacks 2 2]
Malware 25 22
DDeS Attacks 20 18
identity Theft 15 20
Ransomware 8 13
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Improvements from Al in Cybersecurity for E-commerce (2022)

Region Reduction in Breach incidents Fidud Handling Time Reduction (Hol Fraud Loss Reduction {Million §)
North America €0 15 230
Europe 55 20 190
Middle East 45 30 120
Asia-Pacific 50 25 160
ffrica 35 40 %
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