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Abstract

The Internet of Medical Things (IoMT) has revolutionized healthcare by utiliz-
ing IoT devices and diverse data sources to provide personalized and efficient
care through real-time communication, remote monitoring, and diagnostics. Med-
ical images, central to IoMT systems, require robust security measures to prevent
unauthorized access and ensure integrity. However, their sensitive nature, complex
networks, and large file sizes increase vulnerability to cyberattacks and unautho-
rized modifications, which could lead to improper diagnoses and treatments.

This research introduces several innovative advancements to strengthen IoMT se-
curity. A novel encryption technique is proposed to reduce processing time and
image size while maintaining robust security. A hybrid crypto-system integrates
encryption and watermarking to protect medical images efficiently. A lightweight
watermarking algorithm based on K-means clustering enhances tamper detection
with minimal computational overhead. A blockchain-based watermarking scheme
ensures tamper-proof image transmission without third-party involvement. Fur-
thermore, a clustering algorithm is designed to preserve data privacy in resource-
constrained IoMT environments, and a dual watermarking framework provides
comprehensive tamper detection and authentication.

These contributions collectively enhance IoMT security, reliability, and applica-
bility, supporting the evolution of remote healthcare. The proposed solutions are
validated through simulations and real-world scenarios involving network devices.

Keywords: IoT, IoMT, Medical Images, Security, Cryptography, Watermarking,
Clustering Algorithm, Blockchain.

ii



Résumé

L’Internet des objets médicaux (IoMT) a révolutionné le secteur de la santé en
utilisant des dispositifs IoT et des sources de données variées pour offrir des soins
personnalisés et efficaces grâce à une communication en temps réel, une surveil-
lance à distance et des diagnostics avancés. Les images médicales, élément central
des systèmes IoMT, nécessitent des mesures de sécurité robustes pour empêcher
tout accès non autorisé et garantir leur intégrité. Cependant, leur nature sensible,
les réseaux complexes et la grande taille des fichiers augmentent leur vulnérabil-
ité aux cyberattaques et aux modifications non autorisées, pouvant entraîner des
diagnostics erronés et des traitements inadéquats.

Cette recherche propose plusieurs avancées innovantes pour renforcer la sécurité
des systèmes IoMT. Une nouvelle technique de chiffrement est proposée pour ré-
duire le temps de traitement et la taille des images tout en maintenant un niveau
élevé de sécurité. Un système cryptographique hybride intègre le chiffrement et
le tatouage numérique pour protéger efficacement les images médicales. Un algo-
rithme de tatouage numérique léger basé sur le regroupement K-means améliore la
détection des altérations avec un faible coût computationnel. Une solution basée
sur la blockchain garantit la transmission inviolable des images sans intervention
de tiers. De plus, un algorithme de regroupement est conçu pour préserver la
confidentialité des données dans des environnements IoMT aux ressources lim-
itées, et un cadre de tatouage numérique double offre une détection complète des
altérations et une authentification renforcée.

Ces contributions renforcent collectivement la sécurité, la fiabilité et l’applicabilité
des systèmes IoMT, soutenant ainsi l’évolution des soins de santé à distance. Les
solutions proposées sont validées à travers des simulations et des scénarios réels
impliquant des dispositifs connectés.

Mots clés: IoT, IoMT, Images médicales, Sécurité, Cryptographie, Filigrane,
Algorithme de regroupement, Blockchain.
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 ملخص

قد أحدث ثورة فً مجال الرعاٌة الصحٌة من خلال استخدام أجهزة  (IoMT) إن إنترنت الأشٌاء الطبٌة

ومصادر البٌانات المتنوعة لتوفٌر رعاٌة صحٌة شخصٌة وفعالة عبر التواصل فً  (IoT) إنترنت الأشٌاء

 الوقت الفعلً، المراقبة عن بعُد، والتشخٌصات المتقدمة. تعُتبر الصور الطبٌة عنصرًا أساسٌاً فً أنظمة

IoMTلك، ، مما ٌتطلب إجراءات أمان قوٌة لمنع الوصول غٌر المصرح به وضمان سلامة البٌانات. ومع ذ

فإن طبٌعتها الحساسة، وتعقٌد الشبكات، وحجم الملفات الكبٌر ٌزٌد من تعرضها للهجمات السٌبرانٌة 

 .والتعدٌلات غٌر المصرح بها، مما قد ٌؤدي إلى تشخٌصات خاطئة وعلاجات غٌر مناسبة

ة تقلل من وقت حٌث تم اقتراح تقنٌة تشفٌر جدٌد .IoMT تقدم هذه الدراسة عدة ابتكارات لتعزٌز أمان أنظمة

المعالجة وحجم الصور مع الحفاظ على أمان قوي. كما ٌتم دمج نظام تشفٌر هجٌن ٌجمع بٌن التشفٌر 

والتوقٌع الرقمً لحماٌة الصور الطبٌة بكفاءة. علاوة على ذلك، ٌعتمد خوارزم خفٌف للتوقٌع الرقمً على 

عدٌلات مع تقلٌل التكالٌف الحاسوبٌة. كما لتحسٌن اكتشاف الت K-means تقنٌة التجمٌع باستخدام خوارزمٌة

تم اقتراح حل قائم على تقنٌة البلوكشٌن لضمان نقل الصور بشكل غٌر قابل للتلاعب دون الحاجة إلى تدخل 

 أطراف ثالثة. بالإضافة إلى ذلك، تم تصمٌم خوارزمٌة تجمٌع للحفاظ على خصوصٌة البٌانات فً بٌئات

IoMT  م تطوٌر إطار عمل مزدوج للتوقٌع الرقمً لتوفٌر كشف شامل ذات الموارد المحدودة، وت

 .للتعدٌلات وضمان المصادقة

وموثوقٌتها وقابلٌتها للتطبٌق، مما ٌدعم  IoMT تعمل هذه المساهمات مجتمعة على تعزٌز أمان أنظمة

نارٌوهات تطوٌر الرعاٌة الصحٌة عن بعُد. وتم التحقق من الحلول المقترحة من خلال عملٌات محاكاة وسٌ

 .حقٌقةأجهزة الشبكة واقعٌة باستخدام 

مات لامان، التشفٌر، العالأشٌاء الطبٌة ، الصور الطبٌة، الأشٌاء ، إنترنت الأإنترنت  الكلمات المفتاحية: 

 .خوارزمٌة التجمٌع، البلوكشٌن المائٌة،
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General Introduction

Today, one of the most important things is the information that has taken on
many different forms, with the development of various technologies and resources,
such as devices, sensors, and actuators [1], it has become easy and necessary to
create systems composed of numerous interconnected elements. These elements
are often geographically dispersed, which leads us to refer to them as IoT systems.

Many definitions of the Internet of Things (IoT) have been proposed in the lit-
erature. IoT refers to a network of interconnected physical and digital elements,
commonly referred to as ”things,” that communicate and exchange data over the
internet [2]. This definition highlights two key features of IoT systems. The first
characteristic is connectivity, where various devices, sensors, and actuators op-
erate autonomously, gathering and transmitting data. These ”things” can range
from household appliances to industrial machinery. The second characteristic is
the seamless integration of these elements into a unified system [3], allowing users
to manage the entire network as a single entity, despite the diverse nature of the
devices involved.

A prominent application of IoT technology is seen in Remote Healthcare Sys-
tems, where IoT-enabled devices monitor patient health in real-time, enabling
continuous care outside traditional healthcare settings. This has led to the de-
velopment of the Internet of Medical Things (IoMT) [4], a specialized branch of
IoT focused on connecting medical devices and applications to improve health-
care outcomes. IoMT systems allow for remote monitoring, early diagnosis, and
personalized treatment plans, transforming the way healthcare is delivered and
making it more accessible, efficient, and patient-centered. However, their sensitive
nature, complex networks, and large file sizes increase vulnerability to cyberat-
tacks and unauthorized modifications, which could lead to improper diagnoses and
treatments. Thus, robust security measures are essential to prevent unauthorized
access and ensure integrity.

IoMT Systems

Historically, healthcare systems have been limited by the need for in-person vis-
its and localized data management, making it challenging to provide continuous
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and personalized care. With the advent of IoMT [5], which connects medical
devices, applications, and healthcare systems over the internet, healthcare has be-
come more accessible, data-driven, and patient-centric. IoMT enables real-time
monitoring, remote diagnostics, and personalized treatment plans, transforming
traditional healthcare into a more flexible and responsive system for providers and
patients.

IoMT is a rapidly evolving field that integrates IoT technologies with healthcare,
creating a network of connected medical devices and systems. Initially focused
on basic health monitoring tools, IoMT has expanded significantly with advance-
ments in sensors, data analytics, and cloud computing [4]. Companies like Philips,
Medtronic, and GE Healthcare have played a pivotal role in this growth by de-
veloping connected devices that support remote monitoring, telemedicine, and
data-driven healthcare.

Today, IoMT includes a broad range of applications such as wearable health track-
ers, smart implants, and connected hospital equipment. According to Deloitte [6],
IoMT is defined as ”a connected infrastructure of medical devices, software appli-
cations, and health systems and services,” facilitating advanced healthcare man-
agement through data exchange and analysis.

Security

When discussing IoT, it’s crucial to highlight the importance of data security,
which revolves around ensuring the confidentiality, integrity, and availability of
data [7]. These core principles are essential for protecting the various components
of IoT systems, including data, software, and connected hardware [8].

1. Confidentiality: Ensures that sensitive information is accessible only to
authorized individuals [9]. It involves protecting shared resources, prevent-
ing unauthorized data extraction, and securing user accounts.

2. Integrity: Ensures that data, software, and hardware are protected from
unauthorized modifications maintaining their accuracy and reliability.

3. Availability: Ensures that systems and data are accessible when needed,
even in the event of a security breach, minimizing downtime and maintaining
continuous operation.

In an IoMT environment, where interconnected medical devices and systems ex-
change sensitive data, the security of medical images such as X-rays, MRIs, and CT
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scans becomes paramount [10]. Implementing robust security measures is essen-
tial to ensure the confidentiality, integrity, and availability of medical images [11].
Here’s how each point can be addressed:

• Image confidentiality: Ensuring that only authorized personnel can access
medical images.

• Image integrity: Preventing unauthorized alterations to maintain the accu-
racy of medical images.

• Image availability: Guaranteeing that medical images are accessible when
needed by healthcare providers.

• Access control: Implementing secure authentication and authorization to
manage access to imaging systems.

• Data segmentation: Isolating medical image data to prevent cross-contamination
or unauthorized access within the network.

Principal contributions

The main issue that emerges is security after exploring all this. This leads us to
an important question: Does the IoMT provide sufficient protection for transfer-
ring medical data and images between all parties ? Our research addresses this
question by focusing on the security of medical data transfers. We achieve this by
encrypting medical images and employing digital watermarking techniques to se-
cure these images, ensure their authenticity, and detect any potential tampering.
Therefore, we have the following contributions:

1. Protecting images is a complex task due to their large size, with both sym-
metric and asymmetric encryption methods commonly used for this purpose.
Asymmetric encryption addresses some of the limitations of symmetric en-
cryption by using a key pair public and private for encryption and decryp-
tion, making it harder for attackers to compromise the encryption algorithm.
However, this approach also increases encryption time. To overcome these
challenges, we propose an encryption technique that utilizes magic num-
ber fragmentation to safeguard medical image transfer, aiming to reduce
encryption time and image size while maintaining algorithm strength.

2. The limited run-time and computational resources of IoMT devices have
driven an increased demand for lightweight, energy-efficient cryptographic
systems with robust security primitives to support secure medical image
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exchange in IoMT environments. To address these needs, We develop a
crypto-system that combines encryption and watermarking to secure medical
images within the IoMT environment based on IoT resource limitations.

3. The size of the watermark image, accurate identification of tampered ar-
eas, and limited computational resources present significant challenges in
protecting medical images. we propose a novel watermarking algorithm de-
signed to detect potential tampering during image transfer. This method
employs the K-means clustering algorithm to reduce the watermark image
size while ensuring the ability to detect any tampering that occurs.

4. Challenges in watermarking algorithms include constraints on watermark
image size and reliance on third parties for the secure transmission of medical
images. This has led to a growing demand for an efficient, lightweight spatial
watermarking algorithm. To address this, we developed a new blockchain-
based watermarking scheme that detects potential tampering and ensures
the secure transfer of medical images over a blockchain network without
the need for third-party involvement. Our approach aims to balance robust
security features with minimal computational overhead.

5. Clustering results often fail to produce data that retains the same char-
acteristics and patterns as the original, which is essential for using it as
a substitute in machine learning for ensuring privacy and security. Addi-
tionally, there is a need to minimize computational and memory resource
usage. To address these challenges, we have developed a new clustering al-
gorithm that preserves the privacy of medical data and is well-suited to the
resource-constrained IoMT environment.

6. Most existing watermarking schemes fail to address authentication, copy-
right protection, tamper detection, and localization simultaneously. To over-
come this limitation, we propose a novel dual watermarking algorithm that
utilizes both frequency and spatial domains to detect tampering and ensure
authenticity, employing a clustering algorithm. This approach is designed
for real-time applications and could offer significant advantages for IoT en-
vironments.

Thesis Structure

The upcoming Chapter 1 provides an overview of the importance of securing IoMT
systems, focusing on the use of cryptography, digital watermarking, and cluster-
ing algorithms to safeguard sensitive medical data. In Chapter 2, we examine
significant research contributions and approaches for protecting medical images in
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IoMT environments. The following chapters expand on this groundwork by intro-
ducing proposed techniques and solutions designed to enhance both the security
and effectiveness of IoMT systems.
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Chapter 1

Background

1.1 Introduction

The rapid evolution of technology in healthcare has led to the rise of IoMT, a net-
work of interconnected medical devices, sensors, and software that communicate
via the internet. This system has transformed healthcare delivery by facilitating
remote patient monitoring, personalized treatments, and more efficient manage-
ment. However, despite these advancements [16], the widespread adoption of
IoMT also brings significant challenges, particularly concerning data security and
privacy.

As healthcare systems increasingly depend on IoMT devices to gather, transmit,
and process sensitive patient information, securing this data against cyber threats
becomes crucial. The distributed nature of IoMT, its varied device types, and the
critical nature of the data handled make it a prime target for cyberattacks [17].
Therefore, ensuring the security, integrity, and confidentiality of medical data
within this interconnected ecosystem is essential. This chapter explores the se-
curity challenges and solutions in IoMT, beginning with an overview of its ar-
chitecture and applications in healthcare, then addressing key security concerns,
and finally introducing core security principles such as cryptography and digital
watermarking, which are vital for protecting IoMT environments.

1.2 Overview of Internet of Medical Things (IoMT)

Remote healthcare systems have become integral to modern medical practice,
with IoMT playing a crucial role in their operation. IoMT refers to the network
of connected devices, sensors, and applications that collect, analyze, and transmit
health data over the Internet [16]. This network has revolutionized healthcare
by enabling real-time monitoring, data-driven decision-making, and personalized
care, all of which rely on various types of big data [17].
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Figure 1.1: Architecture of IoMT.

1.2.1 Architecture of IoMT

The architecture of IoMT is a multi-layered structure that integrates various com-
ponents and technologies to collect, transmit, process, and store medical data [18].
The architecture is designed to ensure seamless connectivity, data integrity, and
security while enabling real-time monitoring and interaction between patients and
healthcare providers. The architecture typically consists of the following key layers
(see Figure 1.1):

1. Device Layer (Perception Layer) encompasses a wide range of connected
medical devices, sensors, and wearable technologies designed to collect and
monitor physiological data from patients, such as smartwatches, glucose
monitors, ECG sensors, and implantable devices like pacemakers [19]. Addi-
tionally, some devices in this layer include actuators, such as insulin pumps,
which can autonomously respond to the collected data to provide therapeu-
tic interventions.
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2. Communication Layer (Network Layer) manages the transmission of
data from IoMT devices to the cloud or other processing systems, utilizing
common communication protocols such as Bluetooth, Wi-Fi, Zigbee, RFID,
and cellular networks (4G/5G)

3. The Application Layer handles both localized and centralized data pro-
cessing and storage [19]. and It includes user interfaces like mobile apps,
web portals, and healthcare management systems, allowing healthcare pro-
fessionals, patients, and other stakeholders to interact with the data and
devices.

1.2.2 Applications of IoMT

IoMT has significantly expanded the capabilities of remote healthcare, offering
numerous applications that enhance patient care, improve healthcare delivery, and
optimize medical outcomes. Below are some key applications of IoMT in remote
healthcare:

1. Remote Patient Monitoring (RPM) uses connected IoMT devices to
collect and transmit real-time health data, enabling healthcare providers
to manage chronic diseases and adjust treatment plans as needed [20]. It
also supports post-surgical monitoring, allowing for the remote detection
of complications, and reducing the need for extended hospital stays. This
application enhances patient care by providing continuous, data-driven in-
sights.

2. Telemedicine and Virtual Consultations powered by IoMT, facilitates
virtual consultations by enabling video calls for patient-doctor interactions,
allowing for symptom discussion, diagnoses, and prescriptions remotely [21].
It also supports remote diagnosis by transmitting medical images and lab
results to specialists for expert analysis without needing in-person visits.

3. Smart Medication Management enhances medication adherence and
management, particularly for patients with chronic conditions or complex
regimens. Applications include smart pills with ingestible sensors that track
medication intake and notify healthcare providers, connected inhalers that
monitor usage and provide reminders for asthma patients, and automatic
dispensers that ensure correct dosage timing and send alerts if doses are
missed [22].

4. Emergency Response and Management enhances response times in
critical situations by providing timely alerts and essential data to health-
care providers [23]. Applications include wearable alert systems, such as
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smartwatches with fall detection or heart rate monitors, that automatically
notify emergency services during abnormal events like falls or heart attacks,
and remote defibrillators that can be activated and located remotely during
sudden cardiac arrests, transmitting data to medical teams.

5. Home Health Care and Assisted Living aids elderly patients and those
with disabilities through remote monitoring and support in home environ-
ments [24]. Applications include smart home health systems that use sensors
to monitor daily activities and detect irregularities that may signal health
issues, and telerehabilitation, where patients recovering from surgeries or in-
juries can perform physical therapy at home while IoMT devices track their
progress and transmit data to therapists for ongoing evaluation.

1.3 Security Concerns in IoMT

This section represents significant IoMT security challenges due to the sensitive
nature of the data it handles and the critical role it plays in patient care [25]. Key
security concerns include:

1. Data Privacy and Confidentiality IoMT devices collect and transmit
sensitive health information, making them prime targets for cyberattacks [26].
Unauthorized access to this data can lead to breaches of patient privacy,
identity theft, and misuse of personal information.

2. Data Integrity The accuracy and reliability of medical data are crucial
for effective treatment [27]. Cyberattacks that manipulate or alter data
can lead to incorrect diagnoses, inappropriate treatments, and potentially
life-threatening situations for patients.

3. Device Security Many IoMT devices have limited processing power and
memory, making it challenging to implement robust security measures. These
devices are often vulnerable to hacking, malware, and unauthorized access,
which can disrupt their functionality or cause them to malfunction.

4. Network Security IoMT devices rely on wireless communication networks
(e.g., Wi-Fi, Bluetooth, cellular) to transmit data [28], which can be sus-
ceptible to eavesdropping, man-in-the-middle attacks, and other forms of
interception that compromise data security.

5. Interoperability Issues The integration of various IoMT devices from dif-
ferent manufacturers can create security gaps if the devices do not adhere
to the same security standards [28], leading to vulnerabilities in the overall
system.
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Figure 1.2: Classification of main security system techniques.

6. Physical Security IoMT devices, especially wearable or implantable ones,
are prone to physical tampering or theft, which can lead to data breaches
or unauthorized access to the device’s functionality [26].

1.4 Fundamental Security Principles

This section overviews the foundational security principles necessary for safeguard-
ing IoMT environments. Given the critical and sensitive nature of healthcare data,
security mechanisms must be robust, reliable, and capable of addressing various
vulnerabilities. Two fundamental techniques—watermarking and cryptography—
are instrumental in protecting IoMT systems. These techniques have different
applications but are both essential for ensuring data confidentiality, integrity,
authentication, and overall system security [29] (see Figure 1.2).

1.4.1 Cryptography

The term ”cryptography” originates from the Greek words ”kruptos,” meaning
hidden, and ”graphein,” meaning to write [30]. Essentially, cryptography is the
practice of concealing information, whether during communication or storage. His-
torically, it was predominantly used in the military for securely exchanging sen-
sitive information, such as strategies and plans. However, with the advent of
computers in the 1940s and the rise of the Internet in the 1990s, cryptography has
expanded into nearly every aspect of public life [31]. Today, cryptography is em-
bedded in everyday items like bank cards and smartphones and is integral to many
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Figure 1.3: Overview of symmetric encryption

computer operations, including secure website access, database management, and
online transactions.

Cryptography today is essential for ensuring the data integrity, confidentiality,
authentication, and non-repudiation of medical information. This technology is
particularly crucial within IoMT’s distributed systems and cloud computing en-
vironments [32]. It is part of the broader field of cryptology, which also includes
cryptanalysis—the analysis of cryptographic systems to identify and exploit vul-
nerabilities, ensuring the security of sensitive health data against unauthorized
access and breaches.

1.4.1.1 Symmetric Encryption

Symmetric encryption, often called secret key encryption, involves the sender and
receiver using the same key for encryption and decryption [33]. a symmetric en-
cryption scheme has two algorithms: the encryption algorithm E and the decryp-
tion algorithm D. Given a message m and a key k, the ciphertext c is generated
as(see Figure 1.3):

c = E(m; k) = Ek(m)

To retrieve the plaintext from the ciphertext c, the decryption algorithm is applied
using the same key k:

m = D(c; k) = Dk(c)

where the secret key is shared between the communicating parties. The decryption
algorithm D is deterministic, meaning it consistently maps a ciphertext-key pair
(c; k) to a single plaintext m. In contrast, the encryption algorithm E does not
have to be deterministic, in cases where it is randomized, it may produce different
ciphertexts for the same message-key pair, leading to ciphertext expansion.
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Figure 1.4: Overview of asymmetric encryption

One major fundamental drawback of symmetric encryption is the necessity of a
secure channel for sharing the encryption key. Since both encryption and decryp-
tion processes depend on the same key, any compromise of this key jeopardizes
the security of all communications using it [34]. This requirement for secure key
exchange underscores the vulnerability of symmetric encryption in environments
where secure channels are not assured.

1.4.1.2 Asymmetric Encryption

Asymmetric encryption, also known as public-key cryptography, uses a public key
for encryption and a private key for decryption. Introduced by the Diffie-Hellman
key exchange [30], this method features an asymmetric relationship where the
public key is widely distributed and the private key remains confidential. It relies
on one-way functions that are easy to compute for encryption but difficult to
reverse without the private key (see Figure 1.4).

Each user possesses a key pair: a public key pk and a private key sk in asymmetric
encryption. These keys are mathematically related, and data encrypted with the
public key can only be decrypted with the corresponding private key. To maintain
the security of this system, the private key must remain secret.

During the initial exchange, the private key generates a digital signature, enabling
other users to verify the key owner’s identity. Asymmetric encryption ensures
secure communication, as anyone can encrypt data using the public key, but only
the holder of the corresponding private key can decrypt it [33]. However, asym-
metric encryption is significantly slower than symmetric encryption, often by a
factor of up to a thousand times, which is a major limitation in its application.
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1.4.1.3 Enhancing IoMT Security Through Cryptography

This subsection explores the critical roles that cryptographic techniques play in
bolstering IoMT security across five key aspects, each aspect is vital for maintain-
ing trust and compliance in digital healthcare environments [35].

1. Confidentiality: Encryption protects sensitive medical data from unau-
thorized access, ensuring that only authorized parties can view patient in-
formation whether it’s stored or transmitted.

2. Authentication: Cryptography authenticates users and devices, utilizing
digital signatures and certificates to verify that only legitimate entities en-
gage in data exchange within IoMT systems.

3. Integrity: Cryptographic hash functions help maintain the accuracy of
medical data, preventing unauthorized alterations to ensure that data trans-
mitted or stored remains unchanged and reliable.

4. Access Contro: Cryptographic keys and protocols enforce robust access
controls, restricting data access to authorized healthcare personnel only, thus
safeguarding patient privacy and data security.

5. Non-Repudiation: Digital signatures provide a secure and verifiable means
of tracking who performed what actions, ensuring accountability and pre-
venting denial of activities in medical transactions.

Figure 1.5: Overview of Digital watermarking
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1.4.2 Digital watermarking

Digital watermarking emerged in response to the rise of digital media in the late
20th century, adapting the ancient practice of watermarking paper used since the
13th century. This modern technique embeds information into digital media such
as images, videos, and audio files to protect copyrights, authenticate content, and
trace unauthorized copies [36]. It allows copyright holders to invisibly mark their
work in a way that is difficult to remove without degrading the original content’s
quality (see Figure 1.5).

Digital watermarking today is pivotal for securing medical data and ensuring its
integrity, confidentiality, and authenticity. By embedding imperceptible marks
into medical images and records, watermarking helps protect sensitive information
from unauthorized access and tampering, crucial for maintaining patient privacy
and compliance with health regulations. This technology enhances the trustwor-
thiness and security of medical data across various platforms and devices within
IoMT ecosystems.

1.4.2.1 Spatial Domain

Those Methods involve embedding a watermark directly into the pixel values of an
image or video frame, making subtle modifications that are typically invisible to
the naked eye. One common technique within this category is Least Significant Bit
(LSB) insertion [37]. In LSB insertion, the watermark is embedded by altering the
least significant bits of the pixel values in an image or a frame. This method can
modify one or more bits per pixel, depending on the required robustness and the
tolerance for image quality degradation. The changes are so minor that they do
not perceptibly affect the appearance of the image or video, yet they allow for the
watermark to be recovered and verified. This method is prized for its simplicity
and low computational cost, making it widely used in applications where real-time
watermarking is needed.

1.4.2.2 Frequency Domain

Frequency Domain Methods for digital watermarking leverage transformations
such as the Discrete Cosine Transform (DCT) or the Discrete Wavelet Transform
(DWT) to alter the frequency components of media [38]. By embedding wa-
termarks into the transformed coefficients, these techniques enhance robustness
against compression and other processing effects. The robustness of frequency
domain-based watermarking algorithms is often superior to those operating in the
spatial domain [39]. Watermarking techniques within the frequency domain are
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crafted to ensure that watermarks endure extensive material modifications and
resist geometric and non-geometric attacks. In contrast, fragile watermarking
techniques found in the spatial domain focus on safeguarding the authenticity and
integrity of content.

1.4.2.3 Hybrid Techniques

Hybrid Techniques in digital watermarking combine elements of both spatial and
frequency domain methods to achieve a balance between visibility and resilience.
By integrating the strengths of both approaches, hybrid techniques can embed
watermarks in a way that they are less perceptible in the visual domain while still
being robust enough to withstand various types of attacks and manipulations [40].
This dual approach allows for greater flexibility in watermarking applications, op-
timizing the trade-off between maintaining the original media quality and ensuring
that the watermark remains intact under different conditions.

1.4.2.4 Enhancing IoMT Security Through Digital Watermarking

This subsection explores the pivotal role of digital watermarking in maintaining
the security and integrity of digital health information within IoMT. The key
applications are as follows [41]:

1. Copyright Protection and Control: Watermarking secures medical im-
ages and documents by embedding ownership and origin data, which is vital
for safeguarding intellectual property in medical research and clinical prac-
tice.

2. Multimedia Authentication: This ensures that medical multimedia con-
tent, such as diagnostic scans and procedural recordings, is authenticated,
confirming its integrity and reliability for clinical use.

3. Multimedia Fingerprinting: Watermarking facilitates the tracking and
management of medical media distribution, assisting healthcare providers in
controlling access to sensitive information.

4. ID Card Security: In IoMT, watermarking is employed to enhance the
security of digital ID cards for healthcare professionals and patients, embed-
ding secure, invisible marks to deter forgery.

5. Fraud and Tamper Detection: Watermarks play a critical role in iden-
tifying unauthorized alterations in medical records and reports, supporting
the prevention of medical fraud, and ensuring patient safety.
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These applications highlight the critical importance of watermarking in maintain-
ing the security, integrity, and trustworthiness of data across IoMT environments.

Figure 1.6: Overview of Blockchain Components

1.4.3 Blockchain

Blockchain is an emerging technology that facilitates the storage and transmis-
sion of information without centralized control, utilizing peer-to-peer networks
to create replicated and distributed ledgers. These ledgers are secured through
cryptographic methods, which link blocks together in a chain. Functioning as a
distributed database within a network of nodes, blockchain records transactions
that are verified and approved before being added to the chain. The transac-
tion details are then stored on a public ledger that is accessible to anyone on the
network [42]. The four characteristics of the blockchain are as follows:

• Powerful Features: Blockchain provides numerous advantages, including
security, stability, transparency, distribution, anonymity, confidentiality,
efficiency, and traceability. There are three types of blockchain: public,
private, and hybrid. Public blockchains allow any user to join and partici-
pate freely, with consensus power typically tied to resources like wealth or
computing power [43]. Private blockchains operate in closed environments,
where only authorized users with verified identities can participate [44]. Hy-
brid blockchains combine aspects of both, offering a balance between public
accessibility and private control, with a decentralized consensus mechanism
controlled by predefined users.
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• Implementation Levels: Blockchain can be implemented across four dif-
ferent levels, each serving a distinct role in system design. These include
protocols for data and network management, distributed consensus mecha-
nisms, frameworks for autonomous organizations using smart contracts, and
application interfaces that interact with the blockchain [45]. Each level plays
a critical role in the overall functionality and performance of a blockchain
system.

• Key Components: A blockchain system is built on five essential compo-
nents: private and public keys for securing transactions, signed chains for
linking blocks, a large community of participants, a peer-to-peer document
distribution protocol, and a consensus mechanism. The consensus algorithm
is particularly important, as it ensures that all nodes agree on the addition of
new blocks, maintaining the integrity and consistency of the blockchain [44]
(see Figure 1.6).

1.4.4 Clustering Algorithm

Clustering algorithms are unsupervised machine learning techniques used to group
a set of objects so that objects within the same group (or cluster) are more similar
to each other than to those in other groups. These algorithms play a crucial role
in pattern recognition, data mining, and statistical data analysis by identifying
natural groupings within data [46].

Those algorithms can be applied across various domains, including market re-
search, image segmentation, and document organization. It is also an essential
tool in IoMT, where it is employed to analyze vast amounts of healthcare data,
detect patterns, and improve security. In the context of secure IoMT, clustering
algorithms help to group similar data points to identify anomalies, segment pa-
tient data, and optimize network traffic, thereby contributing to overall system
security and efficiency.

1.4.4.1 Clustering Algorithm Types

There are several types of clustering algorithms, each with its strengths and weak-
nesses, depending on the nature of the data and the desired outcome [47]. The
main types include:

• Partitioning Methods: Methods like K-means and K-medoids divide data
into a predefined number of clusters by assigning points to the nearest cluster
center, optimizing cluster distances iteratively.
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• Hierarchical Methods: These methods create a tree-like structure of clus-
ters by either merging smaller clusters (agglomerative) or splitting larger
ones (divisive), effective for small to medium-sized datasets.

• Density-Based Methods: Algorithms like DBSCAN form clusters based
on data point density, identifying clusters of arbitrary shapes and handling
noise, though they can struggle with varying densities.

• Model-Based Methods: These methods, such as Expectation-Maximization
(EM) for Gaussian Mixture Models (GMMs), assume data is generated from
a mixture of distributions and can automatically determine the number of
clusters.

• Grid-Based Methods: Algorithms like STING and CLIQUE divide data
space into grids and perform clustering on these cells, which is efficient for
large datasets but may lose detail with coarse grid resolution.

1.4.4.2 Enhancing IoMT Security Through Clustering Algorithms

This section explains how clustering algorithms can assist in this by categorizing
data into meaningful groups, which can then be monitored and analyzed for se-
curity purposes. Here are some ways clustering algorithms are applied in secure
IoMT [48]:

• Anomaly Detection: Clustering algorithms like DBSCAN are used in
IoMT networks to identify unusual patterns that could signal security breaches,
such as unauthorized access or unusual device behavior.

• Data Segmentation: K-means can segment patient data based on at-
tributes like vital signs, improving data management and enhancing privacy
by ensuring sensitive information is compartmentalized.

• Secure Communication Optimization: Hierarchical clustering groups
IoMT devices by communication patterns, optimizing network resources and
implementing more secure protocols, reducing the risk of data interception.

• Intrusion Detection: Model-based clustering, like Gaussian Mixture Mod-
els (GMMs), helps create profiles of normal network behavior, flagging de-
viations as potential intrusions for timely security responses.

• Risk Assessment and Management: Grid-based clustering methods as-
sess and manage risks in IoMT networks, allowing healthcare organizations
to prioritize security efforts and ensure compliance with regulations.
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1.5 Conclusion

IoMT has revolutionized healthcare by enabling remote monitoring and person-
alized care, but it also introduces significant security challenges. This section
discussed the importance of securing IoMT systems using cryptography, digital
watermarking, and clustering algorithms to protect sensitive medical data. By
ensuring data confidentiality, integrity, and authenticity, these techniques help
safeguard patient information and maintain the reliability of healthcare systems.
As IoMT continues to evolve, it is crucial to implement advanced security mea-
sures to address emerging threats, ensuring that the benefits of IoMT are realized
without compromising patient safety.

In the next chapters, we delve deeper into the specific techniques and method-
ologies proposed in this thesis to enhance IoMT security. Each of these chapters
builds upon the foundational concepts discussed here, providing detailed insights
and contributions to the field of IoMT security. Together, they form a com-
prehensive approach to addressing the challenges of securing medical data in an
increasingly connected healthcare environment.
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Chapter 2

Related Works

This chapter outlines the Related Work, providing a comprehensive overview of
existing research relevant to securing medical images in IoMT environments.

2.1 Introduction

With the rapid growth of IoMT, healthcare has been revolutionized by enabling
remote monitoring, real-time diagnostics, and data-driven decision-making. Cen-
tral to these advancements is the handling of medical images, which play a crucial
role in patient diagnosis and treatment. However, the sensitive nature of medical
images, such as X-rays, MRIs, and CT scans, demands robust security measures
to protect against unauthorized access, tampering, and data breaches.

This section provides a detailed review of existing research focused on securing
medical images within IoMT environments. Various cryptographic techniques,
digital watermarking methods, blockchain applications, and clustering algorithms
have been proposed to enhance the confidentiality, integrity, and availability of
medical images. By analyzing the strengths and weaknesses of these approaches,
this review aims to highlight the current state of medical image security and
identify the gaps that the proposed solutions in this thesis aim to address.

2.2 Cryptographic Techniques in IoMT

This section explores the cryptographic techniques currently employed to secure
medical data in IoMT environments. A comparison of symmetric and asymmetric
encryption methods is also presented, focusing on their effectiveness in safeguard-
ing medical data. Encryption techniques are typically categorized based on the
type of encryption process employed: symmetric encryption [49, 50, 51, 52] and
asymmetric encryption [53, 54, 55].
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Huang et al. [49] introduced a color image encryption system that utilizes a
symmetric, plaintext-related approach based on permutation-diffusion techniques
and chaotic mapping. Their encryption method involves a single permutation-
diffusion operation. The pixel positions in the encrypted image are determined by
the initial key stream values generated from chaotic maps. The value of the first
encrypted pixel is influenced by both the original image pixels and the key stream
elements, which are derived from three one-dimensional chaotic mappings. The
values of subsequent encrypted pixels are dependent on the preceding encrypted
pixel.

Feng et al. [50] developed an image encryption scheme that employs an invertible
chaotic two-dimensional map. This map is split into two components: a left-line
map and a right-line map. During the encryption process, a series of iterations of
these maps are applied to the image. The number of iterations is determined by
the secret key. For instance, if the secret key is ”235,” the encryption process would
involve two iterations of the left-line map, followed by three iterations of the right-
line map, and then five additional iterations of the left-line map. Priya Deshmukh
[51] introduced an algorithm based on the Advanced Encryption Standard (AES),
which supports key sizes of 128, 192, or 256 bits with a fixed block size of 128 bits.
The algorithm includes four byte-oriented transformations: substitute byte, shift
row, mix column, and add round key. The decryption process is the reverse of
the encryption process and involves inverse operations, such as inverse shift row,
inverse substitute byte, add round key, and inverse mix columns. The number
of rounds in the encryption process varies depending on the key length used. In
their work, Arab et al. [56] proposed an image encryption method that combines
the AES algorithm with a chaos sequence. Specifically, they utilized the Arnold
chaos sequence to generate the encryption key. The authors [57] introduced two
modifications to the standard AES algorithm: first, they replaced the permutable
operation with a proposed propagation operation, and second, they substituted
the column integration operation with a linear transformation operation.

Asymmetric encryption involves the use of a pair of keys: one key for encryption
and a different key for decryption. In [53] jiao et al introduced an image en-
cryption scheme that utilizes asymmetric encryption, combining the generalized
Arnold map with the RSA algorithm. In this scheme, the parameters of the gen-
eralized Arnold map are generated using the RSA algorithm, and the key stream
is produced iteratively. The encryption process begins with an XOR diffusion
operation, which alters the pixel value distribution to obscure the image data.
This is followed by a cyclic confusion of the image’s rows and columns, creating
an additional layer of concealment. The process concludes with four diffusion
and confusion operations rounds, resulting in the final cipher image.Yadav et al.
[54] proposed a color image encryption scheme based on amplitude and phase
truncation, performed in the fractional Hartley domain. Encryption begins by
decomposing the input color image into its RGB (red, green, and blue) channels.
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These channels undergo an affine transformation, where the red channel is treated
as the amplitude, while the green and blue channels are used as phase masks.
The red channel image is then bonded with the green channel phase mask and
transformed using the fractional Hartley transform (FRHT). The reserved portion
of the resulting image acts as the first decryption key. The truncated part is then
bonded with the blue channel phase mask and subjected to another FRHT. The
reserved portion from this step becomes the second decryption key, and the new
truncated part forms the encrypted image. A notable drawback of this method is
the lengthy execution time due to the numerous transformations involved.

In their [55] work, Mehra et al. proposed an optical asymmetric image encryp-
tion scheme that utilizes a gyrator wavelet transform to secure an entire image.
The encryption keys are derived from the order of the gyrator transform, the po-
sition of frequency bands, and the type and level of the mother wavelet. The
encryption process begins by applying the Gyrator Transform (GT) to the input
image, followed by the application of the Wavelet Transform (WT) to the GT
result. To decrypt the image, the inverse of these transforms is used to recover
the original image. However, due to the use of multiple transforms, this method is
time-consuming for both encryption and decryption and results in a large image
size.

2.3 Digital Watermarking in IoMT

In the realm of medical image security and data protection, watermarking tech-
niques are crucial for maintaining the robustness and integrity of patient infor-
mation during transfer and storage. This section offers an overview of various
watermarking methods designed to protect sensitive patient data. Our study
assesses representative watermarking approaches in comparison to the proposed
method. By categorizing these techniques into spatial and frequency domains,
we conduct a comprehensive analysis that highlights the unique characteristics of
each category.

In the context of the spatial domain, Su and Chen [58] developed an innovative
watermarking algorithm aimed at copy protection, which functions in the spatial
domain by utilizing direct current coefficients and encryption. The approach in-
volves splitting the original watermark into multiple sub-watermarks and encrypt-
ing each with MD5 using unique keys. These encrypted binary sub-watermarks
are then embedded into different locations within the blue channel of the im-
age. However, it is important to note that this method has a relatively limited
embedding capacity. In [59], a color image watermarking scheme in the spatial
domain is proposed, where a binary watermark image is embedded into a color
host image. The embedding process integrates the watermark across all regions of
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the host image. The method utilizes the Simple Image Region Detector (SIRD)
to select sub-regions from each block, which are then modified to represent the
watermark bit using specific masks. The first mask modulates the blue compo-
nent to embed the watermark, while a second compensating mask adjusts the red
and green color components. During the extraction process, the exact embedding
regions are identified, and all image blocks are read to produce four sets of water-
marks. These extracted watermarks are then reshaped to reconstruct the original
watermark. However, a notable drawback of this approach is its vulnerability
to certain attacks, particularly rotation attacks. In [60], the authors proposed a
method that employs estimated error expansion to embed confidential data into
segmented regions of a cover image. The technique automatically segments the
image into object and background regions and creates histograms for each. The
watermark is then subtly embedded into both regions, with a lower embedding
intensity in the object region to reduce the impact on image quality.

The authors [61] introduced a new spatial domain color image watermarking tech-
nique. In this approach, the watermark image is first converted into a binary
format. Then, each bit of the watermark is embedded into a 4×4 image block.
The extraction process simply reverses the embedding steps to retrieve the water-
mark from the image. In [62], Kundu and Das presented a technique in which a
generated medical record watermark is embedded within the encrypted region of
interest (ROI) of a medical image. This method leverages AES encryption and
compression techniques to create the watermark from the ROI bits of the cover
image. Additionally, the SHA-256 algorithm is employed to calculate the hash
of the ROI section, ensuring the integrity and security of the medical image. In
[63], the authors introduced a watermarking algorithm that embeds watermark
data into the RGB plane of a carrier image using a bit plane histogram technique.
This method includes a robust detector for extracting key features from the carrier
image. Although the algorithm offers strong invisibility and robustness, it has a
limited capacity, making it less suitable for scenarios requiring the embedding of
large amounts of data. Moreover, its high computational requirements may limit
its practicality in environments with limited computational resources.

in another context frequency domain, the authors in [64] proposed an enhanced
watermarking algorithm based on DCT that is effective in resisting geometric
distortions and noise attacks. The embedding process is divided into two main
phases: preprocessing and embedding. In the preprocessing phase, the watermark
undergoes an expansion step, where its size is increased to four times its original
size, followed by a scrambling step, where a chaotic sequence generated by a Sine
equation is used to scramble the watermark. In the embedding phase, the pro-
cessed watermark is embedded into the host image. To extract the watermark,
the inverse of the embedding process is applied. In [65], the authors developed a
robust scheme based on the wavelet packet transform. They determined threshold
values using vector information derived from the transformed host image. This
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vector information, along with the threshold values, was then used to identify the
embedding locations within the transformed image. The work [66] presented a
digital image watermarking technique that combines SVD, DWT, and DCT with
Kalman filtering. In this approach, SVD is applied to both the input image and
the watermark image, which are then divided into three components: horizon-
tal, vertical, and diagonal. The watermark image is embedded by replacing the
diagonal component of the original image. After this, DWT is applied to the
SVD-based image, and the LH (low-high) component from the DWT image is
selected. Finally, DCT is applied to obtain the watermarked image. Due to the
use of multiple transforms in the frequency domain, including SVD, DWT, and
DCT, this method requires significant execution time and substantially increases
the image size.

However, it is important to note that the proposed algorithm is resource-intensive
and does not include a thorough security analysis. The scheme integrates a chaos-
based encryption technique [67] that utilizes the Arnold transform to enhance
security. Objective evaluations have shown that it offers strong resistance to at-
tacks while preserving high levels of invisibility. In [68], the authors introduced a
dual watermarking technique that integrates DWT,WHT, and SVD. The process
begins by decomposing the ”Y” and ”Cb” channels of the YCbCr carrier image
using DWT, followed by applying SVD to obtain the singular matrix of the se-
lected DWT sub-band. Simultaneously, the watermark image undergoes WHT
and then DWT, producing four non-overlapping sub-bands. The singular matrix
of the watermark image is then embedded into the carrier image. However, this
method is characterized by high time complexity, making it impractical for real-
time applications. In [69], Loan et al. introduced a watermarking method that
embeds an encrypted and scrambled watermark into the DCT coefficients of the
”Y” component in a ”YCbCr” carrier image. Although the scheme demonstrates
strong resistance to brute force attacks, its complexity makes it less suitable for
certain real-time applications.

2.4 Clustering Algorithms in IoMT

Clustering algorithms have become a crucial focus of research, particularly in the
context of IoMT systems. The ongoing challenge lies in developing robust algo-
rithms that can effectively address the unique security demands of these systems.
This section examines existing clustering techniques, categorizing them into three
primary types: hierarchical, partitional, and hybrid clustering. Each category’s
distinct characteristics are explored to provide a comprehensive understanding
of their strengths and limitations. Moreover, the significance of clustering in
data-intensive environments is highlighted, with a focus on key applications that
demonstrate its practical value and relevance in enhancing IoMT security.
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The single linkage (SLINK) algorithm [70] clusters data using a bottom-up ap-
proach, where, at each step, it merges two clusters that contain the nearest pair
of objects that are not yet in the same cluster. While this method can be effective
in certain situations, it has notable drawbacks, particularly its complexity and
sensitivity to outliers and noise. Another agglomerative clustering method is the
complete linkage (CLINK) algorithm [71], which forms clusters based on the max-
imum pairwise distance between data points. In CLINK, the distance between two
clusters is defined as the greatest distance between any pair of objects, one from
each cluster. However, relying solely on the nearest or farthest pairwise distances
can often lead to inaccurate cluster representations. Both SLINK and CLINK are
susceptible to the influence of noise and outliers because they are highly sensitive
to individual data point distances. Outliers that are far from their cluster but
close to objects in other clusters can cause premature merging, resulting in elon-
gated and less accurate cluster formations. Fionn and Legendre [72] introduced
an agglomerative clustering technique that seeks to minimize within-cluster vari-
ance by merging pairs of clusters that cause the smallest increase in the weighted
squared distance between their centers. However, this method is prone to outliers,
which can compromise the quality of the resulting clusters.

Ward’s method [73], also known as the Minimum Variance Method (MVM), aims
to minimize the sum of squared errors within each cluster. It calculates the dis-
tance between clusters using two approaches, typically employing the Squared
Euclidean distance when assessing the distance between clusters and a single data
object. However, this method is sensitive to outliers, which can significantly
affect variance estimates. Additionally, the need for frequent variance updates
throughout the clustering process contributes to its computational complexity. In
centroid-linkage clustering [74], the center of each cluster serves as its representa-
tive, with the distance between these centers used to determine the distance be-
tween clusters. This method streamlines the calculation of inter-cluster distances
by concentrating only on the distances between the cluster centers, rather than
considering all pairwise combinations. However, if the centers are not accurately
chosen, the clustering results may be less effective. Moreover, the need to recal-
culate the center of the merged cluster at each step increases the time complexity
of the algorithm. Another method, called Group Average Linkage or Unweighted
Pair Group Method with Arithmetic Mean (UPGMA) [75], builds a hierarchical
tree based on a pairwise similarity matrix. UPGMA iteratively merges the closest
clusters to create higher-level clusters, making it particularly effective for nested
or hierarchical data structures. The process starts by treating each data point
as an individual cluster. At each step, the algorithm merges the clusters with
the closest average similarity, using the arithmetic mean of the pairwise distances
between data points in the merging clusters to calculate the distances between
clusters.

Unlike hierarchical clustering algorithms, partitional clustering algorithms divide
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the data into flat partitions, optimizing a predefined criterion. Two prominent
techniques in this category are K-means [76] and K-medoids [77]. The core con-
cept of K-means involves iteratively calculating and updating the cluster centers
based on the mean of the data points until specific convergence criteria are satis-
fied. K-medoids, an enhancement of K-means tailored for discrete data, select the
data point nearest to the center of the cluster as the representative, or medoid,
of that cluster. Rezaee and Ramze in [78] introduced Fuzzy C-Means (FCM),
an extension of K-Means that permits data points to have varying degrees of
membership across multiple clusters. FCM iteratively updates cluster centroids
and membership values, guided by a fuzziness parameter (m). Although FCM is
advantageous for handling complex datasets, it is sensitive to initial conditions,
computationally intensive due to its iterative nature, and may face difficulties in
achieving convergence. In [79], the author introduced a clustering method known
as Partitioning Around Medoids (PAM), which uses medoids as the centers of
clusters. The process begins by selecting initial medoids, followed by assigning
data points to the nearest medoids. The medoids are then iteratively updated to
reduce intra-cluster distances. Despite its effectiveness, PAM is sensitive to the
initial selection of medoids, which can lead to suboptimal results. Additionally, its
computational complexity is higher than that of K-means, making it less suitable
for large datasets.

A new algorithm called X-Means was introduced by Mughnyanti et al. [80], which
enhances K-Means by automatically determining the optimal number of clusters
using the Bayesian Information Criterion (BIC). The process begins with a single
cluster and progressively explores potential divisions, comparing BIC scores at
each step. This recursive approach aims to produce an optimal clustering solution
for uncovering data patterns. However, the iterative process can become compu-
tationally intensive, particularly when dealing with large datasets. In [81], the
authors introduced CLARANS, a clustering algorithm derived from CLARA and
based on a randomized search approach. Designed for large datasets, CLARANS
selects initial medoids and performs local searches to enhance clusters by swapping
medoids. Despite its effectiveness, the algorithm is sensitive to parameter settings
and, due to its randomized nature, may not always achieve the global optimum.

Hybrid clustering techniques integrate the strengths of both hierarchical and par-
titional approaches. In their work, Tran et al. [82] introduced a hybrid data clus-
tering algorithm that blends the Artificial Bee Colony (ABC) method with the
K-means algorithm to improve clustering performance. The ABC algorithm, in-
spired by the foraging behavior of honeybees, is used to determine initial centroids.
These centroids are then refined by the K-means algorithm based on the distances
between data points. The study by Thang et al. [83] introduces a hybrid data
clustering algorithm known as ”fastDBSCAN,” which builds upon the Density-
Based Spatial Clustering of Applications with Noise (DBSCAN) algorithm. fast-
DBSCAN is designed to accelerate the traditional DBSCAN process through a
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series of key steps. The algorithm begins with data preprocessing to optimize the
input data for clustering. It then conducts an initial clustering phase using the
DBSCAN method, followed by a merging process that leverages optimized dis-
tance metrics or similarity measures. However, the performance of fastDBSCAN
is highly dependent on parameter tuning, which requires a certain level of expertise
and experimentation to achieve optimal results. In their work, Kumar et al. [84]
introduced a novel hybrid data clustering method that combines the Improved
Cat Swarm Optimization (CSO) technique with the K-Harmonic Mean algorithm
to enhance data clustering. The approach utilizes CSO, a bio-inspired optimiza-
tion method, to determine the initial positions of cluster centroids. Subsequently,
the K-Harmonic Mean algorithm is applied to refine the cluster assignments by
taking into account the harmonic mean of the distances. Lin and Chen [85] pro-
posed the Cohesion-based Self-Merging (CSM) clustering method, which utilizes
a cohesiveness metric to guide the merging of clusters. This metric evaluates all
data points collectively, enhancing the method’s robustness against outliers. The
process begins with initial partitioning using K-means, followed by a hierarchical
merging of smaller clusters based on their cohesion.

2.5 Blockchain in IoMT

Blockchain technology has gained significant attention in the IoMT environment
due to its potential to enhance security, transparency, and data integrity. The
decentralized nature of blockchain offers a robust solution for addressing some
of the most necessary challenges in IoMT, such as secure data sharing, patient
privacy, and the prevention of unauthorized access or tampering. This section
reviews the application of blockchain in IoMT environments, focusing on various
approaches and their effectiveness in securing medical data.

The adoption of blockchain in IoMT is primarily motivated by the need for a secure
and tamper-proof system that can manage and store sensitive medical informa-
tion. Traditional centralized systems are vulnerable to attacks, data breaches,
and single points of failure, which can have severe consequences in a healthcare
context. Blockchain’s decentralized ledger technology provides a promising alter-
native, where each transaction is recorded across a distributed network of nodes,
ensuring that data remains secure and immutable.

One of the key applications of blockchain in IoMT is secure data transmission and
storage. Several studies have proposed blockchain-based frameworks that enable
secure communication between IoMT devices, ensuring that data is encrypted
and verified before it is stored on the blockchain. For instance, Zhang et al. [86]
introduced a blockchain-based framework for secure data sharing in IoMT, where
patient data is encrypted and stored on a blockchain, and only authorized parties
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can access and decrypt the data using cryptographic keys. In [87], fan et al.
proposed a blockchain-based system for managing medical records in IoMT. The
system utilizes smart contracts to automate the verification and sharing of medical
records among healthcare providers. Smart contracts are self-executing contracts
with the terms of the agreement directly written into code, which allows for the
automatic enforcement of rules and policies.

Blockchain’s potential to enhance patient privacy is another area of interest in
IoMT. Liu et al. [88] proposed a blockchain-based privacy-preserving scheme for
IoMT, where patient data is anonymized before it is stored on the blockchain. The
scheme uses advanced cryptographic techniques, such as zero-knowledge proofs, to
ensure that data can be verified without revealing any sensitive information about
the patient. Xu et al. [89] proposed a lightweight blockchain framework for IoMT
that uses off-chain storage to reduce the amount of data stored on the blockchain.

2.6 Comparative Analysis of Existing Techniques

The comparative analysis of existing techniques is a critical component in under-
standing the strengths and weaknesses of various methods used in securing IoMT.
By evaluating different approaches such as cryptographic techniques, digital wa-
termarking, blockchain integration, and clustering algorithms, this analysis high-
lights their applicability, efficiency, and limitations within IoMT environments.
Such a comparison not only provides insights into the current state of technology
but also identifies gaps that can be addressed in future research, ensuring that
IoMT systems remain robust, secure, and efficient in handling sensitive medical
data.
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Technique Strengths Weaknesses Application in IoMT
Symmetric Encryption - High speed and efficiency

- Simplicity in implementation
- Key distribution problem
- Vulnerable to key compromise

- Suitable for encrypting large amounts of
data in IoMT but requires secure key man-
agement

Asymmetric Encryption - Enhanced security with key
pairs
- No need for key exchange

- Slower than symmetric encryption
- Computationally intensive

- Ideal for securing sensitive data ex-
changes and authentication in IoMT

Digital Watermarking (Spatial
Domain)

- Simple and fast
- Direct embedding in the im-
age

- Vulnerable to attacks (e.g., rotation, scal-
ing)
- Lower capacity

- Useful for quick and lightweight applica-
tions where the security of embedded data
is not highly critical

Digital Watermarking (Fre-
quency Domain)

- High robustness against at-
tacks
- Better imperceptibility

- High computational cost
- Complex to implement

- Suitable for scenarios requiring strong
data protection and robustness in IoMT

Blockchain in IoMT - Decentralized and tamper-
proof
- Enhances data integrity and
transparency

- Scalability issues
- High energy consumption

- Effective for secure, transparent, and im-
mutable data management in IoMT but re-
quires optimization for scalability

Clustering Algorithms (Hier-
archical)

- Captures nested data struc-
tures
- Provides a detailed dendro-
gram

- Sensitive to outliers
- High computational complexity

- Useful in hierarchical data analysis and
anomaly detection in IoMT

Clustering Algorithms (Parti-
tional)

- Fast and scalable
- Easy to implement

- Requires a pre-defined number of clusters
- Sensitive to initial conditions

- Suitable for large-scale, real-time data
clustering in IoMT with well-defined data
patterns

Clustering Algorithms (Hy-
brid)

- Combines strengths of hier-
archical and partitional meth-
ods
- Flexible and adaptive

- Increased complexity
- Requires careful parameter tuning

- Effective in complex IoMT environments
where diverse data patterns exist
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2.7 Conclusion

In this chapter, we have reviewed the key research contributions and method-
ologies in securing medical images within IoMT environments, focusing on cryp-
tographic techniques, digital watermarking methods, clustering algorithms, and
blockchain applications. The analysis highlighted the strengths and limitations of
each approach, emphasizing the importance of balancing security, efficiency, and
practicality in medical data protection.

Cryptographic techniques, both symmetric and asymmetric, offer robust security
mechanisms, yet they come with trade-offs in terms of speed and computational
complexity, particularly in IoMT systems where real-time processing is crucial.
Digital watermarking, while providing an additional layer of data integrity and
authenticity, varies significantly in robustness depending on whether spatial or
frequency domain methods are used. These methods, though effective, must be
chosen carefully based on the specific security needs and resource constraints of
the IoMT environment.

Clustering algorithms, critical for managing and analyzing the vast amounts of
data generated in IoMT systems, are explored in their hierarchical, partitional,
and hybrid forms. Each category offers unique benefits and challenges, particu-
larly in dealing with data patterns, outliers, and computational demands. The role
of blockchain in IoMT, with its decentralized and tamper-proof features, presents
a promising solution for secure data management, though its adoption faces chal-
lenges related to scalability and energy consumption.

Overall, this chapter has provided a comprehensive overview of existing techniques
and their applications in the IoMT domain. The comparative analysis has identi-
fied gaps and areas where current methods fall short, paving the way for further
research and innovation. The subsequent chapters will build upon this founda-
tion, introducing the proposed methods and solutions aimed at addressing these
challenges and enhancing the security and efficiency of IoMT systems.
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Chapter 3

Asymmetric image encryption
based on twin message fusion

3.1 Introduction

Effective encryption techniques are crucial for ensuring the security and integrity of
sensitive data, particularly in domains where digital assets, such as images [90].,
are frequently transmitted and stored. In today’s digital age, images are used
extensively across various fields, including medical imaging, online education, and
advertising. The challenge of maintaining the confidentiality and authenticity of
these images has become increasingly significant, especially as they are transmitted
over the internet and stored in potentially insecure environments such as the cloud.

To protect sensitive images from unauthorized access and cyber threats, tradi-
tional encryption schemes have been employed, with symmetric encryption being
one of the most commonly used methods. Symmetric encryption relies on a shared
key between communicating parties [91] , offering high data throughput and effi-
ciency. However, it also presents certain drawbacks, such as the need for secure key
management and frequent key updates, which can complicate its use in dynamic
and insecure environments.

Asymmetric encryption has emerged as a solution to some of these challenges
by utilizing a pair of keys—one public and one private—for encryption and de-
cryption [92]. This method enhances security by making it more difficult for
attackers to compromise the encryption, though it comes at the cost of increased
processing time. Given these considerations, our objective is to develop a novel
asymmetric image encryption scheme based on Magic Number Fragmentation and
El-Gamal Encryption (MNF-G). This scheme aims to securely encrypt images be-
fore transmission, ensuring that their contents remain intact and can be efficiently
decrypted. By focusing on reducing encryption time and minimizing the size of
the encrypted images, while maintaining strong security, this approach seeks to
address the critical need for effective image encryption in today’s digital landscape.
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3.2 Proposed scheme

Securing and protecting information, particularly images, is a significant challenge
today. Images can be safeguarded through various methods, with encryption being
one of the most notable. Encryption techniques are generally categorized into sym-
metric and asymmetric methods. This thesis proposes a novel asymmetric image
encryption scheme based on Fully Homomorphic Encryption using Magic Num-
ber Fragmentation and El-Gamal Encryption (MNF-G) [93]. Given its common
application, this technique is applied to RGB images, and the proposed algorithm
is divided into two main phases:

• Encryption Phase

• Decryption Phase

3.2.1 Magic Number Fragmentation and El-Gamal Encryp-
tion (MNF-G)

This section explains the MNF-G scheme and its functionality. Consider the fol-
lowing elements: P , C, K, Enc(), Dec(), and the cyclic group Yp = Z/pZ =
{0, 1, . . . , p− 1}, where:

• P is the ring of plaintext m.

• C is the ring of ciphertext c.

• K is the key ring.

• Enc() is the encryption function Encpk : P −→ C with pk ∈ K.

• Dec() is the decryption function Decsk : C −→ P with sk ∈ K.

The MNF-G scheme consists of three processes:

1. KeyGen: Generates the secret and public keys sk and pk respectively,
where (sk, pk) = (k, k + r × p, g).

2. Enc(m): Encrypts plaintext m ∈ P using the public key pk, resulting in
c+ = (m′ +m′′ × pk) mod n and c× = (m× gm) mod n.

3. Dec(c): Decrypts ciphertext using the secret key sk, yielding m = (c+
mod p) mod (k − 1) and m = c× × (gm)−1 mod p.
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Figure 3.1: Encryption and Decryption Phases.

3.2.1.1 Encryption

The proposed scheme uses the shared public key for encrypting decimal blocks
with pk = k + r × p. The encryption process is defined as c = (m′ + m′′ × pk)
mod n, i.e., c = m′ +m′′ × (k + r × p) = m′ +m′′ × k + r′ × p. If m′ < p, then
c mod p = m′ + (m′′ × k) mod p. Similarly, if m′′ < p, then (m′′ × k × k−1)
mod p = m′′.

3.2.1.2 Decryption

For decryption, given c = (c+, c×) where c+ = m′ + m′′ × k + r × p, the first
step is to extract m from c+, since m × k < p. Then, c+ mod p = m′ +m′′ × k
because r × p mod p = 0 and m × k mod (k − 1) = m. Thus, Dec(c+) = m.
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This decrypted value is then used to decipher the second part c× using g, with
s = Dec(c+) = m, resulting in m = (c× × (gs)−1) mod p.

3.2.2 Encryption Phase

The encryption phase begins by transforming the input image into a series of bits,
which are then converted into decimal numbers. These decimal numbers undergo
encryption using the MNF-G algorithm. After encryption, the process is reversed:
the encrypted numbers are converted back into bit blocks, concatenated into a bit
series, and finally transformed into an encrypted image.

3.2.3 Decryption Phase

Figure 3.1 illustrates the decryption process. It begins with converting the image
into a series of bits, which are then divided into blocks. Each block is converted
to a decimal number to apply MNF-G decryption. The decrypted output (a new
decimal number) for each block is converted back into bits. Finally, all bits are
concatenated to reconstruct the original decrypted image.

3.3 Implementation

In this section, we detail the implementation of the proposed encryption scheme
demonstrate the effectiveness of the encryption and decryption processes, and
present the results through visual evidence. This scheme was implemented using
Python on a personal computer equipped with an Intel® Core™ i7-8550U CPU
@ 1.80GHz and 4GB of RAM, running Windows 10. This setup provides a stan-
dard environment for testing the performance and efficiency of the encryption
algorithm.

The results of the encryption and decryption processes are depicted in Figure
3.2. The figure contains a series of images showcasing the effectiveness of the
encryption algorithm. The encrypted images exhibit no discernible relationship
to the original images, demonstrating the algorithm’s capability to achieve visual
security by effectively obscuring the content. The decrypted images’ similarity to
the original images confirms the accuracy and reliability of the decryption process.
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(g) (h) (i)

Figure 3.2: The result images of the encryption and decryption
phases.

3.4 Evaluation and Results

This section examines the effect and robustness of our encryption scheme through
Histogram Analysis and Complexity Analysis. At the end of the section, we com-
pare our scheme with related asymmetric and symmetric schemes, focusing on
encryption time, description type, and entropy factor.

3.4.1 Histogram Analysis

A histogram depicts the distribution of pixel intensity in an image. Ideally, an
encrypted image should have a uniform frequency distribution, offering no useful
information to an attacker.
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Figure 3.3: The Histograms of images, (3.3a),(3.3e) Origin images,
(3.3b) , (3.3f) Histogram of origin images, (3.3c),(3.3g) Encrypted

images, (3.3d) , (3.3h) Histogram of encrypted images.

When comparing the histograms of the original images in Figures 3.3b and 3.3f
with those of the encrypted images in Figures 3.3d and 3.3h, we observe a clear and
significant difference between them. This indicates that decrypting or tampering
with the encrypted image is difficult.

3.4.2 Complexity Analysis

The MNF-G algorithm used is divided into two parts. The first part involves frag-
mentation, multiplication, and addition operations, resulting in a computational
complexity of O(1).

To encrypt the second part, calculating gm has a complexity of O(log(n)3). De-
crypting this part, by computing (gm)−1, also results in O(log(n)3). Utilizing the
vec-power function, the complexity is simplified to O(1) [93].

3.4.3 Comparative study

To evaluate our scheme, we compared the time required to encrypt and decrypt
image files of varying sizes using two algorithms: one symmetric [52] and one
asymmetric [53]. These results, obtained under identical environmental conditions
and parameters, are depicted in Figures 3.4a, 3.4b, and 3.4c.
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(a) (b)

(c)

Figure 3.4: Comparative study charts, (3.4a) Encryption image
time, (3.4b) Encryption image time, (3.4c) Encryption image size.

Figure 3.4a represents the changes that appear in the time required to encrypt
images of different sizes, and Figure 3.4b represents the changes that appear in
the time required to decrypt images of different sizes. The size represents the
images generated by the encryption, the changes in size images generated by the
encryption compared to the input image size shown in Figure 3.4c. Our scheme’s
encryption time is shorter than that of the asymmetric scheme [53] and comparable
to the symmetric scheme [52]. Therefore, our system offers the security strength
of asymmetric algorithms while maintaining the speed of symmetric algorithms.

Another way to evaluate our scheme is entropy, which analysis is crucial for eval-
uating the randomness of information. It is used to measure the unpredictability
of data sequences [94]. Entropy is calculated as follows:

E(I) =
256∑
n=1

p(In) log2 p(In)

where I represents the image, and p(In) is the probability of In. The results are
shown in Table 3.1.
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Table 3.1: Comparison of Entropy’s for Three Images

Image 3.2a Image 3.2b Image 3.2c
[53] 7.79595 7.80373 7.797613
[53] 7.6282 7.5183 7.802563

Our Scheme 7.82882 7.86239 7.841146

3.5 Conclusion

In this thesis, we introduced an asymmetric image encryption scheme using Twin
Message Fusion (TMF) with Magic Number Fragmentation and El-Gamal Encryp-
tion (MNF-G). The method proved effective in securely encrypting and decrypt-
ing images, ensuring that the original images could be accurately reconstructed
without distortion. Our analysis demonstrated that the scheme is robust against
various cryptographic attacks, offering a strong balance between security and ef-
ficiency. This makes the MNF-G algorithm a promising solution for secure image
transmission over the internet.
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Chapter 4

An IoMT image crypto-system
based on spatial watermarking
and asymmetric encryption

4.1 Introduction

Medical images are vital components of IoM systems, playing a crucial role in
patient diagnostics and treatment planning. Given the sensitive nature of these
images, ensuring their security is paramount, especially as they are transmitted
across various networks and devices [95]. The complexity of IoMT environments,
with their diverse and interconnected systems, presents significant challenges in
maintaining the confidentiality, integrity, and availability of medical images [96].
Unauthorized access or modifications to these images can lead to severe conse-
quences, including misdiagnosis or improper treatment, highlighting the need for
robust security measures.

To address these security concerns, techniques such as image watermarking and
cryptography have been employed extensively [97]. Integrating these two tech-
niques into a single crypto-system offers a powerful solution for securing medical
images in IoMT environments [55]. However, this integration must take into ac-
count the limitations of IoT devices, such as limited processing power and energy
resources. In this chapter, we propose a dual-layer security system that combines
spatial watermarking with asymmetric encryption, specifically utilizing the Twin
Message Fusion (TMF) scheme. This approach not only enhances the security of
medical images by requiring attackers to bypass both layers but also ensures that
the system is efficient enough to operate.
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4.2 Proposed technique

The proposed crypto-system for protecting the exchange of digital medical images
within an IoMT architecture employs a dual-layer security system. This system
includes security and authenticity layers for the medical images. By integrating
encryption and watermarking techniques, the content is protected from unautho-
rized access and any tampering during transmission is prevented. This secure
transmission occurs between the perception layer and the application layer via an
untrusted third-party network layer, as shown in Figure 4.1.

Figure 4.1: Proposed IoMT architecture .

4.2.1 Digital watermarking layer

The watermarking phase protects the medical image by maintaining its integrity
and authenticity. Given the constraints of IoT, we propose a new digital water-
marking algorithm in the spatial domain, which considers the processing time and
the size of the watermarked image. This watermarking process involves two main
steps: embedding the watermark and extracting it.
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4.2.1.1 Embedding watermark to medical image phase

In the embedding step, the watermark image is converted to grayscale, optimizing
both the embedding time and the image size. To enhance resistance to rotation
attacks and ensure the distribution of the watermark across the entire image, the
embedded watermark, referred to in this technique as the Responsive Watermark
(RW), is composed of four sub-watermarks. Each sub-watermark is created by
rotating the original watermark image by 0, 90, 180, and 270 degrees, as illustrated
in Figure 4.2.

Figure 4.2: Composition of the responsive watermark.

To embed a watermark image into a colored host image, the host image’s binary
format is represented in RGB, with each pixel consisting of 3 bytes. The em-
bedding process starts by selecting a block of pixels from the center of the host
image, matching the watermark’s (RW) size, and converting it into a binary for-
mat matrix. Each byte in the RW matrix is split into three parts: W1, W2, and
W3, representing the first two high bits, the following three bits, and the three
low bits, respectively. using a bitwise operator, W1 is embedded into the R byte
by replacing its two LSB with the two bits of W1. Similarly, W2 is embedded
into the G byte by replacing its three LSB with the three bits of W2, and W3 is
embedded into the B byte by replacing its three LSB with the three bits of W3.
The resulting embedded block is then converted back into pixels in RGB format
and positioned in the same location as the original block from the host image, as
shown in Figure 4.3.

4.2.1.2 Extraction watermark from medical image phase

The goal of the extraction phase is to recover the watermark from the watermarked
image, decompose it into sub-watermarks, and reverse the rotation applied during
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Figure 4.3: Embedding watermark image process.

embedding. This process involves four steps, as illustrated in Figure 4.4.

A block of pixels is extracted from the center of the image, matching the water-
mark’s size. For each pixel in this extracted block, represented in RGB format
(3 bytes), the watermark bits W1, W2, and W3 are extracted and combined to
reconstruct a byte. These combined bytes are then organized into a matrix to
recreate the grayscale watermark image. Finally, the grayscale watermark image
is divided into four sub-watermarks.

4.2.2 Encryption layer

We utilized an asymmetric image encryption approach based on twin message fu-
sion, as detailed in Chapter 3, which is derived from the El-Gamal algorithm [98],
to encrypt the watermarked image. This method offers an effective homomorphic
encryption technique through twin key encryption and magic number fragmenta-
tion. While MNF-G was initially developed for text encryption, this technique is
now adapted for encrypting images.
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Figure 4.4: Extraction of sub-watermarks from the watermarked
image process.
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4.2.2.1 Watermarked medical image encryption and decryption pro-
cesses

In the encryption process, the watermarked medical image is represented as a
sequence of bits. The encryption procedure is illustrated in Figure 3.1 and is
detailed in Algorithm 1. The same figure also depicts the decryption process,
which is outlined in Algorithm 2.

Algorithm 1 Image Encryption Algorithm
Require: Watermarked image in binary format
Ensure: Encrypted image in RGB format

1: Treat the watermarked image as a sequence of bytes
2: Split the sequence of bytes into blocks of 32-bits
3: for each 32-bit block do
4: Encrypt the block using TMF to obtain an integer
5: Convert the resulting integer to binary format and append it to the en-

crypted byte sequence
6: end for
7: Reconstruct the encrypted image in RGB format from the encrypted byte

sequence

Algorithm 2 Image Decryption Algorithm
Require: Encrypted image in binary format
Ensure: the Original watermarked image is in RGB format

1: Treat the encrypted image as a sequence of bytes
2: Split the sequence of bytes into blocks of 32-bits
3: for each 32-bit block do
4: Decrypt the block using TMF to obtain an integer
5: Convert the resulting integer to binary format and append it to the de-

crypted byte sequence
6: end for
7: Reconstruct the original watermarked image in RGB format from the de-

crypted byte sequence

4.3 Implementation

This section demonstrates a real-world experiment of our crypto-system within
the IoMT architecture, as depicted in Figure 4.1. In this setup, the Raspberry Pi
functions as the perception layer, acting as the sensor, while a laptop serves as
the application layer, operating as the receiver.
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The proposed crypto-system will be implemented and tested in two environments:
IoT devices and a classical (laptop) environment, with the following specifications:

• Raspberry Pi 3 Model B:

– CPU: Quad-Core 1.2GHz Broadcom BCM2837 64bit, ARM Cortex-
A53 (ARMv8).

– RAM 1GB.
– Raspbian is the official operating system.

• Laptop :

– CPU: Intel Core ™i3-8550u, CPU@1.80GHz Dual-core.
– RAM 16GB.
– Windows 10 operating system.

(a) (b) (c) (d) (e)

Figure 4.5: The result images of the crypto-system steps. (4.5a)
The input image, (4.5b) Watermark, (4.5c) Watermarked image,

(4.5d) Encrypted image, (4.5e) Decrypted image.

Perception Layer (Sender): The input image, referred to as the host or original
image, is displayed in Figure 4.5a. For embedding the watermark, we used the
image shown in Figure 4.5b. The medical image with the embedded watermark
is illustrated in Figure 4.5c. To ensure secure transmission, the watermarked
image is encrypted, resulting in the encrypted image shown in Figure 4.5d. These
operations are performed on a Raspberry Pi device.

Network Layer: The connection between the Raspberry Pi and the laptop is estab-
lished via a local WiFi network. This layer is essential for the secure transmission
of encrypted images from the perception layer (sender) to the application layer
(receiver).

Application Layer (Receiver): Upon receiving the encrypted image, the laptop
decrypts it to retrieve the watermarked image, as shown in Figure 4.5e. Sub-
sequently, the receiver extracts the watermarks to verify the authenticity and
integrity of each sub-watermark, as depicted in Figure 4.6.
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(a) (b) (c) (d)

Figure 4.6: Four extracted sub-watermarks from RW. (4.6a) Sub-
watermark rotated 0°, (4.6b) Sub-watermark rotated -90°, (4.6c)
Sub-watermark rotated -180°, (4.6d) Sub-watermark rotated -270°

4.4 Evaluation and Results

This section details the evaluation and results of the proposed crypto-system. It
starts with a security analysis of the watermarking and encryption algorithms. An
evaluation of the overall performance of the crypto-system in the IoMT environ-
ment is then provided. The section concludes with a comparative study.

4.4.1 Security validation

It is crucial to demonstrate that the proposed watermarking algorithm withstands
various traditional attacks, such as Crop, Gaussian, Rotate, and Salt & Pepper.
Table 4.1 provides details of these attacks, indicating that the watermark can
be successfully extracted and identified under different conditions. Specifically,
with a 33% crop, all four copies of the watermark can be extracted; at 50% crop,
two copies are retrievable; and at 75% crop, one copy remains extractable. De-
spite some distortion caused by Gaussian noise and Salt & Pepper attacks, the
watermarks remain significantly recognizable. Additionally, all four copies of the
watermark can be extracted in all Rotate attacks. These results confirm that the
watermarking algorithm is robust against traditional attacks.
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Attacks Image Attacked Sub-W 1 Sub-W 2 Sub-W 3 Sub-W 4

Crop 33 %

Cut 75%

Cut 50%

Gaussian Noise

Salt and Peppers

Rotate 90

Rotate 180

Rotate 270

Table 4.1: Sub-Watermark results for each kind of attack.
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The histogram illustrates the distribution of pixel density in an image. The fre-
quency distribution should be uniform for a well-encrypted image, without any
distinct patterns or starting points, indicating that the data is thoroughly shuf-
fled.

By comparing the histograms of the original images in Figures 4.7b and 4.7f with
those of the encrypted images in Figures 4.7d and 4.7h, we can observe a clear
and significant difference. This indicates that decrypting or tampering with the
protected image is challenging.

(a) (b) (c) (d)

(e) (f) (g) (h)

Figure 4.7: The Histograms of images, (4.7a),(4.7e) Origin images,
(4.7b) , (4.7f) Histogram of origin images, (4.7c),(4.7g) Encrypted

images, (4.7d) , (4.7h) Histogram of encrypted images.

4.4.1.1 Sybil and replay attack

An attacker can disrupt the network by reusing transmitted data to create redun-
dant information, draining the sender’s energy, or by impersonating the sender.
To counteract this, we employ asymmetric encryption. Using a public key infras-
tructure (PKI), each user receives a certified public/private key pair. Only users
with verified public keys can participate, ensuring that all interactions within the
network are secure and authenticated.
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4.4.1.2 Selective attack

The proposed scheme is susceptible to selective attacks, where an attacker might
monitor the transceiver activity of IoT devices and selectively modify, block, or
reorder messages to manipulate system behavior or deceive users. To bolster secu-
rity, our crypto-system incorporates two protective layers: a watermarking layer
and an encryption layer. The watermarking layer distributes four copies of the wa-
termark throughout the entire host image, increasing the likelihood of retrieving
the watermark even if parts are tampered with. Additionally, the watermarked
image is encrypted, further obscuring the original data from attackers and making
it more difficult for them to identify and alter the transmitted data.

4.4.2 IoMT performance evaluation of the proposed crypto-
system

This subsection assesses the performance of our crypto-system in the IoMT en-
vironment, focusing on processing time, memory usage, and energy consumption.
The evaluation was conducted using the aforementioned Raspberry Pi 3 Model B.

Processing time is a critical metric for evaluating the efficiency of a crypto-system.
We measured the duration of each stage, including encryption and decryption. As
shown in Figure 4.8a, the results demonstrate that our crypto-system operates
efficiently within acceptable time frames for real-time applications in the IoMT
environment, with minimal energy consumption.

Memory usage is another critical factor, particularly for resource-constrained IoMT
devices. Our experiments demonstrated that the crypto-system uses memory ef-
ficiently without significantly straining the devices, as the increase in the size of
the encrypted image compared to the original is minimal. Figure 4.8b illustrates
this efficiency and scalability within the IoMT environment.

Overall, the performance evaluation shows that our crypto-system can effectively
handle computational demands. Its ability to maintain low processing times and
optimal memory usage makes it suitable for real-time applications in the IoMT
domain.

4.4.3 Comparative study

In this section, we compare our crypto-system with several common techniques.
Specifically, we evaluate the proposed watermarking technique against three recent
methods: LSB [37], a DCT-based scheme [99], and a DWT-based scheme [100]. For
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(a) (b)

Figure 4.8

Figure 4.9: The proposed crypto-system performance. (4.8a) Pro-
cessing time of Crypto-system on IoMT environment (Raspberry
Pi). (4.8b)Memory usage of Crypto-system on IoMT environment

(Raspberry Pi).

the proposed encryption scheme, comparisons are made with both symmetric [52]
and asymmetric [53] encryption schemes.

The comparison factors for the encryption scheme include the encryption and
decryption execution times in two environments: IoT devices and a classical (lap-
top) environment. Additionally, entropy analysis is used to assess the encryption
performance.

Attacks Proposed Work LSB DCT-based scheme DWT-based scheme
Gaussian Noise 34 33.51 36.65 31.01
Salt and Pepper 39.18 20.89 23.20 22.88

Cropping 55.12 15.24 18.11 23.14

Table 4.2: PSNR value of different algorithms for different attacks.

Entropy analysis is crucial in cryptography for ensuring the randomness and unpre-
dictability of keys and data, thereby enhancing security and preventing attacks.
The results of our entropy analysis are presented in Table 4.3. The proposed
algorithm is compared with those in [53], [101], and [102]. For instance, when ex-
amining the encrypted X-ray images (1), (5), and (7), the corresponding entropies
are 7.8288, 7.86239, and 7.841146, respectively. The higher entropy values of the
proposed algorithm indicate greater security against entropy attacks compared to
other methods.

50



X-Ray Image 1 X-Ray Image 5 X-Ray Image 7
Proposed algorithm 7.82882 7.86239 7.841146

[53] 7.79595 7.80373 7.797613
[101] 7.4455 7.4446 7.5444
[102] 7.4982 7.5892 7.7563

Table 4.3: Entropy comparison of three images.

4.5 Conclusion

In this chapter, we developed an IoMT image crypto-system that integrates spa-
tial watermarking with asymmetric encryption to secure medical image transfers
within IoT’s resource-constrained environment. The system ensures image authen-
ticity and integrity through watermarking, followed by encryption to protect the
image during transmission. Our watermarking algorithm demonstrated strong
resilience against various attacks, outperforming other techniques in robustness
and efficiency. Additionally, the encryption method provided a smaller encrypted
image size and faster execution time compared to AES and RSA, making it well-
suited for IoT applications.
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Chapter 5

K-Means-Based Watermarking
Algorithm For medical image

5.1 Introduction

Effective watermarking techniques are essential for ensuring the integrity and au-
thenticity of medical images, which are critical assets in the healthcare indus-
try [103]. In today’s interconnected world, the rapid growth of digital information
and the widespread sharing of medical images across various platforms have sig-
nificantly increased the challenge of safeguarding these valuable assets [104]. As
medical images are increasingly shared and accessed across networks, the risk of
unauthorized modifications or misappropriation has become a major concern for
researchers and healthcare professionals alike [105]. It has become imperative
to develop advanced watermarking algorithms that can effectively protect these
images from potential threats while maintaining their diagnostic quality.

To address these evolving challenges, this research proposes the development of
an innovative watermarking algorithm specifically tailored for medical images.
The new algorithm aims to overcome the shortcomings of existing techniques by
providing a lightweight and highly efficient solution that guarantees the security
and authenticity of medical images. At the same time, it minimizes any impact
on the diagnostic quality of these images, ensuring that healthcare

5.2 Proposed technique

In this section, we delve into the proposed algorithm, which aims to protect and
facilitate the exchange of medical images, ensuring data security and verifying
sender authenticity with minimal impact on the image. This algorithm robustly
detects and accurately identifies any alterations or tampering within the medical
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image, thus ensuring the integrity and trustworthiness of the exchanged medical
data.

The algorithm comprises four key steps: (1) generating a binary hash image from
the watermark, (2) embedding the watermark into the host image, (3) extract-
ing the watermark from a watermarked image, and (4) evaluating the watermark
integrity by detecting any modifications introduced during the embedding pro-
cess. By employing K-means clustering and utilizing Least Significant Bit (LSB)
manipulation, this approach offers a reliable and secure method for protecting
digital content with watermarks while allowing subsequent verification of data
authenticity [106].

5.2.1 Generating a Hash Image

In the initial step, the algorithm converts the given watermark image into a two-
dimensional array of pixels. It then uses K-means clustering to group similar pixel
colors into eight clusters. Each cluster is replaced with its central point, reducing
the image’s complexity. The cluster center values are converted into binary format
and concatenated to form a single binary string. This string is used to construct
a binary hash image, which is replicated horizontally and vertically to match the
dimensions of the host image. This hash image forms the basis for the embedding
process in subsequent steps.

Algorithm 3 Generating a Hash Image
1: Convert the watermark image into a 2D array of pixels.
2: Apply K-means clustering to group pixel colors into 8 clusters.
3: Replace each cluster with its center point.
4: Convert cluster center values to binary format and concatenate them.
5: Create a binary hash image by repeating the binary string to match the host

image size.

5.2.2 Embedding the Watermark

In the second step, the algorithm embeds the watermark into the host image.
First, it ensures that the dimensions of the watermark hash image match those
of the host image. The algorithm retrieves the LSB from the green channel for
each pixel in the host image and replaces it with the corresponding bit from the
watermark hash image. This process discreetly embeds the watermark within
the host image, preserving data authenticity while minimizing visual impact or
alteration to the original image.
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Figure 5.1: Illustration of Generating a Hash Image and Embed-
ding the Watermark

5.2.3 Extracting the Watermark

In the third step, the algorithm retrieves the embedded watermark from the wa-
termarked image. It initializes an empty array to store the extracted watermark.
The algorithm examines each pixel within the watermarked image, extracting the
LSB from the green channel and storing these bits in the watermark image ar-
ray. This careful procedure ensures the accurate retrieval of the watermark while
preserving the integrity of the original data.

Algorithm 4 Extracting the Watermark
1: Initialize an empty array to store the extracted watermark.
2: for each pixel in the watermarked image do
3: Retrieve the LSB of the green channel.
4: Store the extracted bit in the watermark image array.
5: end for
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Figure 5.2: Illustration of Extracting the Watermark and Evaluat-
ing Watermark Integrity

5.2.4 Evaluating Watermark Integrity

In the final step, the algorithm assesses the robustness of the watermark and its
resistance to tampering. This evaluation involves calculating the XOR (exclusive
OR) difference between the original binary hash image generated in the first step
and the extracted watermark from the third step. If the XOR result is 1, it
indicates that a pixel was modified during the embedding process, suggesting
potential tampering. Conversely, a result of 0 indicates that the pixel remains
unaltered, affirming the data’s integrity. This crucial step enables the algorithm
to verify the authenticity and integrity of the watermarked image, ensuring it has
not been tampered with during transmission or storage [107].

Algorithm 5 Evaluating Watermark Integrity
1: Calculate the XOR difference between the original binary hash image and the

extracted watermark.
2: if XOR result is 1 then
3: Pixel was modified during embedding.
4: else
5: Pixel remains unaltered.
6: end if
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5.3 Implementation

In this section, we detail the experimental setup and present the results of our
proposed watermarking algorithm, utilizing X-ray medical images to show its ef-
fectiveness. The system was implemented in Python and executed on the Windows
10 operating system. with an Intel® Core™ i7 CPU, and 8GB of RAM.

For our experiments, we utilized the NIH Chest X-rays medical image dataset
[108]. This extensive dataset includes a wide range of chest radiographs annotated
for various thoracic abnormalities. preprocessing, which involved image resizing
and standardization, was conducted to prepare the dataset for watermarking.

(a) (b) (c) (d) (e) (f)

Figure 5.3: The image results of the watermarking algorithm steps.
(5.3a) The host image, (5.3b) The watermark image, (5.3c) The
binary hash image, (5.3d) The watermarked image, (5.3e) The ex-

tracted binary hash image, (5.3f) The XOR result image

Figure 5.3 shows the various result images from the steps of the watermarking
algorithm. Initially, we use two input images: the ’host image’ (Figure 5.3a) and
the ’watermark image’ (Figure 5.3b). A binary hash image is generated for the
embedding process, as shown in Figure 5.3c. After embedding the binary hash
image, the resultant watermarked medical image is shown in Figure 5.3d.

The extracted binary hash image from the watermarked image is shown in Fig-
ure 5.3e. In the final step, the bitwise XOR operated the extracted and previously
generated binary hash images. Figure 5.3f illustrates the resulting binary hash
image, where any tampered pixels are indicated by black pixels.

5.4 Evaluation and Results

The evaluation of our proposed watermarking technology for medical images in-
volved subjecting the scheme to various types of attacks. Additionally, we com-
pared our scheme with related methods using Peak Signal-to-Noise Ratio values
[109].
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Attacks Watermarked image XOR binary hash image

Text Attack

Salt and Peppers (0.05)

Salt and Peppers (0.1)

Cut 25%

Table 5.1: The image results of our scheme under different attacks

5.4.1 Attacks Analysis

Table 5.1 shows the result of subjecting our scheme to various types of attacks
and noise to assess its effectiveness in detecting tampering and identifying affected
areas.

In the first attack, which introduced textual content into the images, our scheme
demonstrated exceptional accuracy in detecting and localizing the added text.
This capability illustrates the robustness of our algorithm in identifying alter-
ations caused by such attacks. The next attack involved adding salt and pep-
per noise at different levels. Our scheme effectively identified tampered pixels,
with its performance becoming particularly evident when the noise rate was in-
creased to 0.1. At this higher noise level, tampering was visible, further highlight-
ing the scheme’s ability to detect significant disturbances in the image accurately.
In the final attack, our scheme was evaluated for its response to image cropping,
specifically removing 25% of the image. Our algorithm identified the cropped por-
tion, demonstrating its sensitivity to such manipulation and precision in locating
the alterations.

These results collectively highlight our scheme’s effectiveness in detecting and
pinpointing tampering, underscoring its robustness against various forms of image
manipulation.
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Method PSNR (dB)
Our method 54.69
Scheme in [110] 44.51
Scheme in [111] 51.53
Scheme in [63] 49.62
Scheme in [112] 47.01

Table 5.2: Comparative PSNR Values for Image Watermarking
Methods

5.4.2 Comparative study

Based on Table 5.2, our scheme proves to be the most effective approach for
watermarking images compared to various alternative schemes as demonstrated by
PSNR values. Our scheme achieved an impressive PSNR of 54.69 dB, significantly
outperforming the other schemes. Specifically, the Scheme in [110] scored 44.51
dB, the Scheme in [111] reached 51.53 dB, the Scheme in [63] achieved 49.62 dB,
and the Scheme in [112] obtained 47.01 dB.

The technique’s PSNR and that of the other techniques highlight its higher ability
to maintain image quality during watermarking. Therefore, our technique appears
as a promising choice for watermarking technique, offering a higher level of fidelity
and robustness, and making it the preferred option for applications requiring high-
quality watermarked images.

The result demonstrates the efficacy of our proposed watermarking technology
for medical images, accurately detecting and locating tampering without causing
noticeable changes. This capability is essential in medical imaging, aiding in pre-
cise and reliable diagnoses. In conclusion, watermarking technology is crucial for
ensuring the integrity and authenticity of medical images.

5.5 Conclusion

In this thesis, we introduced a K-Means-based watermarking algorithm designed to
secure medical images by ensuring their authenticity and integrity. The algorithm
uses an XOR binary hash image to detect any pixel manipulation, demonstrating
strong resilience against various attacks, including Text, Salt and Pepper, and
Cutting. The PSNR analysis confirmed that the watermarking process has a
minimal impact on the host image. Comparative studies further highlighted the
algorithm’s superiority and its effectiveness in detecting manipulations, making it
a robust solution for securing medical images.
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Chapter 6

Blockchain-Watermarking scheme
based K-Means for Medical Image

6.1 Introduction

Effective watermarking techniques are crucial for securing medical images, which
are fundamental to healthcare delivery. As the digitization of medical images be-
comes more prevalent in diagnosis, treatment planning, and patient care, the need
to safeguard these digital assets has become increasingly urgent [113],. The ex-
tensive sharing and storage of medical images across various platforms have raised
significant concerns about unauthorized access, alteration, and misuse [114]. En-
suring the authenticity and protection of these images is essential, as any tam-
pering could lead to serious consequences, such as misdiagnosis and compromised
patient safety.

Blockchain technology offers a promising solution to these challenges with its de-
centralized, traceable, and immutable nature [42]. By ensuring that each node in
the network maintains a complete copy of the data ledger, blockchain significantly
reduces the risks of data loss, system failure, or hacking. This research proposes
an innovative approach that integrates blockchain technology with K-means clus-
tering to enhance the security and efficiency of medical image watermarking. This
method not only eliminates the need for third-party verification but also ensures
that the diagnostic quality of the images is preserved, addressing the specific se-
curity needs of the healthcare industry.

6.2 Proposed technique

This section provides a comprehensive explanation of the proposed scheme, which
aims to secure and facilitate the exchange of medical and watermark images with-
out relying on a third party. The scheme is designed to ensure data integrity and
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verify the sender’s authenticity, all while minimizing the impact on the image.

The proposed scheme consists of two phases. The first phase is divided into four
steps, as illustrated in Figure 6.1: (1) generating an actual image from the water-
mark, (2) embedding the actual watermark into the host image, (3) uploading the
actual watermark to the IPFS network, and (4) storing the hash value obtained
from the IPFS network on the blockchain using a smart contract.

Apply k-means with k=8
(222,33,70)
(122,13,170)
(212,190,60)
..................
..................
..................
(90,133,120)

8 centers from Watermark image

generate Actual image

embed image
(apply LSB) on

G channel 

Host image

Watermark image

watermarked image

 Actual watermark
image 

Upload

Ha
sh

Blockchain

Figure 6.1: Steps of the First Phase in Our Scheme

6.2.1 Phase 1: Generating, embedding, and uploading the
watermark

The algorithm starts by converting the provided watermark image into a 2D-pixel
array. It then applies K-means clustering to group similar pixel colors into eight
clusters. Each pixel is replaced by the centroid of its corresponding cluster. The
cluster centers’ values are converted to binary format and concatenated to form a
single binary string. This string is used to generate an actual image, which is then
duplicated horizontally and vertically to match the size of the target host image
as shown in Algorithm 6.

In the second step, the LSB is used to embed the actual watermark. The LSBs from
the green channel of each pixel in the host image are extracted and replaced with
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bits from the watermark image. This process embeds the watermark discreetly,
preserving the host image’s integrity and appearance.

Algorithm 6 Watermark Actual Image Generation
1: Transform the watermark image into a two-dimensional pixel array.
2: Utilize K-means clustering to categorize pixels into eight clusters based on

color.
3: Substitute the pixels in each cluster with the centroid of that cluster.
4: Convert the values of the cluster centroids into a binary format and merge

them into a single binary string.
5: Construct an actual image by replicating the binary string horizontally and

vertically to fit the dimensions of the target host image.

In the final steps, the actual watermark image is uploaded to the IPFS network,
which returns a string of hash values. These hash values are then uploaded to the
blockchain using a smart contract, ensuring the information remains protected in
its encrypted state. As shown in Figure 6.1, this scheme guarantees the long-term
safety and authenticity of the protected content.

6.2.2 Phase 2: Downloading, Extracting, and Verification
of the Watermark

The second phase is dedicated to the retrieval and verification of the watermark,
comprising four steps: (1) retrieving the hash value from the blockchain, (2) down-
loading the actual watermark from the IPFS network, (3) extracting the water-
mark from the watermarked image, and (4) verifying the integrity of the water-
marked image by comparing the downloaded actual watermark with the extracted
watermark. These steps are illustrated in Figure 6.1.

A smart contract uploads a file to the blockchain, generating a hash value that
serves as the transaction’s contract address. To extract the watermark from the
blockchain, this contract address must be entered to locate the associated contract.
Using the hash value stored within the contract, the uploaded actual watermark
can then be downloaded from the IPFS network.

In the third step, the algorithm retrieves the embedded watermark from the wa-
termarked image. It starts by examining each pixel, specifically extracting the
LSB from the green channel of each pixel. These bits are then carefully collected
and arranged in an array to reconstruct the watermark image.

In the final step, the algorithm evaluates the robustness of the watermark and
its strength to modifications. This involves applying the XOR (exclusive OR)
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operation between the downloaded actual watermark and the extracted water-
mark. If the result of this operation is 1, it indicates that a pixel position in
the watermarked image has been altered, suggesting potential tampering. If the
result is 0, it means the pixel remains unchanged, verifying the integrity of that
pixel position. This important process allows the scheme to accurately determine
the authenticity and integrity of the watermarked image, ensuring its protection
against alterations during transmission or storage.

6.3 Implementation

This section details the experiments of the proposed scheme. For the experimen-
tal analysis, we used the NIH Chest dataset [108] s. This comprehensive dataset
includes chest radiographs, each annotated to identify various thoracic abnormal-
ities.

The scheme was implemented in Python and deployed on a PC with an Intel®
Core™ i7 processor, 8GB of RAM, a 240GB SSD, and Windows 10 as the operating
system.

(a) (b) (c) (d) (e) (f) (g)

Figure 6.2: The image results of the watermarking algorithm steps.
(6.2a) The host image, (6.2b) The watermark image, (6.2c) The
binary hash image, (6.2d) The watermarked image, (6.2e) The ex-
tracted binary hash image, (6.2f) The downloaded actual water-

mark binary image, (6.2g) The XOR result image

Figure 6.2 shows the various result images at different stages of our scheme. The
host image used in this experiment is depicted in Figure 6.2a, while the watermark
image is shown in Figure 6.2b. Applying Algorithm 6 to both the watermark image
and the host image generates the actual watermark, as illustrated in Figure 6.2c.

The generated actual watermark is uploaded to the IPFS network in the following
steps, which returns a unique hash string. This hash value is then stored on the
blockchain through a smart contract. The outcomes of these steps are summarized
in Table 6.1. The upload process generates information including the file name,
the hash value from the IPFS network, the transaction hash, the address of the
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Steps Details

Uploading an ac-
tual watermark
to IPFS

Name: ’watermak-image.png’;
Hash: ’QmcUWGszPf9aX5X7CxgUriM6dWZo5Smg6q.....’;
Size: ’1204’

Uploading the
hash value to
the blockchain
by writing a
smart contract

Status: 0x1 Transaction mined and execution succeed;
Transaction Hash: 0x2f4e1bb3e8f6c2e..c4b2158a6b26c....;
From: 0x4E17DaF6a7....3ECbA75e56fefD34;
To: secure.docs(string) 0x8e5bCCe52FEDf256e917e482E....;
Gas: 3200000 gas;
Transaction Cost: 90500 gas;
Execution Cost: 67220 gas;
Hash: 0x2f4e1bb3e8f6c......c4b6d88e4a6b65;
Input: 0xa5b...00000;
Decoded Input: [”string documentHash”:
”QmcUWGszPf9aX5X7CxgU..”];
Decoded Output: ;
Logs: [];
Value: 0 wei

Table 6.1: Uploading Actual Watermark and Blockchain Transac-
tion By Writing a Smart Contract

uploading account, and details on execution and transaction costs. The watermark
stored on the blockchain is securely protected and immutable.

In the final phase, after receiving the watermarked image from the sender, the
watermark binary image is extracted using the extraction algorithm. The resulting
extracted image is shown in Figure 6.2e. The next step involves retrieving the IPFS
hash value from the blockchain through a smart contract and then downloading the
original actual watermark from the IPFS network. This downloaded watermark
image is illustrated in Figure 6.2f.

6.4 Evaluation and Results

This section evaluates the validity and accuracy of our proposed Blockchain-
Watermarking scheme for medical images. We applied various attacks and dif-
ferent types of noise to assess the scheme’s effectiveness in identifying tampering
and locating the manipulation regions.

In the initial attack, as illustrated 6.2, the noise was added as textual content.
Our method detected and accurately located the inserted text, as demonstrated
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Attacks Watermarked image Extract watermark Actual watermark XOR image result

Text Attack

Salt and Peppers (0.05)

Salt and Peppers (0.1)

Cut 25%

Table 6.2: The image results of our scheme under different attacks

in the XOR image result. In subsequent attacks, such as the introduction of
salt and pepper noise at different levels, our approach showed strong robustness,
accurately identifying the locations of the altered pixels. When the noise level in
the watermarked image reached 0.1, the tampered areas became more visible in
the XOR image. Furthermore, our method effectively identified the cropped area
in the final attack, which affected 25 percent of the image. These results highlight
the sensitivity and precision of our method in detecting and locating altered or
tampered regions within images.

6.4.1 Comparative study

This subsection provides a comparative analysis of our scheme against other re-
lated works, focusing on PSNR values. The impact of watermark embedding on
image quality was evaluated by comparing the PSNR of our watermarked image
with those generated by several well-known methods [115, 63, 110, 111, 112]. As
illustrated in Table 6.3, our scheme demonstrated superior image quality, achiev-
ing an impressive PSNR of 54.69 decibels. This PSNR is notably higher than the
values achieved by other methods, with [110] reporting 44.51 dB, [111] recording
51.53 dB, [63] obtaining 49.62 dB, [112] registering 47.01 dB, and [115] reaching
52.89 dB.
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Method PSNR (dB)
Our Proposed Scheme 54.69
Scheme in [115] 52.89
Scheme in [63] 49.62
Scheme in [110] 44.51
Scheme in [111] 51.53
Scheme in [112] 47.01

Table 6.3: Comparative PSNR Values for Image Watermarking
Methods

6.5 Conclusion

In this thesis, we introduced a Blockchain-Watermarking scheme based on K-
Means, designed to secure medical image transfers without relying on third parties.
The scheme ensures image authenticity and integrity by embedding a generated
watermark into the host image, with its hash stored securely on the blockchain
via IPFS. Our evaluation demonstrated the algorithm’s resilience against attacks
like Text, Salt and Pepper, and Cutting, with PSNR analysis confirming minimal
impact on the host image. This approach effectively enhances the security and
integrity of medical image exchanges.
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Chapter 7

A Nature-Inspired Partial
Distance-Based Clustering
Algorithm

7.1 Introduction

Effective clustering techniques are crucial for extracting valuable insights from
large and complex datasets, which is increasingly important in today’s data-driven
world [116]. Traditional clustering methods like hierarchical and partitional tech-
niques have been foundational in organizing data [76, 117], uncovering patterns,
and supporting decision-making. However, as data volume and dimensionality
continue to grow, these methods face significant challenges in maintaining com-
putational efficiency and accuracy, particularly in high-dimensional spaces and
large-scale datasets.

To overcome these challenges, this research introduces a novel clustering algorithm
called K-level, inspired by the collective behavior of fish locomotion. The K-
level algorithm efficiently merges clusters based on distances, creating hierarchical
structures without exhaustive iterations, thus reducing computational complex-
ity. This innovative approach enhances flexibility and scalability across various
data types, making it an effective solution for accurate and efficient clustering in
increasingly complex data environments.

7.2 Proposed technique

The K-level algorithm is inspired by the collective movement patterns observed in
fish. It translates this natural behavior into a computational clustering method.
Just as fish navigate their surroundings through coordinated group movements,
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the K-level algorithm iteratively merges clusters based on their closeness, reflecting
the synchronized movements of fish in a collection.

At each step, the K-level algorithm identifies and merges clusters closest to each
other, much like how fish group together in response to external factors or com-
mon traits. This distance-based merging process allows K-level to build hierarchi-
cal structures efficiently, avoiding the need for exhaustive calculations, similar to
the streamlined coordination seen in a collection of fish. K-level provides a scal-
able and flexible clustering method suitable for various datasets and applications.
This section will define and describe the K-level algorithm in detail, thoroughly
explaining its mechanics and functionality.

7.2.1 Definitions

Definition 1 (Dataset). A dataset is a collection of data points, represented by

C = {x0, x1, . . . , xn},

where C denotes the dataset, xi represents the ith data object within the dataset,
and n indicates the total number of data objects in C. Each data object is charac-
terized by a set of features with a dimensionality of d, defined as:

xi = [f 1
i , f

2
i , . . . , f

d
i ].

Definition 2 (Cluster). A cluster is a group of data points that are close to each
other based on a defined set of features. It is denoted by c. The closeness of data
points within a cluster is typically determined by a similarity measure, such as the
Euclidean similarity distance.

Definition 3 (Cluster Center). A Cluster Center refers to the central point of
a cluster. For clusters that are being merged, the cluster center x is determined
through a recursive merging process, which is represented as follows:

x = ((((x1 ⊕ x2) + x3) + . . .) + xm) (7.1)

where xi represents the centers of the clusters to be merged, and m denotes the
number of clusters. The operator ⊕ is defined as follows:

xi ⊕ xj = (f 1
i + f 1

j , f
2
i + f 2

j , . . . , f
d
i + fd

j ).

Definition 4 (Clustering Levels). Clustering Levels refer to the distinct stages
within the clustering process, which divide the process into sequential steps, allow-
ing for the exploration of inherent correlations within the data. These levels are
denoted by k, where the maximum level is determined by the dataset size and the
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number of clusters merged. At each stage, the number of clusters to be merged is
represented by m.

Definition 5 (Euclidean Similarity Distance). Euclidean similarity distance is a
metric used to quantify the similarity or dissimilarity between two data points in
a multi-dimensional space. It is defined as:

distance(xi, xj) =
√

(f 1
i − f 1

j )
2 + (f 2

i − f 2
j )

2 + · · ·+ (fd
i − fd

j )
2 where xi, xj ∈ C

(7.2)

Here, f 1
i , f 2

i , …, fd
i are the coordinates of point xi, and f 1

j , f 2
j , …, fd

j are the
coordinates of point xj, with d representing the dimensionality of the data points.

K-Level Operation

This section details the procedural steps of the K-level clustering algorithm, which
operates across multiple stages (levels). The algorithm organizes a dataset into
a hierarchical structure of clusters spanning k levels, using similarity measures as
the basis for clustering.

At level 0, the algorithm begins with the dataset C = x0, x1, . . . , xn, where each
data point is treated as an individual cluster. For illustrative purposes, to visualize
the process, the dataset is represented by a set of 2D points, with each xi =
(f 1

i , f
2
i ), as depicted in Figure 7.1.
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(a) (b) (c)

(d) (e)

(f) (g)

Figure 7.1: Graphical representation of K-level (k = 7 and m = 2).
(a) Level 0: Initialization; (b) level 1;(c) level 2; (d) level 3 and

level 4; (e) level 5; (f) level 6; (g) level 7.

In level 1 of the algorithm, the data point x0 is selected, and a distance array
D(xi) is constructed for x0 by calculating the Euclidean distances between x0 and
all other items in the set C. The resulting distance array D(xi), which has a size
of n− 1, is defined as follow

D(xi) = {d(xi, xj)|∀xj ∈ C, xj ̸= xi} (7.3)

The term d(xi, xj) represents the Euclidean similarity distance between the cluster

69



points xj and xi. Beginning with the point x0, this Euclidean similarity distance
measures the distance between x0 and each cluster xi within the set C0, excluding
x0 itself.

After constructing the distance array D(x) for x0, the algorithm selects the m
clusters with the smallest distances from x0. These selected clusters (points) are
then grouped into a new cluster. The new cluster’s center calculating using the
equation specified in Equation (7.1).. Once merged, these clusters are removed
from the initial dataset C0. The centers of the newly formed clusters are added
to the dataset for the next level, C1. This process continues iteratively until
C0 is empty. The algorithm progresses from level 0 to level k (from C0 to Ck),
systematically building a hierarchical structure of clusters across multiple levels.

As the K-level algorithm advances to higher levels (k > 0), the clusters formed
in the previous level are treated as individual clusters, and the same merging
process is repeated. This iterative procedure continues until the algorithm reaches
the desired level k. The steps of the proposed K-level algorithm are outlined in
Algorithm 7 as follows:
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Algorithm 7 : The K-level Algorithm
Input:

• C = {x0, x1, ..., xn} Dataset.

• k desired level.

• m number of clusters to merge.

Output: Hierarchical clustering structure with k levels
Begin

1. Initialize C0 where each data point is considered an individual cluster from
dataset C.

2. For i in range from 1 to k:

(a) Initialize an empty cluster set Ci

(b) while Ci−1 is not empty:
i. select random xj from Ci−1.
ii. Construct the distance array D(xj) for xj with other clusters in Ci

using Equation (7.3).
iii. Select m clusters with the smallest distances based on D(xj) .
iv. Merge the m selected clusters by calculating their center using

Equation (7.1).
v. Add the merged cluster to Ci.
vi. Remove the m merged clusters from Ci.

3. Return the hierarchical clustering structure with k levels: C1, C2, ..., Ck

End

7.3 Implementation

This section presents the experiments and results of the proposed K-level. Variant
synthetic datasets are used in this work to demonstrate the effectiveness of K-level.

The proposed algorithm was implemented in Python (the code is available on
GitHub [118]) and executed on a personal computer equipped with an Intel®
Core™ i5-8550U CPU @ 1.80 GHz and 8 GB of RAM, running Windows 10.
To assess the performance of the proposed method, the clustering algorithm was
applied to various synthetic datasets. Figures 7.2–7.5 illustrate the clustering
results across different levels, dataset sizes, and numbers of clusters.
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(a) (b) (c)

Figure 7.2: Result of clustering dataset (6000) in 2 dimensions with
4 clusters (Each cluster has a different color). (a) Level 1; (b) level

4; (c) level 6.

(a) (b) (c)

Figure 7.3: Result of clustering dataset (1000) in 3 dimensions with
4 clusters (Each cluster has a different color). (a) Level 1; (b) level

4; (c) level 6.

(a) (b) (c)

Figure 7.4: Result of clustering dataset (40,000) in 2 dimensions
with 6 clusters (Each cluster has a different color). (a) Level 1; (b)

level 4; (c) level 6.
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(a) (b) (c)

Figure 7.5: Result of clustering dataset (6000) in 3 dimensions with
8 clusters (Each cluster has a different color). (a) Level 1; (b) level

4; (c) level 6.

Figures 7.2a, 7.3a, 7.4a, and 7.5a illustrate level 1 of the clustering process, where
each cluster is initially merged with its nearest neighbor, resulting in a reduction
in the total number of clusters. As the algorithm progresses to level 2, the number
of clusters decreases further as additional nearest-neighbor clusters are merged.
By level 4, shown in Figures 7.2b, 7.3b, 7.4b, and 7.5b, the number of clusters
align with the original number of groups from which the dataset was formed. This
iterative process continues at each level until all clusters are eventually merged
into a single cluster, as depicted in Figures 7.2c, 7.3c, 7.4c, and 7.5c. These
results demonstrate the algorithm’s correctness and accuracy in handling datasets
with varying structures, including differences in the number of dimensions and the
number of groups within the dataset.

7.4 Evaluation and Results

This section evaluates the effectiveness and accuracy of our algorithm, beginning
with its ability to reduce the size of variant datasets. We then compare the
performance of our algorithm variants with those of related works.

To reduce the dataset size for machine learning and other applications, the K-
level algorithm uses cluster centers to represent all elements within each cluster,
regardless of the cluster’s size. This approach enables the algorithm to represent
the dataset without altering its overall meaning or the distribution of elements
within it. To demonstrate this concept and its outcomes, the algorithm was applied
to six synthetic datasets with distinct data distributions, as shown in Figures 7.6–
7.11.
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(a) (b) (c)

Figure 7.6: Results of Center Points (Anisotropic Dataset, 4000
Points). (a) Level 1; (b) level 4; (c) level 6.

(a) (b) (c)

Figure 7.7: Results of Center Points (Blob Dataset, 3000 Points).
(a) Level 1; (b) level 4; (c) level 6.

(a) (b) (c)

Figure 7.8: Results of Center Points (Circles Dataset, 3000
Points). (a) Level 1; (b) level 4; (c) level 6.
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(a) (b) (c)

Figure 7.9: Results of Center Points (Gaussian Dataset, 6000
Points). (a) Level 1; (b) level 4; (c) level 6.

(a) (b) (c)

Figure 7.10: Results of Center Points (Moon Dataset, 3000 Points).
(a) Level 1; (b) level 4; (c) level 6.

(a) (b) (c)

Figure 7.11: Results of Center Points (Spiral Dataset, 3000 Points).
(a) Level 1; (b) level 4; (c) level 6.

The results depicted in the figures demonstrate that as the level of consolidation
increases, the number of data points decreases while preserving the overall shape
and distribution of the elements within the dataset. By level 6, as shown in Figures
7.6c, 7.7c, 7.8c, 7.9c, 7.10c, and 7.11c, the dataset size is significantly reduced, yet
the general structure of the distribution remains recognizable. This indicates that
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the reduced dataset, generated at different levels, can effectively represent the
original dataset. These reduced data points can be used in various applications,
producing results that closely resemble those obtained from the complete dataset.

7.4.1 Comparative study

In this section, we assess the effectiveness and accuracy of the K-level algorithm
through a comparative analysis with several established clustering methods, in-
cluding UPGMA [75], CLINK [71], UPGMC [74], SLINK [70], and K-means [119].
We employed internal validation metrics such as the Silhouette Score [120], Davies–
Bouldin Index [121], and Calinski–Harabasz Index [122] to evaluate the quality
and performance of these clustering algorithms. These metrics provide valuable
insights, enabling a comprehensive comparison and thorough evaluation of the pro-
posed K-level algorithm across various datasets, as demonstrated in Tables 7.1–7.4.

Table 7.1: Comparison of clustering algorithms on Blob dataset
(the bold characters are the best values).

Method
Blob

Silhouette Score Davies–Bouldin Index Calinski–Harabasz Index
K-level 0.61 0.50 12,868.1

UPGMA 0.64 0.45 11,889.9
CLINK 0.64 0.45 12,093.73

UPGMC 0.55 0.45 12,032.22
SLINK 0.36 0.67 2456.5

K-means 0.61 0.50 12,512.4

Table 7.2: Comparison of clustering algorithms on Circles dataset
(the bold characters are the best values).

Method
Circles

Silhouette Score Davies–Bouldin Index Calinski–Harabasz Index
K-level 0.38 0.66 4305.6

UPGMA 0.41 0.68 3223.7
CLINK 0.38 0.69 2671.0

UPGMC 0.43 0.67 3399.3
SLINK −0.22 0.68 2.15

K-means 0.45 0.65 3853.2
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Table 7.3: Comparison of clustering algorithms on Moon dataset
(the bold characters are the best values).

Method
Moon

Silhouette Score Davies–Bouldin Index Calinski–Harabasz Index
K-level 0.44 0.72 4807.3

UPGMA 0.39 0.84 3509.3
CLINK 0.38 0.84 3562.9

UPGMC 0.42 0.79 3894.3
SLINK −0.38 1.89 1.23
k-means 0.44 0.79 4490.9

Table 7.4: Comparison of clustering algorithms on Spiral dataset
(the bold characters are the best values).

Method
Spiral

Silhouette Score Davies–Bouldin Index Calinski–Harabasz Index
K-level 0.52 0.48 8593.2

UPGMA 0.54 0.58 5064.9
CLINK 0.54 0.58 5064.9

UPGMC 0.54 0.58 5064.9
SLINK 0.31 0.51 3.3
k-means 0.56 0.61 8871.9

The K-level clustering algorithm demonstrates strong performance relative to
other clustering methods across various datasets. In the following discussion,
we compare the results of the K-level algorithm with those of other clustering
approaches.

In the Blob dataset, the K-level algorithm achieves a strong Silhouette score of
approximately 0.61, indicating well-defined clusters. The Davies–Bouldin Index,
at 0.50, further confirms effective cluster separation and pattern recognition. No-
tably, K-level outperforms UPGMA and CLINK in the Calinski–Harabasz index,
scoring 12,868.1 compared to their 11,889.9. This higher Calinski–Harabasz index
emphasizes K-level’s ability to form distinct clusters, showcasing its effectiveness
as a clustering method for this dataset. Consequently, K-level is particularly well-
suited for datasets with compact, well-separated clusters, making it an optimal
choice for identifying distinct, non-overlapping groups.

In the Circles dataset, the K-level algorithm shows a lower Silhouette score of 0.38
and a Davies–Bouldin index of 0.66, suggesting relatively weaker cluster separa-
tion. However, it still performs reasonably well with a Calinski–Harabasz index
of 4305.6, indicating some level of cluster differentiation. Although K-level has a
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slightly lower Silhouette score compared to UPGMA and CLINK (0.38 vs. 0.41),
it compensates by outperforming them in the Calinski–Harabasz index (4305.6
vs. 3223.7). This performance suggests that K-level has the potential to uncover
patterns in the Circles dataset. Therefore, K-level is well-suited for datasets with
less distinct clusters, making it a viable option for situations where clusters may
overlap or have a more complex structure.

In the Moon dataset, the K-level algorithm achieves a notable Silhouette score of
0.44, reflecting well-defined clusters. It also registers a Davies–Bouldin Index of
0.72, indicating strong cluster separation and effective pattern recognition. Partic-
ularly impressive is K-level’s performance in the Calinski–Harabasz index, where it
scores 4807.3, significantly surpassing UPGMA and CLINK, which scored 5064.9.
This superior result in the Calinski–Harabasz index underscores K-level’s ability
to form well-defined clusters, positioning it as a robust clustering method for the
Moon dataset. In conclusion, K-level is well-suited for scenarios where the dataset
contains well-separated clusters with clear boundaries, making it highly effective
for tasks requiring precise cluster identification.

In the Spiral dataset, the K-level algorithm shows moderate clustering quality,
achieving a Silhouette score of 0.52. It also excels in cluster separation, as indicated
by a Davies–Bouldin Index of 0.48. The high Calinski–Harabasz index of 8593.2
further signifies well-defined clusters. While K-level’s Silhouette score is close to
that of UPGMA and CLINK (0.52 vs. 0.54), it outperforms them significantly
in the Calinski–Harabasz index (8593.2 vs. 5064.9), highlighting its ability to
generate more distinct clusters in the Spiral dataset. This establishes K-level as
an effective clustering method for this type of data. Therefore, K-level is well-
suited for datasets where clusters may not be perfectly compact but still exhibit
discernible patterns, making it a strong choice for problems involving clusters with
varying shapes and sizes.

The observed results across various datasets highlight the K-level algorithm’s abil-
ity to produce well-defined clusters, thanks to its distinct features such as precise
distance measurement, fitness criteria, greedy merging, hierarchical structure for-
mation, and adaptive clustering levels. These characteristics enable the algorithm
to effectively identify and merge the closest clusters, as evidenced by the high Sil-
houette scores and Calinski–Harabasz index values in the Blob and Moon datasets.
The fitness criteria, which consider intra-cluster similarity and inter-cluster separa-
tion, ensure robust performance, particularly demonstrated by the Davies–Bouldin
index values that indicate good separation in the Blob and Spiral datasets. The
algorithm’s greedy merging process enhances computational efficiency and scala-
bility, which is reflected in the moderate-to-high Calinski–Harabasz index values
across different datasets. The hierarchical structure formation is particularly ben-
eficial for managing complex datasets with varying shapes, as seen in the Moon
and Spiral datasets. Furthermore, the option for users to specify the number of
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clusters to merge at each level provides greater control and adaptability, mak-
ing the K-level algorithm an effective clustering method even in more challenging
scenarios, such as those presented by the Circles dataset.

In terms of complexity, as shown in Table 7.5, the K-level algorithm demonstrates
lower time complexity compared to traditional hierarchical clustering methods like
UPGMA, CLINK, UPGMC, SLINK, and Median-link. K-level’s time complexity
is expressed as O(n3/m3), whereas the other algorithms generally have a time
complexity of O(n3). Notably, as the value of m increases, the time complexity of
K-level decreases, enhancing its efficiency.

Table 7.5: Comparison of the time and memory complexities for
clustering algorithms n is the size of the dataset, m number of

clusters to merge simultaneously).

Method Time Complexity Memory Complexity
K-level O(n3/m3) O(n)

UPGMA O(n3) O(n2)

CLINK O(n3) O(n2)

UPGMC O(n3) O(n2)

SLINK O(n3) O(n2)

Median-link O(n3) O(n2)

K-level demonstrates a favorable memory complexity, denoted as O(n), which is
significantly lower than that of other clustering algorithms listed in Table 7.5.
This efficient memory utilization makes K-level an attractive option, particularly
in scenarios where minimizing memory usage is critical and when working with
large datasets.

We analyze the total computation time across different dataset sizes for vari-
ous clustering algorithms, including UPGMA, CLINK, UPGMC, SLINK, and K-
means, as illustrated in Figure 7.12.
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Figure 7.12: Comparison of the total computation time across dif-
ferent dataset sizes.

Our analysis reveals notable differences in computation time among the cluster-
ing algorithms as dataset sizes grow. The K-level algorithm consistently shows
the shortest computation time across all dataset sizes. In contrast, traditional
hierarchical algorithms such as UPGMA, CLINK, UPGMC, and SLINK exhibit
significant increases in computation time as dataset sizes increase, highlighting
their higher computational complexities. The similarity in computation time be-
tween the K-level algorithm and K-means suggests that K-level experiences only
a moderate rise in computation time, making it more efficient than traditional
hierarchical methods.

The K-level algorithm’s superior performance in terms of computation time across
various dataset sizes underscores its lower computational demands and better scal-
ability compared to traditional hierarchical methods. This performance validates
the design and efficiency of the K-level algorithm, establishing it as a robust and ef-
ficient clustering solution for managing large-scale datasets. These qualities make
the K-level algorithm particularly well-suited for modern, data-intensive applica-
tions, highlighting its potential for widespread adoption in real-world scenarios
where processing efficiency and scalability are critical.
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7.5 Conclusion

In this thesis, we introduced a nature-inspired K-level clustering algorithm that
overcomes the limitations of traditional hierarchical clustering methods. The K-
level algorithm efficiently manages computational and memory resources by merg-
ing clusters in stages based on partial distances, demonstrating its ability to han-
dle diverse data types and generate new data with similar patterns. Comparative
analysis showed its superiority over other clustering algorithms in terms of in-
ternal validation metrics, with lower time and space complexity. These results
validate the K-level algorithm as a robust solution for clustering problems with
varying shapes and sizes. Future research will focus on applying the algorithm to
real-world datasets and exploring its potential in dynamic and online clustering
scenarios.
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Chapter 8

A Novel Dual Watermarking
Scheme Based On K-level For
Medical Images

8.1 Introduction

Effective watermarking techniques are essential for safeguarding the security and
integrity of medical images, which are critical to reliable healthcare delivery. As
digital data continues to proliferate, the widespread sharing and storage of medical
images introduce significant challenges in protecting these valuable assets [12, 8].
The increasing volume of data heightens concerns about maintaining the authen-
ticity and confidentiality of medical images. Advanced watermarking algorithms
have become more necessary than ever to address these issues. However, despite
the availability of existing solutions, the risk of unauthorized access, tampering,
and misuse remains a serious concern, potentially leading to severe consequences
such as misdiagnosis.

Traditional watermarking methods, including frequency domain techniques like
DWT and DCT, offer robust protection by embedding watermarks into the data’s
frequency coefficients [15]. However, these methods tend to be complex and slow.
Conversely, spatial domain techniques, such as LSB insertion, provide simplicity
and speed but lack the resilience to withstand sophisticated attacks [123]. As
digital threats evolve, conventional methods face increasing difficulty in balanc-
ing security with maintaining image quality. To overcome these challenges, our
research proposes a novel dual watermarking scheme that integrates multiple wa-
termarking techniques with K-level clustering. This approach aims to enhance
both the security and efficiency of medical image protection while preserving di-
agnostic quality, addressing the growing demands for advanced healthcare data
security solutions.
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8.2 Proposed technique

This section describes the proposed technique to protect and facilitate the ex-
change of medical images. This technique ensures data integrity and authenticates
the sender with minimal impact on the image quality.

The method consists of three phases. In the first phase, there are three steps:
(1) creating a binary image from the watermark, (2) embedding the original wa-
termark into the host image using Discrete Cosine Transform (DCT), and (3)
embedding the binary image into the watermarked host image. The second phase
involves two steps: (1) extracting the binary image, and (2) retrieving the original
image. In the final phase, the integrity of the data is verified using the binary
image.

8.2.1 Phase 1: Embedding Dual Watermarking

The proposed watermark embedding scheme begins by converting the given wa-
termark image into a two-dimensional (2D) pixel array. The pixel array undergoes
K-level clustering, which groups similar pixel colors into 32 distinct clusters. Each
pixel in a cluster is then replaced by the centroid of that cluster. The values of
these cluster centers are converted into binary format. These binary values are
concatenated to form a unified binary string, which is then used to generate a
binary image. This binary image is subsequently expanded both horizontally and
vertically to match the dimensions of the target host image.

Next, DCT is applied to the host image. The watermark image is embedded into
this transformed host image. Then, the IDCT is used to convert the host image
back to its spatial domain, now with the embedded watermark.

In the final step, the binary image is embedded into the previously watermarked
image using the LSB technique, resulting in a dual watermarked image. This
phase is illustrated in Figure 8.1.

8.2.2 Phase 2: Extracting Dual Watermarking

In this phase, the scheme retrieves the embedded watermarks from the water-
marked image using a two-step process.

The first step involves extracting the binary watermark. This is achieved by ex-
amining each pixel in the watermarked image, specifically focusing on the green

83



(222,33,70)
(122,13,170)
(212,190,60)
..................
..................
..................
(90,133,120)

Spatial Embed hash
image (apply LSB)

on G channel 

Host image
Watermark image

 binary
watermark image

G
en

er
at

e 
bi

na
ry

w
at

er
m

ar
k 

 im
ag

e

 32 Centers from Watermark image

A
pp

ly
 k

-le
ve

l 

Frequency Embed
Watermark image

A
pp

ly
 D

C
T

A
pp

ly
 ID

C
T

Watermaked Image

Figure 8.1: Phase 1: Embedding dual Watermarking

channel. The LSB from the green channel is extracted from each pixel and com-
piled into an array, which is then used to reconstruct the binary watermark image.

In the second step, the scheme applies the DCT to the watermarked image. This
converts the image from the spatial domain to the frequency domain, making it
possible to identify the watermark embedded within the DCT coefficients. The
extraction process isolates the watermark based on these coefficients, effectively
retrieving the second watermark. This process is illustrated in Fig 8.2

8.2.3 Phase 3: verification watermark

In the final phase, the algorithm verifies the robustness of the embedded watermark
against modifications. This is achieved by performing an XOR operation between
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the original binary watermark (embedded during the watermarking process) and
the extracted watermark (recovered from the watermarked image). This verifica-
tion step is essential for determining if the watermarked image has been altered
during transmission or storage. By comparing the original and extracted water-
marks through the XOR operation, the algorithm can confirm the authenticity and
integrity of the watermarked image, enhancing its security against unauthorized
changes.

8.3 Implementation

In this section, we describe the experiment of our proposed watermarking algo-
rithm, which utilizes X-ray medical images to demonstrate its effectiveness. The
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system was implemented in Python and ruined on a Windows 10 operating sys-
tem, for our experiments, we utilized also the NIH Chest X-rays medical image
dataset [124].

(a) (b) (c) (d)
.

(e) (f) (g)

Figure 8.3: Experimental results of the watermark algorithm steps.
(a) The host image;(b) The watermark image; (c) The binary wa-
termark image; (d) The watermarked image; (e) The extracted
binary watermark image;(f) The extracted watermark image; and

(g) The XOR result image.

Figure 8.3 presents the various images result at each phase of our watermarking
technique. The host image for this experiment is depicted in Figure 8.3a, while
the watermark image is shown in Figure 8.3b. The binary image was generated
from the watermark image according to the dimensions of the host image, as
illustrated in Figure 8.3c in the first step. The watermark embedding step starts
with embedding the watermark Figure 8.3b, followed by a second embedding step
where the binary watermark Figure 8.3c is embedded into the image obtained from
the first embedding step. The resulting dual watermarked image is displayed in
Figure 8.3d.

The watermark extraction phase involves several steps. The binary watermark is
extracted from the host image, as shown in Figure 8.3e, and the second watermark
is obtained by applying DCT to the watermarked image, resulting in the image
displayed in Figure 8.3f.

The final phase involves tamper detection, which is achieved by performing an
XOR operation between the original binary watermark and the extracted binary
watermark. This XOR operation reveals any differences between the two, facilitat-
ing tampering detection, as illustrated in Figure 8.3g. If there are no discrepancies,
the XOR result will be a blank image (all zeros), indicating that no tampering
has occurred; any deviations will suggest unauthorized modifications to the wa-
termarked image.
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8.4 Evaluation and Results

To evaluate our proposed dual watermarking scheme for medical images, we per-
form various types of attacks on this scheme. Furthermore, we compared our
scheme with related methods by using PSNR values.

Attacks Watermarked image Extract watermark Extract binary watermark XOR image result

Text Attack

Salt and Peppers (0.05)

Salt and Peppers (0.1)

Cut 25%

Table 8.1: The image results of our scheme under different attacks

Our scheme effectively detected and located the added text in the first attack,
which involved embedding noise as textual content. This is evidenced by the
XOR image result and the extracted watermark, as shown in Table 8.1. Similar
results were obtained when salt and pepper noise was introduced at varying rates;
our scheme proved robust by accurately identifying the positions of tampered
pixels. For instance, with a noise rate of 0.1 in the watermarked image, the
tampering was clearly visible in the XOR image result. Moreover, in the final
attack, which involved cropping 25 percent of the image, our scheme successfully
identified the cropped section. These results underscore the robustness of our
scheme, its sensitivity to alterations, and its precision in detecting and locating
tampered areas.

8.4.1 Comparative study

As shown in Table 8.2, our proposed scheme demonstrates superior effectiveness
for watermarking images compared to various alternative techniques, as indicated
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by the PSNR values. Our scheme achieved an impressive PSNR of 54.69 dB,
significantly outperforming other schemes. Specifically, the scheme in [125] scored
50.16 dB, the scheme in [68] reached 46.02 dB, the scheme in [126] achieved 43.16
dB, and the scheme in [127] obtained 52.32 dB.

Table 8.2: Comparative PSNR Values for Image Watermarking
Schemes

Method PSNR (dB)
Our Proposed Scheme 52.73
Scheme in [125] 50.16
Scheme in [68] 46.02
Scheme in [126] 43.16
Scheme in [127] 52.32

The PSNR values of our technique, compared to those of other techniques, under-
score its superior ability to maintain image quality during watermarking. Con-
sequently, our technique emerges as a promising watermarking method, offering
higher fidelity and robustness through dual watermarking. This makes it the pre-
ferred option for medical image applications that require high-quality watermarked
images.

8.5 Conclusion

In this thesis, we introduced a novel dual watermarking scheme based on K-level,
which combines spatial and frequency domain techniques to enhance the security
of medical image transfers. The method involves embedding a watermark using
DCT, followed by a binary watermark to ensure authenticity and integrity. The
scheme demonstrated strong resilience against attacks like Text, Salt and Pepper,
and Cutting, with PSNR analysis confirming minimal impact on the host image.
These findings validate the scheme’s effectiveness in securely transmitting medical
images while preserving image quality.
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Conclusion

The exponential growth of digital data and its critical role in modern healthcare
have necessitated advanced methods to ensure the security, integrity, and authen-
ticity of medical images, particularly within the context of the Internet of Medical
Things (IoMT). This thesis has focused on addressing these challenges by devel-
oping novel watermarking, encryption, and clustering techniques tailored to the
specific needs of IoMT environments.

In this thesis, we began by exploring the landscape of medical image security, em-
phasizing the unique challenges posed by IoMT systems. These include the need
to safeguard sensitive medical data as it traverses various networks and devices,
often in resource-constrained environments. The primary goal was to design and
implement security solutions that not only protect medical images from unautho-
rized access and tampering but also ensure that these solutions are efficient enough
for real-time application in IoMT systems.

Table 8.3 provides a comprehensive comparison of the contributions made in this
thesis, detailing their objectives, evaluation methods, and key advantages.

Contribution Objective Evaluation Method Key Advantage
Encryption technique us-
ing magic number frag-
mentation

Reduce encryption time and
image size while maintain-
ing security

Simulations and perfor-
mance analysis

Efficiency in encryption for
large medical images

Crypto-system combin-
ing encryption and wa-
termarking

Secure medical images in
resource-constrained IoMT
environments

Performance and security
validation in IoMT

Integration of lightweight
and robust security mea-
sures

Watermarking algorithm
using K-means clustering

Minimize watermark size
and detect tampering effec-
tively

Testing against tampering
and attacks

Enhanced tampering detec-
tion with reduced computa-
tion

Blockchain-based water-
marking scheme

Secure medical image trans-
fer without third-party re-
liance

Implementation on
blockchain networks

Decentralized security with
blockchain

Nature-inspired cluster-
ing algorithm for privacy
preservation

Enhance data privacy with
efficient clustering in IoMT

Evaluation of clustering ef-
ficiency and privacy

Efficient clustering while
preserving privacy

Dual watermarking algo-
rithm for tamper detec-
tion and authenticity

Ensure tamper detection,
authenticity, and copyright
protection

Testing in real-time applica-
tions with attacks

Simultaneous handling of
multiple security require-
ments

Table 8.3: Comparison of Contributions in Terms of Objectives,
Evaluation Methods, and Key Advantages
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The first contribution, detailed in Chapter 4, introduced an asymmetric image
encryption scheme using Twin Message Fusion (TMF) with Magic Number Frag-
mentation and El-Gamal Encryption (MNF-G). This method proved effective
in securely encrypting and decrypting images, ensuring that the original images
could be accurately reconstructed without distortion. The MNF-G algorithm is a
promising solution for secure image transmission over the internet.

Chapter 5 introduced a dual-layer security system that integrates spatial water-
marking with asymmetric encryption. This system was designed to enhance the
security of medical images by employing a responsive watermarking technique re-
sistant to various attacks, combined with a robust encryption method based on
the Twin Message Fusion scheme. The system was successfully implemented in
both IoT and classical computing environments, demonstrating its effectiveness
in securing medical images while maintaining operational efficiency.

Chapter 6 advanced the discussion by presenting a K-Means-based watermarking
algorithm tailored for medical images. This technique focused on generating a
binary hash image from the watermark and embedding it using Least Significant
Bit (LSB) manipulation. The algorithm was evaluated against several types of
attacks, proving its robustness and superior performance in maintaining image
integrity compared to existing techniques.

Building on the foundation of secure watermarking, Chapter 7 proposed a Blockchain-
Watermarking scheme that integrates K-Means clustering with blockchain technol-
ogy. This scheme eliminates the need for third-party verification, instead leverag-
ing the decentralized and immutable nature of blockchain to enhance the security
and traceability of medical images. The implementation of this scheme demon-
strated its ability to protect medical images from unauthorized alterations, while
the blockchain ensured the long-term integrity of the watermark.

In Chapter 8, we introduced a nature-inspired clustering algorithm, K-level, de-
signed to efficiently manage large and complex datasets. This algorithm was
inspired by the collective movement patterns of fish, translating these natural be-
haviors into a computational model for clustering. The K-level algorithm was
shown to be highly scalable and adaptable, performing well across various syn-
thetic datasets and proving its potential for broader applications in data-intensive
environments.

The final technical contribution, presented in Chapter 9, merged the concepts
of watermarking and clustering into a novel dual watermarking scheme based
on the K-level algorithm. This scheme combined spatial and frequency domain
techniques to provide a highly secure and efficient method for protecting medical
images. The dual watermarking approach was evaluated through various attacks,
with the results showing strong resilience and minimal impact on image quality,
making it an ideal solution for real-time medical image security.
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In conclusion, this thesis has explored a wide array of techniques and technologies
to enhance the security of medical images in IoMT systems. Through the devel-
opment of innovative watermarking algorithms, robust encryption methods, and
efficient clustering techniques, we have contributed to advancing the field of medi-
cal image security. The proposed methods not only address the current challenges
but also lay the groundwork for future research in this rapidly evolving domain.

Outlook

• Future research will focus on further enhancing the robustness of the pro-
posed techniques against more sophisticated and emerging types of attacks.

• We plan to expand the application of these security techniques to other do-
mains, such as smart manufacturing and industrial IoT, where data integrity
and security are also paramount.

• The implementation of the developed techniques, particularly the K-level
algorithm and dual watermarking scheme, in real-world IoMT environments
will be a key area of future exploration.

• We aim to integrate homomorphic encryption with machine learning algo-
rithms, enabling secure analysis and prediction on encrypted medical data
without compromising patient privacy.
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