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Abstract  

         In recent years, Cloud Computing and Big Data have been considered as the most attractive 

areas that are revolutionizing the IT world. Cloud Computing paradigm has recently appeared that 

allows running proprietary or difficult portable applications outside their original software 

environment on one or more virtual hardware platforms. 

Therefore, we are to developing such techniques which makes it possible to secure communication 

between the communicating Cloud entities. These techniques must take into account several factors 

due to the data transmitted in this type of environment is proprietary and of significant size. 

Conventional data security techniques are not suitable for today's cloud usage. Hence, the main 

research of this thesis is to define an adaptable architecture with the aim to propose a scalable 

system that supports cloud services. 

Secure management of autonomous cloud entities in a 

distributed system 



The main objective of this thesis is to define feasible security solutions dedicated to the Cloud 

computing context in order to robustly protect data stored in the Cloud. We are more precisely 

looking for working on NoSQL databases. 
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Approach  

The data Security process goes through many steps, starting from access control (Authentication, 

Authorization, and Audit) by using different mechanisms (LDAP, PKI and roles management) and 

ending with our main interest which is data encryption in storage.  

Most of NoSQL data bases don’t support any security function integration, despite the fact that 

there are other data bases that uses techniques such as « Transparent Data Encryption (TDE) » and 

« Third Party Storage Encryption » (e.g Linux Unified Key Setup, IBM Guardium Data 

Encryption, Vormetric Data Security Platform, Bitlocker Drive Encryption), which applies an 

encryption approaches; whether Symmetric (DES and AES Algorithms) or Asymmetric (RSA 

Algorithm). 

Based on these techniques and approaches, this work attempts to develop another approach that is 

more confidential and more robust against attacks.     

 

Obstacles encountered  

The difference between traditional and NoSQL DB shows several obstacles: 

- The kind of NoSQL DB types (key-value, document-oriented, column-oriented, graph-

oriented) :  

- The choice of which one of these types we will working on.  

- NoSQL DB is designed to provide real-time performance while managing a large amount of 

data poses a challenge for encryption operations. 

- NoSQL DB couldn’t assure ACID properties (atomicity, consistency, isolation and 

durability).  

- Few open source NoSQL DB available. 
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