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Abstract

This thesis aims to analyze finite fields, both theoretically and practically, emphasizing their

algebraic structure and their applications in various fields such as cryptography and coding

theory. We first introduced the fundamental concepts related to groups, rings, and fields, then

we presented finite fields in detail, describing their characteristics and providing concrete

examples. Subsequently, we examined key applications such as the design of error-correcting

codes and some cryptographic algorithms. The theoretical content is accompanied by practi-

cal examples to demonstrate the importance of these structures in applied mathematics.

This project falls within the field of abstract algebra and highlights the significance of

finite fields in mathematics and computer science.

Keywords: finite fields, algebra, cryptography, coding theory, applications.



Résumé

Ce mémoire vise à analyser les corps finis, sur le plan théorique et pratique, en soulignant

leur structure algébrique et leurs usages dans divers domaines comme la cryptographie et

la théorie des codes. Nous avons tout d’abord exposé les concepts fondamentaux relatifs

aux groupes, anneaux et corps, ensuite nous avons présenté les corps finis en détaillant leurs

caractéristiques et en fournissant des exemples concrets. Par la suite, nous avons examiné des

applications fondamentales comme la création de codes de correction d’erreurs et quelques

algorithmes de cryptographie. Le contenu théorique est assorti d’exemples pratiques pour

démontrer l’importance de ces structures en mathématiques appliquées.

Ce projet s’inscrit dans le domaine de l’algèbre abstraite et souligne l’importance des

corps finis en mathématiques et en informatique.

Mots-clés : corps finis, algèbre, cryptographie, théorie des codes, applications.
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Notation and Symbols

Fq : Finite field with q elements
F∗
q : Multiplicative group of Fq

deg(P ) : Degree of polynomial P
Z/pZ : Ring of integers modulo prime p
N : Natural numbers
Z : Integers
Q : Rational numbers
R : Real numbers
char(K) : Characteristic of field K
R/I : Quotient ring of R by ideal I
F [x] : Polynomial ring over field F
dH(x, y) : Hamming distance between x and y
w(x) : Weight of codeword x
dmin : Minimum Hamming distance
∼= : Algebraic isomorphism
(a) : Ideal generated by element a
U(R) : Group of units in ring R
|S| : Cardinality of set S
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General Introduction

FINITE FIELDS are algebraic entities that comprise a limited number of elements. They

are viewed as essential in contemporary algebra and have wide-ranging applications

across numerous areas like mathematics, computer science, and engineering. The

significance of finite fields was initially uncovered through Évariste Galois’s contributions in

the 19th century and continues to hold importance today.

Finite fields are employed in various theoretical and practical uses, such as cryptogra-

phy, error-correcting codes, number theory, and beyond. They are robust mathematical

instruments utilized to tackle intricate issues that demand exact organization.

This dissertation seeks to examine the fundamental principles of finite fields, emphasizing

their relevance in practical and engineering contexts. We will examine their characteristics

and internal composition while emphasizing the different contemporary techniques used in

their application.

This work is structured into three main chapters as follows:

• Chapter One: Covers basic algebraic concepts and foundational structures such as

groups, rings, and fields, with a focus on the structure of finite fields.

• Chapter Two: Dedicated to the construction of finite fields, their existence proofs, and

the study of their main characteristics such as the field’s characteristic and its order.

• Chapter Three: Focuses on practical applications of finite fields in error-correcting

codes (linear/cyclic), with computational examples demonstrating their effectiveness.

The goal of this dissertation is to present a concise overview of finite fields and their main

applications.
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Foundations of Algebraic Structures

IN THIS CHAPTER, we review the theoretical foundations of algebraic structures by pre-

senting the basic concepts and recalling important related results. We also discuss the

fundamental properties of groups, rings, and fields, highlighting the relationships between

them, thus laying the groundwork for deeper study of advanced theories and applications.

1.1 Groups

Definition 1.1 A group is a set G equipped with a binary operation ∗ (which can represent multipli-

cation or addition) that satisfies the following four fundamental properties:

1. Closure: The operation ∗ is closed in G, meaning that for any two elements a, b ∈ G, their

product a ∗ b also belongs to G.

∀a, b ∈ G, a ∗ b ∈ G.

2. Associativity: The operation is associative, which means that for all elements a, b, c ∈ G, the

following equation holds:

(a ∗ b) ∗ c = a ∗ (b ∗ c).

3. Existence of an Identity Element: There exists an element e ∈ G such that for every element
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a ∈ G, performing the operation with e leaves a unchanged:

a ∗ e = e ∗ a = a.

4. Existence of an Inverse Element: For every element a ∈ G, there exists an element a−1 ∈ G

such that applying the operation between them results in the identity element:

a ∗ a−1 = a−1 ∗ a = e.

where e is the identity element.

A group is called abelian (or commutative) if, in addition, the operation satisfies the commutative

property:

a ∗ b = b ∗ a, ∀a, b ∈ G.

Example 1.1

1. Additive Group of Integers (Z,+).

2. Multiplicative Group of Nonzero Rationals (Q∗,×).

1.1.1 Subgroup

Definition 1.2 (Subgroup) Consider a group (G, ∗). A nonempty subset H of G is called a subgroup

of G if H itself forms a group under the same operation ∗ inherited from G.

The following theorem provides a criterion to determine whether a subset qualifies as a

subgroup:

Theorem 1.1 Let (G, ∗) be a group, and let H be a nonempty subset of G. Then H is a subgroup of

G if and only if the following conditions hold:

1. Closure: If x, y ∈ H , then x ∗ y ∈ H .

2. Inverses: If x ∈ H , then x−1 ∈ H .
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Example 1.2 In the additive group Z, the set nZ = {nk | k ∈ Z} is a subgroup of Z, where n is an

arbitrary natural number.

Proposition 1.1 (Subgroup Characterization)

A subset H of a group G qualifies as a subgroup if and only if:

1. H is nonempty, i.e., H ̸= ∅.

2. For every x, y ∈ H , the element xy−1 also belongs to H .

Moreover, if H is a finite set, verifying that it is nonempty and closed under multiplication is sufficient

to confirm that it is a subgroup.

1.1.2 Cyclic Group

Definition 1.3 A group G is called a cyclic group if there exists an element a ∈ G, called a generator,

such that every element b ∈ G can be written as

b = aj, for some integer j.

In other words, G consists entirely of integer powers of a, and we write

G = ⟨a⟩.

If the generator a has finite order n, meaning the smallest positive integer satisfying an = e (where e

is the identity element), then G is called a cyclic group of order n and contains exactly n elements.

If no such finite n exists, then G is called a cyclic group of infinite order, meaning that G has infinitely

many elements.

Note that a cyclic group may have multiple generators. For instance, in the additive group Z, both 1

and −1 serve as generators of the group.

1.2 Rings

Definition 1.4 A ring (R,+,×) is a set R equipped with two binary operations:
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• Addition (+).

• Multiplication (×).

satisfying the following axioms:

1. Additive Structure (R,+) must form an abelian group:

1. Associativity: a+ (b+ c) = (a+ b) + c ∀a, b, c ∈ R.

2. Additive identity: ∃ 0 ∈ R such that a+ 0 = 0 + a = a ∀a ∈ R.

3. Additive inverses: ∀a ∈ R, ∃(−a) ∈ R with a+ (−a) = 0.

4. Commutativity: a+ b = b+ a ∀a, b ∈ R.

2. Multiplicative Structure

1. Associativity: (a× b)× c = a× (b× c) ∀a, b, c ∈ R.

3. Distributive Laws

a× (b+ c) = (a× b) + (a× c).

(a+ b)× c = (a× c) + (b× c) ∀a, b, c ∈ R.

Example 1.3 The following are fundamental examples of rings in abstract algebra:

• Integers: (Z,+,×) forms a commutative ring with identity.

• Even Integers: (2Z,+,×) is a commutative ring without identity.

• Matrices: (M2(R),+,×) constitutes a non-commutative ring with identity.

• Polynomials: (R[x],+,×) forms a commutative ring with identity.

• Modular Arithmetic: (Z/nZ,+,×) is a finite commutative ring with identity when n > 1.

Special Types of Rings :

• A commutative ring satisfies: a× b = b× a ∀a, b ∈ R.

• A ring with identity (unital ring) has: ∃ 1 ∈ R such that 1× a = a× 1 = a ∀a ∈ R.
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1.2.1 Subrings

Definition 1.5 A subset B of a ring A is a subring if B ̸= ∅ and B is itself a ring under A’s

operations.

Theorem 1.2 A subset B ⊆ A is a subring of A if and only if (B,+) forms a subgroup of (A,+) and

B is closed under the multiplication operation ×.

Example 1.4

• 2Z is a subring of Z, as is nZ for any integer n.

• The ring Z/nZ is not a subring (or a subgroup) of Z for any n ≥ 2.

1.2.2 Ideals

Definition 1.6 A subset I of A is called a left ideal of A if it satisfies the following two conditions:

1. I is a subgroup of (A,+).

2. For all x ∈ I and all a ∈ A, the product xa ∈ I .

A right ideal is defined similarly.

We say I is an ideal of A if it is both a left ideal and a right ideal.

Example 1.5

1. For any natural number n, the set nZ is an ideal of the ring (Z,+, ·), and every ideal of Z is of

the form nZ.

2. If A is a ring and a is an element of A, then the set {a · x | x ∈ A} is a left ideal of A.

Prime ideals

Definition 1.7 Let A be a commutative ring. An ideal I ⊆ A is called prime if it satisfies:

∀x, y ∈ A, x · y ∈ I =⇒ x ∈ I or y ∈ I.

Equivalently, I is prime if the quotient ring A/I is an integral domain.
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Example 1.6 In the ring of integers Z:

• For any prime number p, the ideal pZ is prime.

• The zero ideal (0) is prime.

• No other ideals are prime in Z.

Theorem 1.3 Let A be a commutative ring, and let P1, P2 be prime ideals of A. For any ideal I of A,

the following implication holds:

I ⊆ P1 ∪ P2 =⇒ I ⊆ P1 or I ⊆ P2.

Proof The proof follows from the prime avoidance lemma. Assume for contradiction that

I ⊈ P1 and I ⊈ P2. Then there exist elements:

x ∈ I \ P1 and y ∈ I \ P2.

However, x+ y ∈ I ⊆ P1 ∪ P2 leads to a contradiction since:

• If x+ y ∈ P1, then y = (x+ y)− x ∈ P1 (as x /∈ P1).

• If x+ y ∈ P2, then x = (x+ y)− y ∈ P2 (as y /∈ P2).

Both cases contradict the choice of x and y.

Maximal Ideals

Definition 1.8 Let A be a commutative ring with multiplicative identity. A proper ideal I of A is

called maximal if it satisfies either of the following equivalent conditions:

1. There exists no proper ideal J such that I ⊊ J ⊊ A.

2. For any ideal J , I ⊆ J implies J = I or J = A.

Theorem 1.4 (Characterization of Maximal Ideals) For a commutative ring A with identity:

1. Every maximal ideal is prime, but not conversely.
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2. An ideal I is maximal if and only if the quotient ring A/I is a field.

3. (Assuming Zorn’s Lemma) Every proper ideal is contained in some maximal ideal.

Principal Ideals

Definition 1.9 Let R be a ring and a ∈ R. The principal ideal generated by a is defined as:

(a) = {ra | r ∈ R}.

That is, the set of all multiples of a by elements of R. An ideal I ⊆ R is called a principal ideal if

there exists an element a ∈ R such that I = (a).

Example 1.7 Let F3 = {0, 1, 2} be the finite field with three elements, and consider the polynomial

ring F3[x]. Let f(x) = x2 + 1 ∈ F3[x], and define the ideal I = (f(x)) = (x2 + 1), which consists of

all multiples of f(x) by polynomials in F3[x], i.e.,

I = {g(x)(x2 + 1) | g(x) ∈ F3[x]}.

For example, if g(x) = 1, then f(x) = x2 + 1 ∈ I , if g(x) = x, then xf(x) = x3 + x ∈ I ; and if

g(x) = x+ 2, then (x+ 2)(x2 + 1) = x3 + 2x2 + x+ 2 ∈ I . Thus, the ideal I is a principal ideal

generated by the polynomial x2 + 1.

Hence, the ideal I is a principal ideal generated by the polynomial x2 + 1.

This concept is fundamental in constructing finite fields. For example, if x2 + 1 is irreducible over F3,

then the quotient ring:

F3[x]/(x
2 + 1).

is a finite field with 32 = 9 elements.

Factor Ring

Definition 1.10 Let A be a ring and I an ideal of A. The quotient ring A/I consists of:

1. Equivalence classes (cosets) modulo I , denoted a+ I for a ∈ A.
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2. Operations defined by:

(a+ I) + (b+ I) = (a+ b) + I.

(a+ I) · (b+ I) = (ab) + I.

Note: If the ring A is commutative and I is an ideal of A, then the quotient ring A/I is also

commutative.

Example 1.8 For every natural number n, the quotient ring Z/nZ is:

• Commutative.

• Unital (with multiplicative identity 1).

• Finite (of order n).

Special cases:

1. When n = 1:

Z/Z ∼= {0}

. This is the zero ring - commutative and finite but not unital (by standard definitions).

2. When n = 0:

Z/0Z ∼= Z

. This is the ring of integers - commutative and unital but not finite.

1.2.3 Polynomials rings

Definition 1.11 Let R be a ring. A polynomial over R is an expression of the form:

f(x) =
n∑

i=0

aix
i = a0 + a1x+ · · ·+ anx

n.

where: For a non-negative integer n with coefficients αi ∈ R (0 < i < n), x is an indeterminate

over R (a symbol not in R) used to construct polynomials.
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Example 1.9 Let F3 = {0, 1, 2} be the finite field with 3 elements. The polynomial ring F3[x] consists

of all polynomials with coefficients in F3.

For example, the polynomial

f(x) = 2x3 + x+ 1 ∈ F3[x].

is an element of this ring.

Definition 1.12 (Degree of a Polynomial) The degree of a polynomial is the highest power of the

variable with a non-zero coefficient.

Example 1.10 Consider the polynomial:

f(x) = 4x5 + 3x2 + 7.

The highest exponent of x with a non-zero coefficient is 5, so:

deg(f(x)) = 5.

Special Cases

• If the polynomial is a constant (e.g. f(x) = 7), then:

deg(f(x)) = 0.

• If the polynomial is the zero polynomial f(x) = 0, then:

deg(0) = −∞ (or undefined).

Theorem 1.5 (Polynomial Division Algorithm)

Let F be a field and F [x] its polynomial ring. For any nonzero polynomial g ∈ F [x] and any

polynomial f ∈ F [x], there exist unique polynomials q, r ∈ F [x] such that:

f = q · g + r.
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where either deg(r) < deg(g) or r = 0.

Theorem 1.6 Let F be a field. The polynomial ring F [x] is a principal ideal domain. Moreover, for

every nonzero ideal J ̸= (0) of F [x], there exists a uniquely determined monic polynomial g ∈ F [x]

such that J = (g).

1.2.4 Ring homomorphism

Definition 1.13 Let R and S be rings.

1. A ring homomorphism is a map φ : R → S satisfying:

(a) φ(a+ b) = φ(a) + φ(b) for all a, b ∈ R (additive group homomorphism).

(b) φ(ab) = φ(a)φ(b) for all a, b ∈ R (multiplicative preservation).

2. The kernel of φ, denoted kerφ, is the set {a ∈ R | φ(a) = 0S}.

3. A bijective ring homomorphism is called an isomorphism.

Example 1.11 The reduction map φ : Z → Z/nZ, φ(k) = k is a surjective ring homomorphism with

ker(φ) = nZ and Im(φ) = Z/nZ.

Proposition 1.2 Let R and S be rings and φ : R → S be a ring homomorphism.

1. The image of φ, Im(φ), is a subring of S.

2. The kernel of φ, ker(φ), is:

• A subring of R.

• Closed under multiplication by elements from R (i.e., for any α ∈ ker(φ) and r ∈ R, both

rα and αr belong to ker(φ)).

1.3 Fields

Definition 1.14 A field is a set F containing at least two elements, equipped with two binary

operations, denoted by ⊕ (addition) and ∗ (multiplication), that satisfy the following axioms:
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• The set F, under the operation ⊕, forms an abelian group with an identity element denoted as

0.

• The set F∗ = F \ {0} = {a ∈ F | a ̸= 0}, under the operation ∗, forms an abelian group with

an identity element denoted as 1.

• Distributive Law: For all a, b, c ∈ F, the following holds:

(a⊕ b) ∗ c = (a ∗ c)⊕ (b ∗ c).

This structure ensures that both addition and multiplication behave consistently within the field,

making it a fundamental algebraic system.

Example 1.12 The ring (Zp,+,×) forms a commutative field when p is a prime number.

1.3.1 Subfields

Definition 1.15 A subset K of a field F is called a subfield of F if K itself is a field with respect to

the operations defined on F .

Theorem 1.7 A subset K of a field F is a subfield of F if and only if:

(a) K contains the additive identity (zero) and the multiplicative identity (one) of F .

(b) If a, b ∈ K, then a+ b ∈ K and ab ∈ K (closed under addition and multiplication).

(c) If a ∈ K, then −a ∈ K (closed under additive inverses).

(d) If a ∈ K and a ̸= 0, then a−1 ∈ K (closed under multiplicative inverses).

Example 1.13 The field Q (rational numbers) is a subfield of the field R (real numbers), and both are

subfields of C (complex numbers).
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1.3.2 Irreducible Polynomials of field

An irreducible polynomial is a polynomial that cannot be factored into polynomials of lower

degree with coefficients from a given field or ring.

Definition 1.16 A polynomial f(x) is called irreducible over a field F if it cannot be expressed as a

product of two non-constant polynomials with coefficients in F . That is, if:

f(x) = g(x)h(x).

then either g(x) or h(x) must be a constant polynomial.

Example 1.14 Over R (Real Numbers):

• x2 + 1 is irreducible (since it has no real roots).

• x2 − 4 is reducible.

Lemma 1.1 Let f ∈ Fq[x] be an irreducible polynomial over a finite field Fq, and let α be a root of f

in some extension field of Fq. Then, for any polynomial h ∈ Fq[x], the equation h(α) = 0 holds if and

only if f divides h.

Number of Irreducible Polynomials over Finite Fields

The number of monic irreducible polynomials of degree n over a finite field Fq is given by:

Nq(n) =
1

n

∑
d|n

µ(d) · qn/d.

where µ(d) is the Möbius function. This formula guarantees the existence of irreducible

polynomials of any degree ≤ n! over Fq. Such polynomials are essential in constructing field

extensions Fq and have important applications in areas like coding theory and cryptography.

Lemma 1.2 Let f be an irreducible polynomial of degree m over the finite field Fq. Then, the

polynomial f divides xqn − x if and only if the degree m is a divisor of n.

In other words:

f | (xqn − x) ⇐⇒ m | n.
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Theorem 1.8 For any finite field Fq and any positive integer n ∈ N, the polynomial xqn − x factors

exactly into the product of all monic irreducible polynomials over Fq whose degrees divide n.

That is:

xqn − x =
∏

f monic irreducible
deg(f)|n

f.

Example 1.15 Consider the case when q = n = 2. The monic irreducible polynomials over F2[x]

whose degrees divide 2 are:

x, x+ 1, and x2 + x+ 1.

We can verify the factorization:

x(x+ 1)(x2 + x+ 1) = x4 + x = x4 − x in F2[x].

Rabin’s Irreducibility Test

Rabin’s test is a probabilistic algorithm used to check whether a monic polynomial f(x) ∈

Fq[x] of degree n is irreducible. The method relies on the following facts:

• If f(x) is irreducible, then f(x) | xqn − x.

• For every proper divisor d | n, it must hold that gcd(f(x), xqd − x) = 1.

Test Procedure:

1. Verify that xqn ≡ x mod f(x).

2. For all proper divisors d < n of n, check that

gcd(f(x), xqd − x) = 1.

If both conditions hold, then f(x) is declared irreducible with high probability.

Example 1.16 Let us consider the polynomial f(x) = x3 + x + 1 ∈ F2[x]. We aim to determine

its irreducibility using Rabin’s test. Since the degree of f is n = 3 and the field is F2, we compute
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x23 = x8 mod f(x). Using modular exponentiation, we find that x8 ≡ x mod f(x), which satisfies

the first condition of Rabin’s test.

Next, we check all proper divisors of n. The only proper divisor of 3 is 1, so we compute

gcd(f(x), x21 − x) = gcd(f(x), x2 − x). Since this GCD is equal to 1, the second condition is

also satisfied.

Therefore, by Rabin’s test, the polynomial f(x) = x3 + x+ 1 is irreducible over F2.

Example 1.17 Consider f(x) = (x2 + x+ 1)2 in F2[x] (degree n = 4).

• First condition: f(x) divides x16 − x because its roots lie in F16.

• Second condition: For d = 2, gcd(f(x), x4 − x) = x2 + x+ 1 ̸= 1.

Since the second condition fails, f(x) is reducible (as expected from its factored form). This shows

that Rabin’s test correctly detects reducibility even when the first condition holds.

1.3.3 Field extension

Definition 1.17 Let F be a field. If F is a subfield of a field E, then we also say that E is an extension

field of F . We may view E as a vector space over F , and we say that E is a finite or infinite extension

of F according as the dimension of this vector space is finite or infinite.

Example 1.18 The field extension Q(
√
2) consists of all numbers of the form a+ b

√
2 where a, b ∈ Q.

This is an algebraic extension because
√
2 is a root of the irreducible polynomial x2 − 2 over Q.

Definition 1.18 (Prime Field) A field that contains no proper subfields (other than itself) is called a

prime field.

Example 1.19 The finite field Fp (for prime p) is a prime field since any subfield containing 0 and 1

must be closed under addition and thus equal Fp itself.

Definition 1.19 Let K/F be a field extension. The degree of the extension, denoted [K : F ], is

defined as:

[K : F ] = dimF K,

where dimF K represents the dimension of K as a vector space over F . We classify the extension as:
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• finite if [K : F ] < ∞.

• infinite otherwise.

Example 1.20

(1) Q(
√
2)/Q has basis {1,

√
2}, degree 2, with elements a+ b

√
2 (a, b ∈ Q).

(2) R/Q is infinite-dimensional (uncountable basis) with degree ∞.

Proposition 1.3 Let k ⊆ F ⊆ E be fields. Then:

• [E : k] = [E : F ][F : k].

• If {xi}I is a basis of F/k and {yj}J is a basis of E/F , then {xiyj}IJ is a basis of E/k.

Proof Let z ∈ E. By hypothesis there exist elements aj ∈ F , almost all aj = 0, such that

z =
∑
j∈J

ajyj.

For each j ∈ J there exist elements bji ∈ k, almost all of which are equal to 0, such that

aj =
∑
i∈I

bjixi,

and hence

z =
∑
j∈J

∑
i∈I

bjixiyj.

This shows that {xiyj} is a family of generators for E over k. We must show that it is linearly

independent. Let {cij} be a family of elements of k, almost all of which are 0, such that

∑
j∈J

∑
i∈I

cijxiyj = 0.

Then for each j, ∑
i∈I

cijxi = 0.

because the elements yj are linearly independent over F . Finally cij = 0 for each i because

{xi} is a basis of F over k, thereby proving our proposition.
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Proposition 1.4 (Properties of algebraic elements) .

Let K be a field extension of F and let α ∈ K be algebraic over F .

1. The minimal polynomial min(F, α) is irreducible over F .

2. For any polynomial g(x) ∈ F [x], g(α) = 0 if and only if min(F, α) divides g(x).

3. If n = deg(min(F, α)), then:

• The elements {1, α, . . . , αn−1} form a basis for F (α) over F .

• [F (α) : F ] = deg(min(F, α)) < ∞.

• F (α) = F [α].

Example 1.21 (Minimal polynomials and extension degrees) .

1. 3
√
2 has minimal polynomial x3 − 2 over Q (Eisenstein), so [Q( 3

√
2) : Q] = 3.

2. For prime p, xn − p is irreducible over Q (Eisenstein), thus [Q( n
√
p) : Q] = n.

3. ω = e2πi/3 has minimal polynomial x2 + x+ 1 over Q, hence [Q(ω) : Q] = 2.

Definition 1.20 (Simple Field Extension) An extension field E of a field F is called a simple

extension of F if there exists an element α ∈ E such that E = F (α). In this case, α is said to

generate the extension E over F .

Example 1.22 Q(
√
5)/Q is a simple field extension of degree 2, where every element has the form

a+ b
√
5 with a, b ∈ Q.

Theorem 1.9 (Structure of Simple Algebraic Extensions) Let E = F (α) be a simple extension

of a field F , where α is algebraic over F . If the minimal polynomial irr(α, F ) has degree n ≥ 1, then:

1. Every element β ∈ E has a unique representation:

β = b0 + b1α + · · ·+ bn−1α
n−1,

where bi ∈ F for 0 ≤ i ≤ n− 1.
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2. The set {1, α, . . . , αn−1} forms a basis for E as a vector space over F .

Proof Let E = F (α) be a simple algebraic extension of F with deg(irr(α, F )) = n ≥ 1.

1. Representation of elements: For the evaluation homomorphism ϕα : F [x] → E where

ϕα(f(x)) = f(α), every element β ∈ E has the form:

β = f(α) for some f(x) ∈ F [x].

Let p(x) = irr(α, F ) = xn + an−1x
n−1 + · · ·+ a0 be the minimal polynomial of α over F .

Since p(α) = 0, we have:

αn = −an−1α
n−1 − · · · − a0.

This relation allows reduction of any αm with m ≥ n to lower powers. For example:

αn+1 = α · αn = −an−1α
n − · · · − a0α.

and iteratively substituting higher powers gives expressions in terms of {1, α, . . . , αn−1}.

2. Uniqueness: Suppose β = b0 + b1α + · · ·+ bn−1α
n−1 = c0 + c1α + · · ·+ cn−1α

n−1. Then:

(b0 − c0) + (b1 − c1)α + · · ·+ (bn−1 − cn−1)α
n−1 = 0.

which implies bi = ci for all i by linear independence of {1, α, . . . , αn−1}.

Thus, every β ∈ F (α) has a unique representation as:

β = b0 + b1α + · · ·+ bn−1α
n−1 with bi ∈ F.

1.3.4 Characteristic of a fields

Definition 1.21 The characteristic of a field F , denoted ch(F ), is defined as:

• The smallest positive integer p such that p · 1F = 0, where 1F is the multiplicative identity of F .
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• If no such p exists, then ch(F ) = 0.

Equivalently, ch(F ) is the generator of the kernel of the canonical ring homomorphism Z → F sending

n 7→ n · 1F .

Proposition 1.5 The characteristic of a field F , denoted ch(F ), satisfies:

1. ch(F ) is either 0 or a prime p.

2. If ch(F ) = p, then for all α ∈ F :

p · α = α + α + · · ·+ α︸ ︷︷ ︸
p times

= 0.

Proof Only the first statement requires proof.

1. Assume ch(F ) = n ̸= 0, where n is the smallest positive integer such that:

n · 1 = 1 + 1 + · · ·+ 1︸ ︷︷ ︸
n times

= 0

2. Showing n is prime:

• Suppose (for contradiction) that n is composite, i.e., n = ab where 1 < a, b < n.

• Then:

(a · 1)(b · 1) = (ab) · 1 = n · 1 = 0

• Since F is a field (and has no zero divisors), this implies either a · 1 = 0 or b · 1 = 0.

• This contradicts the minimality of n (because a, b < n).

3. The ch(F ) = 0 case:

• If no positive integer n satisfies n · 1 = 0, then ch(F ) = 0 by definition.

Remark 1.1 The concept of characteristic extends naturally to integral domains, where ch(R) equals

the characteristic of its field of fractions.
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Example 1.23 (Characteristics of Common Fields)

1. The fields Q and R both have characteristic 0:

ch(Q) = ch(R) = 0.

The integral domain Z also has characteristic 0.

2. The finite field Fp = Z/pZ has characteristic p for any prime p:

ch(Fp) = p.

Definition 1.22 The prime subfield of a field F is the smallest subfield of F containing the multi-

plicative identity 1F . It satisfies:

Prime subfield ∼=


Q if ch(F ) = 0.

Fp if ch(F ) = p (prime).

Example 1.24

1. The prime subfield of both Q and R is Q itself:

Prime Subfield(Q) = Prime Subfield(R) = Q.

2. The prime subfield of the field Fp(x) (rational functions over Fp) is isomorphic to Fp, consisting

of the constant polynomials:

Prime Subfield(Fp(x)) ∼= Fp.
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Algebraic Structures of Finite Fields

IN THIS CHAPTER, we study the algebraic structures of finite fields, focusing on their

fundamental properties and construction methods, laying the foundation for their various

applications.

2.1 Finite fields

Definition 2.1 A finite field is a field that contains a finite number of elements. A finite field with q

elements is denoted by Fq.

Finite fields are also known as Galois fields, named in honor of Évariste Galois.

Example 2.1 Consider the finite field F5. It contains exactly 5 elements: 0, 1, 2, 3, 4.

Addition and multiplication are performed modulo 5. For instance:

2 + 4 ≡ 1 (mod 5), 3 · 4 ≡ 2 (mod 5).

This field satisfies all field properties: every nonzero element has a multiplicative inverse, such as:

3 · 2 ≡ 1 (mod 5) ⇒ 3−1 ≡ 2 (mod 5).
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2.2 Order of Finite Fields

Theorem 2.1 If F is a finite field. Then the number of elements in F is a prime power, i.e.,

|F| = pn,

where:

• p is a prime number (the characteristic of F).

• n ≥ 1 is an integer (the degree of the extension over its prime subfield Fp).

Proof Consider F as a vector space over the finite field Fp, where Fp is the field with p

elements. Since F is a vector space over Fp, it has a certain dimension, say n. This means that

there exists a basis for F consisting of n elements, which we denote by:

{β1, β2, . . . , βn}.

Any element a ∈ F can be written as a linear combination of the basis vectors β1, β2, . . . , βn,

with coefficients from Fp:

a = c1β1 + c2β2 + · · ·+ cnβn.

Here, each coefficient ci is an element of Fp, and since there are p possible values for each

coefficient, there are pn distinct combinations of these coefficients. Therefore, the total number

of distinct elements in F is pn.

Example 2.2 Consider the finite field F5, also written as GF(5).

This field contains exactly 5 elements:

F5 = {0, 1, 2, 3, 4}.

Arithmetic in F5 is done modulo 5.

Thus, the order of the field is:

|F5| = 5.
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2.3 Existence and uniqueness of finite fields

Lemma 2.1 Let F be a finite field with q elements, and let K be a subfield of F . Then, the polynomial

xq − x ∈ K[x] factors completely in F [x] as:

xq − x =
∏
a∈F

(x− a).

Moreover, F is the splitting field of xq − x over K.

Proof We prove both statements:

1. Complete factorization:

• For any a ∈ F , if a = 0, then clearly aq − a = 0.

• If a ̸= 0, since the multiplicative group F× has order q − 1, by Lagrange’s theorem we

have aq−1 = 1, and thus aq = a.

• Therefore, every element of F is a root of xq − x.

• Since deg(xq − x) = q and we’ve found q distinct roots, the polynomial must factor

completely as shown.

2. Splitting field:

• F contains all roots of xq − x by part (1).

• No proper subfield of F can contain all roots, because any field containing all roots

must contain all of F (as F is generated by these roots).

• Therefore, F is the minimal field over K where xq − x splits completely.

Theorem 2.2 (Existence and Uniqueness of Finite Fields) For each prime p and each positive integer

n, there is a finite field with order q = pn, which serves as the splitting field of xq − x over Fp. Any

two finite fields with the same size are isomorphic.
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Proof Existence. For q = pn, consider the polynomial xq − x ∈ Fp[x], and let F be its splitting

field over Fp. This polynomial has exactly q distinct roots in F because its derivative is:

d

dx
(xq − x) = qxq−1 − 1 = −1 (since q = 0 in Fp),

which has no roots and thus shares no common roots with xq − x.

Define the set S = {a ∈ F | aq − a = 0}. Then S is a subfield of F because:

1. S contains 0 and 1.

2. For a, b ∈ S, by the Freshman’s Dream lemma , (a− b)q = aq − bq = a− b, so a− b ∈ S.

3. For a, b ∈ S with b ̸= 0, (ab−1)q = aqb−q = ab−1, so ab−1 ∈ S.

Since xq − x splits completely in S (as S contains all its roots), we conclude F = S. Thus, F is

a finite field with q elements.

Uniqueness. Let F be any finite field with q = pn elements. Then F has characteristic p and

contains Fp as a subfield. By Lemma 2.1, F is the splitting field of xq − x over Fp.

2.4 Representation of elements of finite fields

Definition 2.2 (primitive element) An element α in a finite field Fq that is not zero is termed a

primitive element (or generator) if its multiplicative order equals q − 1. In other words, the powers

of α produce every nonzero element of Fq:

F×
q = {1, α, α2, . . . , αq−2},

where F×
q represents the multiplicative group associated with the field Fq.
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Example 2.3 The element 3 is a primitive element of F7 since it generates all nonzero elements:

31 = 3,

32 = 2,

33 = 6,

34 = 4,

35 = 5,

36 = 1.

Thus, F×
7 = {1, 3, 2, 6, 4, 5}.

Theorem 2.3 Let Fq represent a finite field, and let Fr denote a finite extension field of Fq. Conse-

quently, Fr constitutes a simple extension field.

Proof Let α be a primitive element of the finite field Fr (which exists by the primitive element

theorem for finite fields). We immediately have Fq(α) ⊆ Fr since α ∈ Fr and Fq ⊆ Fr.

Moreover, since Fr contains 0 and all powers αk for k = 0, 1, . . . , r − 2 (because α is

primitive), it follows that Fr also contains all linear combinations of these powers with

coefficients in Fq. Therefore, Fr ⊆ Fq(α), and we conclude that Fr = Fq(α).

Theorem 2.4 Let α be a nonzero element of order d in a finite field Fq. Then the powers of α

αd = 1, α, α2, . . . , αd−1,

form a cyclic subgroup of order d of the multiplicative group F∗
q .

Proof Let α be a nonzero element of order d in the multiplicative group F∗
q . The set ⟨α⟩ =

{αk | 0 ≤ k ≤ d− 1} forms a cyclic subgroup of F∗
q since: (1) closure holds as αi · αj = αi+j =

α(i+j) mod d ∈ ⟨α⟩ for all 0 ≤ i, j ≤ d− 1; (2) associativity is inherited from F∗
q ; (3) the identity

1 = α0 ∈ ⟨α⟩; (4) every αi has an inverse αd−i because αi · αd−i = αd = 1. The order of ⟨α⟩ is

exactly d because α has order d, meaning all αk are distinct for 0 ≤ k ≤ d− 1 — if αi = αj for
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some i < j, then αj−i = 1 with 0 < j − i < d, contradicting the minimality of d. Thus, ⟨α⟩ is a

cyclic subgroup of order d generated by α.

Theorem 2.5 Let f ∈ Fp[x] be an irreducible polynomial of degree n. Then the quotient ring

Fp[x]/(f) is isomorphic to the finite field Fpn . That is,

Fp[x]/(f) ∼= Fpn .

Example 2.4 Let F2 and F5 denote finite fields of orders 2 and 5, respectively. Then:

1. F2[x]/(x
4 + x+ 1) ∼= F24 ,

2. F5[x]/(x
2 + 2) ∼= F52 .

2.5 Properties of finite fields

Lemma 2.2 For each element α within a finite field Fq containing q elements, it holds that:

αq = α.

Proof

• Case α = 0: Trivial since 0q = 0.

• Case α ̸= 0: F∗
q is a multiplicative group of order q − 1, so by Lagrange’s Theorem,

αq−1 = 1.

Multiplying by α gives αq = α.

Lemma 2.3 Let F be a finite field that includes a subfield K consisting of q elements. Thus, F

contains qm elements, with m = [F : K] representing the degree of the field extension F over K.

Proof Let F be a finite field extension of K, where K has q elements. Since F is a finite-

dimensional vector space over K with degree [F : K] = m, it admits a basis {b1, b2, . . . , bm}
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over K. Every element α ∈ F can be uniquely expressed as a linear combination α =

a1b1 + a2b2 + · · · + ambm, where each coefficient ai ∈ K. Given that each ai has q possible

values (because |K| = q), it follows from the multiplication principle that the total number of

distinct elements in F is q × q × · · · × q = qm. Thus, the order of F is qm.

Theorem 2.6 Let F be a finite field. Then:

1. The characteristic of F is a prime number p.

2. The number of elements in F is pn, where n = [F : Fp] is the degree of the field extension F over

its prime subfield Fp.

Proof Given that F is a finite field, it necessarily possesses characteristic p for a certain prime

p. The prime subfield of F is isomorphic to Fp, and F constitutes a finite-dimensional vector

space over this subfield. If the dimension is n, then F contains precisely pn elements, since

each element can be uniquely represented as a linear combination of n basis vectors with

coefficients from Fp.

Theorem 2.7 Let α be a nonzero element of a finite field Fq. Then:

αq−1 = 1.

Proof

Let b1, b2, . . . , bq−1 enumerate all nonzero elements of Fq. For any nonzero a ∈ Fq, consider

the set {a · b1, a · b2, . . . , a · bq−1} obtained by multiplying each bi by a. These products are all

nonzero (since a and bi are nonzero) and distinct (because a · bi = a · bj would imply bi = bj

by cancellation, contradicting the distinctness of the bi’s). Consequently, the two sets {bi}q−1
i=1

and {a · bi}q−1
i=1 contain exactly the same elements, possibly reordered. Taking the product

of all elements in each set yields the equality (a · b1)(a · b2) · · · (a · bq−1) = b1b2 · · · bq−1, which

simplifies to aq−1 · (b1b2 · · · bq−1) = b1b2 · · · bq−1 using the commutativity and associativity of

multiplication in Fq. Since the product b1b2 · · · bq−1 is nonzero, we may cancel it from both

sides to obtain aq−1 = 1.
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Definition 2.3 Let β be a nonzero element in a finite field Fq. The order of β, denoted by ord(β), is

the smallest positive integer k such that:

βk = 1.

Example 2.5 The cubic polynomial 1 + x+ x3 shows irreducibility over F2 since it has no roots in

this field. In the created field F8 = F2(α), where α denotes a root of 1 + x+ x3, we derive the essential

relation:

α3 ≡ 1 + α (mod 2).

Theorem 2.8 Let α be a nonzero element of the finite field Fq. If n = ord(α) is the order of α, then n

divides q − 1.

Proof Suppose q − 1 is not divisible by n. Upon dividing q − 1 by n, we obtain:

q − 1 = kn+ r, where 1 ≤ r < n.

Then,

aq−1 = akn+r = akn · ar.

Since aq−1 = 1 and an = 1, it follows that ar = 1. This contradicts the minimality of n (as the

smallest positive integer for which an = 1). Therefore, n must divide q − 1.

For a finite field Fq, we denote by F∗
q the multiplicative group of nonzero elements of Fq.

Lemma 2.4 Let Fq be a finite field with q elements.

1. The order ord(α) divides q − 1 for every α ∈ F∗
q .

2. For any two nonzero elements α, β ∈ F∗
q , if gcd

(
ord(α), ord(β)

)
= 1, then

ord(αβ) = ord(α) · ord(β).

Proof

Let α ∈ F∗
q be a non-zero element in a finite field. If αm = 1 for some positive integer

m, then the order of α divides m. To see this, apply the division algorithm to write m =
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a · ord(α) + b where 0 ≤ b < ord(α). Then 1 = αm = αb, which by minimality of ord(α)

implies b = 0. Hence ord(α) divides m, and in particular divides q − 1 since αq−1 = 1 for all

α ∈ F∗
q .

Now consider α, β ∈ F∗
q with gcd(ord(α), ord(β)) = 1. Let r = ord(α) · ord(β). We have

(αβ)r = αrβr = 1, showing that ord(αβ) divides r. For the reverse divisibility, let t = ord(αβ).

From 1 = (αβ)t·ord(α) = βt·ord(α), we conclude that ord(β) divides t ·ord(α). By Euclid’s lemma

and the coprimality assumption, ord(β) must divide t. Similarly, ord(α) divides t, and thus r

divides t. Therefore ord(αβ) = r = ord(α) · ord(β)

Lemma 2.5 Let F be a field and p a prime number. For natural numbers k and ℓ and an indeterminate

x, the following are equivalent:

1. k | ℓ (k divides ℓ);

2. pk − 1 | pℓ − 1;

3. xk − 1 |xℓ − 1 in F[x].

Theorem 2.9 (Subfield Criterion) Let p be a prime number and k, l ∈ N. The following conditions

govern subfield relationships between finite fields:

1. Necessary Condition: For the containment Fpk ⊆ Fpl to hold, the divisibility condition k | l

must be satisfied.

2. Sufficient Condition: When k divides l, there exists a canonical embedding Fpk ↪→ Fpl .

Furthermore, this subfield is unique - Fpl contains precisely one subfield of order pk.

Proof (i) By Proposition 1.3 (Tower Law for Field Extensions), we have:

[Fpl : Fp] = [Fpl : Fpk ][Fpk : Fp].

• The left-hand side is l (since [Fpl : Fp] = l).

• The second factor on the right-hand side is k (since [Fpk : Fp] = k).
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Thus, l = [Fpl : Fpk ] · k, which implies k | l.

(ii) If k | l, then:

1. pk − 1 | pl − 1 (since k | l),

2. By Lemma 2.5, xpk−1 − 1 divides xpl−1 − 1, and hence xpk − x divides xpl − x.

The roots of xpk − x form a subfield of Fpl with pk elements, which is isomorphic to Fpk .

Uniqueness: There cannot be another distinct subfield with pk elements, because that would

imply more than pk roots of xpk − x in Fpl , which is impossible since Fpl is a field and

polynomials have a finite number of roots.

2.6 The Galois group of a finite field

Definition 2.4 Let L/F be a finite field extension. The Galois group of L over F , denoted Gal(L/F ),

is the set of all field automorphisms of L that fix F elementwise:

Gal(L/F ) =

σ : L → L
∣∣∣ σ is an automorphism,

σ(a) = a for all a ∈ F

 .

In other words, Gal(L/F ) consists of all automorphisms of L that act as the identity on F .

Proposition 2.1 (Gal(L/F ), ◦) forms a group under composition of automorphisms.

Proof

To prove that Gal(L/F ) forms a group under composition, we verify the group axioms:

The set is closed under composition since for any σ, τ ∈ Gal(L/F ), the composite σ ◦ τ is

an automorphism of L that fixes F pointwise, as (σ ◦ τ)(a) = σ(τ(a)) = σ(a) = a for all

a ∈ F . Associativity follows immediately from the associativity of function composition.

The identity automorphism idL serves as the group identity, belonging to Gal(L/F ) since it

trivially fixes F . Finally, for any σ ∈ Gal(L/F ), its inverse σ−1 is also an F -automorphism

because σ−1(a) = σ−1(σ(a)) = a for all a ∈ F , demonstrating the existence of inverses. Thus,

Gal(L/F ) satisfies all group axioms.
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Lemma 2.6 Suppose F ⊆ L is a finite field extension, and let σ ∈ Gal(L/F ). Then for any

polynomial h ∈ F [x1, . . . , xn] and any elements α1, . . . , αn ∈ L, it holds that:

σ
(
h(α1, . . . , αn)

)
= h

(
σ(α1), . . . , σ(αn)

)
.

In particular, when h ∈ F [x] and α ∈ L, we have:

σ
(
h(α)

)
= h

(
σ(α)

)
.

Proof This follows immediately because σ preserves addition and multiplication and fixes

the coefficients of h (which lie in F ).

Proposition 2.2 Assume F ⊆ L is a finite field extension, and let α1, . . . , αn be algebraic over F .

Then for every σ ∈ Gal(L/F ), the following properties hold:

(i) (Roots Are Preserved) Suppose h ∈ F [x] is a nonconstant polynomial and α ∈ L satisfies

h(α) = 0. Then σ(α) is also a root of h; that is, h(σ(α)) = 0.

(ii) (Uniqueness via Generators) If L is generated over F by the elements α1, . . . , αn, i.e.,

L = F (α1, . . . , αn), then the automorphism σ is uniquely determined by its values on these

generators.

Proof

(i) By Lemma 2.6, for h ∈ F [x] and h(α) = 0,

0 = σ(0) = σ(h(α)) = h(σ(α)).

Thus, σ(α) is a root of h and lies in L (since σ : L → L).

(ii) Since L = F (α1, . . . , αn) is a finite extension, every β ∈ L can be written as

β = h(α1, . . . , αn).
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for some h ∈ F [x1, . . . , xn]. By Lemma 2.6,

σ(β) = h(σ(α1), . . . , σ(αn)).

Hence, σ is uniquely determined by σ(α1), . . . , σ(αn).

Corollary 2.1 Let F ⊆ L be a finite extension. Then the Galois group Gal(L/F ) is finite.

Proof The finite nature of L/F implies that it is algebraic. The degree of the extension L over

F is defined as n. The set of all automorphisms of a field L that preserve the structure of a

basis over F is uniquely determined by the way they act on the basis elements. The size of

the Galois group of the field extension L/F is less than.

Example 2.6

Q ⊂ L = Q(
√
2).

The minimal polynomial of
√
2 over Q is x2 − 2, which has two roots:

√
2 and −

√
2. Both roots

are real, and thus both lie in L. Therefore, there are exactly two automorphisms σ ∈ Gal(L/Q): the

identity id, and the map σ such that σ(
√
2) = −

√
2. Hence,

Gal(L/Q) ∼= Z/2Z.

2.7 The Frobenius automorphism

Theorem 2.10 Let F be a finite field with q = pn elements (where p is prime). The mapping ϕ : F → F

defined by ϕ(x) = xp is an automorphism of F, called the Frobenius automorphism.

Theorem 2.11 The period of ϕ is exactly n.

Proof Suppose the period of ϕ is m where m < n. Then for every element x ∈ Fq, we have:

ϕm(x) = xpm = x,
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which implies that all elements of Fq satisfy the equation:

xpm − x = 0.

However, the polynomial tpm − t has at most pm roots in its splitting field. Since Fq contains

pn elements and m < n, we have pm < pn, leading to a contradiction. Therefore, the minimal

such m must be n, proving that the period of ϕ is exactly n.

Theorem 2.12 Let Fq be a finite field with q = pn elements, where p is prime. The only automorphisms

of Fq are the powers of the Frobenius automorphism ϕ, i.e., the automorphisms are given by:

1, ϕ, ϕ2, . . . , ϕn−1,

where ϕ : Fq → Fq is defined by ϕ(x) = xp.

Proof Let Fq = Fp(α) for some primitive element α. Then α is a root of an irreducible

polynomial of degree n (since [Fq : Fp] = n). By the properties of the Frobenius automorphism,

there are at most n automorphisms of Fq over Fp.

The maps 1, ϕ, ϕ2, . . . , ϕn−1 are distinct automorphisms (since they act differently on α).

Since they already provide n automorphisms, there cannot be any others. Thus, Gal(Fq/Fp)

is cyclic of order n, generated by ϕ.
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Applications of finite field

IN THIS CHAPTER, we will examine specific applications of finite fields in modern mathemat-

ics and computer science. Finite fields, also known as Galois fields, play a fundamental

role in various theoretical and practical domains due to their unique algebraic properties.

3.1 Linear codes

Definition 3.1 A linear code of length n over Fq is a subset of Fn
q that satisfies the subspace property.

The dimension of the vector space C over Fq is equal to the dimension of the linear code C.

The codewords in set C can be represented as n-dimensional vectors in the field Fq. The

words are constructed using the elements of the finite field Fq. The codes we use are not for

covert operations, but for error correction. Simply, if we know that part of the message is

going to be garbled en route (through a noisy channel), then we would like an encoding and

decoding system that protects the original message from the inevitable errors. We require

additional machinery.

Definition 3.2 Given two vectors, *x* and *y*, from the field Fn
q . For the pair of words x and y, each

of length n over the alphabet Fq. The Hamming distance, d(x, y), is the number of positions where x
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and y differ. If x = x1 · · ·xn and y = y1 · · · yn, then

d(x, y) = d(x1, y1) + . . .+ d(xn, yn),

where xi and yi are elements of Fq (words of length 1), and

d(xi, yi) =


1 if xi ̸= yi

0 if xi = yi

.

For a code C containing at least two words, the (minimum) distance of C, denoted by d(C), is

d(C) = min{d(x, y) : x, y ∈ C, x ̸= y}.

Remark 3.1 The given definition of distance ensures that our code C adheres to the properties of

non-negativity, symmetry, and the triangle inequality, indicating that it resides within a metric space.

Definition 3.3 The word x belongs to the set Fn
q . The (Hamming) weight of x, denoted by wt(x), is

defined to be the number of nonzero coordinates in x; i.e., wt(x) = d(x,0), where 0 is the zero word.

Consider a scenario where codewords from a code C are transmitted over a noisy channel.

Upon receiving a signal x, we will decode it by selecting the codeword that is closest to it,

which is our decoding rule. x is decoded to cx when the distance between x and cx is the

smallest distance among all possible values of c in C.

A decoding error of at least ‘d(C)‘ will result in the decoding rule producing a different

codeword. If a code C can handle errors with a bound v, then we say C is v-error-correcting.

The proposition in question is presented here, with its proof left to be proven.

Proposition 3.1 A code C is v-error-correcting if and only if its distance is at least 2v + 1.

To understand encoding and decoding, we must first grasp the concept of duality, which will be

crucial for decoding.

Definition 3.4 The orthogonal complement of the subspace C of Fn
q is the dual code C⊥.
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Theorem 3.1 If we let C be a linear code of length n over Fq, then C⊥ is a linear code and dim(C) +

dim(C⊥) = n.

Enconding and decoding with a linear code

Definition 3.5 A generator matrix for a linear code C is a matrix G whose rows are linearly inde-

pendent vectors that span C. The generator matrix (Ik|X) is said to be in standard form, denoted as

(Ik|X).

The dual code C⊥ is generated by the parity-check matrix H of the code C. A matrix of the form

(Y |In−k) is called standard if it is in parity-check form.

Theorem 3.2 If G = (Ik|X) is the standard form generator matrix of a code C with dimension

k and length n and distance d (an [n, k, d] code for short), then a parity-check matrix for C is

H = (−XT |In−k).

Proof The generator matrix H for the dual code C⊥ is a generator matrix for C⊥ if and only

if HGT = 0 when G is a generator matrix for C. The rows of H are linearly independent, as

we can see by examining the last n− k coordinates. Given that H meets all the criteria, we

can conclude that the task is complete.

Let G be the generator matrix of C, where each row of G is the vector r i from the chosen

basis for G. The vector space C has a dimension of k and a length of n. The codeword v = uG

is a valid codeword in the code C for any vector u in Fk
q . For every element *v* in set *C*, it

can be expressed uniquely as *v = uG*, where *u* is a vector of length *k* from the field *Fq*.

For every word u in the finite field Fk
q , its encoding is v = uG.

Remark 3.2 If a linear code C has a generator matrix G in standard form: G = (I|X), then we have

an equally simple form for the parity-check matrix H for C:

H = (−XT |I).

Given the codeword v = uG, the message u can be recovered by simply extracting the components

(u, uX). The codeword v = uG contains the message u in its first k digits. The remaining n− k digits
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are termed check digits. The check digits, despite being redundant, are vital for protecting the message

from any unwanted alterations.

A code’s usefulness depends on the existence of an efficient decoding method. Group theory

principles are necessary for this task.

Definition 3.6 Let C be a linear code of length n over Fq, and let u ∈ Fn
q be any vector of length n;

we define the coset of C determined by u to be the set C + u = {v + u : v ∈ C} = u+ C.

This coset coincides with the usual notion from group theory, if we consider Fn
q as a finite abelian

group under addition and a linear code C of length n over Fq as a subgroup of Fn
q . The proposition on

cosets is straightforward to prove, with brief explanations for each part.

Proposition 3.2 The code C is an [n, k, d] linear code defined over the finite field Fq. Then,

(i) every vector of Fn
q is contained in some coset of C;

(ii) for all u ∈ Fn
q , |C + u| = |C| = qk;

(iii) for all u, v ∈ Fn
q , u ∈ C + v implies that C + u = C + v;

(iv) two cosets are either identical or they have empty intersection;

(v) there are qn−k different cosets of C;

(vi) for all u, v ∈ Fn
q , u− v ∈ C if and only if u and v are in the same coset.

The crucial element for decoding is the final part of the proposition. If the codeword v is transmitted

and the received word w is received, the error pattern e is calculated as e = w − v, which falls within

the error range w + C. According to Proposition 3.2 (vi), the vectors e and w are in the same coset.

Now, since error patterns of small weight are most likely, we choose a word e of least weight in the

coset w + C and conclude that v = w − e was the codeword transmitted. The decoding method

performs well for small values of n, but becomes increasingly complex as n increases. We will employ

syndromes in the context of cyclic codes.

Definition 3.7 If C is a [n, k, d]-linear code over Fq, then H is a parity-check matrix for C. For any

vector w in Fn
q , the syndrome SH(w) is the vector obtained by taking the transpose of matrix H and

multiplying it with w.
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For ease of notation, we assume the parity-check matrix H is in standard form, and omit the suffix

H when clarity is not compromised. This proposition is similar in proof to the previous one.

Proposition 3.3 For a [n, k, d]-linear code C over Fq, let H be a parity-check matrix for C. For

u, v ∈ Fn
q , we have

(i) S(u+ v) = S(u) + S(v);

(ii) S(u) = 0 if and only if u is a codeword in C;

(iii) S(u) = S(v) if and only if u and v are in the same coset of C.

Remark 3.3 The proposition states that a coset can be identified by its syndrome, and that all words

within that coset will exhibit the same syndrome. Every coset is associated with a unique syndrome.

For a given n − k dimension, the number of syndromes within Fq is at most qn−k. The number of

cosets, given by Proposition 3.2 (v), implies that there are qn−k distinct syndromes. The vectors in

Fn−k
q are identifiable as syndromes.

We will create a syndrome lookup table next. The table identifies the words with the least weight in

a coset and assigns them to their respective syndromes. There is more than one way to construct

this table, but if we know the distance d of the code C, then we generate all the error patterns e

with wt(e) ≤ ⌊d−1
2
⌋. From the definition of distance, and Proposition 3.2, we know that these error

patterns e have to be coset leaders, so then we simply compute the syndrome S(e) for each of these

error patterns. Decoding is easily accomplished with this table.

Decoding procedure using Syndromes

Determine the syndrome, S(w), of the received word w. Locate the coset leader **u** within

the syndrome look-up table, where the syndrome of **w** matches the syndrome of **u**.

The third step involves substituting w with v by subtracting u.

Here’s an example to demonstrate this process.

Example 3.1 Let q = 2 and consider the code C = {0000, 1011, 0101, 1110}. First, we construct a

parity-check matrix H . This is straightforward, since the 2nd and 3rd codewords in C form a basis for

the code. Therefore, we have:
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G = (I|X) =

1 0 1 1

0 1 0 1

 , H = (−XT |I) =

1 0 1 0

1 1 0 1

 .

Next, we construct the syndrome look-up table for the code C:

Coset leader u Syndrome S(u)

0000 00

0001 01

0010 10

1000 11

The goal is to decode the vector w to the representation 1101. The syndrome, represented by S(w), is

calculated by multiplying the vector w with the transpose of matrix H and obtaining a result of 11.

The coset leader is 1000 according to our syndrome lookup table. The codeword 1101 - 1000 was the

most likely one sent.

3.2 Cyclic Codes

Cyclic codes form a subclass of linear codes that can be implemented relatively easily and

possess a well-understood mathematical structure.

Definition 3.8 A subset S of Fn
q is cyclic if every possible sequence of elements in S can be generated

from the initial sequence. A code C is cyclic if it forms a cyclic set.

The sequence (un−r, . . . , un−1, u0, u1, . . . , un−r−1) is the result of cyclically shifting the sequence

(u0, . . . , un−1) to the left by r positions.

In order to convert the combinatorial structure of cyclic codes into an algebraic one, we consider

the following map:

π : Fn
q → Fq[x]/(x

n − 1), (a0, a1, . . . , an−1) 7→ a0 + a1x+ · · ·+ an−1x
n−1. (3.1)

It is clear that this is bijective, and from now on we will sometimes identify Fn
q with Fq[x]/(x

n−1), and
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a codeword u = (u0, u1, . . . , un−1) with the polynomial u(x) =
∑n−1

i=0 uix
i. The ring Fq[x]/(x

n − 1))

is known to be a ring by the information provided in 1.2. The definition of the word is provided.

Definition 3.9 Let R be a commutative ring. For simplicity, we assume all rings considered are

commutative; we will not discuss noncommutative rings. A nonempty subset I ⊆ R is called an ideal

if it satisfies:

(i) Closure under addition and subtraction: a+ b ∈ I and a− b ∈ I for all a, b ∈ I .

(ii) Closure under ring multiplication: r · a ∈ I for all r ∈ R and a ∈ I .

Definition 3.10 An ideal I of a ring R is called a principal ideal if there exists an element g ∈ I such

that I = ⟨g⟩, where

⟨g⟩ := {g · r | r ∈ R}.

The element g is called a generator of I , and we say I is generated by g. A ring R is called a principal

ideal ring if every ideal in R is principal.

Example 3.2 In the ring F3[x]/(x
4 − 1), the subset

I := {0, 1 + 2x, x+ 2x3, 1 + x+ x2 + x3},

is an ideal. In fact, it is a principal ideal generated by I = ⟨1 + 2x⟩, as demonstrated by:

0 · (1 + 2x) = 0

1 · (1 + 2x) = 1 + 2x

x · (1 + 2x) = x+ 2x2

x2 · (1 + 2x) = x2 + 2x3

x3 · (1 + 2x) = x3 + 2x4 = x3 + 2 (since x4 ≡ 1)

By verifying these products, we confirm that every element in I can be expressed as f(x) · (1 + 2x) for

some f(x) ∈ F3[x]/(x
4 − 1).
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Theorem 3.3 Let I be a nonzero ideal in Fq[x]/(x
n − 1) and let g(x) be a nonzero monic polynomial

of minimal degree in I . Then:

1. g(x) generates I (i.e., I = ⟨g(x)⟩).

2. Fq[x]/(x
n − 1) is a principal ideal ring.

3. g(x) divides xn − 1.

Proof For any polynomial f(x) ∈ I , polynomial division yields:

f(x) = s(x)g(x) + r(x),

where s(x), r(x) ∈ Fq[x] with deg(r(x)) < deg(g(x)). Necessarily r(x) = 0, since:

r(x) = f(x)− s(x)g(x) ∈ I,

and g(x) has minimal degree in I . Thus I = ⟨g(x)⟩.

For the divisibility claim, take f(x) = xn − 1 (the zero element in Fq[x]/(x
n − 1)), which

must satisfy xn − 1 = q(x)g(x) for some q(x) ∈ Fq[x].

This theorem establishes the fundamental connection between cyclic codes and ideals,

which will serve as the foundation for our subsequent development.

Theorem 3.4 Let π be the linear map defined in Equation (3.1). A nonempty subset C ⊆ Fn
q is a

cyclic code if and only if π(C) is an ideal of Fq[x]/(x
n − 1).

Proof (⇒) Suppose π(C) is an ideal. For any α, β ∈ Fq ⊂ Fq[x]/(x
n − 1) and a,b ∈ C, we

have:

απ(a) + βπ(b) ∈ π(C) ⇒ π(αa+ βb) ∈ π(C).

Thus αa+ βb ∈ C, showing C is linear.

For c = (c0, . . . , cn−1) ∈ C, consider:

π(c) =
n−1∑
i=0

cix
i ∈ π(C).
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Since π(C) is an ideal:

xπ(c) ≡ cn−1 + c0x+ · · ·+ cn−2x
n−1 (mod xn − 1).

Thus (cn−1, c0, . . . , cn−2) ∈ C, proving cyclicity.

(⇐) Suppose C is cyclic. For f = (f0, . . . , fn−1) ∈ C:

xπ(f) ≡ π((fn−1, f0, . . . , fn−2)) ∈ π(C).

By induction, xiπ(f) ∈ π(C) for all i ≥ 0. Since π(C) is a linear space, for any g(x) =
∑n−1

i=0 gix
i:

g(x)π(f) =
n−1∑
i=0

gi(x
iπ(f)) ∈ π(C).

Thus π(C) is an ideal.

Definition 3.11 The unique monic polynomial of minimal degree in an ideal I of Fq[x]/(x
n − 1) is

called the generator polynomial of I . For a cyclic code C, the generator polynomial of π(C) is also

called the generator polynomial of C.

Moreover, every monic divisor of xn− 1 in Fq[x] serves as the generator polynomial for some cyclic

code C ⊆ Fn
q .

Corollary 3.1 There exists a bijective correspondence between:

• The set of cyclic codes in Fn
q , and

• The set of monic divisors of xn − 1 in Fq[x].

Remark 3.4 The dimension of a cyclic code is completely determined by the degree of its generator

polynomial. Specifically, for a cyclic code C ⊆ Fn
q with generator polynomial g(x) ∈ Fq[x], the code

dimension is given by:

dim(C) = n− deg(g(x)),

where n is the code length and deg(g(x)) represents the polynomial degree.
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Example 3.3 The complete factorization of x9 − 1 in F2[x] reveals the structure of all possible binary

cyclic codes of length 9:

x9 − 1 = (1 + x)(1 + x+ x4)(1 + x3 + x4).

From this factorization, we obtain exactly two distinct [9, 5] cyclic codes:

[label=0.,leftmargin=*]The cyclic code generated by g1(x) = (1 + x)(1 + x+ x4):

C1 = ⟨g1(x)⟩ = {000000000, 111100010, 011110001, 101111000,

010111100, 001011110, 000101111, 100010111,

110001011, 111000101}.

The cyclic code generated by g2(x) = (1 + x)(1 + x3 + x4):

C2 = ⟨g2(x)⟩ = {000000000, 101001100, 010100110, 001010011,

100101001, 110010100, 011001010, 101100101,

010110010, 001011001}.

Encoding and Decoding of Cyclic Codes

1.2. Theorem 3.5 Let g(x) = g0 + g1x + · · · + gn−kx
n−k be the generator polynomial of a cyclic code

C ⊆ Fn
q with deg(g(x)) = n− k. Then the matrix

G =



g(x)

xg(x)

...

xk−1g(x)


=



g0 g1 · · · gn−k 0 0 0 · · · 0

0 g0 g1 · · · gn−k 0 0 · · · 0

... . . . . . . . . . . . . . . . . . . . . . ...

0 · · · 0 g0 g1 · · · · · · · · · gn−k


,

is a generator matrix for C.
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Proof The polynomials {g(x), xg(x), . . . , xk−1g(x)} form a basis for C because:

1. They are linearly independent over Fq.

2. They span the code C (since any codeword can be written as m(x)g(x) for some message

polynomial m(x) of degree < k).

3. The dimension of C is exactly k.

Thus, their corresponding vectors form a generator matrix for C.

Definition 3.12 Let h(x) =
∑k

i=0 aix
i be a polynomial of degree k (ak ̸= 0) over Fq. We define the

reciprocal polynomial hR(x) of h(x) by:

hR(x) := xkh

(
1

x

)
=

k∑
i=0

ak−ix
i.

Theorem 3.6 Let g(x) be the generator polynomial of a q-ary [n, k] cyclic code C. Let h(x) =

(xn − 1)/g(x). Then h−1
0 hR(x) is the generator polynomial of the dual code C⊥, where h0 is the

constant term of h(x).

Proof Let g(x) =
∑n−1

i=0 gix
i and h(x) =

∑n−1
i=0 hix

i. The reciprocal polynomial is:

hR(x) = xn−k−1

n−1∑
i=0

hn−i−1x
i,

where k = deg(h(x)).

Consider the product g(x)h(x) ≡ 0 (mod xn − 1). Expanding this gives:

g(x)h(x) ≡(g0h0 + g1hn−1 + · · ·+ gn−1h1)

+(g0h1 + g1h0 + · · ·+ gn−1h2)x

+(g0h2 + g1h1 + · · ·+ gn−1h3)x
2

+ · · ·

+(g0hn−1 + g1hn−2 + · · ·+ gn−1h0)x
n−1 ≡ 0.
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This implies that each coefficient must be zero. The coefficients show that:

gi · (hn−1, hn−2, . . . , h1, h0) = 0,

for all i = 0, 1, . . . , n − 1, where gi is the i-th cyclic shift of (g0, g1, . . . , gn−1). Therefore,

(hn−1, hn−2, . . . , h0) is a codeword of C⊥.

Cyclically shifting this vector by k + 1 positions gives the vector corresponding to hR(x),

which must also be in C⊥ since C⊥ is cyclic.

As deg(hR(x)) = deg(h(x)) = k, the set {hR(x), xhR(x), . . . , xn−k−1hR(x)} forms a basis for

C⊥. Thus, the monic polynomial h−1
0 hR(x) is the generator polynomial of C⊥.

Corollary 3.2 Let C be a [n, k, d] cyclic code with generator polynomial g(x). Let h(x) = (xn −

1)/g(x) = h0 + h1x+ · · ·+ hkx
k. Then the matrix

H =



hk hk−1 · · · h0 0 0 · · · 0

0 hk hk−1 · · · h0 0 · · · 0

... . . . . . . . . . . . . . . . . . . ...

0 · · · 0 hk hk−1 · · · · · · h0


,

is a parity-check matrix for C.

Although this matrix is not in standard form, elementary row operations can transform it into

the standard formP = (In−k | M). For decoding purposes, we typically work with the standard form

parity-check matrix.

Theorem 3.7 Let P = (In−k | M) be a standard parity-check matrix for a cyclic code C over Fq,

and let p(x) be the generator polynomial of C. For any received vector v ∈ Fn
q with corresponding

polynomial representation v(x), the syndrome s satisfies:

s ≡ v(x) (mod p(x)),

where the syndrome is computed as s = vP⊤.
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Proof For the parity-check matrix P = (In−k | M), we associate to each column of M a

polynomial of degree at most n− k − 1, writing:

M =

(
f0(x) f1(x) · · · fk−1(x)

)
.

By duality, the matrix G = (−M⊤ | Ik) generates C. Thus each xn−k+i − fi(x) corresponds

to a codeword in C, and therefore:

xn−k+i − fi(x) = qi(x)p(x).

for some quotient polynomial qi(x) ∈ Fq[x]/(x
n − 1), which implies:

fi(x) ≡ xn−k+i (mod p(x)).

For a received vector v = (v0, . . . , vn−1) with polynomial representation v(x) =
∑n−1

i=0 vix
i,

the syndrome polynomial s(x) satisfies:

s(x) =
n−k−1∑
i=0

vix
i +

k−1∑
j=0

vn−k+jfj(x)

≡
n−1∑
i=0

vix
i −

k−1∑
j=0

vn−k+jqj(x)p(x)

≡ v(x) (mod p(x)).

Since deg(s(x)) ≤ n− k − 1, the result follows.

Remark 3.5 Theorem 3.7 demonstrates that v(x)− s(x) yields a valid codeword in C, where s(x) is

the syndrome of v(x). When the weight condition

wt(s(x)) ≤
⌊
d(C)− 1

2

⌋
,

is satisfied, we can unambiguously decode v(x) to v(x)− s(x). However, when this condition fails to

hold, more sophisticated decoding machinery becomes necessary.
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Lemma 3.1 Let C be a q-ary [n, k] cyclic code with generator polynomial p(x). For a received word

v(x) with syndrome

s(x) =
n−k−1∑
i=0

six
i,

the syndrome of the cyclically shifted word xv(x) is given by:

xs(x)− sn−k−1p(x).

Proof By Theorem 6.5, it suffices to show that xs(x) − sn−k−1p(x) is the remainder when

dividing xv(x) by p(x). Starting from the division:

v(x) = q(x)p(x) + s(x),

we multiply by x and rearrange:

xv(x) = xq(x)p(x) + xs(x)

=
(
xq(x) + sn−k−1

)
p(x) +

(
xs(x)− sn−k−1p(x)

)
,

where we observe that:

• The degree condition deg(xs(x)− sn−k−1p(x)) < n− k = deg(p(x)) holds.

• The expression xs(x)− sn−k−1p(x) is precisely the remainder.

Definition 3.13 A cyclic run of 0 of length ℓ in an n-tuple is a circular sequence of ℓ consecutive

zero components.

Example: The vector e = (0, 0, 1, 2, 0, 0, 0, 1, 0, 0) contains a cyclic run of 0 of length 4 (consider-

ing the circular nature of the tuple).

Decoding algorithm for Cyclic Codes

Let C be a q-ary [n, k, d]-cyclic code with generator polynomial p(x). Let v(x) be a received

word with error pattern e(x), where wt(e(x)) ≤ ⌊d−1
2
⌋ and e(x) has a cyclic run of 0 of length
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≥ k. The decoding proceeds as:

1. Syndrome Computation: Compute syndromes si(x) ≡ xiv(x) (mod p(x)) for i =

0, 1, 2, ...

2. Error Location: Find m such that wt(sm(x)) ≤ ⌊d−1
2
⌋.

3. Error Correction: Compute e(x) ≡ xn−msm(x) (mod xn − 1) and decode to v(x)− e(x).

Proof Existence of m: Since e(x) contains a cyclic run of 0 of length ≥ k, there exists a cyclic

shift xme(x) ≡ sm(x) (mod xn − 1) where all non-zero coefficients are confined to the first

n− k positions. This shift maintains the weight condition.

Correctness: Let t(x) ≡ xn−msm(x) (mod xn − 1). We verify:

xm(v(x)− t(x)) ≡ xmv(x)− xnsm(x)

≡ sm(x)− sm(x) ≡ 0 (mod p(x)).

Since gcd(xm, p(x)) = 1, we conclude v(x) − t(x) ∈ C. As both t(x) and e(x) belong to the

same coset with weight ≤ ⌊d−1
2
⌋, they must be identical.

Example 3.4 Consider the binary [127]-cyclic code generated by g(x) = 1+x3+x5+x6+x8. From

the parity-check matrices, we verify that the minimum distance is 5. An error pattern with weight

at most 2 must have a cyclic run of 0’s of length at least 8. Thus, we can correct such error patterns

using the standard decoding procedure. Now, consider the received word:

v(x) = 101110011010001

= 1 + x2 + x3 + x4 + x7 + x8 + x10 + x14
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We compute the syndromes si(x) of xiv(x) until vt(si(x)) ≤ 2:

i sm(x)

0 1 + x4 + x6 + x9

1 x + x5 + x7 + x10

2 1 + x3 + x6 + x8

3 x + x4 + x7 + x9

4 x2 + x5 + x8 + x10

5 1 + x3 + x6 + x9

6 x + x4 + x7 + x10

7 1 + x6

We decode v(x) as follows:

v(x) → v(x) + x7s7(x)

= v(x) + x7(1 + x6)

= v(x) + x7 + x13

= 1 + x2 + x3 + x4 + x8 + x10 + x13

= 1011100010100010

Note: The parity-check matrix was only used to verify the minimum distance; it was not explicitly

required in the decoding procedure.



General Conclusion

This research has focused on the essential framework of finite fields, how they are

constructed, and several significant theoretical and practical uses across different

disciplines. It has been demonstrated that finite fields are not just an abstract mathe-

matical subject, but are crucial in the advancement of various modern technologies, especially

in fields like information theory, cryptography, and communications.

Even with the considerable advancements achieved in the exploration of finite fields, this

area continues to present numerous hopeful opportunities. As applications like artificial

intelligence, quantum computing, and future communication networks continue to grow,

the necessity for creating new mathematical models grounded in the characteristics of finite

fields to aid these technologies becomes more apparent.

Consequently, exploring finite fields and leveraging their applications can be regarded as

a crucial foundation for tackling the challenges of the scientific and technological future.
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