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Abstract

Efficient Data Analysis Based on Machine Learning
Techniques, Application to IoT (Management and Security)

In today’s world, all enterprises generate massive amounts of data from diverse
sources. Whether it’s from enterprise systems themselves, from social media or
other online sources, from smartphones and other client/edge computing devices,
or from sensors and instruments comprising the Internet of Things (IoT), this data
is extremely valuable to organizations that have the tools in place to capitalize on
it. The overall toolbox for these tools is called data analytics. The latter can be
challenging, given that it involves complex information and large data sets that
are difficult to manage manually. This is where machine learning (ML) comes
in. It is changing the way consumer-based companies are dealing with the vast
data they generate. ML is based on Artificial Intelligence (AI) on the idea that
systems can automatically learn from data, identify patterns, and make decisions
with little human interference, and is being used to automate analytical model
building.

Data has become a key driver for enterprises to enhance their sustainability in
a competitive business world. With more data being produced and stored than
ever before, the need for more efficient, effective, and precise processes has grown
too. ML is seen to be a great solution, it significantly reduces efforts, saves time
and is a cost-effective tool which replaces multiple teams working on analyzing,
processing and performing regression testing on the data. It gives accurate results
and helps organizations build statistical models based on real-time data.

In this thesis, the goal is to design and implement efficient machine learning-based
solutions in order to help make better data analysis. The context of IoT will be
mainly considered as management and security domains are bringing some of the
biggest challenges in this area.

Keywords: Machine learning, Artificial intelligence, Data analysis, IoT, Man-
agement and security.
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Résumé

Analyse Efficace des Données Basée sur des Techniques
d’Apprentissage Automatique, Application a I'loT (Gestion
et Sécurité)

Dans le monde d’aujourd’hui, toutes les entreprises génerent d’énormes quan-
tités de données provenant de sources diverses. Qu’elles proviennent des sys-
temes d’entreprise eux-mémes, des médias sociaux ou d’autres sources en ligne,
des smartphones et autres appareils informatiques clients/edge computing, ou des
capteurs et instruments composant 'Internet des objets (IoT), ces données sont ex-
trémement précieuses pour les organisations qui disposent des outils nécessaires.
en place pour en tirer profit. La boite a outils globale de ces outils s’appelle
I’analyse des données. Cette derniere solution peut s’avérer difficile, car elle im-
plique des informations complexes et de vastes ensembles de données difficiles a
gérer manuellement. C’est la qu’intervient 1'apprentissage automatique (ML). Il
change la facon dont les entreprises axées sur le consommateur traitent les vastes
données qu’elles génerent. Le ML est basé sur l'intelligence artificielle (IA) sur
I'idée que les systemes peuvent automatiquement apprendre des données, identi-
fier des modeles et prendre des décisions avec peu d’interférence humaine, et est
utilisé pour automatiser la création de modeles analytiques.

Les données sont devenues un facteur clé permettant aux entreprises d’améliorer
leur durabilité dans un monde des affaires compétitif. Avec plus de données pro-
duites et stockées que jamais auparavant, le besoin de processus plus efficients,
efficaces et précis s’est également accru. Le ML est considéré comme une excellente
solution, il réduit considérablement les efforts, fait gagner du temps et constitue un
outil rentable qui remplace plusieurs équipes travaillant sur I’analyse, le traitement
et la réalisation de tests de régression sur les données. Il donne des résultats précis
et aide les organisations a créer des modeles statistiques basés sur des données en
temps réel.

Dans cette these, 'objectif est de concevoir et de mettre en ceuvre des solutions
efficaces basées sur 'apprentissage automatique afin de contribuer a une meilleure
analyse des données. Le contexte de I'loT sera principalement considéré car les
domaines de la gestion et de la sécurité posent certains des plus grands défis dans
ce domaine.

Mots clés: Apprentissage automatique, Intelligence artificielle, Analyse des don-
nées, IoT, Gestion et sécurité.
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Introduction

In the digital age, the convergence of Internet of Things (IoT) devices and cloud
computing has catalyzed a paradigm shift in data management, ushering in an era
of unparalleled connectivity and scalability. This amalgamation offers vast poten-
tial for innovation and efficiency across diverse sectors, from healthcare to trans-
portation, agriculture to manufacturing. However, this transformative landscape
also brings forth a myriad of challenges, chief among them being the safeguarding
of data privacy and integrity amidst the vast expanses of cyberspace.

The proliferation of IoT devices, characterized by their constrained resources and
ubiquitous presence, presents a unique set of security concerns. These devices,
often operating on the fringes of networks, are prime targets for malicious ac-
tors seeking to exploit vulnerabilities and compromise sensitive information. Fur-
thermore, the reliance on cloud infrastructure for data storage and processing
introduces additional layers of complexity, as the outsourcing of critical functions
necessitates a delicate balance between convenience and security.

In this context, the concept of homomorphic encryption emerges as a beacon
of hope, offering a novel approach to data security that transcends traditional
encryption methods. Unlike conventional encryption techniques, which require
decryption prior to performing operations, homomorphic encryption enables com-
putations to be performed directly on encrypted data, preserving its confidential-
ity throughout the entire process. This paradigm shift not only bolsters privacy
protection but also opens up new avenues for secure computation in distributed
environments.

However, the adoption of homomorphic encryption is not without its challenges.
The computational overhead associated with homomorphic operations, coupled
with the resource constraints of [oT devices, poses significant barriers to widespread
implementation. Moreover, ensuring the integrity of homomorphically encrypted
data, particularly in cloud-executed operations, remains a pressing concern, as the
outsourcing of computation introduces new attack vectors and vulnerabilities.

This dissertation is not directly focused on the application of data analysis or
machine learning techniques. Instead, it centers on the management and security
of distributed systems and IoT environments, laying the groundwork for efficient
machine learning and data analysis in the future. By addressing fundamental
challenges in IoT security, encryption efficiency, and data integrity, this research



aims to create a more stable and secure infrastructure upon which advanced data
analytics can be applied effectively.

Against this backdrop, this dissertation seeks to explore novel solutions to the
myriad challenges facing data security and privacy in an increasingly intercon-
nected world. Through a series of innovative contributions, we aim to address
critical gaps in existing encryption schemes, enhance data integrity verification
mechanisms, and mitigate the burgeoning size of blockchain data. By leveraging
cutting-edge techniques from cryptography, data compression, and distributed
systems, we endeavor to pave the way for a more secure and resilient digital
ecosystem—one where efficient data analysis and machine learning can be applied
seamlessly and effectively in the future.

Main contributions

1. Lightweight homomorphic encryption scheme: Our research intro-
duces a novel lightweight asymmetric encryption technique designed specif-
ically for resource-constrained IoT devices. By leveraging a multi-key based
approach, we significantly reduce the computational overhead of homomor-
phic operations while maintaining robust security guarantees. This contri-
bution lays the groundwork for secure and efficient data processing in IoT
environments.

2. Integrity verification for cloud-executed homomorphic operations:
In response to the growing need for data integrity assurance in cloud envi-
ronments, we propose a simple yet effective checksum mechanism for homo-
morphically encrypted data. This contribution enables data owners to verify
the integrity of computations performed in the cloud without compromising
privacy or incurring significant computational overhead.

3. Efficient aggregate signature scheme for blockchain: To address the
scalability challenges plaguing blockchain networks, we present an enhanced
threshold RSA-based aggregate signature scheme. By replacing individual
transaction signatures with a compact aggregate signature, we significantly
reduce blockchain size and network traffic while preserving security and ac-
countability. This contribution paves the way for the widespread adoption
of blockchain technology across diverse applications.

4. Data compression techniques for blockchain: Recognizing the expo-
nential growth of blockchain data as a critical bottleneck, we propose a
novel data compression technique based on binary matrix representations.
By converting data into compact vectors, we achieve substantial reductions
in storage requirements while enabling efficient data recovery and integrity



verification. This contribution promises to alleviate the scalability challenges
facing blockchain networks and unlock new opportunities for decentralized
data management.

5. Integration of cryptographic techniques in IoT: Lastly, we explore the
integration of cryptographic techniques, including homomorphic encryption
and threshold signatures, into [oT ecosystems. By leveraging these advanced
cryptographic primitives, we enhance the security and privacy of IoT devices
and enable secure communication and computation in resource-constrained
environments. This contribution represents a significant step towards real-
izing the full potential of IoT technologies while ensuring robust protection
against emerging threats.

Collectively, these contributions represent a comprehensive effort to advance the
state-of-the-art in data security, privacy, and integrity in an increasingly inter-
connected world. Through innovative research and practical solutions, we seek
to empower individuals, organizations, and communities to harness the transfor-
mative power of digital technologies while safeguarding their most valuable asset:
their data.

Structure of the manuscript

This thesis is organized as follows: Commencing with a comprehensive introduc-
tion that contextualizes the research, articulating the problem statement, and
outlining the study objectives. In Chapter 1, designated as "Background,” we es-
tablish a solid foundation by delving into fundamental concepts within distributed
systems, IoT, cloud computing, and blockchain. Additionally, this chapter ex-
pounds upon essential topics such as cybersecurity, cryptography, and encryption
techniques. Building upon this foundational knowledge, Chapter 2 provides a more
formal elucidation of definitions and concepts related to homomorphic encryption,
crucial for the subsequent chapters.

Chapter 3 undertakes an in-depth exploration of homomorphic encryption in the
realms of IoT and cloud computing. This involves presenting the proposed tech-
niques, conducting a thorough performance and security analysis, and detailing the
implementation. Subsequently, Chapter 4 discusses blockchain for security con-
cerns. This includes a discussion of proposed protocols, efficiency considerations,
analysis of potential cryptanalytic attacks, and the presentation of experimental
results.



Finally, the concluding chapter summarizes the key findings, discusses the im-
plications of our research, and suggests avenues for future exploration and im-
provement. By structuring the thesis in this manner, we aim to provide readers
with a logical and comprehensive journey through the research, from foundational
concepts to innovative solutions and empirical validation.
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Chapter 1

Background

In recent decades, the world has witnessed a profound and pervasive shift—the
digital transformation. This transformation has reshaped nearly every aspect of
our lives, from how we communicate and work to how we manage our homes
and interact with the world. At its core, digital transformation represents the
integration of digital technology into all areas of society, fundamentally altering
how we live, work, and interact with information and data.

The rise of digitalization is, perhaps, the most significant technological advance-
ment of our time. It is characterized by the widespread adoption of digital devices,
the Internet, and advanced computing systems. Our daily lives are now intimately
entwined with smartphones, tablets, laptops, and various smart devices. These de-
vices connect us to the digital world, offering unprecedented access to information
and services.

Digital transformation is not driven by a single technology but rather by the
convergence of various technological trends. These trends include, but are not
limited to:

— Distributed systems: The decentralization of computing resources, allowing for
scalability, fault tolerance, and efficient data processing.

— Internet of Things: The proliferation of connected devices, sensors, and actua-
tors that enable the collection and exchange of data in real time.

— Cloud computing: The delivery of computing services, including storage, pro-
cessing, and analysis, over the Internet.

— Blockchain technology: The development of secure, transparent, and decentral-
ized ledgers that underpin cryptocurrencies and data integrity.

— Machine Learning: The utilization of algorithms and models to enable comput-
ers to learn from data, make predictions, and improve over time.



— Cybersecurity: The practice of protecting data, systems, and networks from
digital threats and unauthorized access.

— Cryptography: The science of secure communication, providing a foundation
for data privacy and integrity.

— Homomorphic encryption: A groundbreaking cryptographic technique that al-
lows data to be processed while it remains encrypted.

As digital technology continues to advance and intertwine with various facets
of our lives, it presents both tremendous opportunities and challenges. Digital
transformation has led to significant improvements in efficiency, productivity, and
innovation. It has enabled new business models, improved healthcare outcomes,
and enhanced our ability to address global challenges.

However, it has also introduced new concerns, such as data privacy, cybersecurity
threats, and the need for secure and efficient data analysis. This dissertation ex-
plores the complex interplay between digital technologies and their applications
in the context of IoT, distributed systems, and the critical domains of data man-
agement and security.

In the subsequent sections, we delve into the intricacies of each technology and its
role in addressing the challenges and opportunities presented by digital transfor-
mation, ultimately contributing to a more secure and efficient digital landscape.

1.1 Distributed systems

The concept of distributed systems represents a fundamental shift in the way com-
puting resources are organized, managed, and accessed. A distributed system is a
network of interconnected computers that work together as a single cohesive unit,
sharing resources and information. Unlike traditional centralized systems, where
all processing and data storage occur in a single location, distributed systems
disperse these tasks across multiple nodes.

Key characteristics

Key characteristics of distributed systems include:

1. Scalability: One of the defining features of distributed systems is their ability
to scale easily. As the load or demand on the system grows, additional resources



can be added to the network without necessitating a complete overhaul of the ar-
chitecture. This scalability is crucial in accommodating an ever-increasing volume
of data and users, a common challenge in the digital transformation era.

2. Fault tolerance: Distributed systems are inherently fault-tolerant. With mul-
tiple nodes, even if one or more nodes fail or become unavailable, the system can
continue to function. This fault tolerance is essential for ensuring uninterrupted
operation in critical applications, such as financial transactions or emergency re-
sponse systems.

3. Efficient data processing: Distributed systems excel in processing large volumes
of data efficiently. The data can be processed in parallel across multiple nodes,
which significantly speeds up computations. This capability is central to analyzing
vast datasets and conducting real-time data processing, a necessity in the digital
transformation landscape.

4. Redundancy: To enhance reliability and fault tolerance, distributed systems
often incorporate redundancy. Redundant nodes or data copies are maintained so
that in the event of a failure, data and operations can seamlessly shift to a backup
source. Redundancy is a critical aspect of data integrity and system resilience.

5. Heterogeneity: Distributed systems are characterized by heterogeneity, as they
can consist of various hardware and software components from different vendors.
These components need to work together cohesively, which requires robust com-
munication protocols and standards.

6. Decentralization: In contrast to centralized systems, where a single point of
control exists, distributed systems are decentralized. Decision-making, data stor-
age, and processing are distributed across the network. This decentralization often
leads to improved reliability and efficiency.

7. Geographic distribution: Distributed systems can span vast geographic regions.
Nodes may be located in different data centers, regions, or even continents. This
geographical distribution allows for redundancy, load balancing, and efficient data
access for users in diverse locations.

In the digital transformation era, distributed systems form the backbone of vari-
ous applications, from cloud computing services to IoT networks. They enable the
efficient processing of massive datasets, real-time analytics, and the reliable op-
eration of critical services. However, the distributed nature of these systems also
introduces challenges related to data management, security, and synchronization,
which we will delve into in subsequent chapters.



Importance in modern computing

In the rapidly evolving landscape of modern computing, distributed systems have
risen to prominence due to their ability to address the complex challenges and
requirements of today’s digital world. Their importance is underscored by several
key factors:

1. Handling big data: One of the most critical challenges in modern computing is
managing and processing vast volumes of data. The era of Big Data has brought
about a need for efficient data storage, analysis, and retrieval. Distributed sys-
tems are designed to tackle these challenges by providing scalable and parallel
data processing capabilities. This is crucial for applications in fields such as data
analytics, machine learning, and scientific research, where large datasets are the
norm.

2. Cloud computing: The widespread adoption of cloud computing services relies
on distributed systems as the backbone of their infrastructure. Cloud providers
leverage distributed architectures to offer scalable, on-demand resources to users
worldwide. This enables businesses and individuals to access computing power,
storage, and applications without the need to invest in dedicated hardware. Dis-
tributed systems ensure that the cloud can accommodate diverse workloads and
rapidly adapt to changing demands.

3. Internet of Things (IoT): The proliferation of IoT devices, from smart ther-
mostats and wearable gadgets to industrial sensors and autonomous vehicles, gen-
erates an immense volume of data. Distributed systems play a pivotal role in
handling the diverse data streams from IoT devices. They provide the neces-
sary infrastructure for real-time data processing, efficient data transmission, and
seamless integration with cloud services.

4. E-commerce and online services: E-commerce platforms, social media networks,
and online services rely on distributed systems to provide fast and reliable access to
users across the globe. By distributing resources and content closer to end-users,
these systems ensure low latency and high availability. The ability to seamlessly
scale up resources during peak demand, such as online shopping events or viral
social media trends, demonstrates the importance of distributed systems in this
context.

5. Scientific computing: In scientific fields, such as climate modeling, genomics,
and particle physics, researchers require substantial computational power and data
processing capabilities. Distributed systems enable researchers to harness the
power of supercomputers or distributed computing grids, allowing them to run
complex simulations and process large datasets efficiently.



6. Real-time applications: Real-time applications, such as online gaming, video
streaming, and financial trading systems, depend on distributed systems to deliver
data and services with low latency and high reliability. These systems ensure
that data is transmitted and processed in near real-time, providing users with a
seamless and responsive experience.

7. Disaster recovery and business continuity: The fault-tolerant and redundant
nature of distributed systems makes them a critical component of disaster recov-
ery and business continuity strategies. By distributing data and services across
multiple locations, businesses can ensure that even in the face of hardware failures
or disasters, their operations can continue with minimal disruption.

In summary, the importance of distributed systems in modern computing cannot
be overstated. Their ability to handle big data, support cloud computing, ac-
commodate IoT devices, power online services, enable scientific research, deliver
real-time applications, and ensure business continuity makes them a linchpin in
the digital era. Nevertheless, with these advantages come challenges related to
data consistency, fault tolerance, security, and efficient communication.

Challenges and scalability

While distributed systems offer a myriad of advantages, they are not without their
unique challenges. Among these, scalability is a critical aspect.

1. Scalability: It is a defining characteristic of distributed systems. It allows the
system to adapt to changing workloads and demands by efficiently accommodating
additional resources. However, achieving scalability is a complex task, and it comes
in two primary forms:

— Vertical scalability: Also known as scaling up. In vertical scalability, indi-
vidual nodes within the system are enhanced by increasing their computing
power, memory, or storage capacity. This approach is suitable for work-
loads that can be handled by a single powerful machine. However, it has
limitations in terms of cost and practicality.

— Horizontal scalability: Often referred to as scaling out, it involves adding
more machines or nodes to the distributed system. This approach is more
cost-effective and can be applied to workloads that can be divided into
smaller tasks that run in parallel across multiple nodes. Achieving horizontal
scalability requires effective load balancing and data partitioning strategies.

Challenges in achieving scalability include maintaining performance as the sys-
tem grows, ensuring data consistency across distributed nodes, and managing the
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communication overhead between nodes. Moreover, identifying the optimal point
at which to scale, either vertically or horizontally, is a non-trivial decision that
depends on the specific characteristics of the application and workload.

2. Data consistency: One of the key challenges in distributed systems is ensuring
data consistency. In a distributed environment, data may be replicated across
multiple nodes, and updates or changes to data can occur concurrently from dif-
ferent sources. Maintaining data consistency is crucial to prevent conflicts, ensure
accurate results, and guarantee that all nodes have access to the most up-to-date
information.

Data consistency mechanisms, such as distributed databases, consensus algo-
rithms, and distributed locking, are used to manage data consistency in distributed
systems. These mechanisms introduce trade-offs between consistency, availability,
and partition tolerance, as defined by the CAP theorem (Consistency, Availability,
Partition tolerance).

3. Fault tolerance: Another significant challenge in distributed systems is fault
tolerance. Distributed systems need to be resilient in the face of hardware failures,
network issues, or other disruptions. A fault-tolerant system can continue to
operate, providing uninterrupted service, even when certain components or nodes
fail.

Implementing fault tolerance involves redundancy, replication, and strategies for
detecting and recovering from failures. Distributed systems must be designed to
handle issues like network partitions, which occur when nodes lose connectivity
with one another.

4. Communication overhead: Distributed systems require communication between
nodes to exchange data and coordinate tasks. While communication is essential for
collaboration, it also introduces overhead and latency. Inefficient communication
can lead to performance bottlenecks and negatively impact the system’s scalability
and responsiveness.

Addressing communication overhead involves optimizing data transmission, re-
ducing the frequency of inter-node communication, and employing efficient com-
munication protocols.

In the subsequent chapters of this dissertation, we delve into these challenges and
explore strategies for achieving scalability, data consistency, fault tolerance, and
efficient communication in the context of distributed systems. These challenges
and their solutions are integral to the successful operation of distributed systems
within the digital transformation landscape.
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1.2 Internet of Things

[oT represents a revolutionary technological paradigm that has quickly gained
prominence in the digital transformation era. It is an ecosystem of interconnected
physical devices, sensors, and objects that communicate and share data over the
Internet. These ”things” can range from everyday items like refrigerators and
wearable devices to industrial machinery, smart city infrastructure, and agricul-
tural sensors. The central idea behind IoT is to equip objects with sensors and
connectivity, allowing them to collect and exchange data, leading to enhanced
functionality and efficiency.

Key components

The [oT ecosystem consists of several fundamental components that work in har-
mony to enable the seamless flow of data and the functionality of IoT devices.
These components are integral to the successful operation of IoT applications and
services. Let’s delve into these key components:

1. Sensors and actuators: Sensors are the data collection and measurement devices
in the [oT ecosystem. They are equipped to monitor and measure various envi-
ronmental conditions, such as temperature, humidity, light, pressure, and motion.
Sensors can also include more specialized devices like GPS modules, biometric
sensors, and gas detectors. Their purpose is to collect data from the physical
world.

Actuators are the counterparts to sensors. They are responsible for taking actions
based on the data received. Common examples of actuators include motors, servos,
relays, and solenoids. Actuators allow IoT devices to interact with and influence
their surroundings, turning data insights into practical applications. For instance,
an [oT thermostat might use a temperature sensor to detect a rise in temperature
and activate the air conditioning (actuator) to cool the room.

2. Connectivity: Connectivity is the lifeline of the IoT ecosystem, as it enables
devices to communicate and share data. [oT devices rely on a variety of commu-
nication technologies to establish connectivity:

— Wi-Fi: Which is commonly used for devices within homes and businesses,
providing high-speed internet access. It is ideal for devices that have access
to a local Wi-Fi network.

— Cellular networks: Which include 4G and 5G, offer wide-ranging coverage,
making them suitable for mobile IoT devices and applications that require
connectivity in remote areas.
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— Bluetooth: This technology is often used for short-range communications,
connecting devices like smartphones and IoT peripherals.

— Low Power Wide Area Network (LPWAN): LPWAN technologies, such as
LoRaWAN and Sigfox, are designed for low-power, long-range communica-
tion. They are ideal for battery-operated IoT devices that need to transmit
data over long distances.

— RFID (Radio-Frequency Identification): RFID technology uses electromag-
netic fields to automatically identify and track tags attached to objects. It
is widely used for inventory and asset tracking.

3. Cloud services: They play a crucial role in the 0T ecosystem by providing a
platform for storing, analyzing, and processing the vast amounts of data gener-
ated by IoT devices. One of their key advantages is scalability, as they can handle
large data volumes and expand as IoT applications and services grow. Addition-
ally, cloud storage ensures accessibility, allowing users to remotely monitor and
control devices from anywhere with an internet connection. Cloud platforms also
facilitate data analytics by offering the computational resources needed to extract
meaningful insights. Moreover, they provide robust data management solutions
that ensure the reliability, availability, and security of IoT data, making them an
essential component of modern IoT infrastructures.

4. Data processing: Data processing and analysis are essential for transforming
raw loT data into actionable insights. Real-time data processing allows for im-
mediate responses to incoming information, enabling quick decision-making and
automation. Predictive analytics, powered by machine learning and artificial in-
telligence, helps forecast trends and potential events based on historical data, im-
proving efficiency and preparedness. Through data analysis, systems and processes
can be optimized, such as enabling predictive maintenance in industrial settings
or enhancing energy efficiency in smart buildings. Additionally, data visualiza-
tion through dashboards and reports makes complex IoT data more accessible and
actionable for organizations and end-users, ensuring informed decision-making.

5. Applications and user interfaces: IoT applications and user interfaces provide
end-users with a means to interact with and make sense of the data collected.

These applications range from smart home control panels to industrial monitoring
dashboards.

These key components form the foundation of the IoT ecosystem, working together
to collect, transmit, process, and leverage data from the physical world.
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Rapid growth of IoT

[oT’s growth has been nothing short of extraordinary. The proliferation of devices
is a testament to its importance in today’s interconnected world. Several factors
have contributed to its rapid expansion:

1. Advancements in connectivity: The availability of affordable and low-power
connectivity options has allowed a wide range of devices to become part of the
[oT landscape. From 5G networks to LPWAN technologies, these connectivity
solutions have made it feasible for even battery-operated devices to join the IoT.

2. Miniaturization and cost reduction: The shrinking size and cost reduction of
sensors and hardware components have made it economically viable to integrate
them into various products. As a result, IoT capabilities have been incorporated
into numerous consumer and industrial devices.

3. Data-driven insights: The value of data-driven decision-making is increasingly
recognized across industries. IoT generates a wealth of data that organizations
can harness for optimization, predictive maintenance, and improving the user
experience.

4. Industrial and enterprise adoption: Enterprises and industries have embraced
[oT for monitoring, automation, and process optimization. From logistics and
agriculture to manufacturing and healthcare, IoT is enhancing operational effi-
ciency and productivity.

5. Smart cities and infrastructure: Many cities are adopting IoT technologies
to improve public services and infrastructure. Smart traffic management, waste
collection, and environmental monitoring are just a few examples of how IoT is
making cities more efficient and sustainable.

Applications of IoT

The versatility of IoT technology has led to its adoption across a wide range
of sectors. In each of these sectors, IoT applications bring unique benefits and
opportunities, reshaping industries and enhancing processes. Here are some key
sectors where [oT is making a significant impact:

1. Smart homes: IoT has revolutionized the way we interact with our homes.
Smart thermostats, lighting systems, security cameras, and voice-activated assis-
tants are just a few examples of IoT devices that enhance comfort, convenience,
and energy efficiency for consumers. Smart homes can be remotely monitored and
controlled using smartphone apps.
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2. Healthcare: In the healthcare sector, IoT devices are instrumental in remote
patient monitoring, medication adherence, and the collection of real-time health
data. Wearable fitness trackers and medical devices provide doctors and patients
with valuable health insights, improving patient care and enabling early interven-
tion.

3. Agriculture: IoT has found applications in precision agriculture, where sen-
sors and data analytics help farmers optimize crop management, reduce water
usage, and increase yields. Smart farming techniques, driven by IoT, promote
sustainability and resource efficiency.

4. Industrial IoT (IIoT): In the industrial sector, IToT is revolutionizing manufac-
turing and logistics. Sensors and actuators in factories and supply chains enable
predictive maintenance, process optimization, and the efficient management of
assets. These advancements lead to increased productivity and cost savings.

5. Smart cities: Cities around the world are adopting IoT to become smarter and
more sustainable. IoT technology is used in traffic management, waste collection,
public safety, and environmental monitoring. Smart cities aim to enhance the
quality of life for citizens while improving resource management.

6. Energy: IoT is crucial in the energy sector for monitoring and controlling en-
ergy consumption. Smart grids, enabled by IoT, improve the efficiency of energy
distribution and enable utilities to respond to demand fluctuations. In the renew-
able energy sector, IoT plays a key role in optimizing the performance of solar and
wind farms.

7. Logistics and supply chain: IoT is transforming logistics and supply chain
operations. Asset tracking and real-time monitoring of shipments ensure that
goods are handled efficiently, reducing losses and improving overall supply chain
visibility.

8. Environmental monitoring: Environmental agencies use IoT technology to
collect data on air quality, water quality, and weather conditions. Real-time data
from sensors helps in assessing environmental changes and taking measures to
protect the environment.

9. Retail: Retail businesses use IoT for inventory management, customer engage-
ment, and in-store analytics. Beacon technology and RFID tags enable personal-
ized marketing and improved shopping experiences.

10. Transportation: IoT applications in transportation include real-time tracking
of vehicles, predictive maintenance for fleets, and the development of autonomous
vehicles. These advancements improve road safety and reduce transportation
costs.
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11. Education: In the education sector, IoT is used for smart classrooms and
campus management. [oT solutions enhance the learning experience and improve
security on educational campuses.

12. Public safety: IoT devices like body-worn cameras, gunshot detection systems,
and smart traffic management systems are employed by law enforcement agencies
to enhance public safety and security.

The adoption of IoT in these sectors underscores its transformative potential.
While the applications are diverse, they share common goals of improving effi-
ciency, reducing costs, and enhancing user experiences.

Challenges and considerations

While IoT holds immense promise, it also presents challenges. Issues related to
data security, privacy, and the management of vast amounts of data are critical
considerations. Additionally, ensuring the interoperability of diverse IoT devices
and platforms is an ongoing challenge.

In the chapters that follow, we explore the various aspects of IoT and the vital role
it plays in the digital transformation. We also delve into the specific challenges
and solutions related to IoT data management and security.

1.3 Cloud computing

Cloud computing is a foundational technology that underpins many aspects of
digital transformation. It revolutionizes the way computing resources are provi-
sioned, managed, and accessed. At its core, cloud computing involves the delivery
of computing services, such as storage, processing power, and software applica-
tions, over the Internet. These services are hosted and managed by cloud service
providers, eliminating the need for organizations and individuals to maintain their
own physical infrastructure.

Basic concepts

To understand the fundamentals of cloud computing, it is essential to explore its
key components. The service models define how cloud resources are delivered.
Infrastructure as a Service (IaaS) provides virtualized computing resources over
the internet, including virtual machines, storage, and networking, allowing users
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to control and manage the operating system and applications. Platform as a Ser-
vice (PaaS) offers a platform and environment for developers to build, deploy,
and manage applications without worrying about the underlying infrastructure,
thereby streamlining the development process. Software as a Service (SaaS) deliv-
ers software applications over the internet on a subscription basis, allowing users
to access them through web browsers without the need for local installations.

Cloud deployment models define how cloud environments are structured. The
public cloud is provided by cloud service providers to multiple organizations and
users, making resources accessible over the Internet. The private cloud is dedicated
to a single organization, often hosted on-premises or by a third-party provider,
serving only that organization’s needs. A hybrid cloud combines public and private
cloud resources, allowing data and applications to be shared between them, thus
providing flexibility and scalability.

Cloud computing is characterized by several essential features. On-demand self-
service enables users to provision computing resources as needed without requiring
human intervention. Broad network access ensures that cloud services can be ac-
cessed via various devices, including laptops, smartphones, and tablets. Resource
pooling allows computing resources to be shared among multiple users, with dy-
namic allocation and reassignment based on demand. Rapid elasticity ensures
that cloud resources can be quickly scaled up or down to accommodate changing
workloads. Additionally, cloud services follow a measured service model, where
resource usage is metered and users are billed based on their consumption.

By integrating these key components and characteristics, cloud computing pro-
vides a robust and scalable solution that supports modern digital applications,
enterprise operations, and personal computing needs.

Advantages of cloud computing

The adoption of cloud computing is driven by a wide array of advantages that cater
to the diverse needs of organizations and individuals in the digital transformation
era. Here are some of the key advantages of cloud computing:

1. Cost-efficiency: Cloud computing reduces capital expenditure by eliminating
the need for organizations to invest in and maintain their own physical hardware
and data centers, allowing resources to be redirected to strategic initiatives. The
pay-as-you-go model ensures organizations only pay for the resources they use,
making it a cost-effective solution. Furthermore, cloud providers benefit from
economies of scale, offering resources and services at lower costs than what orga-
nizations could achieve in-house.
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2. Scalability: Cloud services enable rapid scalability, allowing organizations to
quickly adjust resources based on fluctuating workloads or sudden demand surges.
Resource pooling ensures efficient allocation, with cloud providers dynamically
reallocating resources among users to meet varying demands.

3. Flexibility: Cloud providers offer a diverse range of services, from infrastruc-
ture to software applications, allowing organizations to tailor solutions to specific
needs. Additionally, remote access ensures that resources are available from any
location with internet connectivity, enabling remote work, global accessibility, and
increased mobility.

4. Accessibility: With a global reach provided by data centers in multiple regions,
cloud services ensure users can access resources from different geographic locations.
These services are also device-agnostic, allowing access via laptops, smartphones,
tablets, or IoT devices for enhanced convenience.

5. Security and compliance: Reputable cloud providers implement robust secu-
rity measures, such as encryption, access controls, and threat detection, often
surpassing what individual organizations can achieve. Many providers adhere to
industry-specific compliance standards, simplifying regulatory requirements for
organizations in regulated industries.

6. Disaster recovery: Cloud providers often include data redundancy and backup
solutions to safeguard against data loss from hardware failures or disasters. They
also offer disaster recovery services, ensuring rapid recovery of data and applica-
tions in the event of outages or other emergencies.

7. Agility and innovation: Cloud services accelerate the deployment of applications
and resources, reducing the time-to-market for new projects. They provide scalable
environments for development and testing, enabling developers to experiment and
iterate quickly. Continuous updates from providers allow organizations to access
the latest technologies with minimal effort.

8. Environmental benefits: By sharing resources among multiple users, cloud
computing optimizes resource utilization, reducing energy consumption and envi-
ronmental impact. Many providers adopt sustainable practices, such as utilizing
renewable energy sources in their data centers, contributing to environmental sus-
tainability:.

These advantages have made cloud computing a cornerstone of digital transfor-
mation, empowering organizations to streamline operations, reduce costs, enhance
security, and foster innovation.
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Challenges and security concerns

While cloud computing offers numerous advantages, it also presents challenges
and security concerns that organizations and individuals must address:

1. Data security: Storing sensitive data in the cloud introduces risks of data
breaches and unauthorized access. Organizations must implement strong encryp-
tion for data both in transit and at rest, alongside robust access controls and
authentication mechanisms.

2. Downtime and reliability: Cloud services can face outages, leading to inter-
ruptions in access to resources. Organizations should understand their provider’s
Service-Level Agreements (SLAs) and prepare contingencies for outages. Addi-
tionally, reliance on internet connectivity can disrupt access to resources during
connectivity issues.

3. Data transfer costs: Transmitting data to and from the cloud can incur sig-
nificant expenses, particularly with large volumes of data. Organizations should
assess these costs when planning cloud adoption.

4. Vendor lock-in: Migrating data and applications between cloud providers can
be complex and costly, potentially making organizations reliant on specific services
and APIs of their chosen provider.

5. Compliance and governance: Organizations in regulated industries must ensure
their cloud usage complies with specific regulations and governance requirements.
Data sovereignty rules may also dictate where data can be stored and processed,
influencing the choice of cloud regions.

6. Resource mismanagement: Over-provisioning resources can lead to unneces-
sary costs, while under-provisioning may result in performance issues. Effective
resource management is crucial to balance costs and performance.

7. Data privacy: Hosting data in shared infrastructure can raise privacy con-
cerns. Organizations must evaluate the implications of shared environments and
implement privacy safeguards.

8. Identity and access management: Ensuring proper access control is critical
to prevent unauthorized access to cloud resources. Implementing multi-factor
authentication enhances security but requires careful management to balance se-
curity and usability.

9. Legacy systems integration: Integrating legacy systems with cloud services
can be challenging. Organizations must develop strategies to connect on-premises
systems with cloud resources effectively.
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10. Resource management: Monitoring and controlling cloud costs can be com-
plex, especially in organizations with multiple users or departments. Optimizing
resource utilization is an ongoing challenge to ensure cost-efficiency and perfor-
mance.

Addressing these challenges requires comprehensive strategies that include robust
security measures, compliance efforts, and vigilant resource management. By
tackling these issues effectively, organizations can maximize the benefits of cloud
computing in the digital transformation era.

In the subsequent chapters, we explore strategies for enhancing security in the
cloud, managing costs, and optimizing resources to maximize the benefits of cloud
computing in the context of digital transformation.

1.4 Blockchain

Blockchain technology has emerged as a transformative innovation, offering de-
centralized and transparent solutions to various challenges in the digital world.
Its unique characteristics, such as immutability, security, and trustlessness, have
made it an integral part of modern technology systems. This section provides an
overview of blockchain, its core concepts, and its applications in critical areas.

Core concepts

At its core, blockchain is a distributed ledger technology that records transactions
across a network of nodes in a secure, transparent, and tamper-proof manner. Each
block in the chain contains a list of transactions, a timestamp, and a cryptographic
hash of the previous block. This structure ensures that data integrity is maintained
and makes it nearly impossible to alter past records without consensus from the
entire network.

Blockchain operates through consensus mechanisms, such as Proof of Work (PoW),
Proof of Stake (PoS), and Delegated Proof of Stake (DPoS), which validate and
secure transactions. These mechanisms ensure trust among participants without
requiring centralized intermediaries. Decentralization eliminates single points of
failure, reduces operational costs, and provides a resilient infrastructure for data
management and transaction processing. Smart contracts, another critical aspect
of blockchain, enable automated and self-executing agreements based on prede-
fined rules, further enhancing efficiency and reliability.
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Data integrity and transparency

Blockchain’s ability to ensure data integrity and transparency has led to its adop-
tion across diverse industries, solving critical issues related to trust and account-
ability.

1. Supply chain management: Blockchain enables real-time tracking and tracing
of goods, improving visibility and authenticity throughout the supply chain. It
ensures that each transaction, from raw material sourcing to final delivery, is
immutable and accessible to stakeholders.

2. Finance and banking: In the financial sector, blockchain facilitates secure
peer-to-peer transactions, cross-border payments, and decentralized finance (DeF1)
solutions. Its transparent ledger reduces fraud, minimizes transaction settlement
times, and enables access to financial services in underbanked regions.

3. Healthcare: Blockchain ensures secure and interoperable storage of patient
records, allowing stakeholders to share critical medical information while main-
taining privacy and compliance with regulations such as GDPR and HIPAA. It
also enhances traceability in pharmaceutical supply chains, reducing counterfeit
drugs.

4. Government and voting systems: Blockchain is being explored for secure and
transparent voting systems, ensuring that election results are tamper-proof and
verifiable. In public administration, it is used to improve transparency in record-
keeping, such as land registries and tax systems.

Integration with IoT

The integration of blockchain with IoT has unlocked new opportunities in secure
data exchange and network automation. IoT devices generate vast amounts of
data, often processed through centralized servers, creating vulnerabilities such as
data breaches and unauthorized access. Blockchain addresses these issues through
decentralization and immutable record-keeping.

By providing a decentralized framework for managing IoT devices, blockchain en-
ables secure communication while eliminating reliance on central authorities. Each
device in the network can be authenticated and verified through blockchain, reduc-
ing the risk of malicious actors compromising the system. Additionally, blockchain
ensures that IoT data remains tamper-proof and verifiable, which is particularly
important in applications like smart homes, autonomous vehicles, and industrial
automation, where data integrity directly impacts safety and efficiency.
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Beyond security, blockchain enhances transparency and auditing by creating an
immutable audit trail of all interactions between IoT devices. This improves ac-
countability and enables real-time monitoring, which is crucial in critical infras-
tructure such as smart grids and supply chain automation, where accurate data is
essential for operational success.

As blockchain continues to evolve, its integration with emerging technologies like
Artificial Intelligence (AI), Machine Learning (ML), and edge computing is ex-
pected to drive further innovation. Blockchain can enhance Al’s decision-making
by providing secure and verified data sources, ensuring more reliable outcomes.
Similarly, edge devices can leverage blockchain for decentralized processing and
secure interactions without requiring central oversight.

By combining its foundational principles with cutting-edge advancements, blockchain
is not only transforming existing systems but also creating new paradigms in data
management, security, and transparency. Its role in enhancing trust, efficiency,
and accountability positions it as a cornerstone of the digital economy and a crit-
ical enabler of technological advancement across industries.

1.5 Cybersecurity and data protection

In the digital age, cybersecurity and data protection have become critical to en-
suring the safety and privacy of information systems, particularly as the adoption
of IoT and distributed systems continues to grow. This section explores the im-
portance of cybersecurity in IoT, the threats and vulnerabilities facing distributed
systems, and key measures for data protection.

Cybersecurity in IoT

The IoT has transformed how devices communicate and share data, enabling in-
novation in areas such as smart homes, healthcare, transportation, and industrial
automation. However, this interconnectivity introduces significant cybersecurity
challenges. IoT devices are often deployed in large numbers, operate on varied
platforms, and may lack robust security protocols, making them attractive targets
for cyberattacks.

Securing IoT ecosystems is essential to protect sensitive data, prevent unautho-
rized access, and ensure the reliability of critical systems. For example, a cyberat-
tack on connected medical devices could jeopardize patient safety, while a breach
in smart grid infrastructure could disrupt energy distribution. Cybersecurity in
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IoT not only safeguards data integrity and confidentiality but also builds trust
among users and stakeholders, fostering broader adoption of IoT technologies.

Cybersecurity in distributed systems

Distributed systems, characterized by their reliance on interconnected compo-
nents, are increasingly used for scalable and efficient computing. However, their
decentralized nature introduces unique threats and vulnerabilities that must be
addressed.

1. Distributed denial-of-service (DDoS) attacks: Attackers can overwhelm dis-
tributed systems by flooding them with excessive traffic, rendering services un-
available. These attacks exploit the interconnected nature of distributed systems
to amplify their impact.

2. Unauthorized access: Weak authentication mechanisms can allow attackers to
gain unauthorized access to nodes or data within distributed systems, leading to
data breaches and service disruptions.

3. Data tampering: Without robust security measures, data transmitted across
distributed systems may be intercepted and altered, compromising its integrity
and reliability.

4. Insider threats: Malicious or negligent actions by authorized users can lead to
significant security breaches in distributed systems.

The complexity of distributed systems also increases the difficulty of detecting and
mitigating security incidents, underscoring the need for proactive and adaptive
cybersecurity measures.

Data protection measures

To combat cybersecurity threats and ensure data protection, organizations must
adopt comprehensive strategies that address both technological and procedural
aspects of security. One of the fundamental measures is encryption, which safe-
guards data both in transit and at rest, ensuring that intercepted information
remains unreadable to unauthorized parties. Modern encryption algorithms pro-
vide robust protection against evolving threats.

Access control mechanisms, such as Role-Based Access Control (RBAC) and
Multi-Factor Authentication (MFA), help minimize the risk of unauthorized access
to sensitive systems and data. Regularly reviewing and updating access permis-
sions further strengthens security. Additionally, network segmentation plays a
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crucial role in limiting the impact of security breaches by dividing networks into
smaller, isolated segments, preventing attackers from moving laterally across sys-
tems.

Intrusion Detection and Prevention Systems (IDPS) enhance security by iden-
tifying and responding to potential threats in real-time, thereby reducing the
likelihood of data breaches or service disruptions. Regular updates and patch
management ensure that known vulnerabilities are addressed, minimizing the risk
of exploitation by attackers.

Beyond technical measures, employee training is essential in fostering a culture of
security awareness. Educating staff on cybersecurity best practices, such as rec-
ognizing phishing attempts and using strong passwords, significantly enhances an
organization’s overall security posture. By integrating these protective measures,
organizations can effectively safeguard sensitive data and mitigate cybersecurity
risks.

Cybersecurity in emerging technologies

As technologies like artificial intelligence (AI), blockchain, and edge computing
gain prominence, they present both opportunities and challenges for cybersecu-
rity. For example, Al can enhance threat detection and response but can also be
used by attackers to develop sophisticated malware. Similarly, blockchain offers
transparency and immutability, but its integration with existing systems requires
careful consideration of security implications.

By implementing robust data protection measures and adapting to the evolving
threat landscape, organizations can safeguard their digital assets and maintain
the trust of their stakeholders. Cybersecurity and data protection are not just
technical requirements but strategic imperatives in an increasingly connected and
data-driven world.

1.6 Cryptography

Cryptography, a fundamental pillar of secure communication, lies at the heart of
modern computer and information security. Derived from the Greek word “kryp-
tos,” meaning "hidden,” and ”logos,” meaning "word,” cryptography refers to the
scientific art of coding and decoding messages to protect their confidentiality, in-
tegrity, and authenticity. This section explores the fundamentals of cryptography,
its role in data security, and the various cryptographic techniques and algorithms
that shape modern cryptosystems.
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Fundamentals of cryptography

The field of cryptology, often abbreviated as crypto, encompasses two closely re-
lated disciplines: cryptography and cryptanalysis. While cryptography focuses on
creating secure communication protocols to encode and decode messages, crypt-
analysis involves the study of breaking those protocols, deciphering codes, and
exploiting weaknesses in cryptosystems.

Systems designed for encrypting information are commonly known as cryptosys-
tems or ciphersystems, drawing from the term “cipher,” derived from the Arabic
"sifr,” meaning "zero” or "empty.” The terms cipher and crypto are often used
interchangeably, with some authors favoring "cipher” to sidestep the religious and
cultural associations of "crypt.”

Cryptographic systems use algorithms to transform plaintext into ciphertext (en-
cryption) and restore ciphertext back into plaintext (decryption). The terms en-
cryption and encipherment, as well as decryption and decipherment, are often
used interchangeably. These systems rely on keys—secret values known only to
authorized parties—to ensure security. Without the correct key, an adversary
cannot decode encrypted information.

Historically, cryptography was used to secure military and diplomatic communi-
cations. Today, its scope extends far beyond, underpinning the security of modern
digital systems, networks, and online interactions.

Cryptography and data security

Cryptography plays a critical role in maintaining the pillars of data security, in-
cluding confidentiality, integrity, authenticity, and nonrepudiation. Confidential-
ity is achieved through encryption, which transforms data into an unreadable
format to ensure that only authorized individuals can access the original content.
This protection applies to both stored data, such as files on devices, and data in
transit, including network communications. Modern cryptographic protocols like
SSL/TLS secure internet traffic, while encryption tools safeguard sensitive files
and emails.

Ensuring data integrity is another fundamental aspect of cryptography, prevent-
ing unauthorized modifications and guaranteeing accuracy and reliability. Hash
functions and Message Authentication Codes (MACs) generate unique digital fin-
gerprints for data, allowing any unauthorized alterations to be detected if the
fingerprint changes.

Authenticity in secure communication is established through cryptographic meth-
ods such as digital signatures, which verify the identity of users and systems.
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Public Key Infrastructure (PKI) enables secure authentication by allowing users
to validate digital certificates and signed documents, ensuring that messages or
transactions originate from a trusted source.

Cryptography also provides nonrepudiation, ensuring that parties cannot deny
their involvement in a transaction or communication. Digital signatures, com-
bined with public key cryptography, create undeniable proof of authorship and
participation in electronic transactions, such as stock orders or legal agreements.
By integrating these cryptographic principles, organizations can safeguard data
against unauthorized access, tampering, and forgery, reinforcing overall security
in digital communications and storage.

Techniques and algorithms

Modern cryptography employs a wide range of techniques and algorithms to
achieve its goals. These methods are designed to be computationally secure and
resistant to attacks by malicious actors. Key cryptographic techniques include:

1. Symmetric key encryption: In symmetric encryption, the same key is used
for both encryption and decryption. Algorithms like AES (Advanced Encryption
Standard) and DES (Data Encryption Standard) are commonly used for fast and
efficient encryption of large datasets.

2. Asymmetric key encryption: Also known as public key cryptography, this
method uses a pair of keys—a public key for encryption and a private key for de-
cryption. RSA (Rivest-Shamir-Adleman) and ECC (Elliptic Curve Cryptography)
are widely used for secure communication and digital signatures.

3. Hash functions: Cryptographic hash functions, such as SHA-256 (Secure Hash
Algorithm), generate fixed-length outputs from input data. They are used for
verifying data integrity, digital signatures, and password storage.

4. Digital signatures: These are cryptographic proofs of authenticity that ensure
messages or documents have not been tampered with and were created by the
claimed sender. Digital signatures rely on asymmetric encryption and are crucial
for electronic transactions.

5. Hybrid cryptosystems: Many systems combine symmetric and asymmetric
cryptography to leverage the advantages of both. For instance, symmetric en-
cryption secures large amounts of data, while asymmetric encryption securely
exchanges the symmetric keys.

Cryptographic algorithms must balance security and performance. They are sub-
ject to rigorous testing and validation to resist evolving threats, including attacks
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from quantum computers in the near future. Quantum-resistant cryptographic
algorithms are an emerging area of research aimed at addressing these challenges.

Cryptography in a connected world

As the digital landscape expands, cryptography remains central to securing [oT de-
vices, distributed systems, and emerging technologies. In IoT ecosystems, lightweight
cryptographic techniques ensure secure communication between resource-constrained
devices. Distributed systems rely on cryptography for secure data exchange, while
blockchain technology integrates cryptographic primitives such as hash functions
and digital signatures to ensure immutability and authenticity.

By safeguarding the confidentiality, integrity, and authenticity of data, cryptog-
raphy empowers individuals, organizations, and governments to communicate se-
curely and confidently in a rapidly evolving digital world. Its continuous evolution,
driven by new threats and technological advancements, underscores its importance
in maintaining trust and security in the information age.
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Chapter 2

Homomorphic Encryption
Fundamentals

In the ever-evolving landscape of cryptography, one frontier stands as a testament
to the ingenuity of cryptographic research and its far-reaching implications for
data privacy and security. This chapter delves into the enigma of Homomorphic
Encryption (HE), a revolutionary paradigm that defies traditional cryptographic
norms by enabling computations on encrypted data without the need for decryp-
tion. We will unravel the underlying principles and mechanisms that render HE
a reality, exploring its diverse applications.

2.1 Preliminaries

Embarking on the intricate journey of encryption necessitates a robust understand-
ing of the mathematical foundations that underpin cryptographic systems. This
section serves as a gateway, introducing key mathematical concepts like groups,
rings, and lattices, laying the groundwork for comprehending both symmetric and
asymmetric encryption methodologies.

Groups In the context of encryption, group theory provides a formal framework
for understanding algebraic structures crucial to cryptography. A group G consists
of a set of elements and an operation * that satisfies these properties:

Closure: Va,be G, axbed

Associativity: V a,b,c € G, (a*xb)*xc=ax* (bx*c)

Identity: 30€ G, ax0=a

Invertibility: Va € G,3 (—a) € G, ax*(—a)=0

28



An abelian group, also known as a commutative group, is one in which the group
operation is commutative. For our purposes, we often deal with additive groups,
where the operation is addition; these are formally denoted as (G, +). Addition-
ally, understanding cyclic groups and their properties becomes essential. A cyclic
group is generated by a single element, and it exhibits unique properties that align
with HE mechanisms. Groups play a foundational role in cryptographic protocols,
particularly in key generation and manipulation.

Rings Building on the concept of groups, we extend our exploration to rings and
fields. A ring (R, +,-) incorporates two operations, addition and multiplication.
It introduces new elements of zero and unity, making it a more versatile structure
for cryptographic purposes. Ring properties are:

e Closure: Va,be R, a+be R,a-beR

o Commutativity (addition): Va,b€e R, a-b=b-a

o Commutativity (multiplication): ¥V a,b,c € R, (a-b)-c=a-(b-c)

 Associativity (addition): ¥V a,b,c € R, (a+b)+c=a+ (b+¢)

 Associativity (multiplication): ¥V a,b,c € R, (a-b)-c=a-(b-c¢)

 Distributivity: V a,b,c€ R, a-(b+c¢)=a-b+a-c

o Identity (additive): Va€e R, 30€ R, a+0=a

o Invertibility (additive): Va € R,3 (—a) € R, a+(—a)=0

Fields Fields elevate our exploration, providing a more refined algebraic struc-
ture. A field F'is a set equipped with two operations, addition and multiplication,
such that it satisfies all the properties of a ring and introduces multiplicative
inverses:

o Identity (multiplicative): Va€e F,31€F a-1=a

o Invertibility (multiplicative): Va € F\{0},3a' €F, a-a'=1

The multiplicative inverses concept ensures that every nonzero element has a re-
ciprocal within the set. This property is crucial for cryptographic protocols, pro-
viding a means for division operations: The existence of a multiplicative identity
and inverses facilitates the manipulation of encrypted data while preserving the
algebraic integrity necessary for secure computations. Fields, therefore, offer a
more refined mathematical structure that aligns seamlessly with the requirements
of HE protocols.
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Lattices Lattices are indispensable in the world of HE, especially in lattice-
based cryptographic systems. A lattice is a geometric arrangement of points in a
multi-dimensional space. Precisely, a lattice in k-dimensional space is a discrete
set of points generated by linear combinations of basis vectors. In other words,
it’s a discrete additive subgroup of R™ which can be represented as A = {7, - by +
Yo ba+ ...+ bk | v € Z}, where B = (by, b, ..., by) are linearly independent
vectors in R™. The term B is called base of the lattice.

2.2 Modular arithmetic

Modular arithmetic is another cornerstone, especially in algorithms relying on
modular operations. Modular arithmetic is a system of arithmetic where numbers
"wrap around” after reaching a certain value, known as the modulus. For example,
in the modulo 5 system, the numbers 0 through 4 are used, and any number greater
than 4 is reduced to its remainder when divided by 5. This means that 6 mod 5
is equal to 1, 7 mod 5 is equal to 2, 8 mod 5 is equal to 3, and so on.

The basic operations of addition, subtraction, and multiplication can be performed
in modular arithmetic just like in regular arithmetic, with the difference being that
the results are reduced modulo the modulus. For example, in the modulo 7 system,
the sum of 3 and 5 is 8, but since 8 is greater than 7, we take its remainder when
divided by 7, which is 1. Therefore, 3 + 5 mod 7 is equal to 1.

An essential property of modular arithmetic is that it forms a group under addi-
tion, meaning that any two numbers a and b in the modulo n system have a sum
(a + b) mod n within the modulo n system. This group includes an identity ele-
ment (0) and inverse elements (—a), such that a + (—a) mod n equals 0. Modular
multiplication also exhibits intriguing properties. For example, if a and b are two
integers that are relatively prime to the modulus n, i.e., their greatest common
divisor (GCD) is 1, then their product a - b mod n is also relatively prime to n.
This implies that there exist integers x and y such that (a -z + b - y) mod n is
equal to 1, which is known as the extended Euclidean algorithm.

Another important operation in modular arithmetic is exponentiation. The power
of a number a raised to an exponent k& modulo n (a* mod n) can be efficiently
computed using algorithms such as square-and-multiply [9]. This is a crucial
operation in many cryptographic protocols. Additionally, the modular inverse
operation is also important in the field of cryptography, particularly for decryption
in asymmetric cryptography. The modular inverse of a, denoted as a™!, is the
number z such that a - x mod n = 1. This operation exists if and only if ¢ and n
are coprime.
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In number theory, the finite group 7Z,;, consisting of integers modulo ¢, forms a
subgroup of positive integers modulo t. Alternatively denoted as Z/tZ, this group
can be visualized as the set of integers within the range (—%,%]. For example,
when ¢ = 5, the group Zs comprises the elements {0, 1,2,3,4}. Moreover, when
t is prime, this group forms a finite field denoted as F;. This is the case of the

multiplicative group Z,, which includes integers modulo ¢ that are coprime to ¢.

Another important concept in modular arithmetic is the concept of congruence
and residue classes. Two integers a and b are said to be congruent modulo n, with
n # 0, if and only if n divides their difference (a —b). In other words, a and b have
the same remainder when divided by n. This can be expressed mathematically as:

a=b (modn)<=n|(a—0>) (2.1)

The symbol = represents the congruence relation, while (mod n) indicates the
modulus. Congruences can be manipulated just like equations. For example, if
a=b (mod n) and ¢ =d (mod n), then we have the following properties:

o Addition: a +c¢=b+d (mod n)

e Subtraction: a —c=b—d (mod n)

o Multiplication: a-c=0b-d (mod n)
Additionally, congruences satisfy certain properties:

« Cancellation: If a = b (mod n) and c is relatively prime to n, then ac = be
(mod n)

o Transitivity: If a = b (mod n) and b = ¢ (mod n), then a = ¢ (mod n)
Residue classes are the distinct sets of integers that share the same remainder
when divided by n. When working with congruences, we often group integers into
residue classes to study their properties. The residue class of an integer a modulo

n is denoted as [al,, or simply [a]. Formally, [a], is the set of integers b such that
a =b (mod n), as shown bellow:

lal,={b€Z|a=b (modn)} (2.2)

For example, the residue class [2]5 consists of all integers that leave a remainder
of 2 when divided by 5, such as —8, —3,2,7,12, ...
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Residue classes enable us to partition the integers into distinct sets based on their
remainders modulo n. For any integers a,b,c € Z, and a positive integer n, the
following properties hold within residue classes:

+ Addition: [al,, + [b], = [a + b],
 Subtraction: [a], — [b], = [a — 1],

o Multiplication: [al, - [b], = [a - ],

Moreover, residue classes possess cancellation and transitive properties, similar
to congruences. These properties allow us to perform arithmetic operations and
simplify expressions involving residue classes.

2.3 Encryption

In the realm of cryptography, an algorithm serves as a set of systematic instruc-
tions, guiding data transformation for security purposes. Ciphers, on the other
hand, are methods employed within these algorithms to convert plaintext into ci-
phertext, obscuring the original content. Ciphertext represents the encrypted form
of a message, while codes involve symbolic representations for words or phrases.
Decrypting or deciphering is the process of reversing encryption, revealing the
original message from its encrypted form. Conversely, encryption or encipher-
ing involves transforming plaintext into ciphertext, ensuring confidentiality. Keys
play a pivotal role, serving as unique pieces of information that control these cryp-
tographic processes. Lastly, plaintext refers to the human-readable, unencrypted
form of a message.

Encryption algorithms can be divided into two categories: symmetric and asym-
metric. Symmetric encryption uses a single shared key for encryption and decryp-
tion, while asymmetric encryption uses a public key for encryption and a private
key for decryption. Symmetric encryption is efficient for bulk data encryption,
while asymmetric encryption is useful for secure key exchange and digital signa-
tures. See Figure 2.1 for an illustration of these mechanisms.

2.3.1 Symmetric encryption

Symmetric key cryptography is the bedrock of secure communication. A sym-
metric key algorithm employs a single key (k) for both encryption (Enc) and de-
cryption (Dec). The process is represented as ¢ = Enc(k, m) and m = Dec(k, ¢),
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Symmetric:

Same key
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Figure 2.1: Symmetric vs. asymmetric encryption

where ¢ is ciphertext and m is plaintext. Notable symmetric key algorithms in-
clude block ciphers (e.g., DES, AES) and stream ciphers (e.g., RC4). The security
relies on the key being kept secret.

Delving into modern symmetric encryption, the Advanced Encryption Standard
(AES) is a prominent algorithm. It operates on fixed-size blocks and supports key
sizes of 128, 192, or 256 bits. The AES encryption process involves substitution
(SubBytes), permutation (ShiftRows), mixing (MixColumns), and key addition
(AddRoundKey) in multiple rounds. The strength of AES lies in its resistance to
various cryptographic attacks.

2.3.2 Asymmetric encryption

Asymmetric key cryptography introduces pairs of keys: a public key pk for en-
cryption and a private key sk for decryption. The security of this system relies on
the computational difficulty of deriving the private key from the public key. The
encryption process is represented as ¢ = Enc(pk,m), and the decryption process
as m = Dec(sk, c). Notable algorithms include RSA and ECC.

RSA (Rivest—Shamir-Adleman) is a widely-used asymmetric algorithm based on
the difficulty of factoring large semiprime numbers. Its security relies on the chal-
lenge of factoring the product of two large prime numbers. The key generation
process involves selecting two large prime numbers, computing their product, and
deriving the public and private keys. Elliptic Curve Cryptography (ECC) lever-
ages the mathematical properties of elliptic curves to provide strong security with
shorter key lengths compared to RSA. The security is based on the elliptic curve
discrete logarithm problem.
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2.4 Homomorphic encryption

Homomorphism finds its roots in the Greek words "homos” and "morphe.” In
Greek, "homos” translates to “same,” while "morphe” means "shape” [10]. Con-
sequently, homomorphic can be interpreted as entities possessing a similar shape
or form.

In 1978, Rivest, Adleman, and Dertouzos acknowledged the homomorphic features
present in different encryption methods, as documented in [11]. Their publication
introduced the concept of "privacy homomorphism,” suggesting a way to safeguard
data while enabling its utilization by untrusted entities. HE actually refers to
the algebraic term homomorphism. In algebra, a homomorphism is a structure-
preserving map between two algebraic structures. Specifically, if we have two
groups (A, *) and (B, e), a homomorphism ¢ is a mapping that satisfies

plaxb) = p(a) e p(b) (2.3)
with a,b € A and ¢(a), ¢(b) € B.

This concept can be extended to rings or similar algebraic structures with multiple
operations. In the context of cryptography, HE leverages the idea of homomor-
phisms for secure computations on encrypted data. The mapping, in this case, is
represented by the following function

Enc: P —C (2.4)

where (P, +,-) is the ring of plaintexts, and (C,®,®) is the ring of ciphertexts.
The function Enc is described as a randomized function, meaning it involves a
random sampling process from a lattice based on a probability density function.
The randomness in the input determines the specific ciphertext a plaintext will be
mapped to.

The function Enc is not a deterministic mapping but a randomized one. It takes
inputs from the space K, which represents the set of randomized inputs. It is
therefore denoted as

Enc: Px K —C (2.5)

indicating that it takes a plaintext and a random input from the key space to
produce a ciphertext.

Decryption is intuitively expressed as
Dec=Enc':C — P (2.6)

Dec is described as a many-to-one function, indicating that multiple ciphertexts
can correspond to the same plaintext.
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An encryption scheme is considered homomorphic with respect to an operation
* on plaintexts if the decryption of the result of the operation e on the two ci-
phertexts is equal to the decryption of ciphertext of operation x performed on the
original plaintexts. Mathematically, this is expressed as

Dec(Enc(my) e Enc(msy)) = Dec(Enc(my x ms))

=M1 * My

(2.7)

for some operation * on plaintexts in P and other operation e on ciphertexts in

C.
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2.5 HE algorithms

Key Encryption Decryption Evaluation
generation (Enc) (Dec) (Ewval)
(KeyGen)

Algo. KeyGen(15) — Encpr(m) — ¢ Decg(c) - m Evalpeyr(f, c1,c2,
(pk, pevk, sk) ., C) =y

Input A security Public Secret Public
parameter encryption key decryption key evaluation key
represented as pk and a sk and pevk, a set of
unary, typically | plaintext single | ciphertext c ciphertexts
denoted as 1%, bit message {e1,¢9,...,¢},
which denotes (m €{0,1}) and a function
the level of to be applied to
security the plaintexts
provided by the
encryption
scheme

Output | A set formed of | Ciphertext ¢ Plaintext Ciphertext
a public message m representing the
encryption key result of
pk, public applying the
evaluation key function to the
pevk, and secret plaintexts
decryption key
sk

Aim Generates the Encrypts the Decrypts the Enables

necessary keys
for encryption,
evaluation, and
decryption

plaintext
message using
the public key,
resulting in a
ciphertext.

ciphertext using
the secret key
to recover the
original
plaintext
message

computation on
encrypted data.
It takes a set of
ciphertexts and
performs a
specified
operation on
the underlying
plaintexts
without
decrypting them

Table 2.1: HE schemes specification

In contrast to encryption schemes employing three algorithms, HE schemes dis-
tinguish themselves by incorporating four distinct algorithms. These include the
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key generation, encryption, decryption, and additional evaluation algorithms. All
these probabilistic polynomial-time (PPT) algorithms form a quadruple that can
be expressed as (KeyGen, Enc, Dec, Eval). They are described in table 2.1.

In a HE scheme, the key feature is the ability to perform computations on en-
crypted data. The encryption algorithm allows for secure transmission of data, the
decryption algorithm allows the authorized party to recover the original message,
and the evaluation algorithm enables computations on encrypted data without
revealing the actual content. This makes it possible to delegate computations to
untrusted servers while maintaining the confidentiality of the data.

2.6 Homomorphic scheme types

A cryptographic scheme is deemed “somewhat homomorphic” when its capability
to execute operations is constrained by an inability to effectively decrypt beyond
a certain threshold of noise introduced during these operations. Specifically, when
we label a scheme as additively homomorphic, it implies that an infinite num-
ber of operations can be conducted with ciphertexts, each precisely corresponding
to an unlimited sequence of additions with plaintexts. Consider another case: a
multiplicatively homomorphic scheme should permit an unrestricted number of
operations, mirroring the multiplication of plaintexts, prior to the decryption of
the resulting ciphertext. A scheme attains full homomorphism when it can seam-
lessly execute an unlimited number of both addition and multiplication operations.
Figure 2.2 summarizes this.

/o -
Fully

Homomorphic I
Encryption

Types of Partially
Homomorphic Homomorphic
Encryption Encryption

Somewhat
\ Homomorphic
Encryption

N

Figure 2.2: Types of HE
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2.6.1 Partially homomorphic

PHE schemes stand out based on their ability to homomorphically evaluate specific
operations, specifically either addition or multiplication, but not both simultane-
ously.

2.6.1.1 Addtitive

An additive scheme, which permits an infinite number of operations related to
plaintext additions, can be defined as follows:

Enc(my) @ Enc(msy) = Enc(my + ms) (2.8)

Upon decrypting both sides, the result is the sum of the plaintexts.

Known additive schemes include ElGamal [12], Goldwasser-Micali [13], Benaloh,
Paillier [14], and Boneh-Goh-Nissim [15].

To illustrate the concept of additive HE schemes, we explore the additive variant
of the ElGamal public key encryption scheme, provided in algorithm 1. To re-
capitulate, a user generates a public key consisting of parameters (p, a, 8) and a
private key a. The generator o and the secret exponent a contribute to the public
key, while 3 is derived from a®* mod p. This pairing forms the foundation for
secure communication. As randomization is a crucial element in ElGamal, a ran-
dom value k is generated for each encryption. The sender then computes = + o
mod p and y < o™ - ¥ mod p, creating the ciphertext (z,y). The randomness
in k£ enhances the security of the encryption. Armed with the private key a, the
recipient computes a shared secret using * mod p. The original plaintext m is
then recovered by calculating (z%)™' mod p. This process ensures that only the
authorized recipient can decipher the message.
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Algorithm 1 Additive ElGamal scheme

KEY GENERATION
Require: None
Ensure: public key pk, private key sk
1: function KEYGEN( )
2: p < large prime number
3 a < generator of the multiplicative group modulo p (i.e., « € Z/pZ*)
4 a < random secret exponent (with 1 <a <p—1)
5: £+ a* mod p
6 return pk = (p,«, 3), sk =a
7: end function

ENCRYPTION
Require: public key (p, a, #), plaintext m
Ensure: ciphertext c
8: function ENC(m)

9: k < random number (with 1 <k <p —1)
10: r < af mod p

11: Y+ a™- 3% mod p

12: return ¢ = (z,y)

13: end function

DECRYPTION
Require: public key (p, a, 8), private key a, ciphertext (x,y)
Ensure: plaintext m
14: function DEc(c)

15: s <— x* mod p (the shared secret)
16: m' < y-s ! modp

17: recover m from m’ = a™

18: return m

19: end function

HOMOMORPHIC ADDITION
Require: public key (p, a, 8), ciphertext (z1,y;), ciphertext (x,ys)
Ensure: ciphertext (1 - 22,91 - ¥2)
20: function ADD(c)

21: Tresult < T1+ Ty mod p
22: Yresult <= Y1 - Y2 mod b
23: return Cresult — (l‘resulh yresult)

24: end function
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The homomorphism property in ElGamal encryption is manifested by the previ-
ously mentioned capability to conduct computations on ciphertexts, aligning with
operations performed on the corresponding plaintexts. Specifically, given two
plaintexts m; and msy and their respective ciphertexts ¢; = Enc(my) = (z1,y1)
and ¢y = Enc(my) = (2, ys), the homomorphism property allows us to compute
an encryption of the sum of the plaintexts m; + ms by executing the component-
wise product of the ciphertexts, as shown bellow:

(xl - Tg, Y1 - yz) — (Ozkl -Ozk2 IIlOdp, a™ . Bkl a2 .Bkz modp)
— (ak1+k2 mod p, omtme Bkﬁ-/@ modp)

= (& mod p, ™ ™2 . B¥ mod p)

= Enc(my + my)

(2.9)

In order to observe this in practice, let’s delve into an illustrative example involving
Alice, who seeks to determine the sum of two messages, m; = 15 and my = 20.
However, she needs to utilize Bob’s calculator for this task. The process unfolds
through the additive ElGamal scheme as follows:

- Alice initiates the key pair generation by selecting a prime number p = 17. The
resulting multiplicative group modulo p is therefore Z/17Z*.

- Within this group, she identifies a primitive element, denoted as a = 4. Choosing
a random secret exponent from the set {2,...,16}, she sets a = 6, and computes
B = 4% mod 17 = 16. Consequently, Alice’s key pair comprises pk = (17,4, 16)
and sk = 6.

- Subsequently, she encrypts the messages m; and msy by selecting corresponding
random numbers k; = 7 and ks = 10. Using ki, she calculates z; = 4" mod 17 =
13 and g, = 4% - 16”7 mod 17 = 4. Similarly, employing ks, she obtains z, = 41°
mod 17 = 16 and y, = 4*° - 16'° mod 17 = 1.

- Alice concludes by transmitting the ciphertexts ¢; = (13,4) and ¢ = (16, 1) to
Bob.

- Upon receiving Alice’s ciphertexts, Bob computes their homomorphic addition:
Tresut = 1316 mod 17 =4 and Ypesur = 4 -1 mod 17 = 4. He returns c¢esur =
(4,4) to Alice.

- Alice partially decrypts Bob’s response by first computing the shared secret
s = 4% mod 17 = 16. Subsequently, she calculates m’ =4 -16"! mod 17 =4- 16
mod 17 = 13. Recognizing that m’ = o™, implying o™ = 13 mod 17.

- This result can be verified by examining the initial plaintexts’ addition (mj+ms):
amitm = o150 = 35 = 43 = 13 (mod 17). This aligns precisely with the
outcome of the partial decryption process.

Additively homomorphic encryption schemes find considerable utility across var-
ious applications. As examples, we highlight three noteworthy implementations.
Cohen and Fischer [16] introduced an additively homomorphic encryption scheme
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grounded in higher order residuosity, showcasing its efficacy in secure electronic
voting, influencing modern web-based voting systems like Helios [17]. Peikert
and Waters [18] devised lossy and all-but-one trapdoor functions using additively
homomorphic encryption schemes, leveraging these with additional properties to
formulate chosen ciphertext secure (CCA-secure) public-key encryption schemes.
The third application pertains to Private Information Retrieval (PIR) schemes,
which enable users to access information from a database while safeguarding the
confidentiality of their queries from the database itself. Kushilevitz and Ostro-
vsky [19] demonstrated the construction of PIR protocols with sub-linear com-
munication for a single database; this achievement is applicable to any additively
homomorphic encryption scheme.

2.6.1.2 Multiplicative

In the same vein of ideas, a multiplicative scheme permits an operation on cypher-
texts that is related to plaintexts’ multiplication. It can be defined as follows:

Enc(my) @ Enc(my) = Enc(my X my) (2.10)

Upon decrypting both sides, the end result manifests as the multiplication of the
initial plaintexts.

The original ElGamal scheme is an example of a cryptographic system that ex-
hibits multiplicative homomorphism. However, RSA encryption stands out as the
most renowned multiplicatively homomorphic scheme. Therefore, it’s worth ex-
ploring this scheme to get a better understanding of the concept, as detailed in
algorithm 2.

RSA cryptosystem [20], proposed in 1978 by Ron Rivest, Adi Shamir, and Leonard
Adleman, which uses ideas from number theory, involves choosing two large primes
p and ¢. The public key is formed by their product n = p - ¢, and the private key
is derived using Euler’s totient function ¢(n) = (p — 1) - (¢ — 1), which deter-
mines the number of positive integers smaller than n that are relatively prime to
n. The public key comprises n and a carefully chosen e, while the private key
involves d = ¢! mod n. Encrypting a plaintext m in RSA involves computing
¢ =m*® mod n. The modular arithmetic employed in encryption ensures the con-
fidentiality of the message. To recover the original message, the recipient uses the
private key d to calculate m = ¢ mod n. The mathematical properties of mod-
ular exponentiation guarantee successful decryption, which is effectively executed

as ¢’ = (m9)? mod n = (m)* " mod n=m mod n.
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Algorithm 2 RSA scheme

KEY GENERATION
Require: None
Ensure: public key pk, private key sk
1: function KEYGEN( )
2: p < large prime number
3 q < large prime number
4 n<p-q
5 @)« (p—1)-(¢g—1)
6: e < random number (with ged(e, p(n)) =1 and 1 < e < p(n))
7 d <+ e ' mod p(n)
8: return pk = (n,e), sk = (n,d)
9: end function

ENCRYPTION
Require: public key (n,e), plaintext m
Ensure: ciphertext c
10: function ENC(m)
11: c < m® modn
12: return c
13: end function

DECRYPTION
Require: private key (n, d), ciphertext ¢
Ensure: plaintext m
14: function DEc(c)
15: m < ¢ mod n
16: return m
17: end function

HOMOMORPHIC MULTIPLICATION
Require: public key (n,a), ciphertext ¢; and ¢y
Ensure: ciphertext c¢; - ¢y
18: function MurT(c)

19: Cresult < C1 - Co mod n
20: return c,esn;
21: end function

The magic of RSA lies in its homomorphic multiplication capability. Combining
two ciphertexts c¢; and ¢, results in a new ciphertext c; - co, encrypting the product
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of the respective plaintexts m; and ms, as follows:

c1-ca=mj-ms modn
= (my-my)® modn (2.11)

= Enc(my - ma)

To gain a practical insight into the RSA scheme, let’s revisit our earlier scenario
where Alice enlists Bob’s computational assistance without disclosing her sensitive
plaintexts. To reiterate, the specific values at play are m; = 15 and my = 20. Our
current aim is to perform a secure computation, specifically the multiplication of
these two values.

- Alice initiates the key pair generation by selecting two prime numbers p = 17
and p=11,son =17-11 = 187.

- Alice initiates the key pair generation by carefully choosing two prime numbers
p = 17 and p = 11, resulting in the composite modulus n = 17 - 11 = 187. She
then calculates the totient function, denoted as ¢ = (pl) - (¢1) = 1610 = 160.

- Alice then chooses a public exponent e such that 1 < e < ¢(n) and e is coprime to
(n). Let’s say she picks e = 7. She calculates her private exponent d as the mod-
ular multiplicative inverse of e modulo ¢(n). So, d = 23 since 7-23 =1 mod 160.
Alice’s public key is (n,e) = (187,7), and her private key is (n,d) = (187,23).

- Next, Alice encrypts her messages m; and my by computing ¢; = m{ mod n
and ¢, = m§ mod n. Using e = 7, she gets ¢; = 157 mod 187 = 93 and ¢, = 207
mod 187 = 147. She then transmits ¢; and ¢y to Bob.

- Upon receiving the ciphertexts ¢; and ¢o, Bob performs the homomorphic mul-
tiplication operation: cCpesur = €1 - ¢ mod n. In this case, Cresur = 93 - 147
mod 187 = 20. Bob sends ¢,.su+ back to Alice.

- To retrieve the plaintext result, Alice computes My eeur = ¢%,,;; mod n. Using
d = 23, she gets Myeour = 202 mod 187 = 113. Therefore, the product of m; and
mey is 113.

- This result aligns with the standard multiplication of the plaintexts: mq - ms =
15-20 = 300. The congruence my -mo = 300 mod 187 is consistent with the RSA
decryption process, confirming the successful homomorphic multiplication using
the RSA scheme.

2.6.2 Fully homomorphic

Fully homomorphic encryption (FHE) is characterized by its ability to execute
addition and multiplication operations simultaneously, enabling it to compute a
wide range of operations. In 2009, Craig Gentry introduced the initial construction
of a FHE [21], where he leverages lattice-based cryptography.
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2.6.2.1 Lattice-based cryptography

Lattice-based cryptography [22], a type of cryptographic scheme, derives its secu-
rity from the complexity of certain mathematical problems associated with lattice
structures. The underlying mathematical problems that lattice-based cryptogra-
phy relies on, such as finding the shortest vector in a lattice or approximating the
closest vector problem, are considered difficult to solve. One significant advantage
of lattice-based cryptography is its resilience to attacks by quantum computers.
Unlike some traditional cryptographic schemes, which rely on the challenge of fac-
toring large numbers, lattice-based cryptography remains secure against quantum
computers using Shor’s algorithm [23]. Consequently, lattice-based cryptography
is considered a promising candidate for post-quantum cryptography, offering a
robust level of security even as advancements in quantum computing continue.

An example of a lattice-based cryptographic primitive is the Learning With Errors
(LWE) [24] problem, where the challenge is distinguishing between true random
noise and intentionally introducing noise. LWE is a foundation for building various
cryptographic protocols, including public-key encryption, digital signatures, and
key exchange.

2.6.2.2 Gentry’s scheme

Gentry introduces a comprehensive ”blueprint” method consisting of three main
components: a Somewhat Homomorphic Encryption (SWHE) scheme, a boot-
strapping method to transform SWHE into FHE, and a specialized technique to
connect these components.

Gentry’s plan for achieving FHE was detailed in his influential work and relied on
ideal lattices, with the security of the scheme based on the assumed difficulty of the
"ideal coset problem” within these lattices. Gentry also presented an alternative
construction based on integer arithmetic in his PhD thesis [25], initially credited

to van Dijk. This construction was later completed and analyzed by van Dijk,
Gentry, Halevi, and Vaikuntanathan (DGHV) in [26].

DGHYV construction The first step is to create a SWHE scheme capable of
evaluating low-degree polynomials homomorphically. The problem involves poly-
nomials of the form p - ¢; + r;, where p is a random odd number, ¢; are chosen
from a distribution D which can potentially depend on p, and r; are small noise
terms. The goal is to find the hidden number p. The SWHE encryption scheme
works by key generation, encryption, evaluation, and decryption.
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To better understand the concepts, we will explore the integer-based scheme pro-
posed by van Dijk et al., which is considered a secret-key encryption scheme. In
this scheme, the odd n-bit integer p serves as the secret key (p € [2771,2")). For
a plaintext m, where m € {0, 1}, the resulting ciphertext is obtained by adding
a large random multiple of p, represented as ¢, to a randomly chosen integer M.
The selection of M ensures that its parity aligns with the value of m, meaning
M is even when m equals 0 and odd when m equals 1. The encryption process is
defined by the equation:

c=m+2-r+p-q (2.12)

where 7 is a random integer and r < & (or 2-r < £).

Decryption in this scheme involves reducing the ciphertext modulo p, which rep-

resents the "noise parameter”, typically falling within the range of [—-%,%). The
output of the decryption process is the parity of the resulting value, which can be
expressed as:

m = (¢ mod p) mod 2 (2.13)

To ensure successful decryption, the noise has to be small enough. More precisely,
decryption works as long as m +2-r < £.

When performing addition or multiplication operations on two ciphertexts, de-
noted as ¢; and ¢y, the resulting ciphertexts (¢* and ¢*) maintain a structure
similar to the original ones. Specifically:

c+:cl+02
=p-qu+2-ri+mi+p-q@+2-ro+my (2.14)
=p- (1 +q)+2-(ri +7r2)+ (my +my) '
=p-q +2-17"+ (m ®&my)
c=c-cy
=pP-qat+2-ri+m)- (p-@at2-r2+m
(P q1 1 1) (p q2 2 2) (2.15)

=p-(q1-co+cr-q)+2-(my-ra+r-mo+2-7r-19) + (Mg - M2)

When the initial noise quantities, r; and ry, are sufficiently small compared to
p, the resulting ciphertexts ¢* and ¢* can still be decrypted correctly. In other
words, if the noise is kept within certain bounds, the decryption process will yield
the intended values. Moreover, this scheme allows for the computation of low-
degree polynomials on ciphertexts, with the decrypted result corresponding to the
evaluation of the same polynomials (over Z,) applied to the plaintext bits.

The security of this scheme has been proven in [26] under the assumption that the
approximate greatest common divisor (approximate-GCD) problem is hard, which,
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in essence, involves finding the value of p. It is believed that the approximate-GCD
problem is indeed difficult for suitable parameters, further reinforcing the security
guarantees of the scheme. However, the described scheme lacks compactness, as
the bit size of the ciphertext grows with the degree of the evaluated polynomial. To
address this issue, van Dijk et al. proposed a solution involving the publication of
multiple near multiples of p with various sizes and using modular reduction. This
approach helps to mitigate the growth in ciphertext size. Nonetheless, the scheme
faces a more significant challenge related to its limited homomorphic capacity,
which is restricted to low-degree polynomials. This limitation arises due to the
rapid growth of noise magnitude with the degree of the polynomial, leading to
decryption failure when the noise surpasses £. This noise development problem is
inherent in Gentry’s construction from [21] and remains a prevalent challenge in
every FHE construction developed thus far.

Bootstrapping theorem Bootstrapping is a technique used to reduce the noise
in ciphertexts that accumulates during homomorphic operations. This technique,
first introduced by Gentry, transforms an SWHE scheme into a leveled FHE
scheme. The basic idea is to apply the decryption function homomorphically to a
ciphertext, using an encrypted version of the secret key as an input. This process
reduces the noise in the ciphertext, allowing for further homomorphic operations to
be performed. The resulting scheme is called a bootstrappable encryption scheme.

Bootstrapping can be applied to any ciphertext, enabling the homomorphic eval-
uation of functions with arbitrarily large depth. However, the decryption circuit
must be bootstrappable, meaning that it can be evaluated homomorphically using
the bootstrapping procedure.

Let’s consider an encryption scheme with two pairs of public and secret keys
(pky, ski) and (pks, sks), and an encryption algorithm Enc. Let ¢ = Ency, (m)
be a ciphertext that encrypts a message m under the public key pk;. The boot-
strapping procedure is performed in three steps:

1. Encrypting the secret key: The first step is to encrypt the secret key sk;
under a fresh public key pks, resulting in an encrypted secret key skj =
Encp, (sky).

2. Encrypting the ciphertext: The second step is to encrypt the ciphertext c
under the fresh public key pko, resulting in an encrypted ciphertext ¢ =
Ency, (c).

3. Homomorphic decryption: The third step is to apply the decryption function
homomorphically to the encrypted ciphertext ¢’; using the encrypted secret
key skj as an input. This results in a new ciphertext ¢’ that encrypts the
same message as the original ciphertext ¢ but with reduced noise.
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The homomorphic decryption step can be expressed using the following equation:
" = Eval(Dec, d, sk) (2.16)

where Eval is the homomorphic evaluation function that takes as input a function
f (in this case, the decryption function Dec), and two ciphertexts ¢; and ¢z, and
outputs a new ciphertext that encrypts the result of applying f to the plaintexts
corresponding to ¢; and ¢o. According to this definition, the preceding expression
can be further developed as follows:

Eval(Dec,d, sky) = Decpne,, (sk) (Encpr, (c))
= Enc;kz(Decskl(c))

— End, (m) (2.17)

~ Ency,(m)
The value Enc

ok, () 18 equivalent to Encyy, (m) because both decrypt to m, ie.,

Decyy, (Enc;,/7€2 (m)) = Decgp, (Encyr,(m)) = m.

The objective of bootstrapping is to reduce the noise of the ciphertext, which
enables further homomorphic operations to be performed. The new ciphertext
obtained after bootstrapping will have a higher noise level than a fresh ciphertext
but lower than a ciphertext obtained after homomorphically evaluating functions
with higher depth than the decryption circuit. The bootstrapping procedure can
be applied multiple times to further reduce the noise in the ciphertext. However,
each application of bootstrapping increases the computational complexity and
memory requirements of the FHE scheme.

The cornerstone result obtained by Gentry is that it suffices to construct a scheme
that is capable of evaluating only a particular set of small degree functions, known
as the decryption circuit, in order to construct a FHE scheme. If the scheme is
secure when the encryption of the secret key is published, then bootstrapping can
be applied to obtain a FHE scheme. The bootstrapping theorem states that if
an SWHE scheme is bootstrappable and the decryption circuit can be evaluated
homomorphically, then the scheme can be transformed into a FHE scheme. The
theorem can be expressed using the following equation:

Eval(f, Ency(ma), ..., Encpr(mg)) = Encpe(f(ma, ..., my)) (2.18)
where Fval is the homomorphic evaluation function, f is an arbitrary function,

and myq, ..., my are plaintext messages.

Squashing As mentioned earlier, bootstrapping is a technique used in FHE to
reduce the noise in ciphertexts that accumulates during homomorphic operations.
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However, Gentry’s original bootstrapping procedure was limited to decryption
algorithms with small depth, meaning that it could not be applied to more com-
plex functions. To overcome this limitation, Gentry introduced the technique of
squashing.

This final step addresses the challenge of applying the bootstrapping theorem to
existing SWHE schemes. Some of them, including the approximate-GCD based
scheme, have decryption circuits with degrees larger than their homomorphic ca-
pacity. Squashing works by selecting a set of vectors vy, vs, ..., v such that their
sum equals the multiplicative inverse of the secret key, i.e., (B%*J)™! = Zle v;.
Where B is the base used in the scheme, sk is the secret key, and J is a fixed
matrix used in the encoding of the message.

If the ciphertext ¢, obtained by encrypting m using the public key pk as Encyi(m),
is multiplied by the elements of the set of vectors, the polynomial degree of the cir-
cuit is reduced to a manageable level for the scheme. The bootstrapped ciphertext
¢ can therefore be obtained as follows:

k
¢ = Ency(mB?) H Ency(vi) +€;)  (mod q) (2.19)
=1

Here, z is a random integer that is added to the message before encryption to pre-
vent decryption attacks, e;’s are small error terms introduced during the homomor-
phic multiplication, and ¢ is the modulus used in the scheme. The bootstrapped
ciphertext ¢ now has a smaller noise level compared to the original ciphertext c,
allowing for further homomorphic operations to be performed.

The security of the squashing technique is based on the assumption of the Sparse
Subset Sum Problem (SSSP). The SSSP is a computational problem in which,
given a set of integers and a target sum, the goal is to find a subset of the integers
that add up to the target sum. The assumption is that it is computationally
hard to solve the SSSP for a randomly chosen set of integers. In the context of
squashing, the SSSP assumption is used to prove that it is hard to recover the
secret key from the ciphertext and the set of vectors used in the squashing process.

Despite the blueprint’s elegance, schemes constructed using it have limitations,
including reliance on non-standard cryptographic assumptions and efficiency con-
cerns.

2.7 Conclusion

Homomorphic encryption (HE) represents a groundbreaking advancement in cryp-
tography, enabling computations on encrypted data without decryption. This
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chapter explored the mathematical foundations essential to understanding HE,
including group theory, ring structures, and modular arithmetic, as well as the
core encryption mechanisms that define modern cryptosystems.

We examined different HE schemes, from Partially Homomorphic Encryption
(PHE) supporting either addition or multiplication, to Fully Homomorphic En-
cryption (FHE), which enables arbitrary computations on ciphertexts. Notably,
Gentry’s breakthrough construction introduced the concept of bootstrapping, ad-
dressing noise accumulation and making FHE practically viable.

Despite its immense potential, HE remains computationally expensive, posing
challenges in efficiency and implementation. However, ongoing research, particu-
larly in lattice-based cryptography and post-quantum security, continues to refine
HE protocols, paving the way for their application in secure cloud computing,
privacy-preserving machine learning, and confidential data processing. As the
need for secure and private computation grows, HE is poised to play a crucial role
in shaping the future of encrypted data processing.
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Chapter 3

HE for IoT and Cloud Computing

This chapter discusses the articles: ”A multi-key based lightweight additive homo-
morphic encryption scheme, The International Conference on Artificial Intelligence
for Cyber Security Systems and Privacy (AI-CSP’21), El Oued, Algeria, 2021.” and
”One digit checksum for data integrity verification of cloud-executed homomor-
phic encryption operations, The International Conference on Future Networks and
Distributed Systems (ICFNDS’23), Dubai, UAE, 2023.".

In the subsequent sections, we delve into the details of our proposed partially ho-
momorphic lightweight asymmetric encryption technique designed for IoT devices.
Simultaneously, we introduce a lightweight method to verify the integrity of homo-
morphically encrypted results performed in the cloud. Through a comprehensive
examination of our contributions, we aim to provide insights into enhancing the
security and functionality of IoT devices operating in cloud environments, address-
ing the evolving challenges at the intersection of HE and cloud computing.

3.1 Introduction

The rapid proliferation of IoT devices, characterized by their inherent constraints
such as low power and limited computational resources, has necessitated innova-
tive solutions to enhance their functionality and secure data management. One
promising approach involves the integration of IoT with cloud computing, of-
fering benefits like data scalability, increased device capacity, and economies of
scale. However, traditional cloud-based solutions pose privacy risks, mainly when
relying on untrustworthy service providers. This has led to the investigation of
cutting-edge cryptographic techniques to safeguard sensitive information in IoT
environments.

One noteworthy cryptographic advancement in this regard is homomorphic en-
cryption (HE), which, let us recall, is a technique that enables computations to be
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performed on encrypted data without decrypting it. HE introduces challenges re-
lated to data integrity, especially in cloud-based environments. The vulnerability
of homomorphically encrypted data to tampering attacks has prompted ongoing
research to develop robust methods for ensuring the integrity of results obtained
through homomorphic operations.

In this context, our research delves into the crossroads of IoT, cloud computing,
and HE, proposing novel techniques to address critical challenges in the field. We
introduce a partially homomorphic lightweight asymmetric encryption technique
tailored for IoT devices with limited resources. This technique stands out by al-
lowing the encryption of decimal digits of a message separately, each multiplied by
a distinct key. Unlike many existing encryption techniques, our proposed method
minimizes ciphertext expansion, keeping it close to the size of the original data.
Furthermore, the time complexity of our scheme is optimized to O(n), making it
particularly suitable for resource-constrained devices and networks while ensuring
high-security standards.

Building on the foundation of HE, we then extend our contributions to address
the critical issue of data integrity in cloud-based homomorphic computations. We
present a lightweight technique that empowers data owners to verify the integrity
of homomorphically encrypted results stored in the cloud. This method introduces
a simple yet effective approach by adding a single digit to the encrypted message
before storage, serving as verification proof. This digit subsequently enables the
validation of HE, ensuring the integrity of the computation results in an untrusted
cloud environment. Importantly, our technique is versatile and can be seamlessly
integrated with any homomorphic scheme employing encryption with non-isolated
plaintext.

The following sections delve into the details of our proposed encryption technique
and the method for ensuring verifiable HE. We discuss the motivation, design con-
siderations, and the potential impact of our contributions on enhancing the secu-
rity and functionality of IoT devices operating in cloud environments. Through
rigorous analysis and experimental validation, we demonstrate the effectiveness
and efficiency of our proposed techniques, positioning them as valuable contribu-
tions to the evolving landscape of secure and privacy-preserving IoT and cloud
computing ecosystems.

3.2 Background

Data security is a paramount concern for data owners across various sectors. HE
emerges as an up-and-coming solution to guarantee privacy in scenarios where
sensitive data requires protection. This cryptographic technique enables adequate
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data security, allowing operations to be conducted on encrypted data without
compromising its confidentiality. Applications of HE extend to securing data
stored in the cloud, providing a means to perform operations on encrypted data,
and even facilitating the operation of peer-to-peer cryptocurrencies without the
need for a central authority [27].

Encryption, a fundamental aspect of securing data, comes in two commonly used
types: symmetric and asymmetric encryption. Symmetric encryption relies on
a shared key for both encryption and decryption, while asymmetric encryption
involves the distribution of a public key for encryption and a private key for
decryption. However, the vulnerability of symmetric encryption lies in the fact
that if an adversary gains access to the secret key, they can decrypt all messages
encrypted with that key. In contrast, asymmetric encryption introduces a more
distributed approach, limiting the potential damage an adversary can cause by
obtaining the private key of a specific party.

HE schemes offer varying degrees of computational flexibility, they are catego-
rized into three types: Partially Homomorphic (PHE), Leveled Fully Homomor-
phic (LFHE), and Fully Homomorphic (FHE). PHE schemes allow one operation
type (either addition or multiplication) with an unlimited number of repetitions
on encrypted messages [20, 12], while LFHE schemes cover both addition and
multiplication but with a limited number of operations, primarily from the cir-
cuit depth perspective. The groundbreaking Fully FHE scheme, introduced by
Gentry in 2009 [21], enables both addition and multiplication with an unlimited
number of operations. This empowers users to perform any arbitrary computation
on encrypted data, which unlocks a vast potential for data analysis in the cloud.
However, existing FHE schemes often come at a significant cost. The sheer size of
keys, ciphertexts, and the computational complexity associated with FHE opera-
tions render them impractical for resource-constrained IoT devices. For instance,
the Gentry and Halevi FHE scheme requires a public key of 70 megabytes and
substantial time for basic operations. To address these limitations, we’ve proposed
an asymmetric Multi-Keys Partially Homomorphic Encryption (MK-PHE) scheme
designed for integers, taking into account the feasibility in an IoT environment.

In parallel, cloud computing has transformed the data storage and processing land-
scape. It operates as an infrastructure where remote servers, accessed through the
Internet, manage storage and processing. The flexibility and on-demand nature
of cloud services, encompassing Infrastructure as a Service (IaaS), Platform as a
Service (PaaS), and Software as a Service (SaaS), provide clients with the neces-
sary tools and resources to meet their diverse needs. Despite the advantages of
cloud computing, security and privacy challenges hinder its widespread adoption.

The benefits of cloud services, such as saving storage space and computing time,
are countered by significant security and privacy challenges. Clients often lack
visibility into how their data is processed, introducing concerns about data control
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and privacy. Integrity checking and encryption emerge as crucial measures to
protect user privacy and data in the cloud. While data may be encrypted during
storage and transmission, the need for decryption by a third party to process data
poses serious security risks.

With HE, the cloud can directly operate on encrypted data and return only an
encrypted result to the client, mitigating the need for potentially risky data ex-
posure. However, challenges such as feasibility, limitations on ad-hoc queries, the
potential for information leakage, noise tracking, and data integrity issues persist
in HE, forming the focus of further exploration in our study.

3.3 Related works

In the realm of data security, various encryption schemes have been proposed in
the literature to address the growing concerns of data owners. For confidential-
ity in multi-key environments, Pang et al. [28] introduced an additive homomor-
phic technique with a double decryption mechanism. Additionally, an innovative
lightweight block cipher based on a leveled fully homomorphic cipher scheme was
presented by authors in [29], utilizing NTRU as the foundation.

FHE has become a cornerstone in supporting data computation in ciphertext form
by untrusted third parties. However, ensuring data integrity in homomorphically
encrypted operations is crucial. Various verifiable encryption-decryption schemes
have been proposed to address this concern. Viand et al. [30] conducted a compre-
hensive analysis of existing FHE integrity techniques and proposed a new vision for
Verifiable Fully Homomorphic Encryption (VFHE). Huang et al. [31] presented a
VFHE scheme that transforms plaintext into a triangular matrix, leveraging ma-
trix blinding technology for privacy protection. However, this scheme requires
clients to maintain proof of verification for each operation, imposing constraints
on size and complexity.

In [32], El-Yahyaoui et al. proposed a noise-free VFHE technique using Lipschitz’s
quaternions, allowing computations over encrypted data under a symmetric key.
In contrast, Fiore et al. [33] focused on enhancing verifiable delegation of com-
putation on encrypted data. They introduced refined definitions to withstand
adversaries and a novel homomorphic hashing technique for efficient computation
authentication.

Jin et al. [34] provided a universal construction of FHE and constructed a general
VFHE, with the verifiability of an evaluation function as the main objective. Luo
et al. [35] introduced a method for verifiable decryption for the Brakerski-Gentry-
Vaikuntanathan (BGV) scheme [36], incorporating an interactive zero-knowledge
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proof protocol. Awadallah et al. [37] proposed a verification scheme based on
modular residue to validate HE computations over an integer finite field.

In this context, our research builds upon these insights to introduce a novel and
lightweight technique. This technique incorporates a single-digit checksum into
the encrypted message stored in the cloud, providing a swift and secure means
for data owners to verify the integrity of homomorphically encrypted results. In
the subsequent sections, we present our proposed solution, analyze its robustness,
showcase time execution results, and conclude by discussing the broader implica-
tions of our work.

3.4 Proposed techniques

3.4.1 HE scheme

The core idea of this technique is to treat the plaintext message as a sequence of
decimal digits, where each digit is encrypted separately with a unique key. Specif-
ically, instead of encrypting the entire message, we break it down into individual
components, allowing for better efficiency and security in an IoT environment.

Against an untrusted cloud, the user tries to get the result of aof. For this, we
increase the security level of the technique represented in Equation 3.1, where v
is the ciphertext, 7 is the original message, k denotes the private key, and r is a
random number.

= (mxk+rxp) modn (3.1)

The proposed technique can be defined as follows:

Key Generation (KeyGen) For each digit in the plaintext message, a unique
private key and public key are generated. This ensures that each digit is encrypted
with a different key, increasing security. Given private and public keys sk; and pk;
respectively, for any random variable r;, (sk;, pk;) = ((ki, p), (ki + 15 X p,n)).

Encryption (Enc(m)) Each digit of the message is encrypted using its corre-
sponding public key. The encryption of the message m = mgm; ... m; is performed
as: ¢ =mg X pko +my X pky +...my; X pk;, with pk, < pk, it v <y.
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Decryption (Dec(c)) The ciphertext can be decrypted by applying the inverse
process. The ciphertext is divided by the corresponding private keys, and the
individual digits are recovered. This is done iteratively for each key, ensuring
that each digit is processed correctly and in the proper order. The ciphertext is
decrypted as: m = Z?:l(k%) x 10°,¢ + ¢ — ¢ x k;, where () is the quotient of
c=+Fk;.

This scheme is based on the separate processing of each decimal digit that makes
up the message.

3.4.1.1 Key function

The proposed key function ensures optimal cases of keys k;, where m is written in
decimal. The keys k; are defined as follows:

ko > 10, ki=14+9x k’o,kj = 1Oj71 X k1 (32)

The parameter conditions of the proposed cryptosystem are summarized as follows:

- Let: m € M, s = size(M), d is addition depth, and h is a small random number.
- Keys: ko > 10, kj = h; +9 x Y70 k;. - For addition: ky = h + 9 x d,
p=h+dx (10 x k).

3.4.1.2 Encryption algorithm

The encryption function encrypts the message m using the public keys pk;.

Algorithm 3 Encryption Algorithm

Require: m, (pko, pk1,...pk;),n
Ensure: ¢ = Enc(m)

1: function ENC

2 [ < size(m)

3 c+ 0

4 for: <+ 0tol do

5: x < digit(m,[l —1—1:1—1])
6 ¢+ (c+x x (pk;)) modn

7 end for
8 return c
9: end function
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3.4.1.3 Decryption algorithm

The decryption function decrypts the ciphertext ¢ using the private keys k;.

Algorithm 4 Decryption Algorithm

Require: c, (ko,k1,...k;),p
Ensure: m = Dec(c)

1: function DEC

2 c4+ ¢ modp

3 [ < size(c)

4: m < 0

5: for i + 0 to ! do
6 T kl—ci—l

7 c—c—xXxk_i_

8 m 4 m+x x 1071
9: end for

10: return m

11: end function

3.4.1.4 Homomorphic property

To ensure the additive property of the homomorphic encryption, the technique
uses modular arithmetic and recursive summing of plaintext digits.

Continuing, the proposed technique from the second contribution utilizes verifica-
tion proofs to ensure data integrity during homomorphically encrypted operations.

The core idea is to set the verification proof v equal to the modular arithmetic of
the message.

After the client calculates the verification proof v, it encrypts the message as
¢ = Enc(m) and transmits the couple (¢, v) to the cloud.

In each calculation operation O performed on ¢; by the cloud, the cloud must
execute the same operation O with its v;. Finally, it computes v; mod « to obtain
a single digit.

The client’s verification process consists of calculating the verification proof of the
result provided by the cloud. Consequently, the client decrypts ¢; where Dec(c;) =
m;, calculates P(m;), and checks whether v;, the proof value returned by the cloud,
is equal to P(m;).
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3.4.2 Verification scheme

The core idea of this technique is to introduce a verification proof v, which is equiv-
alent to the modular arithmetic of the message. The technique involves reducing
the verification proof to a single digit for enhanced efficiency. The encryption and
decryption functions, along with the verification process, are described below:

Encryption: The message m is encrypted, and the verification proof v is calculated
using a small modulus «. Decryption: The ciphertext c is decrypted, and the ver-
ification proof v is verified to ensure data integrity. Homomorphic Property: The
technique maintains the additive property of homomorphic encryption, allowing
operations to be performed on encrypted data with integrity. Example An exam-
ple illustrating the proposed cryptosystems, including an additive scheme and a
multiplicative scheme, showcases the effectiveness and reliability of the proposed
technique in practical scenarios. Both the client and the cloud execute opera-
tions with encrypted data while ensuring the integrity of the results through the
verification process.

3.5 Performances

Cryptanalytic Insights The proposed asymmetric technique introduces two types
of secret keys: the first being k;, and the second being the trapdoor p, concealed
within n = p X ¢ (p and ¢ being large prime numbers). If an adversary discovers
p, they can extract all private keys k; from the public keys, where pk; = k; + r; x
p. However, obtaining the trapdoor p requires solving a factorization problem,
which remains computationally infeasible. Let A denote the security parameter,
where 2% < p < 2!, This parameter asserts that cryptanalysis necessitates 2*
operations to find the trapdoor p.

Known-Plaintext Attack: In scenarios where the adversary possesses both the
plaintext and its encrypted version (the ciphertext), known-plaintext attacks can
compromise the security. However, if the known-plaintext is only one digit, the
adversary gains no advantage due to the nature of the encryption process. Even
with larger plaintext sizes, the structure of the encryption prevents the adversary
from revealing any sensitive information easily.

Brute Force Attack (BFA): Unlike symmetric techniques where exhaustive search
involves finding the private key after capturing the plaintext and ciphertext, asym-
metric encryption poses a different challenge. The private keys k; are concealed
within r X p, making it significantly harder to perform an exhaustive search directly
on the secret keys. The complexity of finding the private key p is approximately
2P operations.
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Computational Complexity: The algorithmic complexity of the proposed tech-
nique exhibits linear behavior, with the time complexity represented as O(M).
This performance is compared favorably against other encryption techniques in
terms of complexity, as demonstrated in Table 3.1. Moreover, the size of the
ciphertext remains relatively small, contributing to enhanced efficiency.

Technique | Enc Dec

MK-PHE | O()) O(\)
[38] O(XY) | O(\Y)
[39] O(X°) | O(A*)
[40] O(X°) | O(N)
[41] O(\°) | O(N)
[42] O(\") | O(AF)

Table 3.1: Encryption and decryption complexity comparison

Reduced Size: The symmetric version of the proposed technique offers a compact
ciphertext size, as illustrated by Lemma 1. This reduction in size enhances the
practical applicability of the encryption scheme.

Lemma 1. size(Enc(m)) = size(m) + x where x s a constant.

Scheme Analysis To validate the correctness and robustness of our technique, we
introduce a verification condition (Lemma 2), demonstrating the preservation of
integrity throughout the homomorphic encryption process. The proof leverages
the homomorphic property of the system, ensuring that the computed result is
accurate.

Lemma 2. If P(Dec(c10¢2)) = v10vs, then the returned result is correct.

Encryption with Isolated Plaintext: While our scheme exhibits robustness against
known attacks, a hypothetical scenario involving fully homomorphic encryption
(FHE) reveals a potential vulnerability. In this scenario, the isolation of the
target plaintext within the ciphertext poses a security risk, allowing adversaries
to manipulate the result without detection. This highlights the importance of
considering all possible attack vectors in designing secure encryption schemes.

Scheme Complexity: The computational complexity of our encryption scheme
remains constant, irrespective of the input size. This efficiency, characterized by
a single elementary calculation for both proof generation and verification, offers a
significant advantage over algorithms with input size-dependent complexity.

Conclusion: The combined analysis of performance and security aspects showcases
the effectiveness and reliability of the proposed encryption technique. By address-
ing known attacks and vulnerabilities while ensuring computational efficiency, our
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scheme offers a promising solution for secure data transmission and computation
in untrusted environments.

3.6 Performance, security, and scheme analysis

In this section, we delve into the performance, security, and scheme analysis of the
proposed encryption technique, which combines elements of both the ”A Multi-Key
Based Lightweight Additive Homomorphic Encryption Scheme” and the ”Scheme
Analysis” research articles.

3.6.1 Security analysis

The proposed asymmetric encryption scheme introduces two types of secret keys:
k; and the trapdoor p, concealed within n = p X ¢ where p and ¢ are large prime
numbers. The security parameter \ is crucial, ensuring cryptanalysis requires 2*
operations to uncover the trapdoor p. Adversaries attempting to exploit known-
plaintext attacks encounter formidable challenges. Even when possessing both
plaintext and ciphertext pairs, the revelation of private keys remains elusive due
to the complexity of factorization problems inherent in the scheme. The adver-
sary’s ability to extract private keys from public keys hinges on solving these
computationally intractable problems, ensuring the scheme’s robustness against
known-plaintext attacks.

Moreover, brute force attacks on the proposed asymmetric encryption scheme face
substantial barriers. Unlike symmetric techniques, where exhaustive searches are
required to retrieve private keys, the scheme’s structure imposes significant com-
putational hurdles. With multiple secret keys k; hidden within r x p, adversaries
are confronted with formidable computational complexities, greatly enhancing the
scheme’s resilience against brute force attacks.

3.6.2 Computational complexity

The scheme’s computational complexity presents a significant advantage over ex-
isting encryption techniques. The algorithm’s linear time complexity, depicted
in Algorithm 1 of the original article, ensures efficient encryption and decryption
processes. Notably, the time complexity T (M) = O(M), where M represents the
size of the message, underscores the scheme’s scalability and efficiency. Compar-
ison with other encryption techniques under similar parameters, as illustrated in
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Table 3.1, highlights the superior performance of the proposed scheme, offering
expedited cryptographic operations with minimal computational overhead.

3.6.3 Reduced ciphertext size

The symmetric version of the proposed encryption scheme offers a noteworthy re-
duction in ciphertext size, as demonstrated by Lemma 1. By leveraging a simplified
formula, the ciphertext size becomes proportional to the size of the plaintext, aug-
mented by a constant y. This reduction in ciphertext size ensures efficient data
transmission and storage while preserving the scheme’s cryptographic robustness.

3.6.4 Verification condition

The scheme’s integrity is fortified by a rigorous verification condition, as eluci-
dated in Lemma 2. Leveraging the homomorphic property of the system, the
verification process ensures the correctness of computation results, safeguarding
against malicious manipulation by adversaries. By enforcing stringent verification
conditions, the scheme maintains data integrity and authenticity, reinforcing its
reliability in practical applications.

3.6.5 Application and vulnerability analysis

An exemplary application of the proposed encryption scheme in RSA underscores
its efficacy in safeguarding sensitive information. By leveraging the homomor-
phic property, the scheme prevents unauthorized manipulation of computation
results, ensuring data confidentiality and integrity. However, vulnerabilities arise
in scenarios where plaintext isolation within ciphertext facilitates unauthorized
manipulation. Encryption designs susceptible to such vulnerabilities underscore
the importance of robust encryption schemes, resilient against adversarial exploita-
tion.

3.6.6 Scheme complexity and efficiency

The encryption scheme’s computational efficiency, characterized by O(1) com-
plexity, heralds a paradigm shift in cryptographic operations. Despite input size
variations, the scheme ensures consistent computational performance, offering un-
paralleled efficiency compared to traditional encryption algorithms. By minimiz-
ing computational overhead, the scheme optimizes resource utilization, facilitating
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seamless integration into diverse applications requiring secure data transmission
and processing.

In summary, the combined analysis of the proposed encryption scheme reveals
its multifaceted strengths in performance, security, and efficiency. By leveraging
asymmetric encryption techniques and homomorphic properties, the scheme offers
robust data protection against various cryptographic attacks. Furthermore, its
computational efficiency and reduced ciphertext size render it a compelling choice
for secure data transmission and processing in real-world applications.

3.7 Implementation results

The implementation of the proposed encryption technique was realized using the
Python programming language on a standard personal computer equipped with
an Intel(R) Core(TM) i3-3110M CPU running at 2.40 GHz, featuring 2 physical
cores and 4 logical processors, with 4 GB of RAM. The encryption process was
evaluated using messages of 16 bits in length.

Table 3.2 provides a comparative analysis of the execution times for encryption
and decryption operations of the proposed technique against four other encryption
techniques.

Technique | Enc | Dec

MK-PHE | 0.036 | 0.041
[43] 0.07 | 11.95
[28] 11.91 | 17.67
[44] 47 15
[45] 50 10
[46] 255 493
[47] 899 785

Table 3.2: Execution time comparison (milliseconds)

Experimental evaluations were conducted to assess the time efficiency of both en-
cryption and decryption processes. With a message size of 16 bits and a modulus
size of 360 bits (n = p X q), our experiments revealed a notable disparity in decryp-
tion time compared to encryption time. This disparity can be attributed to two
primary factors. Firstly, the decryption process involves five distinct operations
(as depicted in Algorithm 4), while encryption entails only three operations (as
depicted in Algorithm 3). Secondly, and perhaps more significantly, the size of
the ciphertext grows at a faster rate than that of the plaintext. The decryption
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process necessitates processing each digit individually, resulting in an increased
computational burden influenced by the size of the ciphertext.

3.8 Conclusion

In this chapter, we have presented two distinct innovative approaches aimed at
enhancing data security and integrity in cryptographic systems.

Firstly, our proposed technique introduces a novel lightweight solution with ad-
ditive homomorphic encryption properties. Designed for integer numbers, its se-
curity relies on factorization and polynomial reconstruction problems. The time
complexity of our technique, denoted by T'(n), is established as O(n). We em-
ploy a straightforward encryption method for each digit m; of the message m,
defined as ¢ = m x k. The private key ko and p formulas determine the depth of
addition. We compare the symmetric encryption of our technique with asymmet-
ric encryption, showcasing their order-preserving properties. Security analysis of
the MK-PHE scheme indicates a high level of hardness, and our implementation
demonstrates superior performance in data processing speed compared to other
techniques. These findings affirm that our operations are feasible even for devices
with limited computing capacity, making our technique applicable in real-world
scenarios.

Secondly, our introduced approach focuses on ensuring data integrity, specifically
validating homomorphic calculations performed on encrypted data by untrusted
third parties. Tailored for environments with constraints on time and storage
space, such as the Internet of Things, our lightweight method seamlessly inte-
grates with any fully homomorphic encryption (FHE) scheme involving encryption
with non-isolated plaintext. The core innovation lies in appending a single digit
to the ciphertext, thereby providing a robust mechanism for detecting tampering
in results. Through foundational concepts related to the cloud and homomor-
phic encryption, we delineate our proposed scheme and validate its effectiveness,
efficiency, and validity in preserving data integrity.

Looking ahead, we envision broad applications for these techniques across diverse
fields that necessitate rigorous data security and integrity checks.
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Chapter 4

Blockchain Security and
Management

This chapter explores the integration of two pivotal articles in blockchain technol-
ogy: ”An enhanced threshold RSA-based aggregate signature scheme to reduce
blockchain size, IEEE Access, 2023.” and ”A binary matrix-based data represen-
tation for data compression in blockchain, The 5th International Conference on
Blockchain Computing and Applications (BCCA), Kuwait, Kuwait, 2023.”

In the following sections, we show how these articles collectively address the issues
of blockchain size and security, offering innovative solutions for optimizing storage
and ensuring robust transaction verification.

4.1 Introduction

The transformative potential of blockchain technology has led to its widespread
adoption across various domains, offering advantages such as enhanced data in-
tegrity, transparency, and decentralization. Blockchain has proven its efficacy
in establishing trustworthy systems across diverse applications. However, as the
volume of transactions recorded on blockchains continues to grow, so does the
size of the blockchain itself, presenting challenges related to storage capacity and
processing power.

To address this issue, the current chapter presents innovative solutions from two
distinct perspectives. Firstly, we introduce a novel cryptosystem based on the
RSA algorithm to provide aggregate signatures within blockchains. This scheme
replaces individual transaction signatures with a single aggregate signature for
each block, regardless of the number of transactions, nodes, or signers involved.
By employing a flexible subgroup aggregate signature mechanism, our approach
minimizes interaction between signers, thereby reducing network traffic while en-
hancing security robustness. Experimental analysis demonstrates the effectiveness
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of our proposed aggregate signature scheme in reducing block size and overall net-
work traffic.

Secondly, we delve into the realm of big data representation within blockchain
architectures. The exponential growth of digital data generation underscores the
importance of efficient data processing, transmission, and storage. To mitigate
the increasing size of blockchain data, we propose a novel method for represent-
ing binary matrices within blockchains. By converting binary matrices into two
vectors, we achieve significant reductions in data size while optimizing energy con-
sumption, particularly for low-power devices. The original data can be recovered
using a predefined set of vectors, offering avenues for mining consensus and data
integrity verification.

In this chapter, we present pioneering approaches to address the challenges posed
by blockchain size and data representation, offering insights and solutions that
pave the way for advancements in blockchain technology.

4.2 Background

The prevailing design of blockchain exposes information to all network partici-
pants, making it challenging to maintain privacy and confidentiality. These issues
become particularly critical in applications involving sensitive data, such as finan-
cial transactions or personal information. The concept of Secure Multiparty Com-
puting (SMC) offers a promising solution to address this privacy concern. SMC
enables multiple parties to jointly compute a function on their individual private
inputs while keeping those inputs secret. Implementing SMC using blockchain,
referred to as SMCB, ensures all SMC transactions are recorded as a timestamped
source of truth on the blockchain.

SMCB facilitates secure data sharing and collaboration among multiple entities
without requiring full trust between them. Cryptographic protocols allow partic-
ipants to jointly perform computations on their private data without revealing
sensitive information to other parties. This makes SMCB suitable for applications
where privacy and confidentiality are paramount, such as healthcare, financial
services, and supply chain management.

Encryption is a crucial aspect of information security, providing the main foun-
dations for data confidentiality, integrity, and authentication. SMC is among the
most secure encryption methods, allowing a set of distributed elements to jointly
compute a random function without revealing their inputs. The development of
technologies such as cloud computing, blockchain, and the Internet of Things (IoT)
has increased the focus on SMC, which helps solve privacy and security issues as
a general-purpose tool for calculating private data.
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In the blockchain context, blocks are verified by nodes through cryptographic
digital signatures. Therefore, an efficient signing process is necessary to ensure all
nodes reach a consensus and verify the validity of blocks. With the widespread use
of blockchain, fraudulent activities have increased, necessitating the introduction
of multi-signature agreements and Aggregate Signature (AGS) schemes to reduce
such incidents.

SMC properties can be exploited to create an aggregate signature that enables
multiple participants to sign messages without revealing their private keys. Pro-
tocols based on multi-signature and AGS require using different keys to authorize
a task, reinforcing the security of transactions more transparently. The research
presents a new aggregate signature architecture based on a modified RSA cryp-
tosystem (AGS-MR) to minimize block sizes. The model merges all signatures into
a unique one, reducing the overall data size. This chapter studies its application
to blockchain, demonstrating its potential to decrease block sizes significantly.

Managing large data volumes becomes a significant challenge, requiring thoughtful
approaches to ensure secure and efficient data transmission, processing, and stor-
age. Innovative technologies such as big data and cloud computing have emerged
to tackle these challenges. In recent years, blockchain technology has gained con-
siderable interest and popularity as a secure, decentralized ledger resistant to
modification and censorship, making it a leading technology for storage across
various applications.

However, blockchain also has its issues, particularly related to reliability and scal-
ability. As the blockchain grows with every transaction, the storage requirements
also increase, posing problems for nodes with limited capacity. This can lead to
slower transaction speeds, the need for more expensive hardware, and scalability
challenges.

The block size in blockchain refers to the maximum amount of data that can be
stored in a single block. Large block sizes increase storage requirements and band-
width usage, potentially leading to network centralization. Data representation
significantly impacts the storage size required to store and transmit data, with
different methods resulting in vastly different storage efficiencies.

The proposed method in this research utilizes binary matrices to represent blockchain
data compactly. By converting transaction data into binary form and organizing
it into matrices, the scheme achieves significant compression ratios. This approach
not only reduces data size but also maintains the integrity and accessibility of the
information.

Compression algorithms are used to reduce data size by removing redundant in-
formation. Each data representation type requires different compression methods
to optimize storage and transmission efficiency. However, compression algorithms
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can also increase computational overhead, affecting the blockchain network’s over-
all efficiency. Therefore, the choice of compression algorithm depends on factors
such as data characteristics, the desired level of compression, and available pro-
cessing power.

One way to efficiently organize and manipulate large datasets is matrix represen-
tation, which can identify patterns and relationships in the data, thus reducing
storage space. Blockchain blocks can be represented in matrices, where each row
represents a transaction and each column represents a feature or variable of the
transaction.

This chapter proposes a novel method of presenting and storing information in
blockchain to reduce size efficiently. The approach focuses on converting a binary
matrix M of size m X n into two vectors H and V of sizes m’ and n’, respec-
tively. This method compresses large datasets, facilitating their transfer, use, and
storage, particularly for devices with limited power. The original matrix can be
reconstructed using H, V', and the matrix’s hash Hash(M).

The subsequent sections of this chapter are organized as follows: the next sec-
tion provides a literature review of related work in the field of reduced data in
blockchain. Following that, the proposed techniques and their underlying concepts
are presented. An efficiency analysis is then discussed to demonstrate the feasi-
bility of the proposed methods. Finally, a detailed discussion on the implications
and potential future directions for research is provided.

4.3 Related works

Blockchain technology has undergone significant development since its inception,
and numerous studies have focused on addressing its scalability, privacy, and stor-
age challenges. These issues are particularly critical for applications generating
vast amounts of data and operating on resource-constrained devices, such as those
in the Internet of Things (IoT) and smart homes.

The notion of multi-signatures, introduced by Itakura and Nakamura [48], has
been extensively investigated. Multi-signature schemes have been explored in var-
ious cryptographic systems, including RSA, Discrete Logarithms, Pairings, and
Lattices. These studies aimed to improve multi-signature schemes concerning
complexity and computational efficiency. For example, Boneh et al. [49] intro-
duced the concept of aggregate signatures, where multiple signers can combine
their signatures into a single aggregate signature, thus reducing storage overhead.
However, their scheme lacked an aggregate public key, limiting its practical appli-
cation.
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In the blockchain context, Qiao et al. [50] proposed a short signature size aggre-
gation signature scheme to enhance privacy and reduce storage overhead. This
scheme separates the aggregate signature size from the number of signers and is
based on the discrete logarithm problem, minimizing computational and verifica-
tion costs. Similarly, Boneh et al. [51] developed multi-signature schemes aimed
explicitly at reducing the Bitcoin blockchain size, employing techniques to prevent
rogue public key attacks.

Efforts to improve the security and efficiency of blockchain include Zhao et al’s
[52] system, which combines general elliptic curve algorithms with T'-signature
schemes to create aggregate signatures. This approach optimized performance
and compatibility within existing Bitcoin systems. Blanton et al. [53] combined
Secure Multiparty Computation (SMC) schemes with signatures to ensure input
correctness through input certification, enhancing the security of SMC applications
in blockchain.

Recent advancements also include two-round multi-signature techniques and lattice-
based distributed signing techniques with low round complexity. For instance,
Mihir et al. [54] proposed a two-round multi-signature technique supporting key
aggregation to improve security guarantees for Discrete Log-based multi-signature
schemes. Other works [55, 56] explored reducing communication and computa-
tional overhead in multi-signature schemes.

Blockchain’s data storage and transmission challenges have been addressed through
various techniques. Summarizing and compressing blocks, storing bytecode off-
chain, and using distributed storage systems like IPFS have been explored to re-
duce storage requirements and increase network throughput. For example, Nadiya
et al. [57] applied a method to summarize and compress Bitcoin blockchain blocks,
achieving significant space savings. Similarly, Norvill et al. [58] proposed a sys-
tem for the Ethereum blockchain that moves the bytecode of contract creation
transactions off-chain, reducing network traffic.

Segmented blockchain approaches, where nodes store only a portion of the blockchain,
have also been proposed to mitigate storage demands. Xu et al. [59] introduced

a segment blockchain system that uses Proof-of-Work (PoW) as a membership
threshold to limit the number of nodes controlled by adversaries. However, this
system faces challenges if an adversary stores all copies of a segment.

The BC-Store framework, presented by Chou et al. [60], employs an IPFS cluster
system to classify hot and cold blockchain data, substantially reducing the initial
synchronization time and storage requirements. Lightweight blockchain solutions,
such as an improved PBFT consensus mechanism based on a reward and punish-
ment strategy [61] and a storage optimization scheme using RS erasure code [62],
have been developed to minimize computational and storage overhead further.
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Privacy-preserving solutions have also been a focus of blockchain research. For
instance, Yuen et al. [63] proposed a blockchain ring confidential transaction
protocol (RingCT3.0) to protect the privacy of transaction participants and the
confidentiality of transaction amounts.

Despite these advancements, existing solutions often have drawbacks, such as in-
creased computational complexity, dependency on the number of signers, and
potential vulnerability to certain types of attacks. Table 4.1 summarizes some of
the drawbacks of previous works.

Table 4.1: A summary of the drawbacks of some previous works.

Scheme Drawback

[49] It did not give an aggregate public key

[51] It uses three rounds

[64] The verification process does not give the
signers list

[55] It needs four exponentiation operations
for signing and six for verifying

[54] Each individual signature (IS) is sent to
every other signer, so there are (n x n)
messages

To address these issues, this dissertation proposes a new and effective Aggregate
Signature (AGS) scheme, which will be described in detail in the following sections.
This scheme aims to provide a more efficient and secure method for reducing
blockchain size while maintaining the integrity and security of the data.

4.4 Proposed techniques

This section outlines the proposed techniques for aggregate signature schemes and
their applications in reducing data size and calculation time within a blockchain
context.

4.4.1 Preliminaries

To understand the proposed techniques, we first recall some basic definitions and
mathematical concepts.
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Z,=17/pZ ={0,1,...,p — 1}: a ring of residue classes modulo p.
pk: the public key used for encryption and verifying digital signatures.

sk: the secret key used for encryption and decryption in symmetric systems,
and for signing in asymmetric systems.

KeyGen: a function that returns a pair of secret (or private) and public
keys.

mod: a function in modular arithmetic that computes the remainder after
division.

Hash function: a one-way mathematical function producing a fixed-length
output from a variable-length input.

x: the multiplication operator.

+: the addition operator.

Zle m;: denotes the sum, my + mo + - - - + my.

H§:1 m;: denotes the product, m; X mg X -+ X my.

Prime number: a number p > 2 with no divisors other than 1 and itself.

Safe primes: a prime number p such that p =2 x p’ 4+ 1 with p’ also being
prime.

Special RSA modulus: N = p x g where p and ¢ are safe primes.

Asymmetric scheme: encryption using a recipient’s public key, where only
the corresponding private key can decrypt the message.

Digital signature: a mechanism for message authentication using a hash
function and a public-key cryptosystem.

4.4.2 AGS architecture

The AGS-MR (Aggregate Signature - Modified RSA) architecture aims to con-
dense multiple digital signatures into a single signature, reducing the overall data
size and computational overhead. Figure 4.1 illustrates the proposed modified
RSA-based aggregate signature architecture.

The same RSA modulus N is used by all participants, enabling a coordinator to
create an aggregate signature o from a set of individual signatures s; calculated
using N. This approach is applicable whether the signatures are for the same
message or different messages, as in blockchain transactions.
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Aggregator Node i

* s, : sign hash(data)

* receive s;

s : . . ; * check s,
wait until receive (t -1) signatures; s;: i =2,t

* diffuse s,
checking each received s; J

*s;: sign hash(data)

* o product(s) i = 1t * send s;to the aggregator

* L: construct signer’s list
concatenate(signer’s numbers)

*SL:signlL

* diffuse (o, SL)

Figure 4.1: Proposed modified RSA-based aggregate signature ar-
chitecture.

4.4.3 AGS-MR description

The AGS-MR scheme comprises three primary algorithms:

4.4.3.1 Key generation (KeyGen)

The Trusted Third Party (TTP) generates the public modulus N, and each node’s
public-private key pair (pk, sk).

KeyGen:
Input: public modulus N
Output: public-private key pair (pk, sk)

4.4.3.2 Signing (Sign)

Each node signs the message m using its private key sk, producing an aggregate
signature o.

Sign:
Input: secret key sk, message m
Output: aggregate signature
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Basic model Agg Sig model

Transaction,; Sig ; Transaction;
Transaction,; Sig, Transaction,
Transaction,, ; Sig,, Transaction,,
Agg Sig (AGS)
Sig,: of size N
AGS : of size N

Figure 4.2: Basic and aggregate signature block models.

4.4.3.3 Verification (Verify)

The verifier checks the validity of the signature o using the public key pk, the
message m, and the signature o.

Verify:
Input: public key pk, message m, signature
Output: bit 1 (accepted) or 0 (rejected)

4.4.4 Process description

The proposed AGS-MR process involves several steps, as depicted in Figure 4.2.

4.4.4.1 Setup

The TTP sets up the public parameters, including the RSA modulus N.

4.4.4.2 Key generation

The TTP generates the node’s public and private keys (e, d), keeping p and ¢
secret to prevent nodes from generating their own private keys.
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4.4.4.3 Signing: First round

The aggregator node signs the data and diffuses the signature s; on the network.
Other nodes verify s, sign the message, and send their signatures back to the
aggregator.

Algorithm 5 Individual Signature Algorithm

Require: (message : M; Sigaggregator © 515 PRaggregator © €1); sk : dj; threshold :
t; pub param : e., N
Ensure: sig: s;

function NODE; SIG
h < hash(M)
y < herxtter mod N
4: y < 577N mod N
if y =4 then > verify aggregator signature validity
s; < h% mod N > compute its own signature
send s; to the aggregator
8: else
invalid aggregator signature
end if
end function

4.4.4.4 Signing: Second round

The aggregator collects all signatures and computes the aggregate signature o by
multiplying the individual signatures. The list of participants is also signed by
the aggregator and broadcasted on the network.

o= Hsi (4.1)

4.4.4.5 Aggregate signature verification

Anyone can verify the aggregate signature using the public parameters, the mes-
sage, and the list of participants.

The correctness of the aggregate signature verification process ensures that if all
individual signatures are valid, the aggregate signature will also be valid.
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Algorithm 6 AGS Aggregator Algorithm
Require: message : M; pk(s) : e;; sk : d}; threshold : t; pub param : e., N
Ensure: sig : o, signer’s list : SL

function AGGREGATOR SIG

h < hash(M)

3: s h% mod N
diffuse (M, s1)
list < {}

6: L <"

while |list| < t do
receive sig s; of node n;
9: checking the validity of each s;
insert n; in list
12: end while
o<« ], si mod N
SL < (hash(L))% mod N
15: diffuse (M, o, L, SL)
end function

4.4.5 Efficient data representation technique

In this section, we present two innovative data representation techniques aimed at
improving efficiency and security in data storage and retrieval.

The first technique focuses on efficiently representing data to reduce storage re-
quirements and facilitate quicker access and processing. This method is partic-
ularly useful in scenarios where large datasets need to be stored and accessed
frequently, such as in cloud storage or big data analytics.

4.4.5.1 Key features

o Matrix-Based Compression: Data is organized into a matrix format,
which is then compressed using a novel algorithm that identifies and elimi-
nates redundancy.

e Vector Extraction: The technique extracts two vectors from the matrix—
one representing the number of ”1”s in each row and the other representing
the number of ”1”s in each column. This reduces the size of the data repre-
sentation.

73



Algorithm 7 AGS Verification Algorithm

Require: message : M; pkaggregator : €1 agg sig : o; signerslist

L; signed list : SL; pub param :t,e., N

Ensure: sig: s;

10:

12:

function VERF SIG

h < hash(M)
Check the validity of the signer’s list
Extract participating signers
h' < her
Calculate s using public keys
Calculate s’ using o and public keys
if s = then

Accept the aggregate signature
else

Reject the aggregate signature
end if

end function

« Hashing for Uniqueness: To ensure the uniqueness and integrity of the

data, a hash of the original matrix is included in the representation.

4.4.5.2 Steps involved

. Matrix Conversion: Convert the original data into a matrix format.

. Vector Generation: Generate horizontal and vertical vectors representing

the number of ”1”s in each row and column, respectively.

. Hash Calculation: Compute the hash of the original matrix to maintain

data integrity and uniqueness.

. Data Storage: Store the vectors and the hash instead of the entire matrix,

significantly reducing the storage size.

4.4.6 The proposed data representation concept

In this part, we present a detailed explanation of the proposed technique, which
aims to present the data in a very compact way. The node converts the matrix
containing the data according to the proposed method and then sends it. The
conversion process is very easy and fast regardless of the size of the matrix; also
the converted output is small in size compared to the original data size.
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4.4.6.1 Representation of the proposed model

In the proposed model, we define a new method of presenting and storing in-
formation to reduce the size very efficiently. This method extracts two vectors,
horizontal H and vertical V', which replace the matrix. Suppose we have a matrix
M containing m rows and n columns. The first vector H is a vector containing
m values, the first value is the number of ”1”s in the first row of the matrix, the
second value is the number of ”1”s in the second row, and so on until the last
value, that is the number of ”1”s in the last row of the matrix.

Similarly, for the second vector V', it is a vector that contains n values, the first
value is the number of ”1”s in the first column of the matrix, the second value is
the number of ”1”s in the second column, and so on until the last value, that is
the number of ”1”s in the last column of the matrix.

Representing the information in this way is insufficient to retrieve it from the
cloud because we can find two different matrices A and B with the same vector
representation, i.e., H4 = Hp and Vy = V. Therefore, in the proposed model, we
add the hash of the matrix to represent data uniquely, where Hashy # Hashpg.
The following example illustrates this concept in a simple way.

100 1
001 1
A=110 01
0110
with Hy = (2,2,2,2); Va = (2,1,2,3).
and
001 1
0110
B=11 0 01
1001

with Hp = Ha = (2,2,2,2); Vg = V4 = (2,1,2,3).

4.4.6.2 Proposed model: Recuperation

After representing a matrix M as mentioned in Subsection 4.4.6.1, the cloud can
use its available computing power to recover the original matrix based on Hy,,
Vi, and Hashyy. The currently used algorithm in the proposed model is based on
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searching exhaustively according to the possibilities that exist. When the search
starts from a zeros matrix with m rows and n columns, then the existing possibil-
ities are tested based on the number of ”1”s in the two vectors H,; and V,;. For
each matrix possibility M; calculated, the cloud computes its hash and compares
it with Hashy;. Algorithm 8 gives a general illustration of this procedure.

Algorithm 8 Recover matrix algorithm

Require: H,;,Vy, Hashy,
Ensure: matricM

1: function RECM

2 My < zeros

3 for for each possible composition of the number of 1 do
4: form M,

5: compute H;

6 compute V;

7 compute Hash;

8 if H; = Hy; and V; = V)y and Hash; = Hash); then
9 M +— M;

10: exit

11: end if

12: end for

13: return M

14: end function

Now, we come to the number of possible matrices (NPM) that the algorithm 8
will extract from H and V.

Lemma 3. If size(M) = n x m then NPM,,,, = [[\", NPR; where m is the
number of rows and N PR; denotes the number of possibilities in the row 1.

We give NPR; =a X (a+1) x (2x a+4)/12 where a =n —z + 1
Proof. The RecM algorithm 8 will not try all possibilities from ’zeros’ to 'ones’;
in this case, the number of possibilities is 2"*™. This is because the number of

possible values for the first line is 2™ if the first line size is equal to n, and if the
matrix has m rows, then NPM = 2" x 2", . 2" =2™™,

The RecM algorithm 8 will exploit the number of ones’ in each line to reduce the
total number of possibilities, thus greatly reducing the number of trials.

Suppose the number of 71”7 is x with < n where n is the size of a row; the first
possibility is to position the x bits of ”1” successively (e.g. 11100000000 where x
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= 3 and n = 11). The next possibility is to move the last ”1” (11010000000; then
11001000000 ..) etc.

Therefore, we have (n — z + 1) possibilities. Next, we move the "1” before the last
one and do the same with the last 717 as the first step (10110000000; 10101000000;
10100100000), so there are (n — x + 1) — 1 possibilities.

In the third step, we do the same thing with the first 71”7, we will finally find that
N PR is equal to the sum of the series 14+(142)+(1+2+3) - - -+ (1+2+3+4+- - -+)
where « is (n — z + 1) and = denotes the number of ”1” in the first row.

We have s; = S0 i =ix (i+1)/2and s;yq = il s =i x (i+1) x (20 +4)/12;
then the number of possible rows is NPR; = 5,41 = ax (a+1) x (2x a+4)/12.

The number of possible matrices is the product of the m rows possibilities. O

In summary, this section presented the AGS-MR scheme, an efficient aggregate
signature method based on a modified RSA architecture. The proposed scheme
reduces data size and computation time, making it suitable for blockchain appli-
cations.

4.5 Performance and security analysis

4.5.1 Performance experimental analysis

To evaluate the performance of the proposed AGS-MR, this section is divided into
three main subsections: an analysis of execution time, scalability, and data size.

4.5.1.1 Execution time

The proposed AGS-MR was implemented in Python running on a personal com-
puter with an Intel(R) Core(TM) i3-3110M CPU 2.40 GHz, 2 Core(s), 4 Logical
Processor(s), and 4 GB RAM. Each node was simulated by a process where multi-
process programming was implemented.

Table 4.2 and Figure 4.3 display the results of signing and verification function
executions. In these experiments, the time to build and extract the signers’ list in
the Sig and Verf phases was ignored. The implementation settings were N = 32
bits, t is the required number of signers, and SHA256 hash was used. In each
test, a secret key d, was chosen, factorized, and ¢ and r were extracted, where
d, =t xr.
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4.5.1.2

Scalability refers to the system’s ability to accommodate the number of signers.
The proposed AGS-MR demonstrates scalability, as the size of the AGS remains
constant regardless of the number of signees. The list of signers in the threshold

Table 4.2: AGS-MR execution time with different numbers of re-

quired signatures.

# signatures | Sig (ms) | Verf (ms)
13 0.06 0.22
29 0.13 0.58
117 0.54 7.39
203 0.93 234
351 1.62 74.3
1053 5.04 925
j: —sig —Verf —V/s

Figure 4.3: Execution time of signing and verifying processes for
different numbers of signatures.

Scalability

system is discussed, where ¢ signers are needed from n elements.

4.5.1.3

Cooperative blockchain techniques, such as multi-signature schemes, can be cate-
gorized into interactive and non-interactive schemes. Interactive schemes involve
complete interaction among all participants, whereas non-interactive schemes min-
imize system traffic by requiring only partial interaction. The proposed AGS-MR

Network traffic

falls into the non-interactive category, generating only ¢ + n messages.
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4.5.1.4 Data size

The proposed AGS-MR introduces a compact aggregate signature technique with
public key aggregation. The technique allows any subset s of a set S to sign a
message m, revealing which subset generated the signature. The signature size is
only O(k) bits independent of ¢ and x, where ¢t = |s| and z = |S].

4.5.2 Security analysis

This section discusses the security model, the rationale behind using modified
RSA, and methods to prevent attacks on blockchain.

4.5.2.1 Security model

The proposed technique employs a trusted third party (TTP) to select large safe
prime numbers p and ¢, keeping them secret. Each node ¢ is provided with a
modified RSA key pair (e;,d;), where d; = d; + r. The security relies on the
difficulty of factoring N = p x ¢ and the collision resistance of the chosen hash
function.

4.5.2.2 Why modified RSA?

The modification of RSA keys prevents rogue public key attacks and enhances
security. Each key pair (e;, d}) is authenticated by the TTP, and the addition of r
ensures that d; cannot be directly derived from e;.

4.5.2.3 Preventing attacks on blockchain

The proposed technique mitigates 51% and rogue public key attacks by requiring
t' signatures to validate a block, making it computationally intensive for malicious
actors to manipulate the system.

4.6 Security analysis and efficiency

In this section, we analyze the security properties and efficiency of the proposed
AGS-MR scheme.
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—Gao etal —Zhao etal —Cuietal —Hong etal —Ours

Aggregate Verify (ms)

Figure 4.4: Comparison of individual and aggregate signature ver-
ification times.

4.6.1 Security analysis

The security of the AGS-MR scheme relies on the difficulty of factoring large RSA
moduli and the hardness of the hash function. The following security properties
are considered:

o Unforgeability: It is computationally infeasible for an adversary to forge
a valid aggregate signature without knowing the private keys of the partici-
pating nodes.

o Non-repudiation: A signer cannot deny the validity of their signature
since it is uniquely linked to their private key.

o Integrity: Any modification to the message or the aggregate signature will
result in a verification failure.

4.6.2 Efficiency

The efficiency of the AGS-MR scheme is evaluated in terms of data size and
computational overhead. By aggregating individual signatures, the overall data
size is significantly reduced. Additionally, the verification process is streamlined,
requiring fewer computations compared to verifying each signature individually.

4.7 Conclusion

In this chapter, we have explored two pioneering advancements in the realms of
cryptographic protocols and blockchain technology.
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Firstly, we introduced AGS-MR, an innovative aggregate signature scheme derived
from the RSA cryptosystem. By enhancing the fundamental RSA technique, AGS-
MR ensures heightened security for scenarios requiring multiple signatures without
nodes needing to prove knowledge or possess their secret key. Notably, AGS-MR
achieves a final aggregate signature size of O(k), irrespective of network size,
thereby significantly reducing communication and computation costs compared
to existing schemes. Our comparative analysis showcases AGS-MR’s superiority
over competitors, such as Boneh AMSP and Cui et al. Future research avenues
will explore further optimizations for the computation of the aggregate public key,
aiming to ensure scalability and efficiency across various signer configurations.

Secondly, we proposed a groundbreaking method for compressing big data within
blockchain architectures. Our approach addresses the challenges posed by the sub-
stantial data size inherent in blockchain technology, offering a simple yet effective
compression model to facilitate seamless data transfer, utilization, and storage.
Empirical evaluations demonstrate remarkable reductions in data size, with ef-
fectiveness scaling with the original data’s magnitude. Future work will leverage
our compression method to devise a consensus system focused on original data
recovery and advocate for the establishment of a central system for storing and
verifying the integrity of original data.

In summation, our exploration of these two advancements underscores the poten-
tial for transformative progress in cryptographic protocols and blockchain tech-
nology, presenting a multitude of opportunities and solutions for future research
and implementation.

81



Conclusion

In the dynamic landscape of modern computing, where the fusion of IoT de-
vices, cloud computing, and blockchain technology is reshaping the fabric of our
digital ecosystem, the imperative for robust data security and privacy has never
been more pronounced. The research presented in this dissertation underscores
the multifaceted challenges of securing distributed environments and introduces
innovative solutions to enhance their efficiency, reliability, and resilience.

From the introduction of lightweight homomorphic encryption schemes tailored for
resource-constrained [oT devices to the development of efficient integrity verifica-
tion mechanisms for cloud-executed operations, the research efforts outlined in this
work have focused on strengthening the security and management of distributed
systems. These contributions do not directly apply data analysis or machine learn-
ing techniques but instead provide the necessary foundations to ensure that future
applications of efficient data analysis and machine learning in IoT environments
can be executed securely and effectively.

Additionally, the exploration of novel data compression techniques for blockchain
networks and the integration of cryptographic primitives into IoT ecosystems sig-
nal a shift toward decentralized, scalable, and secure data management. By ad-
dressing fundamental security and efficiency concerns, these contributions lay the
groundwork for the seamless integration of advanced analytical and computational
models in real-world applications.

In conclusion, this dissertation serves as a pivotal step toward fortifying the secu-
rity of distributed systems, thereby enabling the broader adoption of data-driven
technologies in a secure and efficient manner. By leveraging cutting-edge crypto-
graphic techniques and innovative approaches to data security and privacy, this
research provides the structural backbone necessary for future advancements in
machine learning and data analysis within IoT ecosystems. As the digital land-
scape continues to evolve, the insights and methodologies presented here will help
shape a more secure, trustworthy, and resilient technological future.
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Outlook

The research presented in this dissertation lays a solid foundation for future ex-
ploration and innovation in the realm of data security, privacy, and integrity.
Building upon the insights gained from the four key contributions, several promis-
ing avenues for further research and development emerge:

1. Scalable cryptographic solutions: As the volume and complexity of
digital data continue to grow exponentially, there is a pressing need for scal-
able cryptographic solutions that can effectively address the evolving threat
landscape. Future research efforts could focus on the development of novel
encryption techniques, signature schemes, and authentication protocols that
strike a balance between security, efficiency, and scalability.

2. Interdisciplinary collaboration: The intersection of cryptography, dis-
tributed systems, and emerging technologies such as blockchain and IoT
presents rich opportunities for interdisciplinary collaboration. Future re-
search endeavors could leverage insights from diverse fields, including com-
puter science, mathematics, economics, and law, to develop holistic solutions
to complex security and privacy challenges.

3. Privacy-preserving technologies: With increasing concerns about data
privacy and surveillance, there is a growing demand for privacy-preserving
technologies that empower individuals to retain control over their personal
information. Future research could explore advanced techniques such as
zero-knowledge proofs, differential privacy, and secure multiparty computa-
tion to enable secure and privacy-preserving data sharing and analysis.

4. Real-world deployment and evaluation: While theoretical advance-
ments in cryptography are essential, their real-world impact ultimately de-
pends on their practical deployment and evaluation. Future research efforts
should prioritize the implementation and deployment of cryptographic solu-
tions in diverse real-world settings, allowing for empirical evaluation of their
performance, scalability, and security.

5. Ethical and regulatory considerations: As cryptographic technologies
become increasingly integrated into our daily lives, it is imperative to con-
sider the ethical, legal, and regulatory implications of their deployment.
Future research could explore frameworks for ethical decision-making in
cryptography, as well as mechanisms for ensuring compliance with privacy
regulations and standards.

By embracing these outlooks and continuing to push the boundaries of innova-
tion and collaboration, researchers and practitioners can collectively work towards
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building a more secure, privacy-preserving, and resilient digital infrastructure for
the benefit of society as a whole.
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