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Abstract. This research paper proposes a simple and an efficient image
encryption scheme based on chaotic tent map and GOST algorithm, which is the
Russian norm of encryption. The tent chaotic system was used to generate chaotic
random keys, as well as a chaotic shift values that used in the GOST algorithm,
in order to provide security as a higher strength. The obtained simulation results
prove the performances of the proposed method in term of histograms analysis
data loss and sensitivity test.
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1 Introduction

Since 1990, communication networks created a revolution in the use of information; this
information cannot be only a text but also audio, image, and so on. The protection of
these informations must be provided, giving their sensibility and privacy of the major
part of them, therefore the field of multimedia security was first motivated partly by the
increasing use of digital means to communicate store and represent entertainment
information such as music and video [1].

Encryption is one of the solutions used to protect our transmitted informations, it is the
process of modulating data or information [2]. Chaos-based image encryption (IE)
algorithms are more frequently used in the digital IE due to large data capacity and strong
correlation among pixels [3].

Furthermore, GOST is a block cipher algorithm invented in Russia and based on the
structure Feistel network encryption [4]. This algorithm is a simple and a clear encryption
algorithm, it performs some processes (rounds), which are equal to 32 rounds (round),
and uses 64-bit block cipher with a 256-bit key, the details of this technic are described
in figure 1. The weak point of the algorithm GOST is a simple key schedule [5], this can
be resolved by the use of chaotic key generators.

The main idea in this work is to mix between the GOST and a chaotic system, in order
to provide an efficient encryption method. Experimental results using Matlab
environmental prove the efficiency of the proposed scheme.

The remainder of this paper is organized as follows: in section 2, we explained both the
proposed encryption and decryption schemes, in section 3; we showed simulation results
and security analysis, and finally some concluding remarks are given in section 4.

2 Encryption/Decryption Method
2.1 Tent Chaotic Map
It was used by many researchers in cryptography, because of their high sensitivity to
their initial values and control parameters [7], in this proposed method, it was used the

tent chaotic map, which is defined as follows [8]:

_1( ) = {Txn when x,, < 0.5
Xn+1 = L Xp) = r(1 —x,) otherwise
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Where x,, is the vector stat, and r is the control parameter. It has robust chaos for control
parameter r = 2 [9]. 603

2.2 Encryption Scheme



The following steps describe the proposed encryption algorithm process:
a) First step of encryption

Let P be the original image in greyscale of size(N x N), and BN be the chosen blocs
number per line. First, we generate a chaotic vector of size BN, using the tent map.
Then we divide P into BN rows and BN columns. So we obtain (BN x BN) smaller sub-
images (or blocs) of size (m x m), with m = N/BN, in order to reorder each row and
each column blocs according to the previous generated random chaotic vector as
illustrated in figure 2.

b) Second step of encryption

Here, we generate the rest of keys chaotically that will be used in the modified GOST
algorithm. First, we will use the sequences generated from tent map in three locations,
for three reasons:

e Togenerate the binary vector key of 32 bitand 32 x BN x BN colomn
(as shown in figure 3).

e To generate a chaotic S-box matrix(32 x BN x BN) .

e To generate the cyclic shift matrix (CSM) of (32 x BN.BN), the
values of CSM vary between 1 and 11, and it is obtained by using the
following expression:

CS(i) = 10 x x(i) )
c) The third step of encryption

Reshape each bloc from the image into (% X 8), and convert each pixel from the new

bloc to 8 bits, after that we will have 64 bit in each line of each bloc. As shown in Figure
3, the right side of the first sub bloc is followed by a function F, which converts the sub
bloc into three cryptographic processes: data addition and our first generated key
module 232, data substitution using S-boxes, in this case we performs the bitxor
operation between the left side and the output of the s-box, then the cyclic left shift to
X positions according to the value of cyclic shift matrix(CSM). The output of F is added
to the left side. The next round is swapped on the right and left sides. There are 32
rounds in the algorithm. Unlike, right and left sections are not changed during the last
encryption cycle.
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Fig. 1. Scheme of bloc cipher GOST.



2.3 Decryption Scheme

The process taken in this stage is the same with the encryption process in inverse manner.

3 Simulations Results a

3.1  Histogram Analysis
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Fig. 2. Peppers, Cameraman, Clown, and their scrambled versions.

We note that the histogram of the encrypted image look like uniform, where all pixel
values have the same probability of occurring, by analyzing histogram we conclude that

this approach resists attacks.

3.2 Entropy Analysis

For grayscale image encryption, the value of the entropy must be very close to 8 [10],

his formula is expressed below:

H(s) = X' P(s)log

Where P(s;) represents the probability of the appearance of pixels in the image.
that the obtained entropy numbers by this algorithm
value of 8. Thus, the proposed method have better

According to Table. 1. It is seen
are quite close to the theoretical
chaotic distribution.

Table 1. Entropy values.

nd Security Analysis

Encrypted images Entropy
Peppers 7.9992
Barbara 7.9972
Cameraman 7.9970
Clown 7.9993
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3.3 DatalLoss




During Digital images transmission, it can be occur different phenomena as data loss
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Fig. 3. Block diagram of the modified GOST.

through the network and during storage. A good image encryption algorithm should
resist these abnormal phenomena. The use of data loss on the encrypted image is to
verify the ability of resistance to attack. The cameraman image is encrypted by the
presented algorithm, then on this encrypted image is applied a data loss with a size of
128x128 (Fig. 5a), 128x128 in the middle (Fig. 5b), and 128x256 (Fig. 5c). The
proposed scheme is robust against data loss, because their decrypted images shown in
Figs. 5a, b and ¢ contain majority of original visual information.

3.4 Key Sensitivity Analysis

To observe the effect of the key on the decrypted image. Each key is changed by 107>
Fig. 6a illustrates the decrypted cameraman image when the value of the control
parameter is changed by 1075, In Fig. 6b, ¢, d, and e, we have the decrypted image of
cameraman image when the initial values is changed by 10~15. Hence, a tiny change in
the key can damage the decrypted image, And from it we conclude that our image
encryption scheme is extremely sensitive to its key.
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35 Correlation Coefficients

It is used to calculate the correlation between two pixels in the horizontal, vertical, and
diagonal directions in the original image and encrypted image. Fig. 5. Shows
respectively the correlation distributions of the horizontal, vertical and diagonal
adjacent pixels of the original image and the encrypted image.

Fig. 5. Data loss. (a) Encrypted image with 128x128 data loss. (b) Decrypted image of a. (b)
Encrypted image with 128x128 data loss in the middle. (c) Encrypted image with 128x256 data
loss. (d) Decrypted image of (a). (e) Decrypted image of (b). (f) Decrypted image of (c).

3.6  Key Space Security

For efficient security the key space must be > 2190 [11], let's admit that the key’s
precision is 10715, In our encryption scheme, we have the following set of keys:

e The key of the first step (x;, ).

e The key of the second step((x, 1), (x3,7), (%4, 7).
So the total key is 1015%5, which explain that it’s great for opposing a brute force attack.

4 Conclusion

This article introduced a new image for encrypting digital grey scale images, using
chaotic tent map and GOST, first we perform a bloc image shuffling using jigsaw
permutation using tent map, and then we apply a modified GOST encryption technique
on the resulting image. The results given by this study are up to the other works not
only that, but also this algorithm is one of the new method of image encryption, at our
knowledge.
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Fig. 6. Decryption image with small changing in key. (a) Decrypted image with r + 10715, (b)
Decrypted image with x; + 1075, (c) Decrypted image with x, + 1071 (d) Decrypted image
with x; + 10715, (e) Decrypted image with x, + 10715,

Fig. 7. The correlation analysis on Cameraman image and its encrypted image by the proposed algorithm
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