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Abstract

Modern educational institutions face increasing challenges in
managing access to their multiple digital systems, where users often find
themselves compelled to handle numerous accounts and passwords. This
leads to a fragmented experience, weakened security, and increased
technical burdens. At the University of El Oued, this issue is clearly
evident in the difficulty of unified access to services such as university
email, distance learning platforms, and staff management systems.

In response to this pressing need, this thesis proposes an integrated,
intelligent solution in the form of a Single Sign-On (SSO) system that
enables users to access all their services through a single login process.
This solution not only simplifies the user experience but also enhances
efficiency, strengthens security, and provides the administration with
greater control over identities and permissions.

This study combines a precise diagnosis of the current situation with
a systematic analysis of potential solutions, leading to a practical design
tailored to the specific needs of the university environment. It is a call for
a smooth transition toward a more cohesive and intelligent digital
ecosystem, where access to knowledge and services becomes simpler and
more secure.

Keywords :

Single Sign-On (SSO), Digital Identity, Authentication and
Authorization, Digital Services, Keycloak, Digital Transformation.
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»= (Keycloak)es oIS (jumbojett/openid-connect-php) 5% Jlaxzwly (PHP) il oy oes
G Wl Bslall dayy (Jg ) Jemed (Keycloak) psls ) pasedl a2 (OpenID Connect) JsSs5s
(Tokens) @sLall jeen b e bl 1) agerss d3le) oz
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(e Lmd i 1) agr d3le] 4
iedSy pdsandl o) wbly Jlssf e Ul e (Keycloak) @sbalt pols ) pasand) o)

pdstnal) B (Session) Gl slis) v Wl gimdl dny (5o M
el Leend dny (site]) ) pdseaad) 3340 ¢
(Session) audx mo (sitel)d] pasundd 4z olel on «(Keycloak) o mlon 3imdl 52
B AL dsts oo pisadl e Wy i
D Site2 o gl i Clb—
Aslall w3 alads Auds 3gmg o 3il on (SiteD 1) Jpos) ptsenedl Sl 13] (U5 an
D site2 ) psnd) g sale)— <
a3l agi (SH Bolall aeas) (Keycloak) @ U dsss Joew 8 aased) OF &
J3ag Jerll s @bl JoY axlh) 0gs site2 ) e Balall auds oz Keycloak
: (site2) ke duds cLisl— «
phsteed) =z & (Keycloak) oo aalndl anddl s 2l (site2) s sdr dud> slid] o
(5 8 dal) Jomed 2 O site2 ] sems 5ol
d>s0 Jo33 il G J1 ilgrtght LTI

B350 U5 Jomd igrly 1.8 111

« G (B localhost:81/keycloak-login.php o O :

Sign in to your account

1 &dsa Jsia Jaeds Agal g 1 1-TTT JS&)
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2 pdge Jgr5 Joewd dgry 2.8 111

€« N 8 localhost:82/keycloak-login.php rn 3 °

Sign in to your account

Username or email

Password

2 dsa J i Jaad gl g 12-TT1 JS&)

(JWT Payload) o325 (Ssd! jay 2,8 9(Keycloak) aldswnly rW) Jg=l foeud dgx1y 3.8 111

€ » C 0 login.php? 36a4d2ca280e9d62cfc7fddf0da&session_state=b7af6c22-cbb0-4297-b153-7587b626154b&code=e61459e1-7... ¢ fa in] o

Clab sl s
Be oS0 g 1a cdliada (Access Token):

1eyJhbGci0i)SUZIINIISInRScCIg0iAiS1dUTiwia2 IkIiA6ICI1cUZIRk1kbGNaU3dKdD14Qkpah]5Y IRPS jhxcm96Z2FSCEVYTIRhUGVZING. ey)1eHAL0jE3NDcWNzMINDKks ImlhdCI6MTCONZA3MZIO0SWiYXVoaF
190aW111j0xNzQ3MDczMjQ5LCIqdGki0iI2Z USZWYwN1020DQOLTRhMWQtOGM3Yy11ZmQwNzQyYTBmOGMiLCIpc3Mi0ilodHRwezovLzQxL j EXMSAyMTcuMTc60DAAMCIyZWF sbXMvc3NVI iwiYXVKIjoiYWNjb3VudCIs

| InN1YAI61§Vi0DMWN2Y3LWU20DUtNDMXNC1hMGVKLWI 1ZTQZNNZINDESZ11SINRSCCI6TKILYXILciISIMF6CCIBINNDAGUXLWNSaWVudCISImSvbmN LI oNTLLYmYZZmF 1YZU2MDAYNDCAMGI4M]V1ZDkyNGQZNDYiLC
|32ZXNzaW9uX3NOYXR LT §01Y]dhZj ZjMj T£Y2J{MCOOM] KILWIXNTMENZUAN2I2M] YXNTRAT iwiYWNyI j0iMSIs ImFsbGO3ZWQth3IpZ2 ucyI6WyJodHRwO18vbGI] YWxob3N0 gxI10sInd LYWxtX2Fj Y2VzcyI6eydy |
inx LcyI6WyJOZWFjaGVyIiwib2ZmbGluZVOhY2N1c3MiLCIKZWZhdWxOLXIvbGYZLXNZbyIs ImFkbWLluIiwidWlhX2F1dGhveml6YXRpb241iXX0sInd1c291cmN1X2F]Y2VzcyI6eyhY2NvdwS0Ijp7InlvbGVzIjpbIn

| 1hbmFnZS1hY2NvdW50 T iwibWFuYWd LLWF  Y291bnQtbGlua3MilCI2aWV3LXByb2ZpbGUiXX19LCIZY29wZS16ImIwZWSpZCBIbWFpbCBwemImax 11 iwic21kIjoiYjdhzZjZjMj I1tY2) iMCOOM ] k3LWIXNTMtNZUAN2I2
}HijNTRiI iwiZWlhawxfdmVyaWZpZwQiOnRydWUs ImShbWUi0iJhbWluYSBrZwWSpb3VhIiwicHI1ZmVycmVkX3VzZXJuYWILIjoiYWlpbmEiLCInaXZ1b19uYW1lIjoiYW1pbmEiLCImYW1pbH1fbmFtZSI6Imt LbmlvdW
|ELILCIIbWFpbCI6ImF taWShYWxnNTdAZ21haWwuY29tIn@. curRH2n3rWdA4Qj c-eIj rsyx-nvHcLycFOBUVQXGMv2XHT7IVFKWnBwuP@xmtXprqldkBFY77JHgdUQsRlsu7mCs7~
‘axa3w9_stc0mP3brEFPSGOSAaZRchwnJOMVA

: Freve

ETPRIN Y B1ANELaEAbalis faniawomr, iearri aacaz

Lo daiiall ) i)

7 OSol g siaa (JWT Payload)

"nonce": "59ebf3faec560024780b825ed924d346" ,
“session_state": "b7af6c22-cbbo-4297-b153-7587b626154b",
wacrts 1"
"allowed-m"igins": [

“http:\/\/localhost:81"

1,
“realm_access": {
“roles"; [
“teacher",
“offline_access",

“uma_authorization™

1
h

“resource_access": {

“manage-account”,
"manage-account-links",
"view-profile"

"openid email profile"

(JWT Payload) o) sisay Sl 3oy g s(Keycloak) aladiul zallll Jsdall Jaawd dgal g :3-T1T JS&l)
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jwt session token ,(user logged in) 4.8 111

% C @ localhost:81/keycloak-login.php

A LI Jaelis $oide:

object(Jumbojett\OpenIDConnectClient)#2 (35) {
["clientID":"Jumbojett\OpenIDConnectClient" :private]=>

string(12) "sitel-client"

["clientName":"Jumbojett\OpenIDConnectClient":private]=>

NULL
["clientSecret"

"Jumbojett\OpenIDConnectClie

“iprivate]=>

string(32) "8HUVARBy6k4xEBcui3DgWwrx1818VQKe"
["providerConfig":"Jumbojett\OpenIDConnectClient":private]=>

array(2) {
["providerUrl"]=>

string(37) "https://41.111,217.17:8080/realms/sso"

["issuer"]=>

string(37) "https://41,111,217.17:8080/realms/sso"

["httpProxy":"Jumbojett\OpenIDConnectClient":private]=>

NULL
["certPath":"Jumbojett\OpenIDConnectClient":private]=>

NULL

["verifyPeer":"Jumbojett\OpenIDConnectClient":private]=>

bool(true)

["verifyHost":"Jumbojett\OpenIDConnectClient":private]=>

bool(true)
["accessToken":protected]=>

NULL
["refreshToken":"Jumbojett\OpenIDConnectClient":private]=>

NULL
["idToken":protected]=>
NULL

["tokenResponse":"Jumbojett\OpenIDConnectClient" :private]=>
NULL

["scopes":"Jumbojett\OpenIDConnectClient":private]=>

array(0)

["responseCode" :protected]=>

["responseContentType":"Jumbojett\OpenIDConnectClient" :private]=>

["responseTypes":"Jumbojett\OpenIDConnectClient" :private]=>

array(0

}
["authParams":"Jumbojett\OpenIDConnectClient":private]=>

array(0) {

["registrationParams":"Jumbojett\OpenIDConnectClient" :private]=>

array(0) {
)

["wellknown":"Jumbojett\OpenIDConnectClient":private]=>

%

@0 0

Sitel

“teacher” 5 JgsJl il by (@

lamina .cl il

aminaalgS57@gmail.com :,jig a8 Y1 aupull

Ladla 4341 128 90 welcome 4 9:5-TTT JSall

34

%) ©®

bool(false)
;:tgb}:?oynContigParameters“:"Jumbo)ett\DpenlDConnectClient":pr1vatel=>
jwt session token ,(user logged in) :4-11T Jsddi
o 4l 1a35 welcome dg~15 5.8 111
< > C (G) localhost:81/welcome.php
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i 4 2 2350 welcome dg>'5 6.8 111

& > C (O localhost:82jwelcome.php ﬁ) o :

Site2

‘teacher’ 3 Jgsul dilio ey (G

lamina .¢L Usl

aminaalg57@gmail.com :,ig s Ul !

Lada 4341 2 a8 g welcome 49 :6-111 JS&

i 4l Cnd2 2345 welcome g5 7.8 111

€ > ¢ (O localhost:82/welcome.php Y}) 0 :

Site2

“teacher” 5 JgsJl dwolio cby gud @

pasiwnll Ulogloo
isra ;o3 uall puwl

isra@gmail.com g is8) Ul 3l

s dinis

Ladla 44 Cud) 28 sa welcome 4¢als o 7-1TT JS&d)
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i 4l Sl 2350 welcome g~ 8.8 .11

€« (¢} (O localhost:81/welcome.php i}) 0 :

Sitel

“teacher’ 3 JgsaJl avibo elual gud @

pa3luwoll Ologleo
Isra :paouuoll ol

isra@gmail.com :jgi4) 1l 2y

oA did

Ladla 44 Cud] a8 sa welcome 442l :8-1TT JS&l)
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&l aadl e 5S35 (GitHub) deaiey (Visual Studio Code) shad azy 1) LoYL (Boot
A a1 e Jposlly a5l 3)5] plas (Keycloak) gees a8 ey (el 5141 WSS e ¢

sli] (Jpml Jomed Belas o5 e aladd I3 e eorl) B ) Slen ol 8 s LS
iBslall 3gad Joadl 3ol oS Sl gl sl Lasdate lay pes Sl e 3isdly (oludd
Sk AL Jgo sl 3 eV WSl Olezg paseacdl 2,2 et (3 andels Gleg 3l

plai ) optldl) aad o F o ) e bl GO ang fadl) Vs 0 Lo S
Agdd Ol sl wley @ S Balall Jol> slers) oF dege Bles Sokos junly plusaldU LB e
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:i&y CMD 4 Terminal sl

docker —-version

docker run hello-world
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elsal Keycloak fassy o ogall vl 4] 5,500 JusW) s (e alais Las coST13),
.Open]DK

Docker alusuuy Keycloak fais

bl T cow () a2 cnd el e (Keycloak fass 13 o) o o Docker slaszay
Lo Keycloak anyg o $by Led 11 Vy i JVM) a0V

: W Y A bl Docker Js Keycloak |xed

$ docker run -e KEYCLOAK_ADMIN=admin -e KEYCLOAK_ADMIN_PASSWORD=admin -p

8080:8080 quay.io/keycloak/keycloak:22.0.0 start-dev

rila>e

il ol 0B (2@ (Admin) Jegee ol & 3l ¥ Keycloak of «
L‘;\.u,\ Jose ol cLiily . KEYCLOAK ADMIN PASSWORD s KEYCLOAK_ADMIN
g

K el S e Keycloak ansan, i s L2l p 8080:8080- L) suscs Wl Ls”
Keycloak ) Jseo sl Jemm

i) (3 AW Ll e fen Keycloak of a gimdl Slis a1 rts o 0198 mias A
http://localhost:8080/admin

HIREIE s>l Lo f

admin :paseli ool

admin : ,, l) aJs”

CO®AKEYCI

Sign in to your account

Username or email

admin

Password

Figure 1.1: Log in to the administration console as the admin user
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Figure 1.2: The Keycloak admin console
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OpenJDK 1+ 17 oyl by o3 & (Somiaze (3 imiall ods

il e anlin OIS (3 abao S & il Gol faid) sl ) syl b o8

& ol Jo gt @l U ) e JAVA_HOME 2 jace s o3 clariall el aey
RUPEE

Al o) st Linux el Je Open]DK cos e e 21 oY1 o

$ mkdir ~/kc-book
$ cd ~/kc-book
$ tar xfvz ~/Downloads/Open]DK17U-jdk_x64 linux_hotspot_17.0.6_10.tar.gz

$ export JAVA_HOME=~/kc-book/jdk-17.0.6+10
$ $JAVA HOME/bin/java-version

e [ Jons Java OF e il 25k (Java —version) 31 Y
Keycloak cus JI Jame (Open]DK e cws of ax 0¥

Keycloak c.

o Keycloak ayjs Lys o 2 ssbd) 055 (iler e 22000 Java all oty pei OF 5
. Keycloak #35.

ke Ul bz o3 ¢ chttps://www . keycloak.org/downloads :elmia 3 QW) Ll w3l
() psl i) pldl o TAR .GZ i ZIP

Bl e cnlin pse 3 dbaid b o Elde Lol 155 Ay

$ unzip ~/Downloads/keycloak-22.0.0.zip

$ export KC_HOME=~/kc-book/keycloak-22.0.0

) el 3yl Lo gy Keycloak fass sud ol 031 i

Keycloak s sy

Jerti sy Jeed) o e (JsY1 il ol sl Keycloak s s w6 055 of s
Keycloak

: W Y slsant Keycloak Lass sy ¢lis amacOS o Linux sl e

$ export KEYCLOAK_ADMIN=admin
$ export KEYCLOAK_ADMIN_ PASSWORD=admin

$ cd $KC_HOME
$ bin/kc.sh start-dev

IL}\.:M J,j}!\ J cWindOWS (Um L;& ch



> set KEYCLOAK_ADMIN=admin
> set KEYCLOAK_ADMIN_PASSWORD=admin

> cd %KC_HOME%
> bin\kc.bat start-dev
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Broduct Disabled features @
Groups Default ACCOUNT3 Experimental ADMIN_FINE_GRAINED_AUTHZ Preview CLIENT_SECRET_ROTATION  Preview
Sessions DECLARATIVE_USER_PROFILE Preview DOCKER  Supported DYNAMIC_SCOPES | Experimental
Memory
Events FIPS  Supported MAP_STORAGE  Experimental OPENSHIFT_INTEGRATION  Preview
Total memory
s12MmB RECOVERY_CODES Preview  SCRIPTS Preview  TOKEN_EXCHANGE Preview  UPDATE_EMAIL Preview
Configure Free memory
405 MB

Realm settings
Used memory

Authentication 106 MB

Identity providers

User federation

(Create) clas| e &1 ¢ Glad) 2oty o3
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® admin  ~ .

Create realm
A realm manages a set of users, credentials, roles, and groups. A user belongs to and logs into a realm. Realms are isolated from one another and can only
manage and authenticate the users that they control.

Resource file Drag a file here or browse to upload Browse..  Clear

1

Upload a JSON file

Realm name * sso

Enabled @ on

Cancel
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Manage
Clients

Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure
Realm settings

Authentication
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hitps:[/41.111.217.17:8080/admin/master/console/#/sso/clients

Clients

Clients list Initial

Q, Search for client

ClientID
account

account-console

admin-cli

broker

realm-management

security-admin-console

ccess token Cli

Clients are applications and services that can request authentication of a user.

registration

Learn more (£

> Import client

Name

$iclient_account}
${client_account-console}
S{client_admin-cli}
Siclient_broker}
Siclient_realm-managem.

${client_security-admin-...

Type

OpenlD Connect
OpenlD Connect
OpenlD Connect
OpenlD Connect
OpenlD Connect
OpenlD Connect
OpenlD Connect

OpenlD Connect

Description

Home URL

so/account/ 4

S//41.111.21717:8080/ realr

https://41111.217.17:8080/realms /account/ 4

sof/console/ [

5://41111.21717:8080/adm

http://localhost:81/welcome.php (4

o
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Click to go forwar

https://41.111.217.17:8080/admin/master/console/#/sso/clientsfadd-client w o

id to see history

(©) admin ¥
Clients > Create client
Create client
Manage Clients are applications and services that can request authentication of a user.
Clients
Client scopes
o General Settings Client type @ OpenlD Connect -

Realm roles i
Capability config

Users ClientID * ®

sitel-client

Groups
Name @
Sessions

Events Description @

Configure Off
Always display in Ul @ m Off

Realm settings

entication
Identity providers

User federation

Next Back Cancel

\is http://localhost:81/keycloak-login.php 1 Valid Redirect URIs i~ 3
ool 5SS JLsY (Save) Lis e 51 (f 3k ade Jomew sl Al ga
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Capability config

Client authentication ® o On
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® admin .

Clients » Client details

sitel-client ' Opend Comnect @ cabled @ action ~

Manage Clients are applications and services that can request authentication of a user.

Clients e
Settings ~ Keys | Credentials Roles  Clientscopes = Authorization = Service accountsroles ~ Sessions = Advance 3

Client scopes

Realm roles

Users Client Authenticator Client Id and Secret -

®
Groups

RESHIH Grve

Events

Configure Client secret o i Regenerate ‘

Realm settings

Authentication

Identity providers

Registration access L] Regenerate ‘

User federation token
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® admin v .

Users
Users are the users in the current realm. Learn more (£

Manage

User list

Clients

Client scopes

>

user 18w
Realm roles
]
/" username Email Last name First name Status
Users
anfal anfalS7@gmail.com anfal anfal -
Groups
: mohamed mohamed@gmail.com kenioua mohamed -
Sessions )
Evsiits sla sla@gmail.com SIA SIA -
slu slu@gmail.com Slu Slu -
Configure ] s2a s2a@gmail.com s2a s2a -
Realm settings s2u s2u@gmail.com s2u s2u -
Authentication userl userl@gmail.com kenioua Amina -
Identity providers walid © walidegmail.com kenioua walid -

User federation
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Users >

Create user
Manage
Clients

Required user actions
@

Client scopes

Realm roles

Users Username

Groups —

Sessions

Events Email verified @

First name
Configure
Last name

Realm settings

Authentication
Groups @

lentity providers

User federation

© Not Secure

View site information

Manage

Clients Attributes

Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure
Realm settings

Authentication

entity providers

hitps:[/41.111.217.17:8080/admin/mast

erfconsole/#/ usersfadd w o :
@ admin ¥ .
Create user
Select action -
o X0
Join Groups
Create Cancel

el e o3 ¢ ((Credentials) slazeV) obly ond I 83l

https://41.111.217.17: 8080 /adminfmaster/console/#[ssofusers/Seb03fe1-e56e-40f2-9db4-boc605b1b801 feredentials o 9
® aamin - @@
> User details
sla @ cnabled Action ~

Credentials  Role mapping Groups Consents links Sessions

[+

No credentials

Identity provi

This user does not have any credentials. You can set pa d for this use

Set password

Credential Reset

(Save) i~ Jo 5l ¢ 90 s Jlssl o3
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View site information

Set password for sla

Password *

Password confirmation *

Temporary &

Save Cancel

(Realm Roles) 5% slid) .
A a5 LY create Role Je baol ( W by adl 3

€« » C © Not Secure  https://41.111.217.17:8080/admin/master/console/#/ssofroles w o
® admin ¥ .

Realm roles
Realm roles are the roles that you define for use in the current realm. Learn more (4

Manage

Clients Q Search role by name > 1-6 ~

Client scopes

Role name Composite Description
Realm roles P P

admin False = H
Users

default-roles-sso @ True ${role_default-roles} i
Groups

offline_access False ${role_offline-access} H
Sessions

student False - H
Events

teacher True = i

uma_authorization False ${role_uma_authorization} H

Configure
Realm settings
Authentication

Identity providers
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= @IKEYCLO @ admin ~ .

Users > User details

slu o Enabled Action ~
Manage
Clients Details Attributes Credentials Role mapping Groups Consents Identity provider links Sessions
Client scopes s ) . .

Q, Search by name 2> Hide inherited roles EEETCl NI Unassign 1-2 ~
Realm roles
Users Name Inherited Description
Groups default-roles-sso False S{role_default-roles}
Sessions sitel-client  sitel-user False =
Events

1-2

Configure
Realm settings

Authentication

Identity providers

User federation
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