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@ See: Buterin Vitalik, A Next Generation Smart Contract & Decentralized Application
Platform (Articley, p3.

@ See: Crosby Micheal et al, Blockchain Technology: Beyond Bitcoin (Articley, p8.

P See: David Allessie, Blockchain for digital government (Articley, p9.

D See: Walport Mark, Distributed ledger technology: Beyond blockchain (reporty, p17,
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@ See: Lin Iuon-Chang and Tzu-Chun Liao, A survey of blockchain security issues and
challenges (Articley, p655.
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@ See: Buterin Vitalik et al, Ethereum white paper GitHub repository, p11.
A See: Wood Gavin et al, Ethereum: A secure decentralised generalised transaction

ledger, p5.
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@ See: Buterin Vitalik et al, Ethereum white paper GitHub repository, p22-23.

) See: Lucas Saldanha, Merkle Tree and Ethereum Objects-Ethereum Yellow Paper
Walkthrough 2/7, 2018, retrieved in 5/4/2021 at (22:05) from:

https://www lucassaldanha.com/ethereum-yellow-paper-walkthrough-2
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D See: Di Angelo Monika and Salzer Gernot, Tokens, types, and standards: identification
and utilization in Ethereum (conference paper), p4.

@ See: Mansi Rajput, Understanding the Types of Crypto Tokens and Their Benefits,
2021, retrieved in 13/2/2021 at (15:33) from:
https://blockchain.oodles.io/blog/understanding-types-of-crypto-tokens-benefits/

D See: Jakub Szczesny, Guide to Different Types of Tokens on the Crypto Scene, 2020,
retrieved in 13/2/2021 at (14:19) from:

https://concisesoftware.com/blog/different-types-of-tokens/
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D See: Non-fungible tokens (NFT), retrieved in 29/5/2021 at (11:12) from:

https://ethereum.org/en/nft/
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@ See: The New York Times, El Salvador Becomes First Nation to Make Bitcoin
Legal Tender, retrieved in 9/3/2022 at (17:29) from:
https://www.nytimes.com/2021/06/09/world/americas/salvador-bitcoin.html.
D See: Financial Crimes Enforcement Network, Application of FinCEN's
Regulations to Persons Administering, Exchanging, or Using Virtual Currencies,
retrieved in 9/3/2022 at (22:05) from:
https://www .fincen.gov/resources/statutesregulations/guidance/application -fincens-
regulations-persons-administering
h See: Internal Revenue Service, Notice 2014-21, p2, retrieved in 9/3/2022 at
(22:05) from:
https://www .irs.gov/pub/irs-drop/n-14-21.pdf
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https://www.nytimes.com/2021/06/09/world/americas/salvador-bitcoin.html
https://www.nytimes.com/2021/06/09/world/americas/salvador-bitcoin.html
https://www.nytimes.com/2021/06/09/world/americas/salvador-bitcoin.html
https://www.fincen.gov/sites/default/files/shared/FIN-2013-G001.pdf
https://www.fincen.gov/sites/default/files/shared/FIN-2013-G001.pdf
https://www.fincen.gov/resources/statutesregulations/guidance/application-fincens-regulations-persons-administering
https://www.fincen.gov/resources/statutesregulations/guidance/application-fincens-regulations-persons-administering
https://www.irs.gov/pub/irs-drop/n-14-21.pdf
https://www.irs.gov/pub/irs-drop/n-14-21.pdf
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@ See: Office of the Comptroller of the Currency, Bank Secrecy Act (BSA), retrieved
in 9/3/2022 at (22:05) from:
https://www.occ.treas.gov/topics/supervisionandexamination/bsa/index -bsa.html.
Financial Crimes Enforcement Network, Application of FinCEN'’s Regulations to
Persons Administering, Exchanging, or Using Virtual Currencies, p1-2, retrieved
in 9/3/2022 at (22:05) from:

https://www .fincen.gov/resources/statutesregulations/guidance/application-fincens-
regulations-persons-administering

See: Financial Crimes Enforcement Network, Ant&i-Money Laundering and
Countering the Financing of Terrorism National Priorities, retrieved in 9/3/2022 at
(22:05y from:
https://www.fincen.gov/news/news-releases/fincen-issues-first-national-amlcft-
priorities-and-accompanying-statements

See: European Banking Authority, Reports on Crypto-Assets, retrieved in
9/3/2022 at (22:05) from:

https://www.eba.europa.eu/eba-reports-on-crypto-assets
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https://www.occ.treas.gov/topics/supervisionandexamination/bsa/index-bsa.html
https://www.fincen.gov/sites/default/files/shared/FIN-2013-G001.pdf
https://www.fincen.gov/sites/default/files/shared/FIN-2013-G001.pdf
https://www.fincen.gov/resources/statutesregulations/guidance/application-fincens-regulations-persons-administering
https://www.fincen.gov/resources/statutesregulations/guidance/application-fincens-regulations-persons-administering
https://www.fincen.gov/sites/default/files/shared/AML_CFT%20Priorities%20%28June%2030%2C%202021%29.pdf
https://www.fincen.gov/sites/default/files/shared/AML_CFT%20Priorities%20%28June%2030%2C%202021%29.pdf
https://www.fincen.gov/news/news-releases/fincen-issues-first-national-amlcft-priorities-and-accompanying-statements
https://www.fincen.gov/news/news-releases/fincen-issues-first-national-amlcft-priorities-and-accompanying-statements
https://www.eba.europa.eu/eba-reports-on-crypto-assets
https://www.eba.europa.eu/eba-reports-on-crypto-assets
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D See. European Commission, Proposal for a Regulation of the European Parliament
and of the Council on Markets in Crypto-assets, and Amending Directive (EU)
2019/1937, retrieved in 9/3/2022 at (22:05) from:
https://eurlex.europa.eu/legalcontent/EN/TXT/?uri-CELEX%3A52020PC0593
See: Canada Revenue Agency, Guide for Cryptocurrency Users and Tax
Professionals, retrieved in 9/3/2022 at (22:05) from:

https://www .canada.ca/en/revenue-agency/programs/about-canada-revenue-
agency-cra/compliance/digital-currency/cryptocurrency-guide.html

See: Government of Canada Justice Laws Website, Proceeds of Crime (Money
Laundering) and Terrorist Financing Act, retrieved in 9/3/2022 at (22:05y from:
https://lois-laws.justice.gc.ca/eng/acts/P-24.501/

Canada Gazette, Regulations Amending Certain Regulations Made Under the
Proceeds of Crime  (Money  Laundering) and  Terrorist  Financing
Act, 2019: SOR/2019-240, retrieved in 9/3/2022 at (22:05) from:
https://www.gazette.gc.ca/rp-pr/p2/2019/2019-07-10/html/sor-dors240-eng. html
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https://eur-lex.europa.eu/resource.html?uri=cellar:f69f89bb-fe54-11ea-b44f-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:f69f89bb-fe54-11ea-b44f-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:f69f89bb-fe54-11ea-b44f-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eurlex.europa.eu/legalcontent/EN/TXT/?uri=CELEX%3A52020PC0593
https://www.canada.ca/en/revenue-agency/programs/about-canada-revenue-agency-cra/compliance/digital-currency/cryptocurrency-guide.html
https://www.canada.ca/en/revenue-agency/programs/about-canada-revenue-agency-cra/compliance/digital-currency/cryptocurrency-guide.html
https://www.canada.ca/en/revenue-agency/programs/about-canada-revenue-agency-cra/compliance/digital-currency/cryptocurrency-guide.html
https://www.canada.ca/en/revenue-agency/programs/about-canada-revenue-agency-cra/compliance/digital-currency/cryptocurrency-guide.html
https://laws-lois.justice.gc.ca/eng/acts/p-24.501/
https://laws-lois.justice.gc.ca/eng/acts/p-24.501/
https://lois-laws.justice.gc.ca/eng/acts/P-24.501/
http://www.gazette.gc.ca/rp-pr/p2/2019/2019-07-10/html/sor-dors240-eng.html
http://www.gazette.gc.ca/rp-pr/p2/2019/2019-07-10/html/sor-dors240-eng.html
http://www.gazette.gc.ca/rp-pr/p2/2019/2019-07-10/html/sor-dors240-eng.html
https://www.gazette.gc.ca/rp-pr/p2/2019/2019-07-10/html/sor-dors240-eng.html
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@ See: Australian Taxation Office, Transacting With Cryptocurrency, retrieved in
9/3/2022 at (22:05) from:
https://www .ato.gov.au/Individuals/Investments-and-assets/ Crypto-asset—
investments/?=redirected_crypto

@ See: Ibid.

D See: Library of Congress, Regulation of Cryptocurrency Around the World, Pages:
17-62, retrieved in 9/3/2022 at (22:05) from:
https://tile loc.gov/storageservices/service/ll/llglrd/2021687419/2021687419.pdf
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https://www.ato.gov.au/general/gen/tax-treatment-of-crypto-currencies-in-australia---specifically-bitcoin/?anchor=Transactingwithcryptocurrency
https://www.ato.gov.au/Individuals/Investments-and-assets/Crypto-asset-investments/?=redirected_crypto
https://www.ato.gov.au/Individuals/Investments-and-assets/Crypto-asset-investments/?=redirected_crypto
https://tile.loc.gov/storage-services/service/ll/llglrd/2021687419/2021687419.pdf
https://tile.loc.gov/storageservices/service/ll/llglrd/2021687419/2021687419.pdf
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D See: William LutheWilliam, Bitcoin and the Network Effects Problem, September
2021, retrieved in 9/3/2022 at (22:05) from:

https://www .aier.org/article/bitcoin-and-the-network-effects-problem/
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@ See: Frankenfield Jake, Do Cryptocurrencies Have Intrinsic Value? It Depends,
Investopedia, June 2019, retrieved in 9/3/2022 at (22:05) from:

https://www .investopedia.com/ask/answers/100314/why-do-bitcoins-have-value.asp
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? See: Nenad Tomic et al, The potential effects of cryptocurrencies on monetary policy

(Articley, p45.

%162)


https://cflw.com/dwm/
https://cflw.com/dwm/

N Ol sie D olis st o ol AV 2 o

oda (3 Bewlond) Sl oy $ISYI s e 2! Sl sBge Lo (S
i) Flad BEd) Tl 5] 3 kil Lh oo bl sl e ol
Ol el sl c3 ) Ol il Ryl Sl S wizine fay 9257 L2
ALl O sy s g e ) JME@J\ S iy il Yl )l dazey
I DN I SR 2 Wyt P [ PO O R EE S P Mmi\ bl s
¢ Wl ol grs o lam LA (8

£ Ao of L8 G L aaly coVsladl sda e YU s )
Gl e brally addl aedleYl Jall mi s Sl Wl ol e
Lde coai ol (oMYl sLadVl Lol oy L boladl Zooxtt Al 25LaBY)
oYl Ay

%163)



<X

>

S0,
Eae

—

P —

)—

J

o



L e

Wl

Loaby b ol iy cplass D Al s iall ¢ s 3 Sl s
L 55 LS 3 el 3 ot 66,0l ) Slimno) (silad) gt 4t
L o a2l VW) el s Sl dny 2l s e L il
DY) 20 1S T a8 I 3 inll 3315 ol r =Y

Y i) (3 i) o sgde e AU Las gie g plisST U B Jee T 381 52
) LU (3 VW g dng il doliey aby i 4187
3 By o Y ad) @ i lie e pleas ol sl s el Sy -1
T P [ vev-— R P PP WAV [ R e S JUPPS R PE RN ]
o il el ety By oy 5t 8 ke L2l el <2
5 ) 8o il stinly JlaVl gis 0L s (3 J sl sl i gual) 2l
.@wﬁ@aﬁ&:&w}jgﬁ\jw\ O goian B yme &) e J )l O b
Y Db o1 S] 03 e il 3 o Ll DY) an £ ) Lo ) siE -3
b)Y bl Foos i) oY
bl elis] Lo deadl) ud s L U 55l (3 sl 3 b s of -4
SAL ells e ST W @l 5 bl s dilas OY ¢piled) Bpn
33bas ol (A S hasd) bty AT Y O ga LS A e WY
o lall el elis) ey Bi) (33 g b1 e DU T s 630200 50V
G 3 e Gy (WS el e ) B syl 3 iy -
Oﬁ@sfdm)b ) Llo] g Al e Mlas o ST ades (3 2l @5 anns
b Ul ey (B S5 ks ¢ ny el RS
oo el coslinil e Y il o) e p 28 sua 3 b el gledl O 6
UL AL 3 Ll e el Bl y (L3l i oy gn b 25N es

%165)



A &S

8 o2l Ll ablall ¢ 5 OVl plas JU U s i) (3 o el ik =7
5 sl dleall

o i) ol e Jadlly Y b sk 3}“‘@})%‘&3&@&*1 -8
L Jam ol dme by s e di) Gk gl IO o W B3 a2 S
ASI 5 gaal) Aad (3 83 s sl
&&L}o;ij}cf’-TgSJJL&gWﬁgﬂ‘w\wﬁ\}?\wz};\di—g
o) e ) ) 1% ASOW T ) 3 se 1da g oy Lgs ) cplaasT L)
ST gl e Bl o Y

3 skl Ol e I BRY) atladl e Ledle denas 5 aal) akeadl 0F ~10
s sl by pakie B Jsam s obadl st O b e A8 8
3 asll SOl el I J gl e al) 5 5N a3l s e Ll Lgadle s
ke ol dles b lael ol s Jle Y gl

1t oY)y oo sSedl yshad WZEy E3 3 s Ul 5 il ool 11
Vs g bl Jlis ALl @ esl WP s da Ldlonsal n gl Lagred O
o 2 py a3 W Slate sliil ONgs e OF LS o5 2
B pinn Tol5 88 LT 3 50 J ol amy 3 2 dlanS” Waslasl s clgils

By oopid) A e 3 15 Y W ga 5 aall C)M\JL&WTJEL}M\ of =12
U8 plisaal ¢ syl (3 ampedl o5kl e U5 glayy Vpde Wnly, e
Wy M3 pby Be S 2oLl (lggrl 5 ) oldall s e 2 1 e 5 el
.;ﬁg\b@maﬂ;pumgm Sligladl g 451 5 i) ol

o by Al Jo Ll Al Uy cale Lillas G ol (sl Jlaoy) of -13
VA e S Blgs 6 anl) aleal) Bl e 5,00y aud auad) O gl Wy (2l
G WS gy el il 3 bl s tlagf dlls e Jus )
(GHOST) J 5" 5 dawl 1 0 Y oSk

%166)



A &S

die Jo S8 by sl s ahiadl b aal) i) i oUT of -14
RN PRSI
aﬁjwamg@scsjzg\d;j:jwsxngu\C},-pjwwsdﬁi—15
ea ) sl g ¢ LaY) OUTy jhadl Jo e LlesY Lgdlinal s Ll 5 & i)
Lo e 3 ¥ ol plas U U ssadl @ gl 1Y) ol daie -16
SIS 13 Aol (b g ) Gllas Jdan 3jhe g il el bos 4T ol
APICT RN PN SO Y TS RT 1 B VE S NIT YR T S i
by ,b e Al 3 aall U sy s sinl adgh sl o ¢ LYl dpam foin s
oplazall s Yy il s e 0580 by iy sU ) O (s (i dis g
Laduis 3
Sl 3 il O & e s LRI S a3 &S0 i 1T
o bl g GAL L) paey G planadl eV DD e el I Y1 e
Wil eglaie e 2555 ST 4ule dny sly OF LS il J oW ol 5 5las
b pe Joladl i 3L r B gay el ) ek i wls e el
o g el
Bod Sy oMYl 3LV Lobe s (3 15T Bke oS ) A Of 18
o el Bl 5 o e i) E g ddeaall Jal e AW slasl plad
) e sazia g Lg_éijj‘_;E.éSbif sLadVl (3 B aad) Y1 el
13U 05 pie g LS Yl 4e L2l WYl LU

SN EICPEARER LIEN PRIy
e el el ol @ =5 el e 0 o 58Tl e b gl Sl e of -1
sl L3V 7 (3 el :u}f‘gdsﬁng_ais OV tle b aimes plass U
REN( B U PR PR PRTR P W PR TS

%167)



A &S

by bl OV sy Bl 50008 (288 e d e plasST U 2w of -2
gl e Sl ozl 5 (LMl e e 2l 5 hal 2Ly a1 ol
5 JU 3w g O) ey o I LWL AS s gaa) by eaay W)
3 Jond S 25 0N Jmians Al 5T il et OB skl 3 IS s
Al g ol
Y WS 3 WU ST e L AW s saall (3 e U Tl 0 -3
Flod) paaS il 051l e Lol il 3b G ) il el
A mz S DY)l (3 stV VU @ Bl bl e
Ui 3l oy fall 534 o)l Gl ae Blsl () gl bl -0
b wis oy B il U el bty o slid) Sale] b iS¢ L o sl s
oS
Lo dalal) T Gokd ade Jlasl oo 2aldl Blal) B8 8500 gm0 -z
O e S 3 Jap @310 (3 Sleastlly cplaS AU s a7 aceas
0 ek i ) bl 3 & e e ol ) e )
S ) LS g o Balally ablall 55 day S Jaa e Wbl
siall plll m et o8y ciall Al Dbl gl g s ¢ 5 ) el L
oda a5 al VI il BT A a3 Cadl) e S W) 3 Ly s a5
b 6l Ol ol ) A a e gk 5 il
LS5 Al AW J 5ol g Lo ol - ldll ¢ Lo e ey =4
o P 38 oS e AV S e pe Bl Sl Y -5
(oA ey e Y sl 58y (1Y) e R ST

Slia EmUl gedy AL oda allas 3 Wjla] ¢ )l olall s g sad Lol
B 5 gaal ¢ o a3 555U L) OLY) LWl (3 Sanal) aidll salsy (s il
25V LLadll 3 o i) oS 3805 e BBl ¢l Sl

%168)



A &S

ipa Y ot sSadl alasS gl 5530 (3 8 bzl sl f 2Lyl -1

S gl Gl (sl o) Wy madl Wy anlll 5 SG
YV U Lt s 7 iVl coplinS bl 2 U 5 il aleladl) OV LY 350 0
35 8eLST (s ey U3 OV Oldies mly Sty Lgaldonal 15800 pde on
T U W e it adall g (S UOYI Al 85 (3 Rand) ol
15 asdl alaal) -2

2

iUl sadall ol ) 3 oss dlk @ sl sl 5aall ool U
S5 dgbls 2 sSad) oo IS Kads B el Dl e 55 8y ¢S L
s 25d> ol 5, pos Bd by e B (3 e ) aass ol
ol Ly )l GEes 1B L)y Lme s i Uil 8Kt Uy Ll
c o el OY ey al g Yy Lyt Jde 8 o5 U ol
@ Ao 3 13 Y ICO)Y akeald 15V

g W Ty =3

Y PV e gRUEN (P IR IR SR N AU

Waall s e s i o) b pad) Blie 3= plasal) L of e 093 i)

> gall 0dk Joladll Jo ien & ¢ Aalall L5 3 4 bos aoy Ol Sl —alllay
A W) il b

o oalasS Ll AU 5 gaal) o) (S e il sl
Mo e ledSa pn AWy oS el @ el sk ol Sl -1
o WY (DeFly (58 W fsadll s5ie pind slimaly ¢ oSl aidl) (3 dladd
i 3 ALy Ay s g ) pll ) s U o sl i
ossad) Lzl 3 s aal) Al Led o ASTA sl bl Gl =2
Sy A G o mlally W B SUSEY) 5 550 e A Y

%169)



A &S

28 W22V 3 el edsed) sl oMeall dtod bl ol (a3 )
slay Lesy B b Loy o)l ods foe UL 22ALN 2 Al ISy ey 2l
SUEY) o e i ol & Jpelll Gy e ol bl by s
ssaall pllz S 2adl (DeFiy 5 U Lsedl 5 in eladl oo slan¥l s cigdilad
DAy el desa e gl ) may U e BlezaY sl
o)) Al
t VL o oplass S AU s ) e S
RAICE g RCH INPRT VAN (R 0% J1 RESINCIPE I WP VARCH PAN PO R
A S s s Y
elyg Y I ool Cal 22 (3 pplasS ) Bl Gl BSK] an) ps 2
Ao 8 s D] 5585
35S bl Sl (S8 35,0l il ol @ el el Joall =3
Slaldl & jand wib god WS LYl A adly slaslly il clade s
SV g Lty B ST ks 6 polad) U Ll e jad g 20 LSy dsdly)
258 3laBl Wl (3 Lgaes
AT aaE e Balin ) ) B el ol Sy ) e 35,0 —4
LY LVl Jaall oalin s ol Gl 3 Wb 3151 0S5 Lol lno s s
e oy (oS e ) Lalls 0555 0Ty el s i) A JLT e 2
DS bk Wy amenny AT ey ez

%170)



j W

&-ﬁ)&—v ;,—(-%%

v U

? Jf

A—C




o &S

S 5Ll B > dall o o 9o 3 ol il gl :(1y o5 gl

LS Sl 3l ) gans

e oY plasS 5l
4

¥

alae (3,02l CMaa) | 62 dlalae

S Ul 5 5aal (POS) )

alrs (3 aall oMasd) s
POW)puad

v

‘_}A.EJJ\M ) g g0 (S

aby g o
r

¥

M\L}.\M\M ) 423) o0 po

M\@M\M ) 428) g0

| Linl) Lol assd (sus \

JIsYly
| 2 S
g ) Aol 32 Y 5 sinl) g 2l dlie gio?
a1y 3 aall J1531

v

VU Ll
Sedlpde = Flal e STl
BipEs |1— Aelill e ;ST AL




W &S

e ot bl Jos Sl 2(2) 3 gl

Blockchain Process Steps
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P2P Network > Communication I:> Validation I:> Verification I:> Confirmation

Bhavani Kommana, Blockchain: Moving Beyond Bitcoin,2017, : ydall
retrieved in 22/8/2022 at (22:05) from:
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Abstract

Actually the digital economy
know an increasingly development,
especially after the 2008 financial
crists;  as  financial  technology
engineers were interested in finding
solutions to avoid the serious effects
of central financing, for this reason
blockchain technology has appeared
as a digitally support, through it can
building a contractual system which
is  completely  different as the
traditional one.

Due to the importance of this
technology in  creating  digital
addition

organizing the economic relations

financial  contracts, in
and financial transactions, and In
front of the increasing in the
nterested to know its theoretical fact
and  practical  actuality, 1t was
necessary for Shariah scholars to
make an effort in extrapolating the
new mechanism merits and  its
financial contracts, in order to clarify
its 1mpacts on the Muslim societies
fact.

The current study aims to
highlight the Islamic Sharia atttude
on this technology and its financial
contracts,  through  using  the
descriptive analytical approach, to
identity its characteristics, also to
detail its elements, in Intention to
discuss the possibility of its comply
with Shariah principles and  its
intents, keeping 1n mind the
consequences of 1ts application In
the contemporary economic

environment.
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After attentive consideration the
current researsh was found that this
contractual model and its financial

contracts are compatible with many

contract  provisions in  Islamic
Jurisprudence  and  its  intents,
however, there are still some

challenges that have prevented to
reach the rule from islamic sharia
View of most incorporated contracts

in the Bitcoin and Ethereum

blockchain,

Maybe the main reason of this
prohibiting is the presence of many
details that contradict with Sharia
provisions and 1ts intents, furthermore
the newelty and instability —of
blockchain technology, which is still
under development and improving.

Among the many results of this
study concerning the DBitcoin and
Ethereum blockchain ; the main one

1s that the mining contracts are

permissible,  exceptionly the
decentralized finance contracts

mining, besides that the transfers and
smart contracts are also allowed,
whereas avoiding its application In
which

permit the amendment of contractual

some legitimate contracts
obligations, as-well-as the prohibition
of decentralized financing contracts
was for the reason that they
Contravene with the islamic sharia

principals and intents.
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