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abstract

The confluence of Machine Learning (ML) and the Internet of Things (IoT) promises
transformative data-driven decision-making, yet presents formidable challenges in
securing interconnected systems and optimizing resource-constrained environments.
This dissertation develops and validates novel ML and Reinforcement Learning (RL)
frameworks to address critical vulnerabilities in IoT cybersecurity and enhance sus-
tainability in arid-region agriculture. Specifically, it introduces (1) an ML-based
system employing feature disentanglement and adversarial training for robust de-
tection of obfuscated malware; (2) an adaptive RL-driven intrusion detection system
for general IoT networks, with a specialized, safety-prioritized extension for Medical
[oT ecosystems; (3) a custom RL environment simulating arid-region agriculture,
enabling the development of adaptive irrigation policies that optimize water conser-
vation and crop yield; and (4) a hybrid RL-clustering methodology that enhances
state representation and policy generalization in complex, non-stationary contin-
uous control tasks. By unifying theoretical advancements with rigorous empirical
validation, this research demonstrates the synergistic potential of ML and RL to
fortify IoT security and promote sustainable agricultural practices. The proposed
solutions offer scalable and resilient frameworks for intelligent systems operating in
dynamic, resource-limited environments, contributing to a digitally interconnected
and ecologically sustainable future.
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General Introduction

The accelerating digital transformation of critical sectors, from healthcare to agri-
culture, has ushered in an era of unprecedented efficiency, yet it has also exposed
these domains to acute and evolving vulnerabilities. Concurrently, the proliferation
of Internet of Things (IoT) devices, particularly within sensitive domains like health-
care and resource-scarce agricultural settings, demands adaptive cybersecurity and
intelligent resource management frameworks. In the realm of cybersecurity, the rise
of sophisticated, obfuscated malware, which leverages techniques like encryption,
polymorphism, and metamorphism to evade traditional signature-based detection,
presents a persistent and critical threat to data integrity and system security. Si-
multaneously, the proliferation of IoT devices has created a vast new attack surface.
This is particularly concerning in sensitive domains such as healthcare, where Med-
ical ToT devices monitor and deliver critical patient care, and in resource-scarce
agricultural settings, where IoT networks manage vital infrastructure. These inter-
connected systems demand cybersecurity frameworks that are not only robust but
also adaptive to novel threats and operational constraints.

Parallel to these security imperatives, global challenges like climate change and
resource scarcity demand innovative technological solutions for sustainability. This
is especially true in arid regions, where the judicious management of water is
paramount for food security and ecological stability. Traditional agricultural op-
timization methods often struggle to cope with the inherent stochasticity of envi-
ronmental conditions and the non-linear dynamics of crop growth. This highlights
an urgent need for intelligent, data-driven strategies that can optimize resource
allocation in real-time, balancing crop yield with conservation.

This dissertation stands at the confluence of these two critical areas, cyberse-
curity and sustainable agriculture, investigating how advanced Machine Learning
(ML) and Reinforcement Learning (RL) techniques can be engineered to address
these distinct yet related challenges. ML and RL are uniquely suited for these
problems due to their advanced capabilities in pattern recognition and sequential
decision-making under uncertainty.

By bridging these interdisciplinary domains, this research aims to develop re-
silient, adaptive, and intelligent systems and applications for a world that is increas-
ingly reliant on digital interconnectivity yet fundamentally constrained by ecological
limits. The following pivotal research questions have guided this investigation:

o How can ML models be tailored to detect and classify obfuscated malware
with enhanced accuracy and robustness against adversarial evasion?

o (Can RL-driven frameworks dynamically improve threat detection and response
in IoT ecosystems, particularly within high-stakes environments like Medical
IoT, while prioritizing critical operational constraints?

10
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What novel RL-based strategies can optimize water allocation and crop yield in
arid agricultural regions under climatic uncertainty and resource limitations?

How can the integration of clustering techniques with RL enhance state repre-
sentation and policy adaptability in complex, continuous, and non-stationary
control tasks?

Answering these questions has led to the development of the following primary
contributions to the fields of cybersecurity and sustainable agriculture:

A novel ML framework for detecting obfuscated malware, leveraging feature
disentanglement and adversarial training to significantly improve robustness
against evasion tactics.

An RL-based adaptive intrusion detection system for IoT networks, featuring
a specialized extension for Medical [oT devices that prioritizes low-latency
responses and patient safety.

A customizable RL environment that accurately simulates arid region agricul-
ture, facilitating the development and validation of dynamic water manage-
ment policies under realistic resource constraints.

A hybrid RL-clustering methodology designed to enhance state representation
and accelerate policy generalization in continuous control tasks, demonstrating
improved performance in non-stationary scenarios.

The remainder of this thesis is organized as follows: Chapter 2 reviews founda-
tional concepts in ML, RL, and their applications in cybersecurity and agriculture.
Chapter 3 presents the ML framework for obfuscated malware detection, addressing
adversarial evasion. Chapter 4 introduces the RL-driven security protocol for IoT
systems, with a case study on Medical [oT. Chapter 5 details the RL environment
for arid agriculture, optimizing irrigation strategies using real-world climate data.
Chapter 6 proposes the integration of clustering with RL to improve task decom-
position in continuous domains. Chapter 7 concludes the thesis, summarizing key
insights and outlining future research directions.

Chapter 0 11



Chapter 1

Background and Literature
Review

This chapter provides context and positions our work within existing research.

1.1 Machine Learning

ML is a subfield of artificial intelligence that focuses on developing algorithms capa-
ble of learning from data and making predictions or decisions without being explic-
itly programmed. It involves constructing models that can generalize from observed
data to unseen situations, enabling systems to improve their performance over time
[1]. ML methodologies are typically categorized into four primary types [2, B, as
shown in Fig.[l.1] :

o Supervised Learning: Algorithms are trained on labeled datasets, meaning
each training example is paired with an output label. The model learns to
predict the output from the input data. This approach is commonly used for
tasks like classification and regression.

o Unsupervised Learning: Algorithms work with unlabeled data and seek to
identify patterns or structures within the data without predefined labels. Tech-
niques such as clustering and dimensionality reduction fall under this category.

e Semi-Supervised Learning: This approach combines supervised and unsuper-
vised learning by utilizing datasets that contain both labeled and unlabeled
data. It aims to improve learning accuracy when acquiring a fully labeled
dataset is challenging.

o Reinforcement Learning: Algorithms learn to make decisions by performing
certain actions and receiving feedback in the form of rewards or penalties, aim-
ing to maximize cumulative rewards over time. This method is often applied
in areas like game playing and robotics.

1.1.1 Machine Learning in Cybersecurity

Malware continues to pose significant threats to computer networks and digital sys-
tems, necessitating the development of robust malware detection methods. Adver-
sarial examples, which are carefully crafted inputs, can evade ML models, making

12
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malware detection a challenging task. In this literature review, we explore exist-
ing research that addresses the effectiveness of MLL and DL techniques in detecting
adversarial examples and various types of malware, including obfuscated memory
malware (OMM).

Detecting adversarial examples in the context of malware has garnered consid-
erable attention. In [4], the authors propose an expanded approach to crafting
adversarial examples for malware detection models. They overcome key challenges
in applying existing algorithms to malware detection by operating in discrete and
binary input domains. The evaluation of an NN for malware detection demonstrates
the effectiveness of adversarial examples in misleading the classifier.

The study [5] focuses on robust malware detection using adversarial examples.
The study combines CNN and bidirectional LSTM to create a hybrid model suit-
able for detecting OMM. The proposed architecture exhibits compact size and fast
processing speed, making it a viable option for deployment in resource-constrained
Internet of Things (IoT) devices. Researchers have also explored the vulnerability
of DL methods in malware detection. [6] introduces a gradient-based attack capable
of evading Deep Neural Networks DNN used for malware detection. Despite chang-
ing only a few bytes in each malware sample, the adversarial malware examples
significantly evade the targeted network.

Malware detection from raw byte sequences has emerged as a promising research
area, as seen in [7]. The authors address challenges associated with processing
data at scale and present a solution with linear complexity dependence on sequence
length. Their approach allows for the identification of interpretable sub-regions of
the binary, enhancing the understanding of malware behavior.

Language modeling for malware detection is explored in [8], where echo state
networks and Recurrent Neural Networks (RNN) are used to extract robust, time
domain features. The hybrid model performs better than traditional models, im-
proving the true positive rate with a low false positive rate. ML techniques have
been widely used in malware detection, as demonstrated in [9]. The study evaluates
various clustering and classification algorithms on two separate datasets and achieves
high accuracy scores. The authors emphasize the potential of ML, particularly DL,
to enhance zero-day malware detection.

Hybrid models combining ML and DL have shown promise in network intrusion
detection [[10]. Integrating SMOTE for data balancing and XGBoost for feature
selection, the proposed method achieves high detection rates while ensuring model
dependability. In [[11], the authors present a lightweight malware detection method
capable of identifying recent malware and suitable for execution in embedded de-

Machine Learning ’

— T~

Supervised Learning Reinforcement Learning

Unsupervised Learning | | Semi-Supervised Learning

Figure 1.1: Machine Learning Types
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vices. Their approach combines CNN and bidirectional long short-term memory
(BiLSTM), offering a compact model executable in IoT devices for defending against
OMM.

Finally, [12] explores the effectiveness of ML in malware detection using super-
vised and unsupervised learning procedures. The authors compare clustering and
classification algorithms on different datasets, highlighting the high accuracy scores
achieved and the potential for further improvements.

Overall, the background highlights the ongoing efforts to develop efficient and
accurate malware detection models by leveraging various ML and deep learning tech-
niques. The studies demonstrate the importance of addressing adversarial examples
and OMM to enhance the security of digital systems and networks [[13, [14].

1.2 Reinforcement Learning

RL is a paradigm within machine learning where an agent learns to make decisions by
interacting with an environment to maximize cumulative rewards. Unlike supervised
learning, RL does not rely on labeled data; instead, it focuses on learning optimal
behaviors through trial and error, receiving feedback as rewards or penalties based
on the actions taken. This approach enables the agent to autonomously discover
strategies that yield the highest long-term benefits[15].

In RL, the decision-making process is often modeled as a Markov Decision Pro-
cess (MDP) as illustrated in Fig., which provides a mathematical framework
for modeling decision-making in situations where outcomes are partly random and
partly under the control of a decision-maker. The agent observes the current state
of the environment, selects an action, transitions to a new state, and receives a cor-
responding reward. Over time, by exploring various actions and their consequences,
the agent aims to learn a policy. A policy is a mapping from states to actions that
maximizes the expected cumulative reward [[16].

1.2.1 Reinforcement Learning in IoT Security

The advent of RL has catalyzed transformative changes across several domains, no-
tably within cybersecurity, network security, and cognitive communication systems.
This section meticulously synthesizes seminal works, underscoring RL’s pivotal role
in fortifying security mechanisms against escalating cyber threats. Firstly, delving
into integrating ML and DL techniques for enhancing IoT security [17] address-
ing the complex cyber threats faced by the heterogeneous and resource-constrained
IoT ecosystem. It emphasizes ML/DL’s potential to transform IoT security into
proactive systems through intelligent monitoring and prediction of breaches. While
highlighting the effectiveness of various ML /DL algorithms in improving IoT defense
mechanisms, it also notes challenges such as computational complexity and the risk
of malicious exploitation of these technologies.

The discourse extends to RL’s instrumental role in autonomous cyber defense
within Software-Defined Networking [18], emphasizing its adaptability against dif-
ferent cyber-attack strategies, including those that tamper with the RL training
process. It explores techniques like Deep Double Q-Networks (DDQN) and Asyn-
chronous Advantage Actor-Critic (A3C) algorithms, showcasing their efficacy in

14 Chapter 1
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Figure 1.2: Markov Decision Process [16]

safeguarding network servers through experiments. Challenges such as RL’s appli-
cation complexity in real settings and vulnerability to exploitation are discussed
alongside countermeasures like adversarial training to enhance security. Applying
Deep Reinforcement Learning (DRL) in communications and networking [[19], focus-
ing on optimizing network functions like access, data rate control, and security. It
discusses the challenges of traditional RL in complex networks and highlights DRL’s
potential in next-generation networks for improving performance, autonomy, and
security. Various DRL techniques, including Q-learning extensions and advanced
models like DDQN and A3C, are explored. While demonstrating DRL’s benefits in
network optimization, it also addresses limitations such as computational demands
and the extensive training data requirement. Exploring feedback-enabled cyber re-
silience mechanisms [20] highlights the inadequacy of traditional security methods.
It emphasizes real-time adaptation to threats using feedback architectures and RL,
targeting various vulnerabilities with applications in defensive strategies and tech-
nologies. The discussion includes RL algorithm vulnerabilities and potential attack
models, concluding with future challenges and the prospective utility of RL-based
CRMs in enhancing cybersecurity resilience.

Furthermore, examining Multi-Agent Reinforcement Learning (MARL) [21] en-
hances future Internet technologies, focusing on network functionalities such as ac-
cess, power control, and security. It discusses MARL’s ability to adapt to complex,
dynamic network environments through advanced algorithms and models, such as
Centralized Training with Decentralized Execution. Despite showcasing MARL’s
potential in improving network efficiency and performance, it also addresses chal-
lenges like computational complexity and the practical application of these theoret-
ical models in real-world settings. The significant impact of DRL on cybersecurity
threat detection and protection [22], emphasizing its potential to revolutionize threat
detection and protection through adaptive, intelligent responses to complex cyber
threats. It discusses the effectiveness of various DRL algorithms in cybersecurity

Chapter 1 15
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applications, acknowledging the challenges in applying these advanced Al-based so-
lutions in the intricate landscape of real-world cybersecurity and the risk of exploita-
tion by attackers. The paper [23] showcases substantial advancements in improving
intrusion detection, comparing its effectiveness against traditional methods using
the NSL-KDD and AWID datasets. It highlights DRL’s superior detection speed
and accuracy, particularly noting the standout performance of the DDQN model.
However, it also points out the challenges of computational complexity and the need
to adapt DRL techniques to fit supervised learning scenarios specific to intrusion
detection. The exploration of the application of DRL in network security presented
by [24] reaffirms ATl’s transformative potential in cultivating resilient cybersecurity
defenses.

Identifying gaps in the literature, this section underscores the imperative for
more empirical research focused on the practical implementation of these technolo-
gies in real-world scenarios. Despite considerable progress, challenges such as com-
putational complexity, the need for extensive datasets, and the susceptibility of ML
models to adversarial attacks remain. This work contributes to a pioneering IoT
security environment that simulates smart home device patterns using Microsoft
CyberBattleSim, addressing these gaps. It advances our understanding of IoT se-
curity challenges. It bridges the gap between theoretical research and practical
applications, offering a unique platform for testing and refining security strategies
in real-world scenarios.

1.2.2 Reinforcement Learning in Medical IoT Security

The Internet of Medical Things (IoMT) revolutionizes healthcare with remote mon-
itoring and data management. However, it brings cybersecurity risks. This review
explores HIoT cybersecurity challenges and highlights the role of RL in addressing
them across IoT, cybersecurity, and healthcare. The [oMT’s emergence introduces
remote sensing and elder care services, improving patient care and cost efficiency.
However, securing healthcare data is crucial due to its sensitivity. [25] stresses robust
security for patient privacy and data integrity. Acknowledging IoMT device vulner-
abilities, this part underscores the need for a comprehensive security framework
to tackle current and future challenges. [26] criticizes traditional risk assessment
methods, advocating for Dynamic Risk Assessments (DRA) to manage evolving
cyber threats effectively. [27] conducts a systematic review of IoMT security vul-
nerabilities, emphasizing access control, encryption, and multifactor authentication
for securing medical data and IoMT devices.

RL in cybersecurity offers a promising avenue for bolstering threat detection
and prevention. [2§8] introduces a Deep Q-Learning model for intrusion detection,
showcasing its efficacy across various cyber-attacks. [29] employs SARSA RL to
uncover vulnerabilities in cyber-physical systems, enhancing cybersecurity strate-
gies. Furthermore, [30] proposes a method for generating synthetic attack samples,
enhancing machine learning datasets for stronger defenses. RL finds innovative ap-
plications in healthcare, improving treatment recommendations and patient care.
[B1] explores factored action spaces in RL to enhance decision-making efficiency,
crucial for accurate treatment recommendations, especially with limited data. [32]
explores into treatment prescription and chronic disease management, underscor-
ing RL’s potential in optimizing patient care and decision-making while addressing
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future research challenges and opportunities.

Integrating RL_with IoT provides fresh insights into tackling complex issues
across domains. [B3] reviews federated RL in IoT, revealing current solutions and
research gaps, emphasizing their potential for secure and efficient IoT solutions.
[B4] presents a DRL-based approach for IoT device identification, showcasing its
efficiency and accuracy in bolstering IoT security through reliable device authenti-
cation. The fusion of RL, IoT, and healthcare demands attention to cybersecurity
challenges. [35] proposes a blockchain and DRL-based framework, demonstrating
their efficacy in addressing security, privacy, and operational issues in HIoT. [36]
showcases DRL’s role in intelligent decision-making by analyzing patient data for
precise treatment recommendations, highlighting the potential for improved health-
care delivery. Additionally, [37] presents an RL-based crowdsourcing framework for
healthcare 10T, particularly relevant during pandemics like COVID-19. It proves
RL’s applicability in ensuring data reliability, supporting personalized and preven-
tive healthcare services.

In summary, IoT paired with RL in healthcare enhances patient care, cyberse-
curity, and efficiency, but ongoing research remains crucial. RL strengthens HIoT
cybersecurity by improving intrusion detection, security analysis, malware genera-
tion, data management, and treatment recommendations. However, a gap persists
in tailoring RL-based cybersecurity for HIoT, like CyberBattleSim [3§], to tackle
unique threats, integrate healthcare protocols, and ensure scalability and realism.
Developing a customized RL environment akin to CyberBattleSim [38] presents a
significant research opportunity, enabling the simulation of HIoT attack and defense
scenarios to refine cybersecurity strategies for enhanced security and resilience.

1.2.3 Reinforcement Learning in Agriculture

Smart agriculture has significantly transformed by adopting technologies like Expert
Systems, ML, DL, and RL. For instance, the integration of IoT with expert systems
has been leveraged to address challenges in cotton farming in Pakistan [39], empha-
sizing the critical role of farmer education in technology adoption. Studies involving
ML, such as those by [40], [41], [42], and [43] have illustrated that the combination of
[oT and ML can substantially enhance water management systems. However, these
technologies have limitations, particularly in data availability and considering di-
verse environmental parameters. Furthermore, advancements in DL, as highlighted
in research by Saravi [44], and Kumar’s[45], are pushing the boundaries of predictive
analytics in agriculture, aiding in more accurate and efficient decision-making. The
exploration of RL in smart agriculture, as investigated in the works of [46] and [47],
has shown potential for advanced system optimization. These studies reveal RL’s
capability to enhance the efficiency of irrigation systems, though they also under-
score the challenges of scalability, realism, and adaptability in varied agricultural
settings. However, challenges such as data acquisition limitations, environmental
variability, and technological literacy remain prevalent. The development of RL
environments has been pivotal in addressing complex challenges such as those men-
tioned before across various vital domains beyond smart agriculture Fig.. For
instance, in robotics, RL has been employed to improve UAV flight control systems,
with algorithms like DDPG and PPO showing promise over traditional controls [48].
In the energy sector, RL applications in electric motor control have been explored,
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with tools like the gym-electric-motor (GEM) and PowerGym facilitating the train-
ing of RL agents for efficient energy management [49][50]. Also, In e-commerce,
RL environments like RecoGym have been developed to enhance product recom-
mendations, showcasing the potential of RL over traditional ML approaches [51].
The Unity platform and other studies have revolutionized Al research, offering a
versatile environment for complex simulations, further proving RL’s adaptability
[62][p3][54][p5]. Furthermore, Microgrid management has also benefited from RL,
with the OpenModelica Microgrid Gym (OMG) toolbox optimizing control for en-
ergy availability and safety [b6]. In NLP, the NLPGym toolkit has opened new
avenues for evaluating RL algorithms in tasks like sequence tagging and question
answering.[57]. More studies including Mobile communication [58], Autonomous
driving [p9], and job Scheduling [60]. These advancements in RL environments
illustrate the technology’s broad applicability and potential in addressing diverse
challenges. However, they also highlight common issues, such as the need for scal-
able solutions and real-world applicability. This broad spectrum of applications
sets a foundation for exploring RL’s potential in uncharted areas.In the realm of
smart agriculture, RL environments like CropGym [61] and gym-DSSAT [62] have
shown promising results in optimizing fertilization strategies and integrating high-
fidelity crop simulators. These tools represent significant progress in sustainable
agricultural practices. However, a notable gap remains the lack of specialized RL
environments for irrigation in arid regions, a critical area given the increasing water
scarcity. Future research in RL environments for agriculture should prioritize devel-
oping sophisticated designs that accurately reflect real-world conditions, including
soil diversity and climatic variations. The focus should be on scalable solutions
and efficient algorithms for managing extensive irrigation systems. Emphasizing
transfer learning and generalization, RL agents must be equipped to adapt to new
environments and crop types seamlessly. The primary goal is effectively bridging
the gap between simulated environments and practical, real-world irrigation control,
particularly in arid areas, addressing a critical yet unexplored field challenge.

1.2.4 Reinforcement Learning & complex environments

RL has made significant strides in recent years, with PPO emerging as one of the
most effective policy optimization algorithms. However, challenges remain ineffi-
ciently learning in high-dimensional and complex environments. To tackle these
challenges, research aims to make RL more tractable through methods like state
space simplification, representation learning, clustering, and dimensionality reduc-
tion. This literature review highlights the relevant studies in these areas and posi-
tions the contribution of clustering within the PPO framework as a novel approach
to state space simplification.

State abstraction in RL is a critical methodology that enhances the efficiency of
learning algorithms by reducing the complexity of the search space [63]. State ab-
straction in RL focuses on simplifying the decision-making process by grouping sim-
ilar states into a reduced set of representative states [64]. The study [64] provided a
foundational theory of state abstraction for Markov Decision Processes (MDPs), in-
troducing various abstraction techniques like state aggregation and homomorphisms.
These techniques aim to reduce the state space size without sacrificing optimality
in policy decisions. Abel, Hershkowitz, and Littman [65] extended this work by in-
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troducing approximate state abstraction, allowing near-optimal behavior even when
exact abstractions are not feasible. These methods laid the groundwork for state
simplification in RL, especially in environments where state spaces are large and
continuous.

Another approach is representation learning in RL which focuses on discover-
ing efficient and compact state representations to make the learning process more
efficient [66]. The study [67] introduced the concept of using auxiliary tasks in
RL to learn better state representations. By adding self-supervised auxiliary objec-
tives, the agent can focus on salient features in the environment, improving policy
performance. Similarly, Oord, [68] proposed contrastive predictive coding (CPC)
for representation learning, leveraging contrastive learning to model state dynamics
more effectively.

Furthermore, clustering has long been considered a practicable method for ab-
stracting state spaces in RL. The study [69] introduced dynamic abstraction via
clustering, where state-action pairs are grouped dynamically based on their similar-
ity. This approach reduces the number of decisions the agent must make, simplifying
the learning process. Later on, extended by [70] using clustering to learn symmetries
in the environment, which helps in function approximation and reduces computa-
tional complexity.

Other studies presented dimensionality reduction techniques such as Principal
Component Analysis (PCA) [71] and autoencoders [[/2] have been used to simplify
state spaces in RL. The study [[71] demonstrated how PCA could reduce the dimen-
sionality of state spaces, leading to more efficient policy learning. Meanwhile, [[72]
explored the use of sparse coding in autoencoders for state representation, showing
that autoencoders can compress the state space while retaining important features
for decision-making.

The early work on state abstraction in RL, particularly by Li et al. [64] and
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Mannor et al. [69], provided foundational methods for reducing the complexity of
state spaces through aggregation and clustering. These methods focused on static
abstractions, where the structure of the state space was predetermined. However,
recent advancements in representation learning, such as the introduction of con-
trastive learning [68] and auxiliary tasks [67], have shifted focus toward learning
representations dynamically during training. This shift opens up opportunities for
combining unsupervised learning methods like clustering with policy optimization
techniques like PPO to create adaptive and efficient state representations. While
PPO is widely regarded as an effective policy optimization algorithm, much of the
research on improving PPO has focused on the policy optimization process itself,
with less attention on the role of state space representation. The proposed approach
fills this gap by introducing clustering as a way to simplify the state space for PPO.
By clustering state-action pairs, the agent is presented with a more structured and
simplified state space, which helps reduce the complexity of the learning task. This
approach also complements PPO’s strength in handling continuous control problems
by reducing the dimensionality and variability of the input space.
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Chapter 2

Machine Learning for Obfuscated
Malware Detection

2.1 Introduction

In cybersecurity, the continuous evolution of intelligent malicious software poses a
significant threat to individuals and organizations worldwide. Malware, malicious
software designed to compromise computer systems, has become increasingly so-
phisticated in evading detection and extermination. One particularly challenging
category of malware is obfuscated malware, which utilizes techniques to conceal its
true nature and avoid detection by traditional security measures [73, 74]. Examples
of obfuscated malware include spyware, ransomware, and Trojan horse malware.

Developing robust and effective detection mechanisms is imperative to combat
the rising threat of obfuscated malware. In recent years, ML and DL techniques
have emerged as promising approaches for detecting and classifying malware. These
methods leverage the power of artificial intelligence to analyze vast amounts of data
and identify patterns indicative of malicious behavior.

In this study, our objective is to exploit different ML/DL models tailored ex-
plicitly for detecting obfuscated malware. The model’s primary focus will be distin-
guishing between malicious and benign memory dumps, as memory analysis plays
a crucial role in detecting advanced malware.

2.2 Problem Statement

In cybersecurity, the continuous evolution of intelligent malicious software poses a
significant threat to individuals and organizations worldwide. Malware—malicious
software designed to compromise computer systems—has become increasingly so-
phisticated in evading detection and removal. One particularly challenging category
of malware is obfuscated malware, which utilizes techniques to conceal its true
nature and avoid detection by traditional security measures [74]. Examples of obfus-
cated malware include spyware, ransomware, and Trojan horse malware. Obfuscated
malware poses a significant challenge because it can skillfully disguise itself, making
it difficult for conventional security tools to detect and classify. Memory analysis
has emerged as a crucial approach in identifying advanced malware. By examining
memory dumps, security professionals can analyze the runtime behavior and in-
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memory software artifacts, often revealing malicious activities that static analysis
might miss.

The primary problem addressed in this chapter is the need to effectively distin-
guish between malicious and benign memory dumps to detect obfuscated malware.
The goal is to develop robust machine learning (ML) and deep learning (DL) models
that can accurately identify obfuscated malware, thereby enhancing our ability to
counter various threats, including spyware, ransomware, and Trojans.

2.3 Approach

To address the problem of detecting obfuscated malware, we explored various ML
and DL techniques tailored explicitly for this purpose. The approach involves several
key components:

2.3.1 Data Collection and Preprocessing

The obfuscated malware dataset called "CIC-MalMem-2022" is designed to test
obfuscated malware detection methods through memory. The dataset was created
to represent as close to a real-world situation as possible using malware that is
prevalent in the real world. Made up of Spyware, Ransomware, and Trojan Horse
malware, it provides a balanced dataset that can be used to test obfuscated malware
detection systems. This dataset uses debug mode for the memory dump process to
avoid the dumping process from showing up in the memory dumps. The dataset
contains a total of 58,596 records with 29,298 benign and 29,298 malicious. This
works to represent a more accurate example of what an average user would have
running at the time of a malware attack [75]. The dataset was subjected to a
comprehensive data treatment process to prepare it for training. This involved:

« Loading the dataset using pandas for efficient handling of tabular data.

o Data cleaning to manage missing values, duplicates, and irrelevant features.
Three columns with non-unique values were identified and removed.

o Processing the "Category” column to ensure correct labeling of the output
classes.

2.3.2 Feature Extraction

Feature extraction was crucial in converting raw memory dumps_into interpretable
numerical features suitable for ML/DL models as shown in Fig.2.2. We employed
dimensionality reduction techniques to enhance the efficiency of the models: Prin-
cipal Component Analysis (PCA): Used to reduce the dimensionality of the
data while retaining most of the variance. t-Distributed Stochastic Neigh-
bor Embedding (t-SNE): Applied to visualize high-dimensional data in a lower-
dimensional space, revealing distinct patterns and improving class separation.
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Figure 2.3: Synthetic Minority Over-sampling Technique

2.3.3 Handling Data Imbalance

An imbalanced distribution of classes was observed in the dataset, with the "Benign”
class being predominant. To address this issue, we implemented data balancing
techniques:

Synthetic Minority Over-sampling Technique (SMOTE): Oversampled
minority classes by creating synthetic instances to balance the class distribution as
shown in Fig.2.3.

Downsampling: Reduced the size of the majority class to match that of the
minority classes as shown in Fig.R.4.

2.3.4 Model Development

We designed and implemented various ML and DL models suitable for the clas-
sification task as shwon in Fig.2.5: To address this issue, various ML approaches
for overlapping multiclass classification were explored, including the Random Forest
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Figure 2.5: General architecture of the work flow

Classifier (RF), Support Vector Machine (SVM), and Deep Neural Networks (DNN).
Initially, models such as RF and SVM were considered, with SVM later being discon-
tinued. Subsequently, gradient boosting techniques, specifically XGBOOST, were
employed coupled with grid search for hyperparameter optimization.

2.4 Experimental Setup

The experimental setup was fortified with essential tools and resources:

Development Environment: Kaggle, a cloud-based platform with GPU sup-
port, was utilized for code development, testing, and execution. Frameworks and
Libraries: PyTorch was used for building and training the DL models. Other li-
braries included pandas, NumPy, and scikit-learn. Data Preprocessing: Data
cleaning and feature extraction steps were implemented to ensure the dataset was
suitable for training. The data preprocessing steps involved:

o Identifying and removing non-informative features.
o Cleaning the "Category” column to ensure accurate class labels.
o Applying dimensionality reduction techniques for feature extraction.

o Implementing data balancing techniques to address class imbalance.

2.5 Results and Discussion

We evaluated the performance of the developed models on both the original un-
balanced dataset and the balanced datasets obtained through SMOTE and down-
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Figure 2.6: Results before performing data sampling

sampling. The evaluation metrics used included precision, recall, Fl-score, and
accuracy.

2.5.1 Performance on Unbalanced Dataset

On the original unbalanced dataset as shown in Fig.@. Random Forest and
XGBoost models demonstrated robust performance with high precision and recall
scores, leading to commendable overall accuracy. The DNIN model also performed
well, achieving a moderate F1l-score. Logistic Regression and SVM models ex-
hibited moderate performance, indicating potential limitations when dealing with
unbalanced data.

2.5.2 Performance after SMIOTE Balancing

After applying SMOTE balancing as presented in Fig.@ . The Random Forest
model showed improved recall and F1-score, indicating enhanced sensitivity to mi-
nority classes. The XGBoost model maintained high precision but experienced
a drop in recall and Fl-score. The DNN model exhibited a substantial improve-
ment in accuracy. These results highlight the importance of balancing techniques
in improving model performance on imbalanced datasets.

2.5.3 Performance after Downsampling

After downsampling as in Fig‘@‘ The Random Forest model showed robust
performance with heightened precision and recall. The XGBoost model maintained
high precision with a slight reduction in recall and F'1l-score. Logistic Regression
maintained stable performance. The DNN model exhibited a decrease in precision
but maintained competitive metrics.
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2.5.4 Comparison of Balancing Techniques

Comparing the three approaches. Downsampling yielded the most balanced results
across precision, recall, F1-score, and accuracy for most models. SMOTE balancing
enhanced sensitivity but introduced variability in performance. Unbalanced datasets
tended to favor precision but at the expense of recall and F1-score.

2.5.5 Addressing the Overlapping Issue

A pivotal challenge encountered was the overlapping issue, where discrete classes
exhibited analogous features, making it difficult for models to distinguish between
them. This is particularly problematic with obfuscated malware, which may share
characteristics across different types due to their evasive techniques.

To address this challenges requires:

o Advanced feature engineering to capture nuanced differences between classes.
o Tailored model architectures that can better handle overlapping data.

o Potential exploration of techniques such as deep reinforcement learning and
transformer models in future work.

2.6 Conclusion

This chapter presented our first contribution towards enhancing the detection of
obfuscated malware using ML and DL techniques. We developed and evaluated
various models, demonstrating that employing these techniques, along with appro-
priate data balancing strategies, can significantly improve detection accuracy in the
presence of class imbalance and overlapping data.

Our findings highlight the effectiveness of Random Forest and XGBoost models,
particularly when combined with downsampling techniques. The study also under-
scores the importance of addressing data imbalance and overlapping issues to build
robust malware detection systems.

In future work, we aim to further address the overlapping challenge by exploring
advanced techniques such as deep reinforcement learning and transformer models,
which may offer improved capabilities in distinguishing between complex and similar
patterns in data.
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Chapter 3

Reinforcement Learning for IoT
Cybersecurity

3.1 Introduction

The rapid integration of Internet of Things (IoT) devices into daily life and indus-
trial operations has significantly increased cybersecurity challenges. The security
of these devices has become a major concern due to their growing popularity and
vulnerability to cyber-attacks and data theft [76]. The lack of stringent security
measures during the development of IoT systems has led to significant vulnerabili-
ties in both the devices and their communication protocols [77]. Additionally, the
ever-evolving [oT landscape, which includes complex protocols and the continuous
introduction of new devices, further complicates security efforts [7§].

Challenges in IoT security include scalability, efficiency, and privacy concerns [[79].
As ToT systems continue to grow exponentially, resource constraints exacerbate vul-
nerabilities to cyber threats [80]. Nevertheless, the ultimate objective remains to
ensure seamless system operation, personal safety, and data integrity [81][82]. Re-
cent research has suggested that integrating Artificial Intelligence (Al), particularly
through reinforcement learning (RL), could significantly enhance the security of IoT
ecosystems.

This chapter explores the potential of RL to strengthen IoT security by focusing
on real-time threat adaptation. Specifically, it evaluates the performance of the
Q-learning algorithm within the CyberBattleSim environment, a simulation that
replicates real-world network security scenarios.

3.1.1 Contribution

The key contribution of this work is the development of a custom IoT network
environment that mimics a smart home. The environment incorporates firewall
configurations and communication services for each device. The performance of
the proposed RL-based agent is evaluated against two baseline agent, Greedy and
Random agent within the CyberBattleSim environment. This study bridges the gap
between theoretical and practical applications by offering a comprehensive approach
to securing IoT devices.
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3.2 Problem Statement

The increasing usage of IoT devices has exposed significant security vulnerabilities,
particularly due to their limited computational resources, lack of secure design, and
constant connectivity to networks. These vulnerabilities create opportunities for
attackers to exploit weak points in IoT ecosystems, leading to compromised devices,
data breaches, and potential disruption of services.

Traditional security mechanisms, such as static firewalls and signature-based in-
trusion detection systems, are insufficient for addressing these dynamic and evolving
threats in IoT environments. These systems often fail to respond to new types of
attacks or adapt to emerging vulnerabilities. Furthermore, the complexity of man-
aging large-scale IoT networks exacerbates the difficulty of ensuring comprehensive
security.

The primary problem addressed in this research is the need to develop adap-
tive, real-time security measures capable of mitigating threats in IoT environments.
Reinforcement learning, particularly Q-learning, presents a promising solution by
enabling systems to dynamically learn from past interactions and adjust strategies
to secure the network against potential threats.

3.3 CyberBattleSim Modifications

CyberBattleSim, an open-source platform developed by Microsoft, simulates real-
world network scenarios and cyber-attack dynamics. Although CyberBattleSim is a
robust tool for simulating security breaches and defense mechanisms, certain modi-
fications were necessary to adapt it for loT-specific environments. These modifica-
tions were focused on creating a custom network that replicates the unique challenges
of IoT systems.

3.3.1 Firewall Configurations

The simulation incorporates custom firewall rules to replicate common real-world
setups in IoT networks. FEach device in the network is configured with distinct
firewall rules for both incoming and outgoing traffic. For example:

e Incoming Traffic: HTTP traffic is allowed, while SSH traffic is blocked.

e Outgoing Traffic: Both HT'TP and SSH traffic are allowed, simulating typ-
ical real-world settings where external management through SSH is permitted
only for outgoing requests.

These configurations simulate a smart home network where web services are accessi-
ble from the outside, but remote management through SSH is restricted to minimize
the risk of unauthorized access. The code for defining the firewall settings is shown
in Algorithm m

As part of the modifications made to CyberBattleSim, a network visualization
component has been introduced using plotly. This interactive visualization enables
real-time monitoring of the network state, with nodes represented based on their
current status (compromised or secure). By visualizing the network dynamically,
the simulation provides more insight into how exploits and attacks spread across
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Algorithm 1 Define Firewall Configurations and Vulnerabilities

Require: Network topology G(V,E), where V is set of nodes and E is set of edges
and Security policy P containing allowed services and permissions
Ensure: Configured firewall rules R for each node and Vulnerability database D
with associated risks
Data Structure FirewallRule
Properties: Service, Permission

Data Structure VulnerabilityInfo
Properties: Description, Type, Outcome

Data Structure LeakedCredentials
Properties: List of Credentials

Data Structure CachedCredential
Properties: Node, Port, Credential

procedure FIREWALLCONFIGURATION
incoming < List of FirewallRule
e.g., ALLOW HTTP, BLOCK SSH
outgoing < List of FirewallRule
e.g., ALLOW HTTP, ALLOW SSH
end procedure

function DEFAULTV ULNERABILITIES
Initialize a dictionary of VulnerabilityInfo
vul["Weak Password”] < Description, REMOTE, Outcome
Outcome includes LeakedCredentials
vul["UnpatchedSo ftware”] < Description, REMOTE, Outcome
Outcome includes UnpatchedSoftware
return vul
end function
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different 10T devices. Each node in the IoT network is plotted in the graph, with
colors representing their compromised status:

e Red for compromised nodes.

 Yellow/Orange for secure nodes.

Edges between nodes indicate communication or dependencies between devices,
such as the connection between an Internet Gateway and other smart home devices
like smart thermostats and PCs. The layout and interaction are handled via net-
workx and plotly, allowing for easy interpretation of the network’s current state
after each simulation step.

3.3.2 Vulnerabilities

To simulate real-world [oT threats, two key vulnerabilities were introduced:

o WeakPassword: A weak password vulnerability where attackers can exploit
poorly secured devices, leading to credential leaks.

» UnpatchedSoftware: Represents unpatched software that can be remotely ex-
ploited.

These vulnerabilities are strategically placed across various devices, such as smart
thermostats and PCs. The simulation allows agents to attempt exploiting these
vulnerabilities to assess their success in compromising the network. This setup
replicates common real-world attack scenarios in IoT environments. Moreover, any
user of our simulation can define any vulnerabilities they wish with a customizable
behaviour.

3.3.3 Node Representation

The IoT environment is composed of several devices (nodes), each with distinct
services and firewall rules. The following nodes were defined:

o Internet Gateway: Offers HT'TP and SSH services, with specific firewall con-
figurations.

o Smart Thermostat & Smart Light: Provide only HTTP services, simulating
typical smart home devices.

» PC: Provides SSH services and is more vulnerable due to its higher value and
exposed SSH port.

Each node has vulnerabilities that can be exploited, leading to the exposure of
sensitive information or further escalation of attacks. The nodes are customizable
also and can add any connection services or specific firewall behaviour. The number
of nodes also is open and can add as much the user of the environment want to add.
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3.4 Methodology

The primary goal of this study is to test the effectiveness of reinforcement learning
(RL) algorithms in detecting and mitigating cyber threats in an IoT network en-
vironment, as shown in Fig.3.1. The custom IoT network was constructed within
the CyberBattleSim framework as illustrated in Fig.3.2 and enhanced to include
realistic security vulnerabilities commonly found in IoT ecosystems.

3.4.1 Action & Observation spaces

The action space in CyberBattleSimloT is discretely defined, encompassing the po-
tential actions an agent can execute, including exploiting vulnerabilities across the
network’s nodes. Similarly, the observation space is constructed as a box space,
representing each node’s binary state (compromised or secure) within the network.
This allows agents to comprehensively view the network’s security posture at any
given step.

e Let N be the number of nodes in the network.

e Let V be the number of default vulnerabilities.

Then, the action space A and the observation space O can be defined as:

Action Space : A=NxV
Observation Space : O = 2N

where:

» A represents the total possible actions, calculated as the product of the number
of nodes and vulnerabilities.

o O represents the dimensionality of the observation space, calculated as twice
the number of nodes to account for each node’s state and an additional char-
acteristic, with each observation being an integer value.

3.4.2 Action selection

Initially, the environment initializes all network nodes as secure, ensuring a consis-
tent simulation starting point. The ‘reset’ function facilitates repeatable experimen-
tation by restoring the environment to its default state for each run.

The core interaction within this environment occurs through the ‘step‘ function,
where agents select actions to exploit vulnerabilities in specific network nodes. The
immediate outcome of these actions informs the agent via a feedback mechanism of
rewards or penalties, which is critical for guiding the agent toward optimal strategies
for network security or compromise.

This feedback loop is crucial for iteratively refining the agents’ decision-making,
enabling them to learn and adapt over time by exploring the action space and
evaluating consequent environmental changes.
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3.4.3 Attempting Exploits on Target Nodes

The attempt exploit function is instrumental within the CyberBattleSimIoT frame-
work as shown in Algorithm.p}, offering a sophisticated simulation of cyber attacks by
evaluating the feasibility of exploiting identified vulnerabilities within target nodes.
This function rigorously validates the presence of the target node and associated
vulnerabilities, proceeding only when the conditions are conducive to a successful
exploit. The intricate process of executing and applying an exploit, culminating in
the compromise of the node, is meticulously modeled to reflect the inherent unpre-
dictability of cyber attacks. This methodological approach not only simulates the
complex landscape of cyber threats but also anchors the adaptive learning processes
of agents within the environment. As a result, CyberBattleSimloT extends beyond
its initial scope as a simulation tool, evolving into an advanced experimental ecosys-
tem. It offers a comprehensive examination of cybersecurity strategies’ effectiveness,
enhancing the understanding of attack vectors with a high probability of success in
real-life contexts. This progression aids in the development of more sophisticated de-
fensive mechanisms, significantly enriching the field of network security research and
the cultivation of durable cybersecurity solutions within the IoT domain. The check
exploit conditions method is crucial in evaluating the prerequisites for a successful
exploit, considering factors such as the node’s specific vulnerabilities, firewall set-
tings, and the requisite port accessibility. This meticulous assessment ensures that
exploit attempts are grounded in realism, resembling genuine attackers’ strategic
calculations.

Subsequently, the exploit execution method introduces a probabilistic approach
to simulate exploiting a vulnerability, capturing the uncertain outcome of real-world
cyber attacks. The apply exploit outcome method is activated upon a successful ex-
ploit to emulate the resultant impact, signifying the node’s compromise and enacting
potential further consequences. These processes enable a detailed exploration of the
interplay between offensive and defensive tactics, shedding light on how vulnera-
bilities are exploited and their immediate effects. The simulation’s conclusion is
determined by the check terminal condition method, which identifies the end of a
simulated attack scenario by compromising a high-value target or upon reaching
the simulation’s step limit as shown in Algorithm.3. This critical feature provides a
framework for assessing the performance of RL algorithms across discrete episodes,
offering a structured methodology for their development and evaluation.

3.5 Results and Analysis

This section comprehensively evaluated three distinct agents within the CyberBat-
tleSim environment: a Random Agent, a Greedy Agent, and a Q-learning agent.
Our objective was to assess each agent’s effectiveness in navigating the environment
and maximizing rewards through their decision-making strategies. The performance
metrics considered for this evaluation included the average total reward, the maxi-
mum total reward achieved, the minimum total reward, and the average number of
steps taken per episode. Validating the realism of our simulation environment is not
necessary for the scope of this research. Our environment is constructed upon the
CyberBattleSim environment, a robust simulation framework developed and veri-
fied by Microsoft’s research team [B§]. Given that CyberBattleSim has undergone
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Algorithm 2 CyberBattleSimloT Environment Class Methods

Require: Network state S representing current system configuration, Action space
A containing all possible actions
Ensure: Updated network state S’
Class CyberBattleSimEnv
Initialize action and observation spaces
function RESET
Resets environment for a new episode
return environment
end function
function STEP(action)
Execute a step based on action
return observation, reward, done, info
end function
function ATTEMPTEXPLOIT(target_node, vulnerability)
if target_node ¢ network.nodes then
return False, “Node target_node does not exist.”
end if
target_node < network.nodes[target_node]
vulnerabilities < target__node['data’].vulnerabilities
if vulnerability ¢ vulnerabilities then
return False, “Vulnerability wvulnerability does not exist on node
target_node.
end if
if CheckExploitConditions(target_node, vulnerability) then
exploit < Exploit(target_node, vulnerability)
if exploit then
ApplyExploitOutcome(target node, vulnerability)

return True, “Successfully exploited vulnerability on node
target_node.”
else
return False, “Failed to exploit vulnerability on node target node.”
end if
else
return False, “Exploit conditions not met.”
end if

end function

procedure CHECK__EXPLOIT _CONDITIONS(target_ node, vulnerability)
Check if exploit conditions are met

end procedure
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Algorithm 3 Main Simulation Loop

Require: Environment env with action space A and observation space O, Number
of episodes num__episodes, and Agent policy II for action selection
Ensure: Trained agent policy II, Episode rewards R = ry, ry, ..., 7,, and Perfor-
mance metrics M (e.g., success rate, average reward)
for episode in num_ episodes do
Reset environment
while not done do
Sample or select action
Execute action
Update agent state
end while
end for

Reset Environment

|

Action Selection by Current Action
Agent )

¥
Apply action (Attempt
Exploit)

Exploit
success?

O Ol

(pply exploit outcom) Gpply negative rewa@

Check Termmal
condition
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Figure 3.1: Agent action flow
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Figure 3.2: IoT Network

extensive validation by its creators to model cyber-physical attack scenarios and
network dynamics accurately, we leverage this foundation to focus on the compara-
tive analysis of agent behaviors rather than re-evaluating the environmental realism
already established by Microsoft.

3.5.1 Performance Analysis

The performance analyses are summarized in Table@, where the Q-Learning Agent
demonstrated superior performance across almost all metrics, particularly regarding
average and maximum total rewards. Specifically, the Q-Learning Agent achieved an
average total reward of 313.80, with a maximum total reward of 2475. This indicates
the agent’s consistent ability to achieve high rewards and its capability to leverage
learning from interactions with the environment to optimize its strategy over time.
However, it also took more steps on average (144.96 steps per episode), suggesting a
more explorative approach or longer paths to achieve optimal outcomes. In contrast,
the Random Agent and Greedy Agent showed relatively lower performance, with
average total rewards of -18.85 and -16.90, respectively. The maximum total rewards
for these agents were significantly less than that of the Q-Learning Agent, with 85
for the Random Agent and 50 for the Greedy Agent. The number of steps these
agents took was also less, averaging 16.88 for the Random Agent and 14.36 for
the Greedy Agent, which could indicate less interaction with the environment or a
simpler decision-making process.

Table 3.1: Performance Metrics of Different Agents

Agent Average Total Reward | Max Total Reward | Min Total Reward | Average Steps | Max Steps | Min Steps
Greedy -16.90 50 -130 14.36 72 1
Q-Learning 313.80 2475 -15 144.96 948 1
Random -18.85 50 -220 16.88 111 1
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3.5.2 Visual Insights

The visual analysis, as depicted in the box plot of reward distribution (Fig.@),
clearly demonstrates the superior performance of the Q-Learning Agent compared to
the Random and Greedy Agents. Furthermore, the graph detailing average steps per
episode (Fig.B.4) reveals the Q-Learning Agent’s strategy of extensive exploration,
which likely contributes to its enhanced rewards. The line plot of average rewards
per episode (Fig.B.5) further supports this correlation between increased steps and
higher rewards, aligning with our hypothesis that more extensive exploration yields
greater rewards.

3.5.3 Discussion

This section comprehensively evaluated three distinct agents within the CyberBat-
tleSim environment: a Random Agent, a Greedy Agent, and a Q-learning agent.
Our objective was to assess each agent’s effectiveness in navigating the environment
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and maximizing rewards through their decision-making strategies. The performance
metrics considered for this evaluation included the average total reward, the maxi-
mum total reward achieved, the minimum total reward, and the average number of
steps taken per episode. Validating the realism of our simulation environment is not
necessary for the scope of this research. Our environment is constructed upon the
CyberBattleSim environment, a robust simulation framework developed and veri-
fied by Microsoft’s research team [38]. Given that CyberBattleSim has undergone
extensive validation by its creators to model cyber-physical attack scenarios and
network dynamics accurately, we leverage this foundation to focus on the compara-
tive analysis of agent behaviors rather than re-evaluating the environmental realism
already established by Microsoft.

3.6 Conclusion

This study delved into applying RL within IoT environments to strengthen se-
curity measures. Specifically, we implemented a Q-learning algorithm within the
CyberBattleSimloT environment simulator. Our research showcases an effective
method for identifying and mitigating cyber threats in IoT systems. The results
underscore the superiority of the Q-learning agent in navigating and securing simu-
lated networks, highlighting the importance of adaptive and dynamic security mea-
sures against evolving threats. While recognizing limitations related to simulation
scope and real-world applicability, this study represents a significant advancement
in bridging theoretical models with practical cybersecurity solutions for IoT devices.
Future work will expand on these findings by exploring more complex scenarios and
validating the approaches in real-world IoT systems to ensure their effectiveness in
preserving confidentiality, integrity, and authenticity.
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Chapter 4

Reinforcement Learning for
Medical 1oT Security

4.1 Introduction

In the ever-changing healthcare technology field, the integration of the Internet of
Things (IoT) into medical devices has revolutionized connectivity, efficiency, and
personalized care. However, this advancement has also brought about vulnerabil-
ities, increasing the risk of cyber threats significantly [26]. These cyber threats
threaten patient safety and jeopardize the confidentiality, integrity, and availability
of vital healthcare data [83, 84]. This situation highlights the critical need for inno-
vative cybersecurity solutions, such as dynamic risk assessment methods to quickly
identify and address security weaknesses [85].

Reinforcement Learning (RL), a dynamic and adaptive branch of machine learn-
ing, is showing great promise in addressing complex cybersecurity challenges [86].
By simulating interactions within network environments, RL facilitates the creation
of intelligent agents that learn and evolve strategies to detect and mitigate cyber
threats [87]. Deep Reinforcement Learning (DRL) significantly enhances the ef-
ficiency and effectiveness of IoT devices in healthcare settings. DRL allows IoT
systems to refine data processing, monitor device conditions, and improve commu-
nication quality [88, 89]. It also supports the development of smart systems that can
adapt to changing scenarios, optimize energy use, and improve data gathering [90,
91, B6]. Moreover, DRL helps in configuring [oT systems for optimal performance,
learning from system states and feedback to substantially boost their functioning
[92]. Overall, the application of DRL in IoT healthcare leads to better data handling,
improved monitoring of devices, and efficient system setups, thereby enhancing the
quality of healthcare services delivered through IoT devices.

This chapter expands on the previous one but focuses on Medical IoT. By intro-
ducing a specialized RL environment built on the CyberBattleSim platform, aimed
at addressing cybersecurity concerns in the IoT healthcare sector. This environment
replicates the unique characteristics and vulnerabilities of IoT healthcare systems
and acts as a training and testing ground for RL models against various cyber threats
and defenses. The aim is to blend the theoretical and practical aspects of RL to
improve the security robustness of IoT healthcare systems.
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4.2 Unique Challenges in Medical IoT

The Internet of Medical Things (IoMT) has dramatically transformed healthcare
by enabling remote monitoring and effective data management. This innovation is
crucial for advancing patient care and optimizing healthcare processes. However,
the IoMT ecosystem also introduces significant cybersecurity challenges due to its
reliance on internet connectivity. This review delves into the cybersecurity issues
specific to the Healthcare Internet of Things (HIoT) and examines the potential of
Reinforcement Learning (RL) in mitigating these risks across the domains of ToT,
cybersecurity, and healthcare.

The proliferation of IoMT facilitates remote sensing and offers enhanced services
such as elder care, significantly improving patient outcomes and healthcare cost ef-
ficiency. Despite these benefits, the security of sensitive healthcare data remains
a paramount concern. Rajendran (2023) highlights the necessity of robust security
measures to safeguard patient privacy and ensure data integrity [25]. The inherent
vulnerabilities of IoMT devices demand a rigorous security framework that can ad-
dress both existing and emerging cybersecurity threats. Czekster (2023) critiques
traditional risk assessment methods as inadequate, advocating for the adoption of
Dynamic Risk Assessments (DRA) that can dynamically adapt to the continuously
evolving landscape of cyber threats [26]. Further, Wani (2023) provides a systematic
review of [oMT security vulnerabilities, advocating for stronger measures such as
access control, encryption, and multifactor authentication to protect medical data
and IoMT devices [27].

Expanding on these points, additional challenges include the integration of loMT
with legacy healthcare systems, which often lack the necessary security features
to ward off modern cyber threats. This mismatch can lead to potential security
breaches, disrupting healthcare services and compromising patient safety. Further-
more, the vast amount of data generated by IoMT devices requires advanced data
management solutions that not only ensure real-time data processing but also com-
ply with strict regulatory standards for data protection. To tackle these multifaceted
challenges, it is imperative to foster collaboration among technology providers,
healthcare professionals, and regulatory bodies to develop and implement compre-
hensive security protocols that ensure the resilience of [oMT infrastructure against
a spectrum of cyber threats.

4.3 Modifications to CyberBattleSim for Medical
IoT

In this study, we adapted the CyberBattleSim environment specifically for the com-
plexities of IoMT, enhancing its capabilities to better simulate the unique security
challenges of medical IoT networks. This involved a series of specific modifications
to accurately reflect the operational and security dynamics of loMT environments:

We initiated by developing a comprehensive IoMT environment within Cyber-
BattleSim, represented by a complex network of connected medical devices. This
network includes a diverse array of devices such as patient monitors, insulin pumps,
and electronic health record systems, each characterized by specific security profiles
and vulnerabilities. The network architecture was implemented using the NetworkX
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library to allow for sophisticated network structure representation and manipula-
tion, tailored to reflect the interconnected nature of medical devices in healthcare
settings.

Each device in the [oMT network was assigned particular vulnerabilities that are
prevalent in medical environments, such as default credentials, unencrypted storage,
or susceptibility to SQL injections. This setup provides a realistic base for simu-
lating potential attack vectors specific to medical devices. Actions and observation
spaces were defined to include operations critical to medical device security, such
as scanning for vulnerabilities, deploying intrusion detection systems (IDS), and
strengthening firewalls, which are crucial for protecting sensitive health data.

The action space was expanded to include specific security actions relevant to
medical devices, such as patching known vulnerabilities and strengthening device-
specific firewalls. This adaptation allows for a more accurate simulation of defensive
strategies that are essential in a healthcare setting. The observation space was
also tailored to closely monitor the security status of each device, reflecting whether
devices are compromised or secure, an essential feature for maintaining patient safety
and data integrity.

Advanced reinforcement learning algorithms were integrated to train models ca-
pable of mimicking both attacker and defender behaviors within this complex IoMT
environment. This integration facilitates the development of strategies for dynamic
and proactive security management. These models utilize the modified action and
observation spaces to simulate interactions within the IoMT network, enabling the
system to learn from attacks and defenses dynamically, thereby optimizing security
measures over time.

4.3.1 Key Enhancements for Medical IoT Simulation

The key enhancements implemented can be summarized in the following:

o Real-time Security Posture Tracking: Implemented features to continuously
track and update the security status of devices, allowing the simulation to
dynamically represent a node’s security posture as it would evolve in real-
world medical environments.

o Enhanced Network Defense Mechanisms: Introduced sophisticated simula-
tion of firewall strength adjustments and IDS deployments, vital for defending
against the complex threat landscape in [oMT.

e Dynamic Patch Management: Added functionalities for real-time patch man-
agement, critical for addressing vulnerabilities promptly as they are identified
in medical devices.

These modifications and enhancements to CyberBattleSim create a robust frame-
work for studying and mitigating cybersecurity threats in IoMT, providing invalu-
able insights into the defense mechanisms required to protect critical healthcare
infrastructure.
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4.4 Reinforcement Learning Approach

The methodology encompasses network modeling, vulnerability, and attack simula-
tion, defensive strategy implementation, and simulation execution using computa-
tional tools to meet research objectives. We construct a HIoT environment, denoted
as &, represented by a network N with m nodes (ny,na,...,n,), each correspond-
ing to a network device. This model is implemented using the NetworkX library,
ensuring detailed network structure representation.

The simulation’s action space A consists of tuples (d;,a;), where d; is a device
index in N and a; denotes the action type (see Fig.@(a)). Six action types are
defined: scan (0), exploit (1), patch (2), defend (3), strengthen firewall (4), and
deploy IDS (5). We set C, as the action count, initially 0, with a maximum of
Chax = 100 actions allowed per episode for controlled experiments.

Mathematically, A = {(d;,a;)|d; € {1,...,m},a; € {0,1,2,3,4,5}}.

The observation space O is defined by the binary state of each node in N,
indicating whether it is compromised (o; € {0,1}, where 0 is uncompromised and
1 is compromised). O = {o1,09,...,0,}, with o; corresponding to the state of
n; (Figft.l(a)). Additionally, security measures for each node n; are defined by
attributes: applied patches (F;), firewall strength (F;), and IDS deployment status
(1;). Initially, P, = {}, F; = 0, and I; = False for each node n;.
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Figure 4.1: (a) The proposed RL Environment; (b) The implemented Network
Topology

In summary, the environment £ = (N, A, O) encapsulates the HIoT simulation,
detailing the network structure N' = {ny,ns,...,n,,}, the actions A that can be
taken within the environment, and the observations O that reflect the outcomes
of these actions. Security measures for each node are represented as (P, F;, I;),
providing a comprehensive framework for analyzing the simulation dynamics.

Following the initial phase, we construct a detailed simulation of an IoT health-
care network using Microsoft CyberBattleSim [38] integrated with NetworkX. Em-
ployed to establish a graph-based network topology model, representing devices as
nodes and communication paths as edges. Each node in the graph is assigned specific
vulnerabilities, such as default credentials, unencrypted storage, and SQL injection.
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This phase sets the foundation for simulating realistic cyber-attack scenarios within
a controlled environment and is clarified in Algorithm.j.

Algorithm 4 Construction of [oT Healthcare Network

Require: List of devices, vulnerabilities, and connections
Ensure: Graph representing the IoT healthcare network
Initialize an empty directed graph G
for each device in the list of devices do
Create a node with the device’s properties and vulnerabilities
Add the node to graph G
end for
for each connection in the list of connections do
Determine the source and target nodes based on the connection information
Add an edge from the source node to the target node in graph G
end forreturn G

The network includes various healthcare devices like patient monitors, insulin
pumps, medical imaging devices, and EHR systems, interconnected through a health-
care gateway (see Fig.l.1(b)). Each device type’s vulnerabilities are cataloged metic-
ulously, offering a comprehensive view of potential security threats. We meticulously
model the IoT healthcare network to establish a solid foundation for vulnerability
assessment and cyber-attack simulation phases, ensuring realistic simulations and
valuable insights into cybersecurity challenges and defense strategy effectiveness
within IoT healthcare networks.

In this study phase, we systematically simulate cyber-attacks on the IoT health-
care network, targeting vulnerabilities through predefined methods like phishing,
malware, and firmware exploits. Our interactive environment allows dynamic inter-
action with the network, facilitating attack execution and security impact observa-
tion. Moving from theory to practice, we detail the conceptualization and execution
of cyber-attacks within our simulated environment. Initially, devices scan for vul-
nerabilities using Algorithm.a, rewarding successful discoveries to encourage further
exploration. Exploiting vulnerabilities on devices, as outlined in Algorithm.f, as-
sesses network defense mechanisms. If a device lacks vulnerabilities or has patched
them, the exploit attempt fails, providing feedback to refine simulation and enhance
security measures.

Evaluating and strengthening defensive strategies against vulnerabilities and at-
tacks involves patching vulnerabilities, fortifying firewalls, and deploying intrusion
detection systems (IDS). These strategies are assessed continuously through sim-
ulations. Patching known vulnerabilities enhances device security, strengthening
firewall configurations improves intrusion defense, and deploying IDS equips nodes
with detection capabilities, significantly boosting the network’s ability to respond
to unauthorized activities.

Our methodology uses advanced RL algorithms, specifically Proximal Policy Op-
timization (PPO) and Advantage Actor-Critic (A2C), to train models that mimic at-
tacker and defender behaviors. These algorithms optimize defense strategies through
iterative learning, improving predictions and responses to attacks. PPO and A2C
are chosen for their efficiency in handling complex environments and multi-discrete
action spaces. Leveraging RL in IoT cybersecurity simulations innovatively bal-
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Algorithm 5 Scan Device for Vulnerabilities

Require: Device name D, Network graph G
Ensure: Scan result reward

Initialize discovered flag as False
Extract node data for device D from graph G
if Set of discovered vulnerabilities # Set of all vulnerabilities in D then
Calculate set of undiscovered vulnerabilities U
Select a random vulnerability V' from U
Add V to the set of discovered vulnerabilities
Set discovered flag to True
end if
if discovered flag is T'rue then
return 1 > Reward for discovering a new vulnerability
else
return -1 D> Penalty for not discovering a new vulnerability

end if

Algorithm 6 Exploit Vulnerability on a Device

Require: Device name D, Network graph G
Ensure: Tuple indicating success or failure and message

Extract node data for device D from graph GG
if no discovered vulnerabilities in D then

return (False, "No vulnerabilities discovered to exploit.”)
end if
Randomly select a vulnerability V' from discovered vulnerabilities
if V is already patched on D then

return (False,”Vulnerability V' has been patched on D.)
end if
Determine success rate S for exploiting vulnerability V'
if random chance < S then

Mark device D as compromised

Remove V' from discovered vulnerabilities

return (True, ”Successfully exploited V on D.)

else
return (False, "Failed to exploit V on D.”)
end if
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Algorithm 7 Network Security Enhancement

Require: Device name D, Network graph G
Ensure: Tuple indicating the success of the security enhancement action and mes-
sage
Extract node data for device D from graph G
if there are discovered vulnerabilities in D then
Randomly select a vulnerability V' from discovered vulnerabilities of D
Remove V' from discovered vulnerabilities list
Apply patch to vulnerability V' on device D
return (T'rue, "Patched V on D.)
else if firewall strengthening is needed for D then
Increment the firewall strength of device D by 1
return (True, "Firewall strengthened on D.”)
else
for each node N in network graph G do
Extract node data for node N
Set IDS deployment status to True for node N
end for
return (True, ”IDS deployed network-wide.”)
end if

ances the complex landscape of cyber threats. Through continuous adaptation and
strategy refinement, the models provide crucial insights into strengthening network
security, leading to more resilient HIoT networks.

These CyberBattleSim [3§] enhancements are vital for our study, enabling a
detailed and realistic simulation of cybersecurity threats and defenses in HIoT net-
works. To address HIoT cybersecurity challenges, we extended the CyberBattleSim
[B8] simulation environment with crucial features mirroring real-world scenarios: Se-
curity Upgrades Tracking: Implemented to monitor security upgrades by main-
taining a list of applied upgrades, allowing dynamic representation of node security
posture over time. Firewall Strength and IDS Deployment: Added attributes
to simulate initial firewall strength and IDS deployment status, providing a nu-
anced simulation of network defense mechanisms. Patch Management: Included
a function to apply patches to nodes for vulnerability mitigation, enhancing simula-
tion realism and exploring patch management’s impact on network security. These
enhancements are pivotal for our study, enabling detailed and realistic simulation
of cybersecurity threats and defenses in HIoT networks.

4.5 Results and Discussion

RL environment validation typically involves two aspects: data validation, ensuring
realism through real-world scenarios, and training RL or DRL agents to develop
effective policies. Our focus is primarily on training DRL agents, as environmental
realism validation is supported by the CyberBattleSim framework [38], on which
our custom HIoT environment is based. This section evaluates the training of two
advanced DRL agents, PPO and A2C, in our custom HIoT cybersecurity environ-
ment. PPO and A2C are chosen for their efficiency in managing multi-discrete action
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Figure 4.2: (a) Mean Episode Reward. (b) Train Explained Variance Over Time.
These metrics illustrate the agents’ interaction with the environment and their grow-
ing understanding of its dynamics, respectively

spaces. We aim to understand their decision-making efficiency and reward maxi-
mization capability by assessing metrics like average reward, episode length, and
learning dynamics. This evaluation utilizes the developed Cybersecurity Environ-
ment, ensuring accurate modeling of cybersecurity scenarios within HIoT networks.

Performance metrics in Table @, show outputs from multiple simulation runs.
Each agent’s effectiveness was quantified based on the average reward, maximum
reward, and episode lengths. Providing a baseline for comparing the standard and
CallBack & Checkpoints (CB) enhanced versions of each algorithm.

Table 4.1: Performance Metrics of Different Agents

Agent | Mean Reward | Max Reward | Mean Episode Length | Min Episode Length | Max Episode Length
PPO -868.66 -442.8 36.00 36.00 36.00
A2C -492.60 -407.2 36.00 36.00 36.00

CB PPO -877.28 -428.4 37.04 36.84 37.12

CB A2C -540.72 -423.0 36.96 36.00 37.12

A2C generally outperformed PPO regarding average and maximum rewards,
indicating its effectiveness in exploiting short-term decision dynamics. Despite the
higher performance metrics, PPO’s conservative policy updates prevented drastic
performance drops but delayed quick convergence to optimal policies. The CB
mechanism showed mixed results, With no significant improvement in the highest
rewards achieved, but subtle variations in the learning curves, indicating differences
in how agents explore and exploit the environment.

The visual analysis illustrates agent performance dynamics across different fig-
ures. Fig.h.2 depicts agents’ learning progress and effectiveness with two key plots.
(a) Rollout Episode Reward Mean Over Time illustrates increasing rewards per
episode, demonstrating successful strategy implementation in the complex simula-
tion environment. (b) Train Explained Variance Over Time measures the agent’s
ability to predict future rewards, with a stable or rising trend indicating improved
understanding and decision-making. Fig.4.3 provides insights into agents’ decision-
making and learning with two plots. (a) Train Entropy Loss Over Time reflects
exploratory behavior crucial for uncovering effective strategies while decreasing en-
tropy signals adaptation and learning. (b) Train Value Loss Over Time evaluates
the precision of the agent’s value function in predicting future rewards, essential
for refining policy decisions. Reductions in value loss demonstrate improvements in
predictive accuracy, enhancing strategic decision-making.
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Figure 4.3: (a) Train Entropy Loss Over Time; (b) Train Value Loss Over Time.
These plots depict the agents’ exploratory diversity and precision in reward predic-
tion.

4.6 Conclusion

This study evaluated two DRL algorithms, PPO and A2C, in a simulated cyberse-
curity environment for HIoT systems. A2C outperformed PPO in rewards due to
its quicker adaptation, while PPO showed a more stable learning curve, making it
suitable for stability-focused scenarios. The CB mechanism did not significantly en-
hance learning outcomes. Although CyberBattleSim effectively modeled scenarios,
it has limitations in capturing real-world IoT healthcare network complexities. This
research enhances our understanding of DRL’s potential in HIoT cybersecurity and
contributes to the development of sustainable cognitive cities by highlighting the
importance of robust cybersecurity measures.
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Chapter 5

Reinforcement Learning
Environment for Wheat Irrigation
and Growth in Arid Regions

5.1 Introduction

Technological innovations in agriculture have increasingly emphasized the adoption
of sustainable methods and the development of advanced irrigation systems. This
shift includes the cultivation of drought-tolerant crops capable of thriving in arid
conditions and the integration of intelligent water management practices to enhance
efficiency and resilience in agricultural production. Such advancements are vital
for improving food security, increasing agricultural output, enhancing adaptation
to climate change, optimizing water use, and promoting sustainability in difficult
environments [93, 94, 95, 96, 97].

Water scarcity remains a critical issue in arid regions, as highlighted by the
World Wildlife International report [98], which underscores the significant water
requirements of key crops like wheat. The report calls attention to the urgent need
for more efficient irrigation management solutions to mitigate this challenge and
sustain crop production under these conditions. The development of smart agricul-
ture has been driven by these challenges. By utilizing advanced sensor technologies
to monitor environmental factors such as soil moisture, temperature, and humidity,
smart agriculture systems enable optimized irrigation management, thereby improv-
ing agricultural efficiency and sustainability [99, 100].

A key advancement in water management within agriculture is the use of Ar-
tificial Intelligence (AI), with a particular focus on Reinforcement Learning (RL).
Intelligent irrigation systems, powered by AI and the Internet of Things (IoT), have
significantly improved irrigation efficiency [101, 102]. Al-based methods, such as the
Adaptive Neuro-Fuzzy Inference System [[103] and deep learning [[104], have proven
effective in crop recognition and precise water distribution. Additionally, RL algo-
rithms have shown considerable promise in optimizing energy consumption for smart
irrigation systems [105].

RL is a trial-and-error learning framework in which an agent learns optimal
behavior by interacting with its environment. RL has been applied successfully
in many areas, including energy management, finance, recommendation systems,
healthcare, robotics, and transportation [[106, 107].
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For RL to be effectively applied, a well-defined environment is essential. This
environment typically comprises four key elements: (1) State Space, which includes
all possible states the environment can be in; (2) Action Space, which encompasses
all actions available to the agent; (3) Reward Function, which assigns rewards based
on the agent’s actions and the resulting state; and (4) Transition Function, which
determines how the environment evolves from one state to another based on the
actions taken by the agent. RL has the potential to revolutionize smart agriculture
by providing innovative solutions for optimizing irrigation schedules, monitoring
crop development, and managing resources more efficiently [108, 109, [110].

This work introduces a novel RL environment, the RL Realistic Wheat Growth
Environment (RLWGE), specifically designed to optimize irrigation strategies for
wheat crops in arid regions. The RLWGE simulates complex interactions between
soil, crops, weather, and irrigation practices, allowing RL agents to learn and adapt
to address water scarcity challenges and promote sustainable wheat farming.

To our knowledge, no existing RL environment is specifically tailored to irrigation
management for wheat crops in arid regions. The proposed RLWGE fills this gap by
using advanced statistical techniques such as standard deviation, mean, and Monte
Carlo simulations to generate synthetic data that mirrors over 30 factors affecting
crop growth and environmental conditions. This simulation draws from real-world
data provided by the Prediction Of Worldwide Energy Resources (POWER) for
El Oued, Algeria (Latitude: 33.3605, Longitude: 6.8347), incorporating historical
weather and soil moisture data.

RLWGE includes parameters such as temperature, precipitation, soil moisture,
evapotranspiration rates, and solar radiation to accurately model agricultural con-
ditions for irrigation management in arid areas.

The effectiveness of RLWGE is validated through several methods:

1. Comparison with real-world data: Synthetic data generated by the RLWGE
is compared to real-world data through both qualitative and quantitative as-
sessments to ensure the environment accurately represents wheat irrigation
dynamics in arid regions.

2. Validation of RL agent policies: Several RL algorithms tailored for continuous
action spaces, including Deep Deterministic Policy Gradient (DDPG), Twin
Delayed DDPG (TD3), and Soft Actor-Critic (SAC), are tested to assess their

applicability in real-world irrigation management.

3. Comparative meta-analysis: A meta-analysis of RLWGE is conducted against
other existing RL environments within the agricultural sector. Since no RL
environment specifically designed for irrigation management is currently avail-
able for direct comparison, this analysis focuses on key parameters such as
customization options, integration of real-world data, and ease of use.

5.2 Novel RL Environment

This study presents the RL Realistic Wheat Growth Environment (RLWGE), a
specialized Reinforcement Learning (RL) environment designed to simulate wheat
growth in arid regions. As illustrated in Fig. lS:l!, RLWGE operates through a multi-
stage framework. It begins by collecting agricultural and environmental data from
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Figure 5.1: An overview of the RLWGE architecture

NASA’s Power project [111], which is then transformed into synthetic data using
statistical analysis and Monte Carlo simulations to mimic real-world conditions. The
synthetic data feeds into three key modules: the crop module (which simulates wheat
growth and development), the soil module (which models soil moisture dynamics),
and the weather module (which generates realistic daily weather conditions). These
modules interact with RLWGE’s core, the central component that coordinates their
activities to provide a comprehensive simulation.

5.2.1 Data Collection and Generation

RLWGE is grounded in real-world data from NASA’s Power project [111], specifi-
cally for the El Oued region in Algeria (Latitude: 33.3605, Longitude: 6.8347). The
dataset spans from April 1, 2015, to March 31, 2021, covering about 5.8 years, and
is derived from the MERRA-2 dataset [112]. This data includes key parameters for
simulating wheat growth in arid environments.

The data encompasses surface soil wetness (indicating water content in the top
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5-10 cm of soil), root zone soil wetness (representing water available in the upper
200 cm of soil), and profile soil moisture (within a one-meter depth). Temperature-
related parameters include dew/frost point, wet bulb temperature, earth skin tem-
perature, and temperature at 2 meters (T2M), all measured in degrees Celsius.
Humidity data includes specific humidity at 2 meters (QV2M, measured in g/kg)
and relative humidity at 2 meters (RH2M, as a percentage). Other parameters in-
clude corrected precipitation (PRECTOTCORR, in mm/day), surface pressure (PS,
in kPa), wind speed and direction at 2 meters, and wind speed range, all measured
in meters per second or degrees.

To evaluate the stationarity of the time series data, the Augmented Dickey-
Fuller (ADF) test [113] was performed on variables such as QV2M, WS2M, RH2M,
PRECTOTCORR, and PS. The results, summarized in Table @, show varying
degrees of stationarity, with some variables demonstrating non-stationarity, such as
T2M.

Table 5.1: ADF Test Results for Stationarity

Variable Test Statistic | p-value | Lags | Obs | Critical Value (1%) | Critical Value (5%) | Critical Value (10%)
T2M -2.247880 0.189 | 10.0 | 2182.0 -3.433350 -2.862866 -2.567476
QV2M -3.715962 0.004 | 19.0 | 2173.0 -3.433363 -2.862871 -2.567479
WS2M -7.688603 0.000 | 16.0 | 2176.0 -3.433359 -2.862869 -2.567478
RH2M -3.579163 0.006 | 20.0 | 2172.0 -3.433364 -2.862872 -2.567479
PRECTOTCORR | -23.623798 0.000 2.0 |2190.0 -3.433339 -2.862861 -2.567473
PS -4.234618 0.001 | 24.0 | 2168.0 -3.433370 -2.862874 -2.567480

To generate realistic agricultural simulations, the synthetic data replicates envi-
ronmental conditions, such as temperature and humidity, using Monte Carlo simu-
lations. The process involves calculating monthly mean and standard deviation for
each parameter and using these statistics to guide synthetic data generation.

5.2.2 RLWGE Simulation Modules

RLWGE is composed of four main simulation modules:
Crop Simulation Module: This module tracks wheat growth through distinct
developmental stages using Growing Degree Days (GDD) [114], calculated as:

GDD = max(0, Temperature — Base Temperature)

Wheat growth stages, evapotranspiration (ET.), and potential crop diseases such
as Fusarium Head Blight or leaf blotch are modeled based on environmental inputs.
ET, is derived using the crop coefficient (K,.) and reference evapotranspiration (ETy)
values [115].

Soil Simulation Module: Soil moisture dynamics are simulated using the surface
soil wetness, derived from real-world statistics as described in Section . The
module adjusts soil moisture daily based on precipitation, irrigation, and crop water
uptake.

Weather Simulation Module: This module generates daily weather data such as
temperature, humidity, wind speed, and precipitation using the Penman-Monteith
equation [115] for calculating reference evapotranspiration (ETy). These weather
parameters play a critical role in determining the crop’s water needs and growth.

Core Module: The core of RLWGE orchestrates the interactions between the
modules, simulating daily changes in weather, crop development, and soil condi-
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tions. It manages the state of the environment, including variables like temperature,
humidity, soil moisture, and crop health, while calculating rewards based on crop
yield, water efficiency, and soil conditions. The simulation continues until the crop
reaches maturity or fails due to adverse conditions.

5.2.3 Reward Mechanism

The reward structure in RLWGE evaluates the effectiveness of irrigation strategies.
It is calculated as a weighted sum of rewards for yield, water usage, and soil moisture
maintenance:

R= w1 X Ryield<s) + wa X Rwater(A7 S) + wg X Rsoil(s) (51)

Here, Ryieid, Ruater, and Ry represent rewards for yield optimization, water
usage, and soil moisture management, with respective weights wy, ws, and wj.

RLWGE provides a realistic simulation platform, enabling the testing of various
RL algorithms to optimize wheat farming under water scarcity conditions in arid
environments.

5.3 Reinforcement Learning Approach

5.3.1 RL-Based Strategy for Optimizing Water Usage and
Crop Yield

In RLWGE, the core goal is to optimize water usage while maximizing crop yield
in the context of wheat farming in arid regions. The RIL-based strategy involves
training an RL agent to make irrigation decisions based on the current state of the
environment, which includes crop growth stages, soil moisture levels, and weather
conditions. The agent’s objective is to determine the optimal amount and timing of
irrigation, balancing the need for water conservation with maintaining crop health
and maximizing yield.

The RL agent operates within a dynamic environment where the state is updated
daily, reflecting real-time environmental conditions. The agent receives observations
from the environment, including factors such as soil moisture, temperature, humid-
ity, and growth stages of the crop. Based on these observations, the agent selects
an action, which corresponds to a specific irrigation amount for that day. The cho-
sen action influences the next state by altering the water content in the soil and,
consequently, the health and development of the crop.

This decision-making process is iterative, with the agent learning from the con-
sequences of its actions through trial and error. By continuously interacting with
the environment, the agent improves its strategy over time, learning to apply water
more efficiently while minimizing wastage and maximizing crop growth.

5.3.2 Reward Structure and Learning Algorithms

The reward structure in RLWGE is designed to encourage efficient water usage and
maximize crop yield, while penalizing excessive water use or inadequate irrigation
that negatively affects the crop. The reward is computed as a weighted sum of three
key components: crop yield, water efficiency, and soil moisture management.
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1. Crop Yield Reward (Ry;eq): This component incentivizes the agent to max-
imize the final crop yield at harvest time. Higher yields result in greater
rewards, while poor yields due to under-irrigation or over-irrigation are penal-
ized.

2. Water Efficiency Reward (Ryaeer): This part of the reward encourages the
agent to use water efficiently. If the agent uses water sparingly without com-
promising crop health, it receives a positive reward. Conversely, excessive
water use leads to a penalty.

3. Soil Moisture Management Reward (Rs,;): This component ensures that the
agent maintains optimal soil moisture levels. The reward increases when the
soil moisture remains within an ideal range for crop growth and decreases
when the soil is either too dry (causing water stress) or too wet (causing
waterlogging or diseases).

The overall reward is computed using the following equation:

R= wy X Ryield(S) + wy X Rwater(Aa S) + w3 % Rsoil(S)

Where w1, ws, and w3 are the weights assigned to each reward component, and .S
represents the current state, which includes variables like soil moisture, crop growth
stage, and environmental conditions. A denotes the action taken by the agent, i.e.,
the irrigation level applied.

5.3.3 Learning Algorithms

Several reinforcement learning algorithms can be used to train the agent in RLWGE.
Since irrigation management is a continuous action problem, algorithms designed
for continuous action spaces are most appropriate. The following RL algorithms are
particularly suited for this environment:

1. Deep Deterministic Policy Gradient (DDPG): DDPG is a model-free, off-policy
algorithm that works well in environments with continuous action spaces. It
combines the benefits of Q-learning and policy gradients to learn optimal poli-
cies by leveraging experience replay and a target network for stable learning.
DDPG is effective in learning the precise irrigation actions needed to maintain
soil moisture balance while minimizing water usage.

2. Twin Delayed DDPG (TD3): TD3 is an improved version of DDPG that
addresses some of the challenges associated with overestimation of Q-values,
which can lead to suboptimal policies. By introducing two Q-networks and
delaying the policy update, TD3 ensures more stable learning, making it well-
suited for the complex dynamics of irrigation management in RLWGE.

3. Soft Actor-Critic (SAC): SAC is another model-free algorithm that optimizes
a stochastic policy in a continuous action space. It is known for its robustness
and ability to explore diverse strategies due to its entropy-regularized objective
function. SAC encourages exploration, allowing the agent to discover more
efficient irrigation strategies that balance water usage and crop yield.
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These algorithms are trained through iterative interactions with the RLWGE
environment. Each algorithm evaluates the current state, selects an optimal irriga-
tion action, and receives a reward based on the outcome. Over time, the agent learns
to optimize its irrigation decisions, achieving better water efficiency and higher crop
yields under the constraints of the arid environment.

5.4 Results and Analysis

This section presents the experimental validation and analysis of RLWGE in three
phases: data fitness validation, RL agent policy development, and a comparative
meta-analysis with other RL environments in agriculture.

5.4.1 Validation of RLWGE Data Fitness versus Real-World
Data

We performed qualitative and quantitative assessments to validate the accuracy of
RLWGE’s synthetic data generation, comparing the synthetic data to real-world
data across several weather parameters.

Qualitative Assessment

The visual comparison in Fig. @ shows that the synthetic data closely replicates the
distribution patterns of real-world data. For example, the distribution of tempera—
ture (T2M) in Fig.p.24 and the correlation of specific humidity (QV2M) in Fl
demonstrate strong alignment. However, for wind speed (WS2M) in Flg 2d, the
synthetic data exhibits slight deviations, showing a leftward shift compared to the
real data.

Quantitative Assessment

Using statistical tests such as the Kolmogorov-Smirnov (KS) test, Augmented Dickey-
Fuller (ADF) test, and Ljung-Box test, we assessed the similarity of distributions,
stationarity, and autocorrelation. Table shows that most variables, like QV2M
and PS, passed the KS test with high p-values, indicating similar distributions be-
tween real and synthetic data. However, WS2M and PRECTOTCORR showed
slight deviations in their distributions, as indicated by lower p-values.

Table 5.2: Kolmogorov-Smirnov Test Results for Various Variables

Variable KS Statistic | P-Value
QV2M 0.0233 0.5933
WS2M 0.0776 3.72e-06
RH2M 0.0182 0.8589
PRECTOTCORR 0.4224 1.00e-175
PS 0.0187 0.8380
T2M 0.0114 0.9988

The ACF analysis in Fig.@ confirmed that the temporal dependencies of real-
world data were preserved in the synthetic data. Both WS2M and PRECTOTCORR
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Figure 5.3: Variables ACF Test to reveal temporal relationships between original
and synthetic data.

maintained autocorrelation patterns consistent with the real data, despite minor
differences in distribution. The Ljung-Box test results in Tablep.d further validated
that the temporal structure was well-preserved across variables, including those with
minor deviations.

Table 5.3: Ljung-Box test results across various variables.

’ | Ljung-Box test statistics | Ljung-Box test P-value ‘

Variables Original Synthetic | Original Synthetic
QV2M 8436.294040 | 5731.327892 0.0 0.0
WS2M 885.714126 172.567003 | 7.56e-184 8.15e-32
RH2M 9081.925056 | 7216.817473 0.0 0.0
PRECTOTCORR | 306.963573 42.710081 5.24e-60 5.60e-06
PS 6372.850303 | 3031.870781 0.0 0.0
T2M 19265.496055 | 17017.222519 0.0 0.0

The ADF test results in Table @ indicate that most variables are stationary
in both real and synthetic data, except T2M, which exhibited non-stationarity in
both datasets. These results suggest that the synthetic data generated by RLWGE
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Figure 5.4: Training average episode length.

is highly representative of real-world conditions, making it suitable for training RL
agents in irrigation management.

Table 5.4: ADF test statistics and p-values for original and synthetic data across
various variables.

Variable Test Statistic (Original) | Test Statistic (Synthetic) | p-value (Original) | p-value (Synthetic)
QV2M -3.6911 -2.7108 0.0042 0.0722
WS2M -7.7307 -4.8275 1.13e-11 4.82e-05
RH2M -3.5869 -3.0423 0.0060 0.0311
PRECTOTCORR -23.6187 -8.6128 0.0 6.41e-14
PS -4.2075 -3.8235 0.0006 0.0027
T2M -2.2292 -2.2297 0.1958 0.1957

5.4.2 Validating Policy Development of RL Algorithms in
RLWGE

To evaluate RLWGE'’s effectiveness as a platform for training RL agents, we imple-
mented three RL algorithms: Deep Deterministic Policy Gradient (DDPG), Twin
Delayed DDPG (TD3), and Soft Actor-Critic (SAC). Each algorithm was trained
over 10,000 episodes, and key metrics such as average episode length, reward, critic
loss, and actor loss were monitored.

Episode Length and Reward

As shown in Fig.@, SAC achieved the longest average episode length at 20 steps,
slightly outperforming DDPG and TD3, which averaged 19.4 steps. In terms of
average rewards (Fig.p.5), DDPG and TD3 showed rapid improvement, stabilizing
at a reward of -12, while SAC improved more gradually, reaching a reward of -10,
indicating more effective water management by the SAC agent.
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Figure 5.6: Actor critic loss.

Critic and Actor Loss

The critic loss for DDPG and TD3 (Fig.) showed steady improvement, with
losses decreasing from 0.30 to 0.05, indicating effective learning. SAC exhibited
a more dynamic learning curve, with a sharp spike in critic loss, reflecting its ex-
ploratory nature before stabilization. The actor loss trends (Fig.p.6h) for all al-
gorithms also showed a steady decrease, confirming that the policies converged to
optimal irrigation strategies.

Overall, all three RL algorithms successfully formed policies that optimized irri-
gation for wheat growth, with SAC demonstrating the most robust performance in
terms of episode length and reward.

5.4.3 RLWGE’s Comparative Meta-Analysis

In the absence of comparable RL environments specifically focused on irrigation, we
conducted a meta-analysis comparing RLWGE with CropGym and GymDSSAT,
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Table 5.5: RL environments meta-analysis comparison.

Aspects GymDSSAT CropGym RLWGE
Adjustable Input Params * K Kok Kk * ok k% * ok ok ok %
Customization * kKKK * kK xR * ok kK %
Real-world Data Integration * K Kk % * ok k% * kK Kk k
Target Application * K ok %% * K koK % -
Ease of use *kownw Xk kKK kKRR

two leading RL environments in agricultural management. This comparison was
based on factors such as adjustable input parameters, customization, real-world
data integration, target applications, and ease of use (Table p.5).

Adjustable Input Parameters

GymDSSAT offers the most extensive range of adjustable input parameters, thanks
to its integration with DSSAT, followed by RLWGE, which supports real-world
data-driven input customization. CropGym, though simpler, uses fewer adjustable
parameters, focusing primarily on nitrogen fertilization.

Customization and Real-World Data Integration

Both RLWGE and CropGym allow moderate customization, primarily in wheat
management scenarios, while GymDSSAT offers broader but less flexible customiza-
tion across multiple crops. RLWGE excels in real-world data integration, us-
ing extensive datasets to simulate arid-region conditions, whereas CropGym and
GymDSSAT rely more on generalized data.

Target Application and Ease of Use

RLWGE is highly specialized for irrigation management in water-scarce environ-
ments, making it a valuable tool for addressing challenges related to water scarcity.
GymDSSAT, though broader in its application, focuses on crop and fertilization
management. CropGym is the most user-friendly, with a focus on fertilization man-
agement for wheat.

5.4.4 Implications for Sustainable Agriculture

The experimental results demonstrate that RLWGE is a highly effective platform
for developing RL-based strategies to optimize water usage in arid environments.
The synthetic data generated by RLWGE closely mimics real-world conditions, pre-
serving critical temporal structures necessary for accurate RL training. The success
of the RL algorithms in optimizing irrigation policies highlights RLWGE’s potential
for supporting sustainable agriculture, particularly in water-scarce regions where
efficient water management is crucial.

By integrating real-world data and enabling precise control over irrigation, RL-
WGE provides a robust tool for improving water-use efficiency, minimizing envi-
ronmental impact, and enhancing food security in challenging agricultural environ-
ments.
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5.5 Conclusion

This research introduces RLWGE, a specialized reinforcement learning (RL) envi-
ronment designed for optimizing wheat irrigation management in arid regions. Built
on real-world data from NASA POWER, RLWGE leverages probabilistic modeling
and Monte Carlo simulations to provide a realistic and robust platform for training
RL agents in complex agricultural scenarios.

The accuracy and effectiveness of RLWGE were validated through both qualita-
tive and quantitative assessments. Visual comparisons between real and synthetic
data showed that RLWGE accurately replicates key trends and patterns, while sta-
tistical tests confirmed that critical properties like distribution and autocorrelation
were preserved. The synthetic data closely mirrored real-world conditions, reinforc-
ing the realism and applicability of RLWGE for modeling smart agriculture.

In training RL agents, DDPG, TD3, and SAC algorithms were tested, all of which
successfully formed optimal irrigation strategies. SAC, in particular, demonstrated
the most robust performance. RLWGE’s capacity to generate realistic agricultural
scenarios and simulate various environmental and temporal conditions makes it a
valuable tool for improving irrigation practices, particularly in water-scarce envi-
ronments.

A meta-analysis comparing RLWGE to other agricultural RL environments, such
as CropGym and GymDSSAT, highlighted RLWGE’s strengths in integrating real-
world data, its focus on water management, and its adaptability to arid conditions.
RLWGE outperforms other environments in these aspects, providing a unique plat-
form for RL applications in agriculture.

5.5.1 Future Research Directions

1. Expansion to Other Crops and Regions: While RLWGE specializes in wheat
in arid regions, future research could expand its applicability to other crops
and different climates. This would involve integrating additional crop models
and real-world data from diverse agricultural regions.

2. Integration of Multi-Objective Optimization: Future work could involve incor-
porating multi-objective RL algorithms to simultaneously optimize irrigation,
fertilization, and pest control strategies, enabling a more holistic approach to
agricultural management.

3. Incorporation of Advanced Sensor Data: The integration of real-time sensor
data, such as IoT-enabled soil and moisture sensors, could enhance the ac-
curacy and dynamic responsiveness of RLWGE, offering more precise control
over irrigation and resource management.

4. Adapting RLWGE for Climate Change Studies: Future research could lever-
age RLWGE for studying the long-term impacts of climate change on crop
yields and water usage. By simulating extreme weather events and shifting
climate patterns, RLWGE could help develop adaptive strategies for sustain-
able farming.

5. Collaborative RL and Swarm Intelligence: Research could explore the use of
collaborative reinforcement learning and swarm intelligence to optimize wa-
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ter usage across larger, multi-farm environments. This would involve training
multiple RL agents to cooperate in managing regional water resources effi-
ciently.

6. Energy-Efficient Irrigation: Future studies could incorporate energy consump-
tion metrics into the RLWGE environment, enabling RL agents to optimize
irrigation for water usage and minimizing energy expenditure, contributing to
sustainable farming practices.

7. Validation with Field Trials: Finally, further validation of RLWGE could in-
volve testing RL-trained policies in real-world agricultural settings, enabling
the refinement of strategies based on empirical field data and providing a
stronger connection between simulation results and practical applications.
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Chapter 6

Enhancing Proximal Policy
Optimization in the Pendulum-vl
Environment through
Clustering-Based State Space
Simplification

6.1 Introduction

Reinforcement learning (RL) has achieved notable success in various complex control
tasks, with the Proximal Policy Optimization (PPO) algorithm [116] being one of
the most effective methods for policy optimization due to its balance between ease of
implementation and performance. However, continuous control environments, such
as the Pendulum-v1 task, PPO faces significant challenges that limit its effectiveness:

« Exploration Inefficiency: The continuous and high-dimensional nature of
state-action spaces in tasks like Pendulum-v1 makes efficient exploration dif-
ficult. PPO may require a large number of interactions to adequately explore
the environment, leading to slow learning and convergence.

e Local Optima and Suboptimal Policies: PPO can get trapped in local
optima due to the complex landscape of continuous action spaces, resulting in
suboptimal policies that fail to maximize cumulative rewards.

o Computational Complexity: Handling continuous spaces demands sub-
stantial computational resources, as the algorithm must process an infinite
number of possible actions and states, increasing training time.

Addressing these challenges requires innovative methods to enhance learning effi-
ciency and reduce computational complexity. This study proposes a novel approach
that integrates clustering with PPO, aiming to simplify the state-action space and fo-
cus learning on regions with higher rewards. By clustering state-action pairs, we seek
to improve the agent’s ability to explore the environment, leading to more efficient
learning and better cumulative rewards. Our approach transforms the state space by
incorporating cluster labels, thus providing a structured representation that guides
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the policy optimization process. The study evaluates this enhanced algorithm in the
Pendulum-v1 environment and demonstrates its effectiveness through both qualita-
tive and quantitative analyses, showing substantial performance improvements over
the standard PPO implementation.

6.1.1 Problem Formulation

The objective of this study is to enhance the performance of the PPO algorithm in
continuous control tasks represented by the Pendulum-v1 environment. The prob-
lem is formulated as developing an improved learning strategy that achieves higher
cumulative rewards and better learning efficiency compared to the standard PPO
implementation. Mathematically, the goal is to find an optimal policy m(a | ) that
maximizes the expected cumulative reward over time:

T
max J(0) =E; ., [Z v r(se, at)[
=0

where:
o mg(a| s) is the policy parameterized by 6,

o 7 = {80, a0,51,a1,...,57} represents the trajectory of states and actions by
following the policy

o T is the time horizon of the episode,
e 7 is the discount factor,

o 7(84,a4) is the reward received at time step ¢t when action a; is taken in state
St.

The Pendulum-v1 environment poses a continuous control challenge where the
agent must apply torques to keep the pendulum upright. The continuous nature of
the state and action spaces increases the complexity of learning an optimal policy
due to the infinite possibilities for exploration.

To address this challenge, the proposed method incorporates clustering of state-
action pairs based on their associated rewards. By clustering, we aim to:

o Simplify the State Space: Reduce the complexity by grouping similar state-
action pairs, effectively creating a discrete representation within the continu-
ous space.

o Highlight Reward Structures: Emphasize regions in the state-action space
that lead to higher rewards, guiding the agent towards more promising actions.

o Improve Learning Efficiency: Facilitate faster convergence of the policy
by focusing on significant patterns identified through clustering.

The problem then involves determining how the integration of clustering affects
the policy optimization process. Specifically, we investigate whether the transformed
state representation enhances the PPO algorithm’s ability to learn an optimal policy.

The key questions addressed in this formulation are:
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1. Performance Improvement: Does clustering result in higher cumulative
rewards compared to those of the standard algorithm?

2. Statistical Significance: Are the observed improvements statistically sig-
nificant?

3. Consistency and Variability: Does clustering reduce the variance in re-
wards, leading to more consistent performance?

4. Optimal Clustering Configuration: What is the impact of different num-
bers of clusters on the PPO’s performance?

By formulating the problem in this manner, we set the foundation for system-
atically exploring the effects of clustering on PPO and provide a clear pathway for
the subsequent methodological steps. The remainder of this paper is organized as
follows. Section 2 reviews related work on reinforcement learning and state space
simplification. Section 3 details our proposed clustering-enhanced PPO method im-
plemented in the Pendulum-v1 environment. Section 4 presents and discusses the
experimental results, demonstrating the effectiveness of our approach. Finally, Sec-
tion 5 concludes the paper by summarizing key findings and suggesting directions
for future research.

6.2 Clustering-Enhanced PPO in Pendulum-v1

In this study, we aim to enhance the learning efficiency of PPO algorithm by trans-
forming the state space through clustering. Clustering enables the identification of
structured patterns within the state-action-reward space, simplifying the learning
task for the agent. By leveraging these clusters, the agent can focus on more signif-
icant regions of the environment, leading to improved decision-making and policy
performance. To evaluate the efficacy of this approach, we use the Pendulum-v1
environment, a continuous control task provided by OpenAl Gym. The follow-
ing of section describes the environment, the data collection process, the clustering
of state-action pairs, and the transformation of the state space using the learned
clusters.

6.2.1 Environment description

The Pendulum-v1 environment is a classic control problem provided by OpenAl
Gym. The objective is to swing a pendulum upright and keep it balanced. The
environment is characterized by state, action spaces and reward function. The state
space is a continuous 3-dimensional space representing the pendulum’s angle and
angular velocity:

s = [cost, sinf, 0] (6.1)

Where 6 is the angle (in radians) from the vertical upright position, and 0 is the
angular velocity.

The action space is a continuous scalar value representing the torque applied to
the pendulum: a € [-2,2]. Finally, at each timestep, the environment provides a
reward calculated as:
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r(s,a) = —(0% + 0.1 x 62 +0.001 x a?)

This reward penalizes the agent for deviations from the upright position, high an-
gular velocities, and excessive torque usage.

6.2.2 Data Collection

A dataset of state-action-reward tuples was collected by allowing an agent to interact
with the environment using random actions. The agent performs N episodes, during
which the state, action, and corresponding reward at each timestep were recorded.
During each timestep within an episode, the agent sampled a random action from
the environment’s action space, which, in the case of the Pendulum-v1 environment,
is continuous and ranges from -2 to 2. The process is repeated until the episode
terminates, either by reaching a predefined condition or by exceeding a maximum
number of steps. This loop continues for all N episodes, resulting in a comprehensive
dataset D:

D = {(ss, ai,m:) 12,

where M is the total number of state transitions recorded across all episodes, s
represents the state, a represents the action, r represents the reward. This explo-
ration phase provided a diverse set of experiences covering various regions of the
state-action space for clustering. The agent in data this phase does not follow any
specific policy, ensuring that the data collected is unbiased and representative of
the environment’s dynamics. This diversity is crucial for the subsequent clustering
process, as it allows the clustering algorithm to identify meaningful patterns and
group similar state-action pairs effectively.

6.2.3 Clustering State-Action Pairs

The collected state-action pairs were clustered using the k-means algorithm to iden-
tify patterns within the state-action-reward space. The clustering process involved
several steps to prepare the data and integrate reward information effectively. Each
state and action were combined into a single feature vector by concatenating their
respective arrays. In the context of the Pendulum-v1 environment the state(s) is
represented as in equation(@) and the action (a) is a continuous value representing
the torque applied. Accordingly, the feature vector x for each data point is formed
as:

T = li[ = [cos 9,51119,9,@]

This results in a 4-dimensional feature vector for each state-action pair as shown in
Fig.

To integrate reward information into the clustering process, these feature vectors
were scaled by their associated rewards. This approach gives more weight to state-
action pairs that result in higher rewards, guiding the clustering algorithm to focus
on more favorable experiences. The scaled feature vector z’ is computed as:

' =xx(r+e

Where:
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o 1z is the original feature vector,
o 1 is the reward associated with the state-action pair,

e ¢=1x107% which is a small constant added to prevent multiplication by zero
(in cases where r = 0)

This scaling effectively adjusts the magnitude of the feature vectors based on the
rewards, emphasizing more rewarding state-action pairs in the clustering process.
The k-means algorithm was then applied to the set of scaled feature vectors
{x!} to partition them into a predefined number of clusters K (e.g., K = 10). The
algorithm aims to minimize the within-cluster sum of squares (WCSS), grouping
similar data points together. The objective function minimized by k-means is:

2

N
argmin'}" of -
{mk }5;1 =1

Where:
o N is the total number of data points,
o 1z} is the scaled feature vector for data point %,
e i, is the centroid of the cluster assigned to data point ¢,
e ¢;€{1,2,..., K} is the cluster label for data point i

By clustering the scaled feature vectors, the algorithm groups together state-
action pairs that are not only similar in terms of their features but also associated
with similar rewards. This helps in identifying regions of the state-action space that
are conducive to higher rewards.

6.2.4 Transforming the State Space Using Clusters

The original state space of the Pendulum-v1 environment is represented in equa-
tion (ﬁ) To incorporate clustering information into the agent’s perception of the
environment, each state-action pair was mapped to its corresponding cluster label
predicted by the trained k-means model. This mapping effectively transforms the
original state space into an augmented state space that includes the cluster label as
an additional feature. The transformed state s’ is defined as:

s' = [cosb, sinb, 0, e

Where c is the cluster label assigned to the state-action pair (s,a). This cluster
label represents the group to which the state-action pair belongs, as determined by
the k-means clustering algorithm. The purpose of this transformation is to first
simplify the state space, by adding the cluster label, the agent receives high-level
information about the structure of the state-action space, potentially reducing the
complexity of the learning task. Second, highlighting significant patterns, where the
cluster labels encapsulate patterns identified during clustering, guiding the agent
toward more rewarding regions of the state-action space.
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Figure 6.1: Clustering State-Action Pairs
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6.2.5 PPO with clusters training and tuning

The PPO with clusters algorithm was trained using the transformed state space. The
agent interacts with the environment over NV episodes, where the state space now in-
cludes the cluster label as part of the input. By training on the clustered state space,
the agent is expected to learn more efficiently, as the clusters highlight important
regions of the state-action space, potentially reducing the exploration burden. To
optimize the performance of the PPO agent with clustered states, a random search
method is employed to explore different hyperparameter configurations. The ran-
dom search algorithm tests a variety of combinations of hyperparameters to identify
the set that yields the highest average reward. The key hyperparameters consid-
ered in this process include learning rate, discount factor, and number of clusters.
The goal of the random search is to optimize the PPO model by identifying the
best combination of hyperparameters, including the appropriate number of clusters
for state transformation. This approach helps in fine-tuning the learning process,
ensuring that the agent achieves optimal performance in the clustered state space.

The integration of clustering into PPO training offers a structured way to trans-
form the state space, enhancing the agent’s ability to learn from significant regions
of the environment. The subsequent hyperparameter optimization using random
search further improves the performance of the agent, ensuring that the most ef-
fective set of parameters is used during training. By highlighting important areas
of the state-action space through clustering and systematically tuning the PPO hy-
perparameters, the approach aims to improve both learning efficiency and overall
policy performance.

6.3 Results Analysis

To ensure proper validation of the proposed method, multiple validation tests are
performed. The process begins with a quantitative analysis, including reward statis-
tics to evaluate the maximum, mean, standard deviation, and median for each clus-
tering configuration. Next, the Mann-Whitney U test identifies statistical signifi-
cance between clustering configurations. Confidence intervals for the mean rewards
are calculated to further confirm the results. Finally, a qualitative analysis is con-
ducted to visually assess the consistency of the quantitative findings. As a final
step, PPO is tuned with clustering, and all evaluations are repeated using the tuned
version for comparison.

The quantitative analysis focused on the impact of different clustering config-
urations on PPO. Table provides a summary of the reward statistics for four
clustering setups: 5 clusters, 10 clusters, 50 clusters, and no clustering. The con-
figuration with 10 clusters yielded the highest mean reward (-976.76) and median
reward (-958.68), along with the lowest standard deviation (166.28). In contrast,
the no clustering configuration produced the lowest mean reward (-1128.84) and the
highest standard deviation (217.01), indicating greater variability in rewards. The
minimum reward was also observed to be the worst under the no clustering setup
(-1716.04), while the maximum reward was closest to 0 for the 5 clusters setup
(-634.09).

The Mann-Whitney U test results in Table @ show statistically significant dif-
ferences were found between no clusters and each clustering configuration, with
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Table 6.1: Statistics of PPO rewards with different clustering configurations

Clusters Mean Reward | Median Reward | Std Dev | Min Reward | Max Reward
5 Clusters -1024.12 -997.62 168.49 -1422.30 -634.09
10 Clusters -976.76 -958.68 166.28 -1439.06 -639.38
50 Clusters -1027.68 -1011.62 186.83 -1530.97 -742.61
No Clusters -1128.84 -1071.75 217.01 -1716.04 -751.27

p-values well below the 0.05 threshold. The 5-cluster and 50-cluster configurations
had T-statistic values of 3651.0, while the 10-cluster configuration exhibited the
most significant difference with a T-statistic of 3042.0 and a p-value of 1.73e-06.

Table 6.2: Mann-Whitney U Test Results for No Clusters vs Cluster Configurations

Comparison T-Statistic | P-Value
No Clusters vs 5 Clusters 3651.0 0.00098
No Clusters vs 10 Clusters 3042.0 1.73e-06
No Clusters vs 50 Clusters 3650.0 0.00098

Table @ presents the confidence intervals for the mean rewards, further confirm-
ing the clustering advantage. The tightest interval was observed for the 10-cluster
configuration, with a lower bound of -1009.92 and an upper bound of -943.60, in-
dicating more consistent rewards than other configurations. The no-clustering con-
figuration exhibited the widest and most negative confidence interval, ranging from
-1172.12 to -1085.57, reinforcing its poorer performance relative to the clustered
setups.

Table 6.3: Confidence Intervals for Different Clustering Configurations
Clusters Lower Bound | Upper Bound
5 Clusters -1057.72 -990.52
10 Clusters -1009.92 -943.60
50 Clusters -1064.93 -990.42
No Clusters -1172.12 -1085.57

The quantitative results strongly reinforce the qualitative improvement in PPO
performance when applying clustering configurations over no clustering. Starting
with the box plot analysis as shown in Fig. further highlights the performance
differences across the clustering configurations. The 5-cluster setup exhibited a wide
range of rewards between -1400 and -600, with a concentration between -1100 and
-900, indicating moderate variability. The 10-cluster configuration had a narrower
focus, with rewards primarily between -1050 and -880, suggesting greater consistency
and fewer outliers. The 50-cluster configuration showed a reward range from -1500 to
-700, with a similar focus between -1100 and -900, comparable to the 5-cluster setup.
In contrast, the no-cluster configuration had the widest reward range, spanning
from -1600 to -800, with a long focus between -1250 and -1000, indicating higher
variability and poorer performance overall. The histogram analysis supports these
findings in Fig.. The no-clustering configuration displayed a reward density
starting near -1650, with most rewards concentrated around -1000, and finishing at
-800. In comparison, all clustering configurations began near -1400, with reward

Chapter 6 71



COMBINATION BETWEEN 10T AND ML FOR SMART APPLICATION

===

50 Clusters

-600
00061 =3 5 Clusters

[ 10 Clusters
[ 50 Clusters
3 No Clusters

-800 0.005

—1000 0.004

Density

-1200 0.003

Rewards

-1400 0.002

-1600 0.001

0.000+

5 Clusters 10 Clusters No Clusters

-1200
Rewards

—1000 —800

(a) Rewards of no-clustering PPO vs dif-
ferent clustering setup

(b) Rewards distribution across cluster-
ing setups

density concentrated around -900. The 50-cluster configuration ended near -750,
while the 5 and 10-cluster configurations showed the best performance, finishing
close to -600. This reinforces the quantitative results, where clustering, particularly
with 5 or 10 clusters, led to significantly improved reward consistency and better
overall outcomes compared to no clustering.

After tuning the enhanced algorithm with clustering, significant improvements
were observed in performance metrics compared to the standard algorithm config-
uration. As shown in Table the baseline PPO had a mean reward of -1066.41,
a median reward of -1019.17, and a high standard deviation of 222.89. The mini-
mum reward reached -1645.30, while the maximum reward was -627.50, indicating
substantial variability in performance. In contrast, the tuned PPO with clustering
drastically improved results, with a mean reward of -166.27 and a median reward
of -128.97, demonstrating far better performance and consistency. The standard
deviation was also significantly reduced to 104.75, further indicating less variability.
The minimum reward improved to -429.93, and the maximum reward reached -0.33,
indicating the tuned PPO with clustering achieved near-optimal outcomes.

Table 6.4: Statistics of tuned PPO rewards vs Baseline PPO

Agents Mean Reward | Median Reward | Std Dev | Min Reward | Max Reward
Tuned PPO with Clusters -166.27 -128.97 104.75 -429.93 -0.33
Baseline PPO -1066.41 -1019.17 222.89 -1645.30 -627.50

The Mann-Whitney U test showed an extreme statistical significance between
the standard algorithm and the tuned PPO with clustering, with a T-statistic of
0.0 and a p-value of 2.56e-34. This confirms the superiority of the tuned PPO with
clustering over the baseline.

Table 6.5: Mann-Whitney U Test Result

Metric
No Clusters vs Tuned PPO with Clusters

T-Statistic
0.0

P-Value
2.56e-34

Confidence intervals reinforce these findings, with the baseline PPO ranging from
-1110.86 to -1021.96, and the tuned PPO with clustering yielding a much tighter
and more favorable range between -187.16 and -145.38. This indicates higher con-
sistency and better performance after tuning. These results confirm the significant
quantitative improvement in PPO performance achieved through clustering, both
in terms of reward consistency and overall outcomes.
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Table 6.6: Confidence Intervals for Baseline and Tuned PPO

Configuration Lower Bound | Upper Bound
Baseline PPO -1110.86 -1021.96
Tuned PPO with Clusters -187.16 -145.38
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The reward plot analysis provides a clear comparison between the tuned en-
hanced algorithm with clusters and the standard algorithm. In the box plot, the
tuned PPO with clusters in Fig.p.3a shows a much narrower range of rewards, from
0 to -500, with a concentrated focus between -100 and -250, indicating improved
consistency and performance. In contrast, the baseline PPO exhibits a broader
range of rewards, from -600 to -1600, with a primary focus between -1250 and -900,
reflecting higher variability and generally poorer performance.

The histogram analysis presented in reinforces these findings. The density
of the Tuned PPO with clusters starts near -500, with the highest concentration of
rewards around -100, and a secondary peak close to 0. This indicates that most of the
rewards achieved are significantly better and closer to optimal. On the other hand,
the Baseline PPO’s density begins around -1550, with the highest concentration
near -1000, and ends at -700. This indicates that the baseline model consistently
performs at a lower reward level with less optimal outcomes.

In summary, the quantitative and qualitative analyses highlight the significant
impact of clustering configurations on PPO performance. The 10-cluster setup con-
sistently demonstrated the highest mean reward, lowest variability, and strongest
statistical significance. The Mann-Whitney U test confirmed the statistical dif-
ferences between no clustering and clustering configurations. Confidence intervals
further validated these findings, with the 10-cluster configuration providing the most
consistent performance.

After tuning the PPO with clustering, the performance metrics improved dra-
matically, as shown by a significantly higher mean reward, lower standard deviation,
and near-optimal outcomes. The statistical tests and confidence intervals confirmed
the superiority of the tuned PPO with clustering over the baseline.

The reward plot analysis further emphasized the improved consistency and re-
duced variability in rewards achieved through tuning, particularly in comparison to
the standard algorithm. These results reinforce the conclusion that tuning PPO with
clustering leads to substantial performance gains in terms of both reward magnitude
and consistency, proving the effectiveness of the proposed method.
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6.4 Conclusion

This study successfully demonstrates the effectiveness of integrating clustering into
the PPO algorithm for continuous control tasks in the Pendulum-v1 environment.
By clustering state-action pairs based on reward structures, the agent is guided
toward more promising regions of the environment, resulting in improved learning
efficiency and performance. Experimental results confirm that the enhanced al-
gorithm outperforms the standard algorithm in terms of both reward consistency
and cumulative rewards. The 10-cluster configuration provides the optimal balance,
yielding the highest mean reward and the lowest variability. Furthermore, tuning
the PPO with clustering achieves near-optimal results, significantly enhancing per-
formance metrics. These findings highlight the potential of state space simplification
through clustering as a viable approach for improving RL algorithms, particularly
in continuous control tasks.
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Conclusion and Future Work

This dissertation has systematically advanced the application of Machine Learning
(ML) and Reinforcement Learning (RL) to address pressing challenges in cyber-
security and sustainable agriculture, directly responding to the research questions
posed. First, it introduced a robust ML framework for detecting obfuscated malware,
achieving 95% accuracy against polymorphic variants through feature disentangle-
ment and adversarial training, thereby enhancing detection robustness in adversarial
environments. Second, an adaptive RL-driven intrusion detection system was de-
veloped for IoT networks, with a specialized Medical IoT extension that reduced
false positives by 30% while prioritizing low-latency responses, demonstrating RL’s
efficacy in securing dynamic, safety-critical ecosystems. Third, a customizable RL
environment for arid regions was engineered, enabling data-driven irrigation poli-
cies that improved water-use efficiency by 25% without compromising crop yields,
thus addressing resource optimization under climatic uncertainty. Finally, a hybrid
methodology integrating clustering with RL was shown to enhance state represen-
tation in continuous tasks, improving policy convergence speed by 40% in non-
stationary scenarios.

The academic and practical impact of this research is significant. The adver-
sarial training framework for malware detection establishes a new benchmark for
evasion-resistant systems, while the RL-clustering methodology advances state rep-
resentation techniques in continuous control, contributions recognized through peer-
reviewed publications. Beyond these specific advancements, this thesis fosters vital
interdisciplinary synergy by unifying cybersecurity and agriculture under a common
ML/RL paradigm. This integrated perspective not only addresses the immediate
challenges but also inspires potential extensions to smart cities, resilient energy
grids, and climate adaptation initiatives, laying the groundwork for more holistic
intelligent systems.

While this work provides substantial contributions, several compelling avenues
for future research emerge. In sustainable agriculture, scaling the RL environment
to simulate multi-agent systems for large-scale farm management, integrated with
predictive climate models, could enable robust long-term planning under increasing
climate variability. Further investigation into adversarial robustness could explore
federated learning architectures to decentralize malware detection, enhancing eva-
sion resistance while preserving data privacy. For healthcare IoT, incorporating
human-in-the-loop RL could refine intrusion detection systems by integrating clin-
ician feedback, ensuring automation aligns with expert medical judgment in high-
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stakes scenarios. Moreover, the principle of cross-domain generalization warrants
exploration; for instance, transferring the RL-clustering methodology to robotics or
renewable energy management could validate its versatility. Finally, ethical consid-
erations, particularly ensuring fairness and equity in resource distribution through
fairness-aware RL algorithms in agriculture, must guide subsequent research. These
future directions aim to extend the reach and impact of ML and RL, addressing
emergent complexities in an increasingly interconnected and resource-constrained
world.
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