Outlier Detection in Wireless Sensor Networks Based on Copula theory
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Abstract

Wireless sensor network has progressively emerged as a leading technology to develop new wireless ap-
plications that can revolutionize and improve our daily lives. Nonetheless, many WSN applications are
mission-critical such as military and disaster area applications. Also, the quality of the sensed data stream
collected by sensor nodes is affected by anomalies that occur due to various reasons like noise and errors,
events, and malicious attacks. Thereby, anomaly detection in sensor readings efficiently is a major concern
and imperative for making right decisions. In this paper, we address these challenges and we propose a new
fully on-line distributed approach for anomaly detection in WSN based on Copula theory. Our experimental
results on real datasets collected by real sensor network prove the efficiency and effectiveness of the proposed
approach and, show that the proposed approach can achieve high detection accuracy with a low false alarm

rate .
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1. Introduction

A wireless sensor network (WSN) consists of spa-
tially distributed autonomous sensors that perform
a collaborative measurement process to monitor
physical or environmental conditions, such as tem-
perature, humidity, light, sound, vibration, pres-
sure, motion or pollutants.etc [1].

Furthermore the purpose of using a WSN is not
only to collect data from the deployment area, but
especially the analysis of these data at the conve-
nient moment which allows to make of important
decisions [19].

However, the raw measurements collected by sen-
sor nodes is often unreliable and suffer from in-
accuracy and incompleteness due to various rea-
sons, noise and errors, events, and malicious at-
tacks. Other reasons are related to the environ-
ment include the harshness and difficulties of the
deployment area may also lead to incorrect data[6].

Therefore, ensuring data reliability and accuracy
efficiently is a necessary task for decision-making
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process and conserving the limited resources of the
network [8]. To achieve this goal, a robust fault
detection scheme for WSN is essential.

In this paper, we address these challenges by
proposing a new on-line fully distributed approach
for anomaly detection based on Copula theory.
Firstly, each node has a local polygon built by the
application of Copula theory on historical measure-
ments of data. Anomalies are detected in the in-
coming data by applying the input data stream con-
taining measurements of monitoring physical phe-
nomenon to this polygon, if the sensed values do
not belong to this polygon, they are considered as
an anomaly.

The remainder of the paper is organized as fol-
lows. In the next section, we present some defini-
tions and basic concepts about anomaly detection
in WSNs and an overview of related work. Section
3, describes basic concepts of copula theory. In Sec-
tion 4, the proposed approach to detect anomaly
with on-line manner is shown. Performance evalu-
ation are presented in Section 5. Finally, Section 6
concludes the paper.
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2. Background and related work

2.1. Related work

Actually, anomaly detection techniques in wire-
less sensor network are an important research field.
Also, several schemes have been proposed in the lit-
erature by researchers to detect anomalies in sensor
data with distributed or centralized manner.

The authors in [17] proposed two local tech-
niques for the identification of faulty sensors as well
as the event identification in sensor networks.To
identify the sensors that gives the false reading,
each sensor first calculates the difference between
his own reading and the median reading from
the neighbouring readings. Then, each sensor
collects all differences from its neighbourhood
and standardizes them. A sensor is faulty if the
absolute value of its standardized difference is
sufficiently greater than a preselected threshold.
The authors of [18] proposed a distance-based
technique to calculate global top m outliers in a
structure of aggregation tree, each tree node trans-
mits some useful data to its parent after collecting
all the data sent by his children, and then the sink
floods the outliers to all nodes of the network for
verification. If any node finds that it has two kinds
of data which may modify the global result, it will
send them to its parent in an appropriate time
interval. This procedure is repeated until all nodes
in the network are agree with the global result
calculated by the sink. However, this technique
takes into account only one-dimensional data.

The authors of [12] [13] proposed a distributed
anomaly detection algorithm based on the data
clustering using hyperspherical clusters (called
fixed width clustering) to detect global anomalies.
This technique assumes hierarchical network
structure. The data at each node are clustered
using hyperspherical clusters which creates a set
of clusters with fixed width. Clustering is then
performed based on Euclidean distance between
the data vectors. Sensor nodes then sends cluster
summaries that can be sufficiently represented by
its centroid and the number of data vectors it
contains, intermediate sensor nodes then merge
the cluster summaries before communicating with
other nodes. This process continues recursively up
to the sink node, where an anomaly detection algo-
rithm is applied to its merged clusters to identify
the anomalous cluster. The cluster is declared as
an anomalous cluster, If the average inter-cluster
distance of any cluster is greater than one standard

deviation of mean of inter-cluster distances of
all the clusters. Summary of anomalous global
clusters are communicated to all the nodes in the
network. Then, each node, using the anomalous
global cluster, identifies the corresponding globally
anomalous data vectors at the node.

The authors of [16] proposes an integrated data
compression and anomaly detection algorithm in
WSN which can detect anomalies accurately using
Discrete Wavelet Transform (DWT) and a single
class Support Vector Machine (OCSVM). In this
technique, DWT was used for compressing the
data measurements at each node. Then, OCSVM
is used to classify data into correct and anomalous
data. However, the major drawback of this scheme
is the high communication overhead caused by
transmitting the whole data to the sink and the
high computational cost of DWT .

The authors of [2] proposed an anomaly detection
algorithm based on S transform and SVM. S
transform is applied in order to reduce the size of
the transmitted data and to extract the significant
components of the time series data without losing
the significant features of the data, and then
SVM is used to classify data into original and
anomalous. However, this approach generates high
computational cost because it needs to classify
every extracted components for final decision.

3. Introduction to Copula Theory

In WSNs, detecting anomaly with univariate
data can easily be done by noting that the single
data attribute is abnormal with respect to other
data instances attributes. However, in multivari-
ate WSNs it is difficult to detect anomaly because
individual attributes may not show anomalous be-
haviour but when taken together they can dis-
play anomalous behaviour. Then, exploiting depen-
dency between different attribute of sensor reading
permit us to unlock this difficulties and allow us to
propose a high accurate detection method. That’s
why, we decided to use the copula theory approach
which allow us to captures the dependence relation-
ship in a multivariate data.

3.1. Copula Theory and Mathematical Foundation

In this paper, for simplicity reasons we study only
the theory of bivariate copula, because the multi-
variate theory is an extension of the bivariate case.



And we need only recall some basic definitions and
theorems that will be useful later.

3.1.1. Copula Definition

The notion of copula has been introduced by
Sklar in 1959 [15], motivated by the work of Fréchet
in the 50 s [9].

Formally, a bivariate Copula [23] is a joint dis-
tribution function whose margins are uniform on
[0,1].

A copula C : [0,1]* = [0,1] is a function that
checks the following three conditions :

e C(u,0) =C(0,v) =0 for each u , v € [0,1],

o C(u,1) = u et C(1,v) = v for each u , v €
[0,1],

e (' is an 2—increasing function, i.e. for each 0
<wu; <w <1,

C(vl,v2) — C(vl,u2) — C(ul,v2) + C(ul, u2)
> 0.

3.1.2. Sklar’s theorem (bivariate case):

Let H(z,y) be a joint cumulative distribution
function CDF) with marginal CDF F and G.
There exists a copula C such that for all real (z,y),

we set F(x) = U and G(z) = V. Such as u ,
v € [0,1]. The function H(x,y) can be written in
terms of a single function C(u,v) such that:

H(z,y) = C(F(z),G(y)) (1)

If F and G are continuous, then the copula is
unique; otherwise, C is uniquely determined on
(range of F') x (range of G). Conversely, if C
is a copula, F and G are c.d.fs, then H(x,y) =
C(F(x),G(y)) is a joint c.d.f with F' and G as mar-
gins .

Schematically: if we have the marginal of each
variable, simply, we join them with a copula func-
tion having the desired dependency properties to
obtain the joint distribution, figure 1 show how to
obtain the join distribution function of all variable.

3.2. The Empirical Copula

To model the observed dependence between ran-
dom variable, we can use the empirical Copula
structure to evaluate the suitability of a chosen
Copula with the estimated parameter.

Figure 1: The dependence structure.

It is necessary to introduce the notion of rank be-
fore giving the formula of empirical copula. Given
a sample x1, ..., z, from a random variable X, the
rank R; of x; is defined by the number of obser-
vations that are less than or equal to it. Then,
the smallest observation of X has rank 1 while the
largest has rank n.

Let U=uq,...,u, and V=wvq,...,v, two variable
uniformly distributed on I = [0, 1].

we denote by (X,Y) two random variable, such
as X = (z1,...,x,) and Y = (y1,...,Yn), and let R;
the rank of z;, and .S; the rank of y;.

For a specific sample (z;,y;) chosen from (X,Y),
one can approximate the corresponding couple
(u;, v;) using the ranks R; and S; of x; and y; among
T1ye-y Ty and Y1, ..., Yn:

i = 2
w= (2)

Si
vi = (3)
Thereby, using this ranks, we can construct an
empirical distribution function for the random vari-
able X and Y [7].
Formally, the calculation of the empirical Copula
is given by the following equation [4] :

S|

Calue) =2 1 < 2 <o) ()

= n n—+1

The function 1 is the indicator function , which
equals 1 if arg is true and 0 otherwise.

3.3. The dependogrammes

The dependogrammes allow us to understand
graphically the dependency structure between two
random variables, also, we obtained this depro-
gramme by a scatter plot of uniform margins (u,v)
extracted from a sample or resulting from simula-
tions of a theoretical copula.



3.4. How to choose the "best” copula that fit the
data

When handling with bivariate data, we assume
that we have a finite subset of copulas, and we are
interested in knowing which one of them fits best
the data, in this case we have to choose between
graphical adequacy or analytic method.

3.4.1. graphical adequacy
We compare between empirical dependogram and
theoretical dependogram .

3.4.2. Analytic adequacy

There are many method proposed in the litera-
ture which aims to find the best copula that fits
best the data and we call this method Goodness of
fit (GOF) test, among them we cite the Komogorov-
Smirnov test [10], in this test, simply, we com-
pare the empirical distribution function with the
theoretical distribution function of each family and
cheek if they both come from the same distribution.

4. The proposed Approach for Anomaly and
Event Detection

In this section, we will present the proposed
method of anomalies detection based on Copula
theory in a WSNs. First, we will present the gen-
eral idea of the approach. Then, we will present the
steps to follow to build the model that will be used
for the on-line detections.

Our proposed approach is divided into two stages,
in the first stage, we build the model that will
be used to detecting anomalies in off-line manner,
thereafter, in the second stage, the model obtained
has been uploaded into the sensor node to be used
for on-line detection.

In the following, we explain the generic proposed
model in the bivariate case.

4.1. building the model(offline)

The flowchart presented in fig 2 describes the pro-
cess followed, and summarizes all phases needed for
building the proposed model, to ensure reliable end
efficient detection with high accuracy. The differ-
ent phases that occurs during the different step are
given as follows :

e Step 1: Based on historical measurements of
sensed data, firstly, we begins by choosing
N samples of two random variable X and Y

Sensed Data D of N samples

!

Calculate the empirical copula C1 of D

!

Find the closest copula Cz that fit the copula
C1

!

Generate Z a set of N samples from the
copula C2

!

Determine the polygon hull H2 of C2

!

Determine the corresponding polygon hull H
inD

!

H will be used as a signature of the good
values of the sensor

Figure 2: Offline Processing of sensors data

witch represent two attribute of sensed data
such as temperature and humidity. Then, let
D = {X,Y} the data set that will be used for
the construction of the proposed model based
on bivariate copula. with X = (z1,...,2z,) and

Y = (Y1, Yn)-

Step 2: in this step, we calculate the empirical
copula C of D .

Given a random sample (z1 ,y1),.s(Tn ,Yn)
from D. We denote by R; the rank of x;, and
S; the rank of y;.

Then, we calculate the empirical bivariate cop-
ula Cy of D using the formula (4).

Step 3: In this step, we need to find the clos-
est copula C5 that fit the best the empirical
copula C;. In our case, we do this by graphi-
cal adequacy which is explained above in 3.4.1.
Initially, we start by a scatter plot of the pairs
(u;,v;) derived from equations (2) and (3), for
all i« € {1,....,n} of ranks derived from the
learning data set (x; ,y;), and by comparing
the dependogram of the empirical copula Cy
with the dependograms of copula family cited
in 7?7, we find the closet family of the theoret-
ical copula C5 that fit the best the empirical



copula (7, also, the estimation of the copula
parameters for calibrate the theoretical cop-
ula with the empirical copula, which is done
in our case, by calculating the difference of the
surface between the empirical copula and the
theoretical copula, generated each time with
a new parameter, and finally we calibrate the
theoretical copula Cy with the parameter that
minimizes this difference of surface .

Step 4: Once the copula family and its pa-
rameter is known, we generates a uniformly
distributed sample Z = {U,V} with U =
{u1,...,;un} and V = {vy,...,v,} , which is a
set of IV samples from the theoretical copula
Cs with the same size of the empirical copula
C1 by using the theoretical formula that corre-
spond to C5 .

Step 5: In this step ,we calculate the polygon
hull H; of Z using the algorithm of Eddy [5] for
the calculation of the convex hull of a planer
set of points. Then, we get all point that are
vertices of the convex hull. in our case, by
applying this algorithm on Z, we get the points
Ho=(uj,v;)€ Z for all j € {1,....,k}, k is the
number of vertices of the polygon hull of Z.

Step 6: Determine the corresponding polygon
hull H in D. After calculating the subset
of points Hy that are vertices of the polygon
hull of the samples Z, which is generated by
the theoretical copula Cs, then, for each point
(ujv;)€ Ho, we calculate the corresponding
points (z;,y;)€ D using the inverse transform
sampling[14].

Then, for each sampled value of (u;,v;) € Ha,
we calculate the corresponding value (z;,y;) in
D space, which is given by z; = F~!(u;) and
yi = F () .

As a result, we get k points from D which are
vertices of a polygon H.

Step 7: Finally, the polygon H which is ob-
tained from the application of copula theory
and the convex hull of a planer set of points on
the historical sensed data D, will be uploaded
on sensors node to be used in on-line detection
as a signature of the good values of the sensor

4.2. detection processe(on-line)

To illustrate the process of on-line detection, we
give an overview in the following flowchart 3.

Sensed Data x

l

Possibility of Faulty Data

Correct Data i=i+1

'
0 YES

Store, Send, Processing, etc.
NO

Alert : faulty situation

Figure 3: Online Detection of Anomaly

In this step, each node evaluate its sensed data
with respect to the model built in the least stage.
Initially, the node checks whether a new measure-
ment falls inside or outside the polygon H using the
simple algorithm of [11], in the case where it falls
inside the polygon H, this is a correct data and
will be processed,stored or transmitted. Otherwise,
there is a possibility to faulty data, in that case,
the counter ¢ will be incremented, subsequently, if
the value of i is less than a predefined threshold,
the node pass to other instance of data, else, there
is a faulty situation and an alert will be sent to the
sink. In our case, we consider that the measure-
ments that belong to the boundary of the polygon
H are considered as correct data.

5. Performance Evaluation

5.1. Performance Metrics

To evaluate the proposed model in on-line detec-
tion , we will use, the detection rate (DR) and the
false alarm rate (FAR)also known as false positive
rate (FPR)as a metrics of evaluation. The detec-
tion rate is the ratio of correctly detected anoma-
lous data to the total number of anomalous data.
And, the false alarm rate is the ratio of the num-
ber of normal data which is incorrectly detected as
anomalous data to the total number of normal data.



5.2. Result And Discussion

To show the effectiveness of our proposed ap-
proach, we used the data set of Intel lab [3], which
contains a real measurements of data collected once
every 31 seconds from 54 sensors, deployed in the
Intel Berkeley Research lab. In this data set, we se-
lect the node number 16 for testing our approach.
We take all pairs of (temperature, humidity) from
the node 16. We have obtained 90 % of detected
outliers with 10 % of false alarms,which is a very
good score compared to other existing approaches.

6. Conclusion

In this paper, we have proposed an effective and
efficient anomalies detection approach for detecting
anomalous reading with on-line manner in WSN.
We start by building the model that will be used
in on-line detection based on Copula theory, after
this, we upload the model built on sensor node to
be used in on-line detection. Experimental result
with real dataset, show that, the effectiveness of
our proposed approach is very high by achieving
90 % of DR and ACC and lower FAR. In addition,
the proposed approach is very efficient for utilizing
the limited network resources such as memory and
energy consumption.
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