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Abstract

The Security and efficient management of distributed
behavior in the context of Internet of Things (IoT).

When the use of smart devices and networks becomes common, the Internet of
Things (IoT) field allows the direct connection of physical objects to the Internet
using microcontrollers. The security and distributed aspects are considered im-
portant factors to protect and manage connected objects from malicious people
and/or software. Furthermore, the connected objects can be installed in a hos-
tile environment, where they are highly dynamic, prone to faults, and typically
deployed in remote and harsh conditions, which leads to implementing the man-
agement of distributed behaviors to maintain the performance of the network and
to provide an efficient autonomous system.

Therefore, IoT generates important questions and introduces new challenges for
security. In fact, security is a major concern when networks are deployed on a large
scale. Therefore, looking for adequate security solutions is necessary to ensure that
smart devices capture and share information with appropriate security measures.

This work aims to propose and evaluate the standardized, secure schemes for
key exchange protocols in modern Internet of Things architectures consisting of
objects (sensor nodes), cloud nodes, smartphones, and end-users. Moreover, to
implement /integrate of asymmetric security solutions based on Internet Key Ex-
change (IKE), they will be evaluated in simulation or a scenario on real networking
devices.

Keywords: Security; Cryptography; Distributed System; Management of dis-
tributed behaviors; Internet of Things; Connected Devices; Smart Devices.
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Résumé

La sécurité et la gestion efficace des comportements

distribués dans le contexte de 1'Internet des objets (IoT)

L'utilisation courante d'appareils et de réseaux intelligents a
conduit a l'expansion et a la propagation de l'environnement de 1'Internet
des objets, et il est devenu possible de connecter directement des objets
physiques a Internet a 1'aide de microcontroleurs. Les aspects distribués et
de sécurité sont des facteurs importants dans la protection et la gestion
des objets connectés contre les personnes ou les logiciels malveillants. De
plus, les objets connectés peuvent étre installés dans un environnement
non sécurisé, car ces objets sont trés dynamiques, sujets aux pannes, et
sont généralement déployés dans des conditions distantes et extrémes, ce
qui conduit a la mise en place d'une gestion distribuée des comportements
pour maintenir les performances du réseau et fournir une systeme
autonome efficace.

Par conséquent, l'environnement IoT souléve des questions importantes et
présente de nouveaux défis de sécurité. En effet, la sécurité est une
préoccupation majeure lorsque les réseaux sont déployés a grande échelle.
Par conséquent, la recherche de solutions de sécurité appropriées est
essentielle pour garantir que les informations sont collectées et stockées
par des appareils intelligents et partagées avec les précautions de sécurité
nécessaires pour garantir la confidentialité et la fiabilité.

Ce travail vise a proposer des techniques et a évaluer des schémas
standardisés et sécurisés pour les protocoles d'échange de clés dans les
architectures de réseau IoT modernes composées d'objets (noeuds de
capteurs), de nceuds de cloud, de smartphones et d'utilisateurs finaux. De
plus, pour mettre en ceuvre ou intégrer des solutions de sécurité de
chiffrement asymétrique des données basées sur I'échange de clés
Internet, il sera évalué dans une simulation ou un scénario sur des
dispositifs de réseau réels.

Mots-clés : Sécurité; Cryptographie; Systéeme distribué; Gestion des
comportements distribués; Internet des objets; Appareils connectés;
Appareils intelligents.
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General introduction

The remarkable development in the information and communication technology
field and the widespread use of diverse smart devices through the infrastructure
of physical and wireless sensor networks have led to the creation of massive digital
data, communications, and exchanges. Furthermore, in addition to the lack of
correct management and monitoring of sensor devices, intentional interference
when an attacker illegally intercepts the communication systems between these
smart devices may also affect users’ privacy and other sensitive issues related to
the security and protection of users’ personal information.

The Internet of Things can be defined in many different ways, and there have
already been many definitions that ultimately lead to the same meaning from dif-
ferent perspectives (1; 2). The Internet of Things is defined as the widespread
of a large number of things or objects around us, such as; A group of cellular
devices, sensors, electronic devices, etc., which can be communicated with each
other through the modern wireless network to achieve common goals in several
different fields such as; e-health, smart homes and more. The Internet of Things
can also be defined as a paradigm in which objects equipped with sensors, actua-
tors, and processors communicate with each other to serve a meaningful purpose.
Information security is one of the most critical issues that must be considered
during the essential phases of planning and building the Internet of Things to
avoid any risk or expected risk related to security and protection. Currently, we
note that the Internet of things is present in all aspects and areas of life, meaning
that its uses must pass through the Internet’s infrastructure via computer net-
works. This environment constitutes a suitable environment for intruders on the
computer network to try to steal information.

Problem statement

Increasing security concerns, such as software vulnerabilities and cyber attacks,
can cause many users to refrain from using IoT devices. These IoT security issues
are significant for organizations in healthcare, finance, manufacturing, logistics,
retail, and other industries that are already beginning to adopt IoT systems.



This work explains IoT security, why it is crucial, and the main challenges to
IoT security and attack vectors. We also discuss ways to secure devices, data, and
networks within IoT environments. How can we ensure that smart devices capture
and share information using appropriate security measures? Moreover, how to
propose, evaluate, or adapt standardized and secure schemes, such as asymmetric
security solutions based on Internet Key Exchanging protocols, in modern IoT
architectures consisting of objects (sensor nodes), cloud nodes, smartphones, and
end users.

Structure of thesis

This thesis was divided into four chapters to address the issues raised. The first
chapter presents the background of this work and the literature review of dis-
tributed systems that help to build the Internet of Things networks. The second
chapter will discuss the Internet of Things architecture in detail and the issues
of ensuring information and privacy in the IoT network environment, as well as
present the various techniques in cryptosystems and how to adopt these techniques
in the IoT environment, considering the limitations of the device.

The third chapter is dedicated to the proposed solution to present a new scalable
encryption technique based on the key exchange protocol. It will address the
steps of developing a new encryption technique that depends on adapting the
asymmetric encryption system in the Internet of Things environment, taking into
account the constrained devices in the Internet of Things network.

The fourth chapter is a collaborative work with colleagues, where we will propose
the use of a homomorphic technique to ensure data confidentiality, for the cloud
computing environment and adapting it to being used in the cloud-based Internet
of Things environment. Homomorphic Encryption can be used to address secu-
rity concerns by enabling any third party to apply computational functions on
encrypted data without decrypting them beforehand.

In the last chapter, we will conclude this thesis by summarizing all the work
mentioned in the thesis and the effectiveness of the results achieved to secure
information, devices, and communication in the Internet of Things environment
and cloud IoT. We will also present the prospects of the proposed solutions.



Chapter 1

Distributed Computing
Environment - an overview

The rapid development in information and communications technologies and the
increased deployment of various smart devices through the physical distributed
computing infrastructure and sensory networks have led to the increased growth of
massive digital data, communications, and exchanges. The process of exchanging
data between these smart devices over distributed computing environment may af-
fect users’ privacy and other sensitive issues related to the security and protection
of users and their personal information, in addition to the lack of correct manage-
ment and monitoring of sensors devices furthermore intentional interference when
an attacker illegally intercept the communication systems between these smart
devices.

1.1 What is a Distributed System?

Distributed computing is a group of computers working together at the back-end
and appears as a single coherent system to the end user. The computing elements
interact together simultaneously, but if one or some fails, the entire system can
still work.

Many definitions of distributed systems have been presented in the literature.
A distributed system is a collection of computers connected over a network to
transmit messages and communications, coordinate their behavior, and inter-
act to achieve a common goal. A distributed system can be an arrangement
of different configurations, such as mainframes, computers, workstations, and
minicomputers.(3; 4). According to the above definition, distributed systems have
two distinctive features. The first is that each computing station called a "node”
can take action and operate independently of the other (Figure 1.1). Generally,
the node can be a computer, physical server, workstation, software processes, etc.
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Figure 1.1: A distributed system architecture

The second element is that users think they are dealing with a single system.
This means that the autonomous nodes must collaborate in some manner without
taking into account any presumptions regarding the nature of the nodes or their
connectivity. The size of a distributed system (the number of nodes) can differ
from a handful of elements to millions of elements.

The interconnection way in the network can be wireless, wired, or a combination
of these two types. Additionally, a distributed system is often very dynamic, if
elements can join and leave at any time, with the network topology and under-
lying performance changing almost continuously. Examples of distributed sys-
tems: Networks (local area networks), Telecommunication networks (Telephone
networks, VOIP, etc.), Distributed Real-time Systems (such as manufacturing



plants use automation control systems, airlines use flight control systems, logis-
tics and e-commerce companies use real-time tracking systems, etc.), Parallel Pro-
cessing (such as processors, cloud services, etc.), Distributed Database Systems
(that is located over multiple servers and/or physical locations), Distributed arti-
ficial intelligence (parallel processing to learn and process extensive data sets using
multi-agents).

1.2 Component behavior in distributed systems

In a distributed system, nodes (computers or devices) are independent, which
means they can operate independently. Nodes are programmed to achieve com-
mon goals by exchanging messages with each other. So when a node receives a
message, it processes it and then sends it. Due to dealing with independent nodes,
each node in a distributed system has its independent clock. Because there is no
one clock that all the nodes must synchronize their behaviors, there are issues
with coordinating events and synchronization within a distributed system (3). On
another side, autonomous behaviors can ensure the system’s security. An au-
tonomous system can make its own decisions or take its actions without human
supervision or control (5).

In an autonomous distributed system (6), each node has at least six capabilities
required in the decision-making and action process sequence:

e Recognition of the the environment and whole or partial state,
o A self-interested intent proposal,

o Evaluation of all expected result of the intention taking into account sug-
gestions made by other nodes,

e Planed action based on the final decision,
e Learning to enhance decision-making and coordination starigies,

e Synchronization ith other nodes.

In cloud computing, there is another concept of the meaning of autonomy. The
intent is to perform operations on data without the need for human intervention.
That is, without the need to use it to decrypt it by its owner.
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1.3 Security concerns in Distributed Systems

Since integrating various components in a distributed manner presents new secu-
rity problems and issues, security is one of the main concerns in developing trusted
distributed systems today. It is best to investigate security issues and solutions in
these technologies in greater detail to provide a perspective on distributed system
security issues (7). To reach the highest level of security in distributed systems,
the confidentiality, availability, and integrity of any data shared, transmitted,
or stored in the separate systems must be ensured. Access control to data and
services or any components should be restricted. Data and processes must be sep-
arated at the level of cloud systems to prevent data leakage between applications
or users (8; 9). The security, in general, is related to the three major categories
of assets that must be protected, data, software, and hardware resources. (Fig-
ure 1.2).

1. Confidentiality

o Resources are shared: Several aspects are shared, memory, programs,
etc. So we are talking about multitasking, which can present a certain
number of threats.



« Reusability of objects: Reusable objects can create a severe vulnerabil-
ity in data extraction.

e Data remanence: The remanence of data can lead to inadvertent dis-
closure of personal data; an attacker can reclaim a large amount of disk
space and then recover sensitive data.

o Account protection against theft (usurpation): Without strong authen-
tication, an unauthorized access to users’ accounts can be done.

e The confidentiality of software that processes personal data: Applica-
tions offered by the organization that owns the infrastructure must be
certified.

e Legal challenges: Data storage in multiple locations creates privacy
issues.

2. Integrity:
Integrity means that data, software, and hardware can only be modified by
authorized parties and in an authorized manner.

3. Availability:
To achieve availability, the system must continue to work even in the event
of a security breaking.

A distributed environment can be used by a trusted third party to solve specific
security issues, enabling secure transactions between many users. This third party
relies on PKI (Public Key Infrastructure) (10; 11; 12). Public Key Infrastructure
can be a good fit for enabling secure and trusted communication between different
components within a distributed environment if planned correctly and practices
this list of concepts: (13; 14):

o Authentication is the act of proving an assertion, such as the identity of a
computer system user. Authentication simply means the identification of
parties involved in the transaction.

o Authorization is the function of specifying that an authenticated user has
access rights/privileges to resources.

e Accounting is the process of tracking user activity while accessing network
resources.

o Confidentiality is the act of preserving restrictions on unauthorized parties
accessing information.

« Data integrity refers to the accuracy and consistency of data, preventing
unauthorized information modification.



« Non-repudiation is a technique that uses a digital signature or encryption
to ensure message transmission between parties. Any situation in which
a person cannot deny the authorship of a document or its existence in a
location..

1.4 The Internet of Things (IoT) Paradigm

The internet of things (IoT) was first coined in 1999 by a British visionary called
Kevin Ashton. Since then, technology and market trends related to IoT have
skyrocketed, and by 2025 according to a report from McKinsey Global Institute,
Internet of things applications could have $11 trillion impact (15; 16). The current
Internet architecture that has revolutionized the way information is exchanged is
about five decades old since it was conceived. There have been many important
advancements be it the World Wide Web (WWW), the rise and growth of cellular
Internet from GPRS to edge to the current LTE (we are talking about 6G at the
time of writing this book). However, the massive use of Internet was envisioned
when things were given the intelligence to be able to connect to its peers and
communicate over a network (17). The Internet of Things (IoT) paradigm as it
is called today opened up a plethora of applications and opportunities for the
devices. IoT also brought about the first need for context-aware and content-
aware computing. The computing world now considered the interconnectivity
between highly heterogeneous devices that exchange real-time information with
the need for real-time (on the fly) processing and rendering in some cases. Overall,
there is the generation of a large volume of information through the many sensors
that are a part of the IoT infrastructure, and it is important for us to create a
way to secure it. In IoT, millions of smart devices are connected through the
Internet. It is based on the vision of connecting and having access to all real-
life physical devices including vehicles, buildings, utility devices, household items,
control systems, and other things in real time over the Internet. All the above
promises are made based on the rapid advancements made in sensor networks and
radio frequency identification (RFID) technology making it an integral part of
human life today (18; 19; 20).

1.5 Conclusion

Information security in distributed systems has become the most crucial challenge
for distributed systems developers. In this chapter, we discussed the concept of
distributed systems and their relation to the rapid development of information and



communication technologies. We presented security concerns in Distributed Sys-
tems that arose from sharing and distributing resources between the components
of these systems and how their autonomous behaviors can ensure the system’s
security. We also presented the Internet of Things paradigm and its connection to
the development of distributed systems. Thus the security challenges posed by the
widespread use of smart devices and their extensive uses in our daily lives and the
large amount of information exchanged between these smart objects impose the
need to think about novel encryption schemes or to adjust previous cryptography
techniques to ensure the privacy and the confidentiality in this environment.

In the next chapter, we will discuss in detail the concept of the Internet of Things,
the architecture of IoT networks, and the structure of protocols used for device in-
terconnection in the smart environment. We will present the solutions to securing
the IoT environment and the cryptography techniques adopted in this field.



Chapter 2

Securing the Internet of Things
for smart environments

2.1 Introduction

The Internet of Things (IoT) is already giving real-world applications, from smart
homes and cars to health monitoring and smart utility monitors. All IoT sensors
and devices can potentially violate information security rules (confidentiality, in-
tegrity, and availability). Using sensors in the IoT environment makes it easier
for attackers to track the device user’s activities. The widespread use of these de-
vices and allowing them to connect to the internet exposes them to several severe
vulnerabilities, putting the user’s privacy at significant risk if not appropriately
secured. IoT security is very important, as proved by several increased cases in
which a common IoT device was used to infiltrate and attack the entire network.
IoT security includes a wide range of techniques, strategies, protocols, and actions
that aim to mitigate the increasing IoT vulnerabilities of modern businesses.

2.2 Internet of Things security

[oT security refers to the techniques, methods, strategies, and tools used to pro-
tect internet-connected devices and networks in the internet of things (IoT) envi-
ronment from being compromised (17). Using these connected devices by many
companies to collect sensitive data and create profiles of people allows them to be
hacked by an attacker (20; 21; 22).

In IoT environments, cryptography techniques are the foundation for security and
privacy protection because they secure access by unauthorized parties during data
processing, transmission, and storage. Due to their high energy consumption and
computational complexity, traditional encryption standards and algorithms are

10



unsuitable for smart devices with limited resources. Therefore, it is necessary to
seriously consider using lightweight encryption algorithms. (23)

2.2.1 Securing Smart Devices

Connected IoT devices are rich sources of data collection because they contain
one or more sensors and are constantly collecting data. To ensure the security of
this collected information, we must consider many possible risks and search for
technical solutions to secure the Internet of Things environment and the infor-
mation obtained through sensors. Consider the possibility that the system has
vulnerabilities. In that situation, attackers can easily access connected devices
and obtain the required information, which significantly risks users’ sensitive data
privacy. The system needs to be secured to prevent attacks. Access from unau-
thorized parties is restricted by data access control. It would also be advantageous
if improper use of stored data reduced system control (23; 9; 24).

2.2.2 Challenges

Smart IoT devices can gather and generate massive volumes of data, but they are
still severely limited in energy, computing, and storage. Some devices have a lim-
ited battery life that provides them power and a limited ability to communicate
information. These devices’ limitations make them unable to generate keys, en-
crypt and decrypt information. Since all these operations come at a very high cost,
leading to large consumption of its resources, ignoring security and focusing more
on improving functionality can extend the life of these resources, but it causes
significant security issues (23). Due to the current Internet Protocol (IP) inability
to solve all concerns has made interoperability issues a significant challenge due to
this situation (23). The presence of some IoT devices that cannot connect directly
to the Internet and some of them use other wireless communication protocols such
as Bluetooth, ZWave, LoRA, etc., depending on their capabilities and the appli-
cations for which they are designed, makes widespread adoption of IoT devices
difficult. In addition to these issues, usability presents a significant challenge to
IoT device security. The user must manually perform security measures such as
bootstrapping, changing passwords, registering keys with a controller, requesting
certificates that can be used with the device, and many other tasks in order to
secure the IoT device in the current solutions. In most cases, the device is installed
in the working environment and allowed to communicate with other devices in-
side and outside the environment, making it vulnerable to any potential attacks.
One of these unprotected devices can endanger all devices, thus compromising the
security of the entire system (22; 25).
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2.3 Internet of Things Protocol Stack

The Internet of Things is the convergence of embedded systems, wireless sensor
networks, and control systems and their use in the smart manufacturing environ-
ment, healthcare, smart homes, cities, and wearables (26). IoT technologies enable
you to build data-driven systems, improve operational processes, and efficiently
use resources. loT technology continues to expand and evolve, with countless
service providers, different platforms, and millions of new devices emerging each
year, making it important for developers to consider the many decisions they must
make to enter the IoT ecosystem. The IoT technology ecosystem comprises the
following layers: devices, data, connectivity, and technology users (17). To plan
and build an IoT technology project, it is first necessary to define IoT protocols
and requirements to ensure how devices can connect and communicate. In the
IoT technologies stack , devices communicate directly or through gateways that
can be used to connect IoT devices to the cloud. The data collected from IoT
devices is processed through the gateway and then sent to the cloud. The use
of IoT gateways provides an additional layer of security to protect data traffic
in the IoT network, but this can leads to reduce latency and lower transmission
volumes (27; 2; 1).

2.3.1 Current Internet Protocols

[oT protocols are used by IoT devices to communicate. The transmission of data
over the Internet is controlled by a set of rules known as the Internet Protocol (IP).
IoT protocols make sure that data from a device or sensor can be transmitted, read,
and processed by other network objects.Many IoT protocols have been adopted
and optimized for a variety of applications. The choice of IoT protocol depends on
the device’s used connectivity and functionality, the system architecture layer, and
the data transmitted over the network.Due to the variety of IoT devices available,
the use of the right protocol in the right context is critical for developers of IoT
networking systems (20; 23).

There are different architectures for the Internet of Things, which have been pro-
posed by different researchers, of these structures there are two basic architectures:
one with three layers and the other with five layers as shown in Figure 2.1. The
most basic architecture is a three-layer architecture consists of three layers: per-
ception, network, and application (2; 24).

o The perception layer: This layer typically consists of various device types,
and the data is collected and sent to the next layer for transport and pro-
cessing requirements.
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e The network layer is in charge of transporting and processing sensed data
based on the needs and application design, and also maintain the connec-
tivity of smart things, network devices and servers.

o The application layer is in charge of delivering the specific requirements
and services to users, defining various applications aimed to be used in the
[oT network..

The three-layer architecture represents the first and basic description of the IoT
protocol architecture. Still, with the expansion of the use of IoT networks, the
increase in the size of processed data and its transmission between network com-
ponents, and the emergence of security challenges to securing data, this three-layer
architecture has become insufficient for research on IoT protocol, one of the pro-
posed layer architectures is the five-layer architecture Figure 2.1, which includes
in addition to the three layers the processing and business layers. The five layers
are perception, transport, processing, application, and business layers. The role
of perception and application layers is the same as the three-layer architecture.
We define the function of the remaining three layers (20; 2; 13).

o The transport layer is responsible for transferring the collected data by
the sensors devices to the processing layer and from there to the compute
nodes. The transport layer can use a variety of media, such as cellular
technology like 3G and LTE modules, LoRA, RFID, NFC, and wireless
protocols like Wi-Fi and Bluetooth.

« The processing layer is responsible for storing, analyzing, and processing
huge amounts of data from the transport layer. It employs many technolo-
gies, such as databases, cloud computing, and big data processing modules.
It can manage and provide a diverse set of services to the lower layers.

o The business layer is responsible for managing the whole IoT system,
including applications, business plans, monetization structure of the system,
payment models, and users’ privacy.

2.4 Foundations of Cryptosystems

A cryptosystem is a way of masking confidential information to be unreadable
to unauthorized people. The two most common uses for a cryptosystem are to
store data securely in a computer file or to transmit it across an insecure channel,
like the internet. Even though the document is encrypted, unauthorized people
can still gain access to it, but they would not be able to understand what they
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are seeing. The information that needs to be concealed is called plaintext, and
the operation of concealing it is known as encryption. The encrypted plaintext
is called the ciphertext, and the encryption algorithm is a set of rules used to
encrypt the plaintext. The encryption algorithm usually depends on an encryption
key, which is input to the algorithm along with the message. For the recipient
to be able to read the message, there has to be a decryption algorithm that,
when used with the appropriate decryption key, reproduces the plaintext from
the ciphertext. The rules that makeup one of these cryptographic algorithms are
usually very complicated and must be designed carefully (28; 12). Information
confidentiality is ensured through encryption systems, which provide the sender of
the information the guarantee that the information is not transmitted in plaintext.
Confidentiality, Availability, and Integrity. These three components comprise the
information security model’s CIA triad. However, there is also a requirement for
an operation that can recover the original message if the data has been encrypted
using encryption methods.

2.4.1 The field of Cryptography

The cryptography it has evolved over time (29). The earliest known use of cryp-
tography dates back to the times of the Roman emperor Julius Ceasar. Ceaser
is expected to have used a simple modification scheme to encrypt his informa-
tion exchanges with his generals and thus prevent the enemies from identifying
the transmitted information. In his honor, we have the famous substitution ci-
pher named “Ceasar Cipher” which is one of the most primitive symmetric key
cryptographic schemes (30; 31).

2.4.1.1 Definitions

Cryptography word comes from the Greek word "kruptos” which means to hide
and "graphein” which refers to writing. It is literally the art of hiding writing and
generally hiding information, either in communication or in storage. Its initial
use is in the military field. Armies needed a secure way to exchange sensitive
information, such as plans, strategies, etc. After creating computers in the early
1940s and thanks above all to the advent of the Internet in the early 1990s, its
use has developed and diversified in almost all areas of public life (32). Today, we
find cryptography in everyday objects such as bank cards and smartphones; also
during operations performed by computers such as connecting to a secure site,
accessing a database, paying for a product on an e-commerce site, etc.

Cryptography is present today to ensure specific objectives such as integrity, con-
fidentiality, authentication, and non-repudiation during all these sortings that we
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carry out on data or on the Internet (distributed systems, cloud computing, etc.
) almost unconsciously. Cryptography is part of a much larger discipline called
cryptology which further contains cryptanalysis. The latter is a discipline that is
opposed to cryptography and consists in studying and analyzing the robustness
and the weakness of a cryptographic algorithm in order to exploit them and find,
for example, the information it protects.

2.4.1.2 Symmetric encryption scheme

The symmetric key cryptography, often known as symmetric encryption, is the
use of a single key for both encryption and decryption operations (33; 34; 35; 36).
For many years, it was the most popular approach for securing information, and
some systems still utilize it with other schemes. The two most known names
usually associated with symmetric key cryptosystems are Advanced Encryption
Standard (AES) and Data Encryption Standard (DES) (37). For example, Rijn-
dael (AES) (38; 39) presented a multi-turn block cipher with larger and variable
block and key sizes. Hill’'s work (40; 41) uses modulo 26 to encrypt the 26 letters.

A symmetric encryption scheme (42) consists of a pair of algorithms: the encryp-
tion algorithm E and the decryption algorithm D. Given a message m and a key
k, its cipher is deduced as follows:

c=E(m;k) = Ex(m) (2.1)

To find the plain text from the ciphertext ¢, we use the key k£ and the decryption

process D as follows:
m = D(c; k) = Dg(c) (2.2)

where the only key used is the secret shared between the users. D is necessarily
deterministic, that is to say, that to a pair (c; k) it associates a single message
m. On the other hand, nothing imposes a priory on F to be so, and this will
generally not be the case i.e., it is possible that several values correspond to a pair
(m; k) supplied by E, in the case where £ is randomized. In this case, it performs
an expansion on the size of the ciphertext. The distribution of keys is one of
the essential problems of symmetric cryptography, if n people can communicate
confidentially, then n(n — 1)/2 keys are needed. On the other hand, the main
disadvantage of symmetric key encryption is that the user must have a secure pri-
vate canal to transfer the encryption key to the receiver; thus, any key attack will
destroy the whole communication. Whereas, with asymmetric encryption, when
an adversary discovers the private key of one party only the data exchanged be-
tween these two entities will be revealed. Furthermore, symmetric key encryption
is weak in digital signatures. Figure 2.2 shows the scenarios and the consequences
of using symmetric encryption.
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2.4.1.3 Asymmetric encryption scheme

The symmetric key cryptosystems have certain weaknesses. To overcome the ma-
jor disadvantage related to the compromise of one key being a potential threat
to the whole system as it becomes a single point of failure, the Asymmetric key
cryptographic techniques introduce two sets of keys: one that is publicly available
and another that is a secret or private key that is retained by the communicating
entities. It is considerably more complex and expensive than symmetric key cryp-
tography. The public key cryptosystem introduced by Diffie-Hellman (31) allows
encryption from the recipient’s public key. A message that is encrypted using a
public key can only be decrypted using a private key, while also, a message en-
crypted using a private key can be decrypted using a public key. (43; 44; 45).
Public-key cryptography is sometimes called ”Asymmetric encryption” the term
"asymmetric” comes from the difference between private key and public key and
includes several important areas such as public-key encryption, signing, exchange
of key, etc. (46). The asymmetric technique is based on the one-way functions;
applying this function to plaintext is simple but extremely difficult to find it from
when it was encrypted (transformed).

In the case of asymmetric encryption, each interlocutor has a pair of keys composed
of a public and a private key pk and sk respectively. As with physical keys,
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pk and sk are linked as in a keyring. The two keys are closely linked using a
mathematical relation in each cryptosystem. The encrypted data using the public
key can only be decrypted using the corresponding private key, Figure 2.3 explains
the asymmetric encryption scheme. To ensure data protection and the unimpeded
operation of asymmetric encryption, it is necessary to remain sk secret and not
known to anyone, not even other interlocutors.

The transmission of keys takes place during the first contact. At the same time,
the private key creates a digital signature and can thus be identified by other
users. In other words, asymmetric encryption allows users to access the public
key but can only decrypt messages with the private key. By this, we can ensure
a highly secure data exchange. A significant problem of asymmetric schemes is
their slowness compared to symmetric cryptography, which makes them to nearly
a thousand times faster.

2.4.1.4 Cryptography to secure information

Cryptography is the process of manipulating data using a specialized algorithm,
in order to make the data unreadable to anyone who is not authorized to view
it. This process is known as "encryption” and is a key aspect of cryptology.
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Encryption schemes enable the sender of a message to be confident that the infor-
mation cannot be read by anyone who is not authorized to do so, thus ensuring
the confidentiality of the information. Confidentiality, integrity, and availability
are the three tenets of information security. However, if the information has been
transformed into a new form using encryption techniques, there is also a need
for a process that can retrieve the original message. The techniques involved in
recreating the initial plaintext are studied under another field called cryptanal-
ysis. The specific technique of inferring the message from an encrypted form is
called "decryption.” The symmetric algorithms are specially used for cipher block
encryption. Asymmetric algorithms are generally used for ensuring symmetric key
exchange and offering digital signatures (12; 47; 28).

Every use of cryptography (48):

e Secure transmission: The main goal of cryptography is to prevent an
uninvolved party from reading the data. Most information exchange systems
use a secret key scheme. This system uses a common key for encryption
and decryption between the interlocutors. Secret keys are exchanged, used,
and then destroyed periodically. Each user must secure the secret key from
unauthorized access because any third party who has the key can decrypt
the data. Therefore, the best way to secure data is to use a public key
cryptographic system.

e Secure storage: It refers to applying cryptographic schemes to data, both
in transit and in storage. Encryption in storage is vastly used by companies
that manage storage area networks (SANs). Data secrecy is ensured by
storing it in an encrypted form. At the start of a session, the user only
has to offer the key to the server for accessing the data and then performs
encryption and decryption throughout the use.

o Integrity in transmission: Cryptography is also used to offer a way of
ensuring that data is not modified during transmission, i.e., data integrity
is preserved. For example, in an electronic funds transaction, it is very
sensitive that integrity is controlled. A bank can lose billions if an attacker
intercepts information. Cryptographic strategies are used to prevent the
accidental or intentional change of data during its transmission, which may
lead to faulty actions.

o Integrity in storage: Access control mechanisms had ensured storage in-
tegrity with keys, locks, and other safeguards to avoid unauthorized and
suspicious access to stored data. The spread of computer viruses adjusted
the scenarios, and there was an urgent need for integrity against intentional
attacks.
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o Authentication of identity: Authentication verifies whether the user has
sufficient authority to manipulate or access data. Effective passwords are
used to identify someone. Cryptography works the same as the practice of
delivering passwords for identity authentication. Passwords are similar to
the cryptosystem key that encrypt and decrypt anything the password has
access to. The main factor here is the password selection method.

o Credentialing systems: Are proof of competence and capability attached
to an entity to demonstrate suitability for something. Advancement in the
field of implementing electronic credentials has been relatively slow, as the
bank checks credentials before agreeing on the loan. Electronic credentials
permit electronic validation of the credence of a claim.

« Digital signatures: It is a means by which a sent message can be authen-
ticated, i.e., proving that a message comes from a known sender, largely
like a signature on a paper document. To make the digital signature more
effective than a paper signature, it must be difficult to forge and accepted
by a court as binding on all transaction parties. The need for digital signa-
tures appears when the participating users in an exchange are not physically
close; additionally, if the volume of paperwork is high, i.e., deals between
large companies. Digital signatures can be made by using a hash function
and a public-key cryptosystem. The hash delivers a message digest which is
a unique small illustration of the original message, where this function is a
one-way algorithm; so the message cannot be derived from the digest.

e Electronic money: It has replaced cash in financial transactions between
users for a long time. The system may use cryptography to maintain in-
dividuals’ assets in electronic structure. Digital gold currency, electronic
funds transfer (EFT), virtual currency, and direct deposit are real models
of e-money. EFT electronically exchanges money between two user accounts
through computerized systems. This includes ATM withdrawals, online pay-
ments, debit card payments, direct deposits, wire transfers, etc. Another
application of e-money can be found in e-commerce, and companies such as
PayPal mediate the transfer. When a user withdraws money from the bank,
the main property of cash is anonymity.

o Threshold cryptosystem: Are developed to authorize use only if a num-
ber of users above a threshold approve said use. In practice, to decrypt a
message, a minimum number of users are required to collaborate between
them. If there is less than, the decryption can not be achieved. Such mecha-
nisms spare users from acting alone and at the same time allow other users to
be absent without interrupting the operation. Most threshold cryptosystems
have keys that are divided into parts. The most ordinary method of splitting
a key is to form the key as the solution of an equation of N variables.
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e Secure multi-party computation: It consists of a set of parties with
secret inputs who wish to together compute a function of their data so that
keeping certain security properties (correctness, confidentiality, etc.). This
kind of computation provides solutions to many practical issues including
distributed voting, private auctions, shared signing, decryption functions,
and problems requiring private data retrieval. A famous example of secure
multiparty computing solves Yao’s millionaire problem when two millionaires
desire to know which of them is richer but without either showing their net
worth to the other.

2.4.1.5 Signature scheme

Let’s say user A sends a message to user B. At first, A hashes the message to
produce a digest D; H(m) = D, then encrypts D using the secret key to create
a personal signature S; Enc(D) = S. The message M is then encrypted using
the secret key K; Enc(M) = C. Upon receipt, B decrypts C' and S using K;
Dec(C) = m, Dec(S) = d. He would then hash the obtained message m using the
same hashing algorithm (whose name was appended in the sent text) with which
M had previously been hashed. If the obtained digest H(m) and the decrypted
digest d are the same (H(m) = d), then the signature has been proved, and B
would be assured of the integrity of the message.

In asymmetric techniques, user A encrypts the message M using the public key
of user B, but the digest D should be encrypted using his private key. Upon
receipt, B decrypts C' using his private key and decrypts S using the public key of
the sender A. Another characteristic of this mechanism is the non-repudiation of
digital signatures. Due to the private key being only accessible to the sender (user
A), he cannot deny having signed the message. Further, a digital signature can
be verified by anyone who has the sender’s public key in the case of asymmetric
encryption.

2.4.2 A taxonomy of lightweight cryptography techniques

This section aims to present an overview of lightweight cryptography techniques.
The main characteristics of lightweight cryptography are low-cost, performance
and applicable security level. An optimal lightweight cryptography has to achieve
a good balance between security level, computation time and power consumption.
Regarding these characteristics, we can classify the previous work in lightweight
cryptography into three main classes: physical primitives, computational primi-
tives and ultra lightweight protocols as shown in Figure 2.4.
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Figure 2.4: A Lightweight Cryptography Taxonomy.

2.4.2.1 Physical primitives

The main principle of physical primitives is the use of bio-metrics for authenti-
cation. A physical primitive can extend an analogue singularity or variation in
physical features, which is essential to physical structures but excessively hard
to duplicate, and translate it into a digital value for the determination of a spe-
cific quantification. Physical layer protocols are designed with the aim to minimise
power consumption without compromising the fidelity. Power consumption should
be linearly scaled as a function of data rate (49). In (50), the authors describe
Physical One-Way Functions (POWF) which focus on measuring the accuracy
of sprinkling outlines of noticeable laser energy. This approach provides a low
implementation cost, but it is not an appropriate low-cost explanation for radio-
frequency identification (RFID) because if one delay is consistently greater than
another across chips, then the response will always be the same.

Other authors, e.g., (51), used POWF in their work to decrease the cost of imple-
mentation but it reduces the performance.

2.4.2.2 Computational primitives

In computational primitives, the system security relies on the complexity in term of
computation. These approaches provide complicated mathematical solutions with
high security level. In particular, asymmetric cryptographic primitives have been
approved as a strong solution to protect the data or secure the communication
since every primitive has been considered a secure entity (52). In asymmetric
cryptography, computational primitives exploit the basics of modular arithmetic
to attain Shannon’s philosophies of confusion and diffusion (53) with expending
basic mathematical and logical processes. In (54; 55; 56; 57; 58), hash functions
and symmetric cryptography schemes are presented. The main shortfalls of these
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approaches are the use of large keys, high complexity and energy consumption
assigned to the computation process. In addition, these approaches have not been
investigated by public examination to experiment the security aspect.

2.4.2.3 Ultra Lightweight Protocols

Ultra lightweight refers to those security approaches that use simple logic oper-
ations such as exclusive-or (XOR) for their application (59; 60). These kinds of
techniques become popular and more adaptive through RFID technologies. In-
deed, their security aspect can provide the main services of the security resistant.
These schemes focus on a set of applied assumptions, where the attacker will not
have the facility to compute and generate the key. However, some of them consider
that the attacker can read the tag for a too limited time slot. Ultra lightweight
primitives can be classified into one-time pads, as in (61; 62), which are based on
pseudonyms, re-encryption (58) and configured passwords (63).

As a result, secret keys are no longer essential to be securely stored in the memory
of physical primitives. These techniques usually reduce the cost of implementation,
as well as the security performance. The focus of computational primitives on
complicated mathematical solutions makes them suffer from a security problem,
in particular from key moving between the sender and receiver. A well designed
technique may render them more popular and adaptive for low-end connected
devices.

2.4.3 Modern Cryptosystems

Cryptography techniques contain certain limits, such as data modification by third
parties who store them. These third parties must possess the customer data in
the clear before modifying it, which poses a problem of data confidentiality and
customer privacy. The homomorphic properties shown in Figure 2.5 allow the
manipulation of encrypted data using arithmetic operations while sharing the in-
formation, guaranteeing that only the owner of the required private keys can
decrypt the message and get hold of the contents. Figure 2.6 shows the ho-
momorphic encryption technique against information interception threats in an
untrusted environment. A homomorphic schema ensures data confidentiality for
a cloud computing service. In other words, one of the main advantages of homo-
morphic encryption is delegating the calculations to cloud servers without losing
data confidentiality. There are four significant types of homomorphic encryption,
with the difference being in which supported mathematical operations and the
periodicity at which these operations can be performed.
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2.4.3.1 Partially homomorphic cryptosystems

The first type of homomorphic encryption is called Partially Homomorphic En-
cryption (PHE). With this particular homomorphic encryption, specific mathe-
matical operations can be carried out on the encrypted values that are obtained
from the source.only one sort of operations, multiplication or addition, with an
unlimited number of times (64). As multiplicative schemes, The RSA (43) scheme
is a variant of PHE used to build SSL and TLS and secure connections. Other
significant schemes include Paillier (65) encryption, which supports addition oper-
ations, and El-Gamal (66) encryption, which uses multiplication. As an additive
cryptosystems, we can cite Naccache and Stern 1998 (67), Galbraith 2002 (68)
and Kawachi et al. 2007 (69).

2.4.3.2 Leveled homomorphic cryptosystems

Leveled homomorphic encryption schemes (LHE) are also known as "leveled fully
homomorphic,” They allow for a limited number of addition and multiplication
operations. Indeed, LHE supports finite operations over ciphertexts mainly from
the perspective of circuit depth. The circuit depth will be predetermined in the
setup algorithm (70; 71; 72).

2.4.3.3 Somewhat homomorphic cryptosystems

Somewhat Homomorphic Encryption (SHE) is a scheme in which certain opera-
tions like addition or multiplication can be performed to a certain complexity and
The number of operations that can be performed are limited. This means that in
LHE we can perform the addition operation for two ciphertexts and then multiply
the result by another ciphertext. On the contrary, the SHE scheme allows us to
do several additions or several multiplications without merging them (73; 74; 75).

2.4.3.4 Fully homomorphic cryptosystems

Fully Homomorphic Encryption (FHE) is newest scheme of homomorphic encryp-
tion, The FHE scheme can support both addition and multiplication operation.
The initial idea of FHE was introduced by Craig Gentry in 2009 (76). FHE
performs an absolute combination of operations on ciphertexts for an unlimited
number of times (74). FHE can improve and secure current cloud computing
systems and technology. (77; 78; 79; 80).
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2.5 Conclusion

This chapter discusses several basic concepts related to the security of Internet of
Things networks and the methods and techniques used in encryption systems to
secure and protect the information exchange. We started by presenting concepts
related to the architecture of IoT networks and the protection of connected smart
devices. We also discussed the security challenges to securing smart devices and
the currently adopted protocol stack to build Internet of Things networks and
ensure the security and privacy of the information on the network. Next, we dis-
cussed encryption techniques and scheme types in terms of symmetry. Through
this, we presented the four types of encryption systems and discussed security pro-
tocols and the essential element in securing distributed systems: the "key exchange
protocol.” Then, we showed how the cloud computing environment can provide a
wide range of computing services and how they can be benefited from in the In-
ternet of Things environment to ensure privacy and protect sensitive information,
as well as modern encryption systems in the cloud computing environment, which
depend on homomorphic encryption and its most important types.

Particularly in the context of these solutions, the security and protection of sensi-
tive information remain significant concerns in distributed, cloud computing, and
[oT environments. In particular, due to the weaknesses of interconnected devices
in terms of power consumption, computation, storage capacity, and information
communications. In the next chapter, we will address these concerns and provide a
proposition for an encryption technique to protect the information in the Internet
of Things environment. This technology is suitable for resource-constrained de-
vices and networks. It offers a low encryption time and defends against common
attacks, such as replay attacks, manipulation, destruction, or stealing sensitive
information.
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Chapter 3

A Flexible Encryption Technique
for the Internet of Things
Environment

This chapter presents a new scalable encryption technique, called Flexible encryp-
tion Technique (FlexenTech), to protect IoT data during storage and in transit.
FlexenTech is suitable for resource constrained devices and networks. It offers a
low encryption time, defends against common attacks such as replay attacks.

The work is published on Ad Hoc Networks journal (81).

3.1 Introduction

The Internet of Things (IoT) is a set of perceptible connected devices capable
of interacting with each other. IoT devices embrace physical objects via digital
actuators, RFID tags, sensors and communication units. IoT devices are often
characterized by ultra-low bandwidth and limited computation and communica-
tion capabilities. As shown in Figure 3.1, most of the IoT scenarios are looking
to connect with everything and everyone in order to share information. With the
huge number of connected entities the network traffic as well as the storage capac-
ity will increase in an exponential way. This introduces critical security challenges
since efficient encryption, e.g., public key infrastructure, will not operate reliably.
These limitations render IoT devices prone to a wide range of attacks. Cloud
computing offers a solution to overcome the resource constraints of IoT devices.
Furthermore, offloading data and outsourcing computational tasks to the cloud
presents new security and privacy concerns. The amount of private information
generated by IoT devices intensifies the security and privacy challenges in cloud-
enabled IoT networks. As the adoption of IoT grows, the cost-benefit of designing
rigorous protocols will become a major research subject with great impact. Hence,
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Figure 3.1: A comprehensive vision of the IoT architecture.

[oT applications cope with many challenges, particularly the difficulties related
to privacy and security issues (82). These challenges include low resource avail-
ability issues, vulnerability problems due to the nature of wireless communication,
and low-power computation resources. These constraints explain the difficulty of
developing the necessary protocols for the management and protection of these
networks, such as routing and security protocols. Like the other types of net-
work architectures, security is one of the most challenging requirements in IoT
networks (83) which includes mainly data confidentiality, data integrity, authen-
tication, availability, and data freshness. Any adapted IoT architecture and its
standard protocols must consider essential restrictions such as dynamicity, relia-
bility, scalability, etc., and the information exchanged between IoT devices and
the cloud must be encrypted with adequate security prior to transmission.

Most of the classical cryptographic systems and algorithms are not suitable for
IoT networks as they are designed for resource-rich devices on high bandwidth
networks. To address this issue, we propose a lightweight block cipher that con-
sumes fewer resources and reduces encryption overhead by realising: smaller block
size, smaller key length, lower computational complexity and simple key gener-
ation. Such a cipher depends on the specifically used hardware technology and
coding style which are useful to provide an accurate IoT application. The critical
issues that must be addressed in this cipher are: how to secure inter-device and
device-to-cloud communications, how to ensure the security and confidentiality of
various network entities, and what are the techniques adopted for authentication,
access control and other security features?
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3.2 Related works

Numerous research works have been recently carried out to provide encryption
techniques pertinent to the IoT context. They address the inherent resource limi-
tations of IoT devices that make it difficult to apply conventional encryption algo-
rithms that require a significant amount of resources for their operation. Several
researchers cope with the resource limitation challenge by proposing lightweight
encryption techniques to provide efficient and secure communication with reason-
able resource utilisation. A number of researchers devised techniques to optimise
existing conventional block ciphers for IoT devices. Some of them have improved
the performance of block ciphers by utilising smaller key sizes (84), reducing the
number of encryption rounds (85) and using smaller block sizes (86). Other re-
searchers focused on key management and authentication challenges in IoT en-
vironments (87). The vast majority of this research focuses on symmetric-based
algorithms. For example, Beaulieu et al. (88) proposed SIMON and SPECK which
are lightweight block ciphers with a variety of block and key sizes. The work in (89)
proposed a model which uses parallel computation to enhance the performance of
the block cipher algorithm. This model has been designed to consume lower energy
and reduce hardware complexity. The SIT algorithm proposed in (90) focuses on
a hybrid Feistel and substitution-permutation network (SPN) architecture. It is
a mixture that uses the advantages of both approaches to develop a lightweight
algorithm that provides substantial security while maintaining the computation
complexity at a reasonable level in an IoT environment. The symmetric encryp-
tion scheme proposed by (91) uses multiple chaotic dynamical systems for the
IoT domain. This technique maintains the dynamic key update with each input
data block to provide higher levels of randomness. The authors in (92) present an
experimental configuration of a fractional-chaos based-cryptosystem for an IoT-
based architecture in ad hoc networks under the IEEE 802.15.4 standard. The
solution benefits from the characteristics of the fractional-order derivative operator
for encryption schemes to provide secure communications.

Lightweight asymmetric based solutions may provide stronger security than sym-
metric ciphers. However, asymmetric solutions are not highly scalable and of-
ten have higher computation complexity which renders them unsuitable for IoT
environments (91). Recently, several studies such as identity-based encryption
(IBE) (93; 94) have been published which combine user’s identity with series of
attributes to encrypt data while enforcing a secure access policy. Furthermore, the
decryption is carried out when authorized users with the desired attributes satisfy
a threshold access control policy. In (59), the authors proposed a lightweight IBE
scheme by using pre-computation techniques to reduce the computation cost of
constrained devices. They designed a lookup table, which obtains a pre-computed
set of pairs generated using elliptic curve cryptography in order to be used later to
carry out cryptographic operations at low computational cost. To overcome the
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expensive bilinear pairing computations, the authors in (60) proposed a lightweight
no-pairing IBE scheme based on elliptic curve cryptography by replacing pairing
operations with point scalar multiplication.

In (95), the authors proposed a lightweight encryption scheme for smart homes.
This scheme provides users and smart objects a secure service at the lowest compu-
tation and communication costs. The proposed solution relies on identity-based
encryption to support flexible public key management, which does not require
complex certificate handling.

Attribute-Based Encryption (ABE) provides the necessary flexibility required to
manage a large number of IoT devices and fine-grained access control, which is very
much suited to secure data transmission, storage and sharing in cloud-based IoT
systems. The authors in (59; 96) give background information on the Ciphertext-
Policy Attribute-Based Encryption and pre-computation techniques in an efficient
and secure way, and then describe the extended ABE scheme proposed for the
CloudloT platform (97; 96).

In (98), Alphand et al. propose a Blockchain Security Architecture for the In-
ternet of Things named loTChain. In this work, the secure authorized access to
IoT resources is ensured by a combination of the ACE authorization framework
(99) and the OSCAR architecture (100). IoTChain replaces the single ACE au-
thorization server by the blockchain to make the ACE authorization phase flexible
and trustless. The feasibility of IoTChain is evaluated through an implemented
authorization blockchain on top of a private Ethereum network. Dinu et al. (101)
introduced a software benchmarking framework for the consistent evaluation of
lightweight block ciphers on three different platforms, namely 32-bit ARM, 16-bit
MSP430 and 8-bit AVR. Recently, a Novel Tiny Symmetric encryption Algorithm
(NTSA) is presented in (102). NTSA proposes to enhance the text file trans-
fer security through the IoT network by introducing additional key confusions
dynamically for each round of encryption.

3.3 Summary and contribution

As a conclusion, all these works might provide a satisfying solution to secure the
communication. However, there are still some inherent limitations in terms of
efficiency, scalability and access control, which make them not suitable for con-
strained IoT devices. Therefore, there has been a growing demand for efficient
lightweight encryption mechanisms that combine all the features of lightweight
symmetric and asymmetric algorithms (91). Furthermore, these mechanisms should
be able to provide mutual lightweight authentication for secure access control and
authentication between users and devices in an IoT environment. In this paper, we

30



will design and implement a lightweight encryption technique, which is targeted to
define a secure information exchange by considering the encountered limitations.
To this end, an autonomous and secure exchange of confidential information in
the IoT context is required in regard to the nature of the connected entities and
their real environment. The proposed technique focuses on distributed architec-
ture networks with the aim to ensure a high security on the basis of a dynamic
topology.

3.4 Architectural concept

In this section, we present the main requirements for a secure information exchange
that considers the limitations of IoT devices. Then we describe the proposed ar-
chitecture that addresses these requirements. Our work focuses on distributed ar-
chitecture networks with the aim to ensure an adapted security level with dynamic
architecture topology. The reason behind flat and distributed network architec-
tures is to adapt to the nature of IoT networks, where several entities of connected
devices may autonomously and securely exchange confidential information.

A sustainable IoT architecture cannot be achievable without protecting the infor-
mation, either during the transmission or the storage. The main tasks here are
protection and management. Figure 3.2 shows a secure IoT management stack
that contains two sub-stacks, IoT having a layered communication protocol as
shown in the right sub-stack, that allows an enormous number of objects to get
connected through the internet. These layers are to fulfill the IoT network limi-
tations and needs. Suitable activity scenarios could be reached when the second
sub-stack is accompanied by the first. That explains why the security paradigm of
IoT network architectures becomes one of the most indispensable elements. There-
fore, lightweight computation modules, such as simple permutation functions and
bit-wise exclusive-or operation, are required in the design of secure transmission
for each proposed protocol. To this end, we propose in this work a flexible encryp-
tion technique, called FlexenTech, that provides an acceptable security level with
respect to IoT limitations and requirements.

Table 3.1 contains the abbreviations used in this paper together with a brief ex-
planation to speed up the reading and ease the understanding of its content.

The proposed technique was designed with the following goals in mind:

o the technique should be a symmetric block cipher. The same secret crypto-
graphic key (key = K) is used for encryption and for decryption. The plain
data and cipher data are fixed-length bit sequences (block size = B).
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Figure 3.2: Secure protocol stack for IoT.

Acronym ‘ Definition

K is the secret Key, cach pair of entities asymmetrically shares the same secret number called K.
B plain or ciphered data Block size in term of bits.

V; represents the calculated Value for the it bit position.
rnd is the number of rounds that will be used in a given configuration.

r the current round.

st, means the reversing start bit position from which the next bits will automatically be reversed.

Table 3.1: List of used acronyms

« it should be suitable for low resource hardware. This means that the pro-
posed technique should use only primitive computational operations.

it should be adaptable to devices of different data-lengths. Accordingly,
the number B of bits in a data is a parameter of our proposed technique;
different choices of this parameter can be used.

« it should be iterative in structure, with a variable number of rounds. The
number of rounds is a second parameter as shown in our architecture (Fig-
ure 3.3). The user can explicitly maintain the trade-off between high speed
and high security.

o it should be simple and easy to implement. It is more important to use
a simple structure as illustrated in Algorithm 1, with the aim to easily
implement it. Furthermore, a simple scheme is perhaps more interesting
to analyze and evaluate, so that the cryptographic strength can be more
rapidly determined.
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Figure 3.3: A conceptual representation of FlexenTech in view of
the complexity space (Block Size, Round).

3.4.1 The proposed IoT encryption architecture

There are several emerging areas where highly constrained devices are intercon-
nected to accomplish some tasks. These constrained devices (IoT) aim to commu-
nicate and make decision over many low resources and capacities. To an efficient
use goal, the designed conceptual model illustrated in Figure 3.3 shows the com-
plexity space of the proposed technique in view of the security requirements such
as confidentiality, integrity and signature. The efficiency of FlexenTech resides on
the choice of B and rnd, where its flexibility offers a complete freedom to the user
for weighting between the complexity and the security level. In heterogeneous
environments, the FlexenTech encryption mode can respond to many challenges
and issues like power consumption of devices, limited battery, memory space,
performance cost, and security.

The proposed technique focuses on three parameters to encrypt/decrypt the in-
formation:
o Each pair of nodes shares a secret number which will be used as a key.

e A number of rounds should be carried out before achieving the final en-
crypted information.

e In each given round 7, a random rotation will be applied to the information
obtained from the previous round ¢ — 1.
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The proposed architecture performs a set of random permutations, substitutions
and rotations at the bit level to encrypt the plaintext. The permutations and
substitutions are done using the modular function with the following steps:

e The size of the information to be encrypted is pre-configured with a given
block size called B (in terms of number of bits).

 Using one of the proposed key management schemes, such as Self-VKS (103),
the entities may securely share a given large number K. We note that B
and K should verify the conditions ged (K, B) = 1 and K > B.

« The node uses Equation (3.1) to make a random permutation at the bit level
of the plain information that will be sent. Figure 3.4 shows an example that
explains how this equation produces random bit permutations.

o It is possible to construct lightweight hash functions with the aim to ensure
a substitution based on local variable values. Since the modulus operation
provides a new random ¢’ for each given 4, all bits between the st,. bit position
and the B bit position will be reversed. Hence, this situation means that the
content value of a given bit ¢ will automatically be reversed if st, < i < B.
Otherwise, the content value will not be changed as shown in the example
of Figure 3.6.

The key principle behind FlexenTech is that by securely sharing any given large
number K, the entities can generate a set of B random values which will be used
to encrypt and decrypt the exchanged information. The permutation of the bits
is based on Equation (3.1).

Vi=(Bx(K—1i) modK (3.1)

where i = 1,2... B and V; represents the obtained value for the i** bit position
in the message of size B. Hereafter, the values of V; will be ascendingly ordered
with the aim to set up a random bit permutation. Every bit ¢ will be permuted
to its new position 7" depending on the position of V; in the ascendingly ordered
list. To ensure that every bit will be permuted, the value of K should be selected
in such a way that ged(K, B) = 1. Figure 3.4 shows an example of the proposed
technique, where the entities securely share K = 101 and the size of the data is
configured to B = 16. On the other hand, the destination node reconstructs the
original information by applying Equation (3.1) on the received data to resubmit
every bit on its right position.

lgcd(K,B) means the greatest common divisor of K and B
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V.=(BXx(K-i)) mod K
16
101

B
K

Random V; 85 69 53 37 21 5 90 74 58 42 26 10 95 79 63 47
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P ey 7 7 Y i N ] A

Random bit
permutations

i’ 6 12 5 11 4 10 16 3 9 15 2 8 14 1 7 13
Ordered ¥ 5 10 21 26 37 42 47 53 58 63 69 74 79 85 90 95

Figure 3.4: A demonstrative example of FlexenTech’s permutation.

3.4.2 The proposed FlexenTech encryption algorithm with
recursive rounds

The resource consumption of the proposed security protocol must be lightweight
in terms of communication, memory usage and computation. To make sure that
the proposed protocol is feasible and practical, it should add a communication
overhead as small as possible and have low memory consumption and low CPU
workload. Therefore, an efficient encryption mechanism has been adopted. The
instructions for use of this mechanism are shown in Figure 3.5, where a set of
rounds, performing the same operations over the obtained encrypted information,
should be applied before obtaining the final encrypted information. On the other
hand, the proposed technique focuses on a configurable security threshold which
defines the preferred security level of the communication. The security threshold
is the number of required rounds to cipher a plain data. Additionally, a given
threshold determines the overload size that will be added in terms of the number
of additional bits to ensure data integrity and signature. Furthermore, before
maintaining any round, a random rotation is performed, where the start bit of
the rotation is computed by Equation (3.2). On the other hand, the parameter
number of rounds is considered as the security level because it implies immediately
the similarity rate between plain and ciphered text, the computation time, and
usually an additional overload.

st, = (K x (r+ Nonce)) mod B (3.2)

where st, is the rotation start bit of a given round r and Nonce is a nonce, or could
be a counter, which is used with the aim to reduce playback attacks. Figure 3.6
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Figure 3.5: General structure of FlexenTech.

shows a clear example of the ciphering steps with a security level rnd = 4.

In the following, we explain how the proposed algorithm is applied within an IoT
environment. For descriptive purposes, Algorithm 1 uses some terms defined in
modular computation. An originator device prepares messages with the use of
this algorithm in order to protect the data. The private data are the value of K
and the secret information. The value of the data size, the used Nonce and the
security level, i.e., the number of rounds, can be used as public variables. The
encryption table is defined to ensure a random permutation. Its size equals 3 x B,
where the first row contains the values of V;. The second and third rows are to
save the original and the new bit position, respectively, after sorting V; values.
For more details, FlexenTech.c 1 shows the C' code of the example illustrated in
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Figure 3.6: A FlexenTech encryption example with four rounds.

Figure 3.6.

3.4.3 Analysis of the proposed encryption algorithm

The efficiency of any cryptographic protocol focusing on any algebraic structure
depends on factors such as: parameter size, time-memory tradeoffs, available pro-
cessing power, software and/or hardware optimization, and mathematical algo-
rithms. Therefore, when designing the proposed technique we have taken into ac-
count the primary concerns to use powerful and efficient mathematical operations
and algorithms which quickly carry out computations respecting at the same time
the occurred overhead and the used memory storage. Several hash and encryption
functions or digital signature schemes require computations in Z,,, the integers
modulo m (m is a large positive integer which may or may not be a prime). Z,,
is exploited in many aspects of modern applied cryptography. In this section, we
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Algorithm 1 Encryption and Decryption FlexenTech algorithm.

Require: Private: K, plainData;
Require: Public: B, Nonce, rnd, mode, cipheredData;
Ensure: data; > data here means plainData or cipheredData which is tied to the
encryption mode.
: Temporal: table[3][B];
: Constant: V =0, orgPos = 1, newPos = 2;
: for (i1 € [0,B —1]) do
table[V][i] + (B x (K — 1)) mod K;
tablelorgPos|[i] < i > numbering the bit positions
end for
. table <+ sortingTable(table)
if mode = encrypt then

9: cipheredData < plainData

10: for r € [1,rnd] do

11: sty < (K x (r 4+ Nonce)) mod B

12: cipheredData < right Rotation(cipheredData, st,);

13: cipheredData < reverse(cipheredData, st,);

14: parityBit(cipheredData, st,);

15: cipheredData < Random Permutation(table, cipheredData);
16: end for

17: return cipheredData;

18: end if

19: if mode = decrypt then
20: plainData < cipheredData
21: for r € [1,rnd] do

22: plainData <+ Random Permutation(table, plainData);
23: sty < (K x (r 4+ Nonce)) mod B

24: plainData + reverse(plainData, st..);

25: parityBit(plainData, st,);

26: plainData < le ft Rotation(plainData, st,);

27 end for

28: return plainData;

29: end if

30: return —1

38



Algorithm 2 Sorting table function.

Require: (Arg table);

Ensure: table;

1: Temporal: temp;

2: for (i € [0, B —1]) do > Sorting table depending on V; values and moving their bit
positions

3: forjefi+1,B—1] do

4: if (table[V][i] > table[V][j]) then

5: temp < table[V][i];

6: table[V][i] < table[V][]];

T table[V1[j] + temp;

8: temp < table[orgPos][i];

9: tablelorgPos|[i] + table[orgPos][j];
10: tablelorgPos|[j] <+ temp;

11: end if

12: end for

13: end for

14: for (i € [0,B —1]) do > inserting the new bit positions
15: for j €[0,B—1] do

16: if table[newPos][j] = i then

17 table[newPos][i] « j;

18: end if

19: end for

20: end for

21: return table

discuss the requirements and the complexity of the proposed technique. We also
discuss efficient methods that can be used to perform addition and multiplication
in Z,,.

As the designed technique is bit-oriented, all of the basic computational operations
have B — bit as inputs and outputs. Hence, the technique is a block-cipher with
a one-word of B bit input (plainData) block size and a one-word (cipherData)
output block size. The choice for B is not limited to such values. Therefore, the
technique is well-defined for any B > 0, although for strong encryption and more
efficiency it is proposed to use a large value of B. We note that there is no limit
for the values of B and K (104), but the relation between them should verify
ged(K, B) = 1 to ensure that

Bximod K#0VYie{l,2,...B} (3.3)

Lemma 1. Fori € {1,...B} Let V; € Z,, with K > 0. If B is relatively prime
to K, then the congruence B x i = V; (mod n) has a solution i; moreover, any
integer i is a solution if and only if i =1 (mod K).

Proof. The integer i = V; x B’, where B’ is a multiplicative inverse of a modulo
K, is clearly a solution. For any integer ', we have B x i’ = V; (mod K) if and
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only if B x i = B x i (mod K') which holds if and only if i =4’ (mod K).

Suppose that B, V;, K € Z with K > 0,B # 0, and gcd(B, K) = 1. This theorem
says that there exists unique integers i and j satisfying: B x i = V; (mod K),
B xj=V; (mod K), and V; # V; if i # j with 0 < 4,j < K. In the proposed
technique we avoid the value i = 0 to ensure a full bit permutation. O]

We observe that any value of ¢ that verifies (B x i) < K the congruence modulo
K equals to B x 7 (i.e., B x i = B x i mod K). This situation leads to generate
some ordered V; values. Following to the principle of the proposed technique,
ordered values of V; means encrypting data with weak permutation. For example,
in Figure 3.4 V; will be [16, 32,48, 64, 80,96, 11, 27,43, 59, 75,91, 6, 22, 38] when we
use Equation 3.3. The values that are in ascendant order (here there are three
waves of ordered values: [16 — 96], [11 — 91] and [6 — 38]) will minimize the
randomization of the permutation phase of the encryption process. In order to
avoid these values, we let run ¢ from K —1 until K — B as shown in Equation (3.1).
V; values will then determine the bit permutation of plain data as shown by the
example presented in Figure 3.4

An analysis shows that the total number of ordered compositions of V; that can
be obtained by using different values of K equals B!. Then, in the aim to reduce
brute force attacks, the size of the data to be encrypted should be configured in
such way that B! ~ 4+00. As a result, the strength of the proposed technique
is relatively proportional to the size of B in terms of bits, where there is no
restriction concerning the preferred size of K. The computation task of checking
ged(K, B) = 1 can be avoided if the used size of B is a prime number, case in
which any value of K will verify ged(K, B) = 1. Choosing a prime number B
will help us to minimize the computation and to avoid repute computation in
case that ged(K, B) # 1. The process of sharing securely the same value of K
between two or more devices can be reached by using one of the known algorithms,
for instance the asymmetric key sharing algorithm or a pre-configured symmetric
key sharing scheme. On the other hand, the number rnd of rounds is the second
parameter. Choosing a large number of rounds presumably provides an increased
level of security. We note here that the number of rounds depends on the desired
security level and the supplied size of B. However, choosing a large number of
rounds also implies a need for more memory and computation time. The analysis
of the example shown in Figure 3.6 says that a brute force attack may find the
original data from the used permutation at a maximum of 16! tests. The speed
of growth of the factorial function offers a great advantage to reduce brute force
attacks.

In the proposed technique we use two kinds of permutation: the first is by ordering
the values of V; and the second is achieved from the rotation. However, the
technique still needs a substitution function to avoid frequency analysis attacks.
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Therefore, we have reversed all bits starting from st, until the B-bit position.
Hence, the value of st, can be exploited for multiple uses: it offers a random
permutation in each round, ensures the bit substitutions and extracts the integrity
bits. The integrity is ensured by computing the parity of bits before starting the
permutation. The size of bits parity equals the number of rounds. In this case,
the receiver detects any change on one bit by comparing the parity bits of the
obtained plain data with the right bit of the integrity bits. Otherwise, changing
even bits will not be detected in the obtained plain data. This change can be
detected in the next rounds. The integrity is ensured by satisfying the condition
of preventing the bits change in case that an even number of changed bits are still
in the same part, i.e., in the reversed bits part or in the other part. Hence, the
number of rounds has a straight impact on data integrity strength.

Let P be the probability to make a change on some bits over the ciphered data
that generate the same parity bits. The value of P is related to the size of parity
bits, i.e., the number of rounds, and the value of Nonce.

In this technique, an attacker can falsify the data without any change at the parity
bits level only when the falsified bits meet the following two conditions:

1. Falsifying an even number of bits situated in the reversed part, i.e., between
[start,, B;

2. Each round contains an even number of falsified bits in the reversed part.

The first condition seems easy to be met, but each pair of falsified bits should
be situated on the same side (either on the reversed or on the unreversed bits
side) for every round. Hence, the second condition says that the data integrity
of FlexenTech depends on the size of the parity bits, i.e., the number of rounds.
Then, the probability P of an attacker to falsify e bits (e being an even number)
of the ciphered data without a change at the parity bits is calculated as:

. st, st,—1 st,—e—1 B-—st, B-—st.—1 B—st,—e—1

&= B B 1 " B_e_1 B T B_-1 T B_e_1
(3.4)

with total probability P = P; x Py ... P¢

rnd *

Equation 3.4 says that there are two probabilities of successful falsifications. The
first probability could be obtained when the falsification has been made over the
unreversed side and these falsified bits are still on the same side for each round.
The same holds for the second probability, but the falsification has been made
over the reversed bits side. Hence, we observe that the number of rounds has an
important impact on the probability to succeed in falsifying the ciphered data.

41



3.5 Discussion

We divide the discussion into two parts: 1) Choosing the adequate key establish-
ment algorithm to securely compute the shared key (i.e., K). 2) The robustness
and efficiency of this technique to cope with the most known attacks.

3.5.1 Key establishment algorithm

Key establishment is the most fundamental cryptographic primitive in all types
of applications. However, the nature of such connected devices limits the use
of conventional key establishment techniques. Many researchers have proposed
to use symmetric key pre-distribution schemes for the key establishment objec-
tive (103; 105). These schemes consider the resource limitation, the communica-
tion capability and the computation speed (106). However, symmetric schemes
often have a centralized aspect, focus on pre-configuration and define a pool key
principle which leads us to exploit asymmetric key establishment schemes (107).
The authors of (108) benchmark some public key protocols that are usually used
for a symmetric key agreement to determine the most appropriate for the require-
ments of critical infrastructure and emergency applications. Based on these algo-
rithms, the analysis shows that there are remarkable performance benefits with the
Curve25519, especially FourQ (109) which uses the Elliptic Curve Diffie-Hellman
scheme.

In the proposed protocol, we use Four@Q which is a new elliptic curve algorithm
released by Microsoft Research in 2015. Four@Q is not used yet in standard or
known protocols. Technically, FourQ targets the 128 bit security level and its high
performance is mainly obtained from the decomposition of the total number of the
elliptic curve group operations and fast arithmetic modulo computation using the
Mersenne prime p = 227 — 1. In term of speed, FourQ uses the endomorphisms
to accelerate scalar multiplications via four-dimensional decompositions, where
the computation of scalar multiplications is significantly faster than all known
curve-based cryptographic primitives.

3.5.2 FlexenTech’s robustness and efficiency

During the development of the FlexenTech encryption technique, we began to focus
our attention on how to find adequate solutions to the encountered IoT issues by
taking into account the designed technique that should additionally provide a high-
security level when suitable parameters are assigned. Our technique demonstrates
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its robustness and efficiency by providing data encryption, data integrity and data
freshness, as will be explained below.

3.5.2.1 Encryption

The proposed technique converts a plain text into a ciphered text with the same
text size B. Furthermore, the proposed technique considers permutation and sub-
stitution to avoid frequency cryptanalysis attacks. That means that the obtained
ciphered text has no trace or information related to the original text. In compu-
tation and efficiency terms, the proposed technique needs only simple operations
in order to encrypt a text with a given key K by computing B values of V; and
ordering them. In each round, the bits of the input text should be rotated starting
from st, and ordered matched with V; values and reversing the bits that are on
the right side of st,., see Figure 3.6(a). The key restriction here is that the value of
K should be greater than B which offers a large pool of keys and ensures flexible
key configurations. This encryption mechanism offers a pool of size B! — B.

3.5.2.2 Data integrity

The integrity approaches aim to detect the alteration in the data that will be
sent. Any even slight modification should be of effect on the integrity bits. In
the decryption phase, the authorized entity has to check a possible alternation
by computing the parity bit of the bits that are listed on the right side of st,,
then compare it with the originally received bit in each round. This technique is
powerful for detecting the integrity of data during the data decryption, i.e., we
do not need to execute an additional separated task. Furthermore, it is possible
to detect a data alteration before obtaining the plain text. In fact, this principle
will offer a significant reduction in term of computation. On the other hand,
such applications request to hide the integrity bits in the ciphered data which
is easily reached in our proposed technique by computing the r next V; values
(Vii1, Viga...Viip) under the condition that K > (r + B). The parity bits and
the ciphered data can then be encrypted in an additional round.

3.5.2.3 Data freshness

The importance of data freshness is increasing, especially in the domain of dis-
tributed smart networks which are composed of a large-scale set of autonomous
data sources. The use of the encrypted data with same freshness may lead to
unauthorized access problems. In fact, data freshness is indispensable in Wire-
less Sensor Networks, IoT and other domains, to reduce various types of attacks
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such as replay attacks and extraction of some confidential information from the
encrypted data. At the same time, we have to be interested in the overall gen-
erated overhead in order to ensure data freshness. In this paper, we propose an
efficient technique to ensure the data freshness by using a Nonce during the data
encryption/decryption phases, where the used Nonce has no restriction in term
of size. The way to avoid the augmentation of the overhead is to introduce the
Nonce to compute the rotation in each round. In fact, by using this principle the
following services can be ensured:

e The Data freshness is ensured without any additional overhead. However,
the entities publicly share the used Nonce.

o Encapsulating the whole encrypted data, that will be sent, allows to dis-
tinguish ciphered text from the same plain data by using a different Nonce
value in each case.

o A large counter size is useful to be used as a Nonce in order to encrypt data
with different counter values, i.e., for each secret K the counter can be used
2" times, where x is the Nonce size in terms of bits.

The data freshness offers many other services and advantages mainly in real-
time applications including e-commerce, sensor data fusion, traffic control, and
monitoring. To reach this aim, the data freshness process of this technique focuses
on the communication speed, where no overhead is added. The proposed technique
gives a configurable range of parameter values so that user devices may run the
encryption algorithm whose security and speed are accepted for their application.
Unlike several encryption techniques, which have no parameterization and hence
no flexibility, the proposed encryption algorithm permits upgrades as necessary.
The choice of r affects both encryption speed and security. For some domains, real-
time may be the most critical requirement. This kind of application looks for the
best security obtainable within a given encryption time requirement. Choosing a
small value of rnd (say rnd = 4) may provide some security, albeit modest, within
the given speed constraint. The size overhead is critical, because it immediately
affects the communication speed and the lifetime of connected devices, as well as
the packet loss rate caused by packet collisions.

3.6 Implementation and results

In this section we will show the implementation of the proposed cryptographic
algorithm to be analysed for its flexibility evaluation. In its encryption process,
FlexenTech uses a pseudo random number as key for encryption and decryption. It
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completes the rnd rounds of encryption on each B bits block of data. In all rounds,
encryption is done using a function that ensures an irregular rotation. Further,
each round increases the number of integrity bits. With any unfixed parameter,
the encryption strength of FlexenTech is directly tied to the predefined parameters
during its use. The main advantage of FlexenTech is that the user has the full
choice for weighing between the lightweight encryption, security level, and data
overload. Hence, FlexenTech is efficient for software that runs in smaller processors
(smart cards) and embedding in hardware. It allows implementers to customize
encryption speed, key setup time, and code size to balance performance.

We present some preliminary results on the strength of the proposed encryption
technique. The encryption process of FlexenTech is simple and easy to implement
efficiently in most known script languages. For the evaluation purpose, the pro-
posed technique has been coded in C' ( see the source code of FlexenTech) and
follows the description given in Section 3.4.2 to obtain the result shown in Fig-
ure 3.6. The analysis evaluates the effect of the parameters number of rounds
(rnd) and block size (B) as a function of the time performance. Since the study
relies on the development of a lightweight encryption technique for the Internet of
Things, the proposed technique will be implemented and verified in two environ-
ments with the following specifications:

Raspberry Pi 3 Model B :

CPU: Quad-Core 1.2GHz Broadcom BCM2837 64bit, ARM Cortex-
A53 (ARMvS)

RAM 1GB
— Raspbian is the official operating system

Geany GCC c/c++ compiler

Laptop Acer Aspire E1-571 :

CPU: Intel Core™ i5-3230M 3rd Gen, 2.60 GHz Dual-core, HM77 Ex-
press

RAM 8GB
Windows 10 operating system

Geany GCC c/c++ compiler

Details of implementation and results are given below.

45



3.6.1 Number of Rounds Experiments

First, we start by investigating two experiments that show how changing the num-
ber of rounds may affect some properties of the proposed technique. Figures 3.7(a)
and 3.7(c) show the influence of rnd on the running time in the personal computer
and the Raspberry Pi device, respectively. The block size is fixed to 16 through
all runs. As observed from Figure 3.7(a), when rnd = 4 the running time in the
personal computer does not exceed 0.25 ns. Hereafter, when rnd is raised to 8,
the running time is doubled to reach 0.5 ns. The same trend is observed with
other tests. We conclude that the time increases approximately by a factor of two.

Regarding the influence of rnd on the running time in the Raspberry Pi device,
according to Figure 3.7(c), it is clear that the tendency is the same. Indeed, the
running time in the Raspberry Pi device continues to increase as rnd gets bigger.

3.6.2 Block Size Experiments

The experiments illustrated in Figure 3.7(b) and 3.7(d) aim to extract the relation
between the size of the used block with the computing time and the encryption
complexity. For that reason, we fixed rnd to 16 and we tested six different block
sizes: 16, 32, 64, 128, 256 and 512. Figure 3.7(b) shows that, when the block size
is as small as 16 bits, the running time does not exceed 0.35 ns. When the block
size is fixed to 32 and 64 bits the running time increases by a factor of 2 with a
time of about 0.75 and 1.85 ns, respectively. When the block size equals 128 bits
the running time does not increase as much and stands at 2.1 ns. However, in
case the block size is up to 256 and 512 bits, the running time increases hugely,
about 180%. In fact, this huge augmentation in the running time is caused by the
undertaken time performed by the sorting function in Algorithm 1 (see line 9).

According to Figure 3.7(d), and as in the case of rnd, we also observe that the
influence of the block size B on the running time in the Raspberry Pi device follows
the same tendency as in the personal computer.

3.6.3 Comparative study

In this section we compare the encryption time and the flexibility of FlexenTech
with the most known symmetric encryption techniques. Figure 3.8 shows the
encryption speeds of FlexenTech and other symmetric techniques in a personal
computer. We observe that the encryption speed of FlexenTech is better than
the AES and Blowfish encryption techniques. The encryption processing time
of RC5 and FlexenTech is almost identical. In fact, both are simple algorithms
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Figure 3.7: Running time as a function of the number of rounds
and the block size.

which have low memory requirements and are suitable for hardware or software.
Figures 3.9 and 3.10 show the encryption processing time executed on a Raspberry
Pi device. We observe in Figure 3.9 that FlexenTech is fastest and also provides
good security if the used block size is smaller than 64 bits, whereas RC5 provides
security only if suitable parameters are chosen. The strength of RC5 depends on
the size of the used key, which is strong possible if it is long. As a result, the
proposed FlexenTech is efficient and more flexible in term of the block size, where
we could use any block size. On the other hand, we have extracted the encryption
processing time as a function of the number of rounds. Figure 3.10 confirms that
RC5 is better if the used number of rounds is greater than 8. However, FlexenTech
still gives a reasonable encryption processing time even if rnd < 32. Due to the
random permutations at bit level of the plain data it is possible to use one round to
encrypt the information. Therefore, four rounds are largely enough in FlexenTech,
whereas twelve rounds are required in RC5.

In the side of flexibility purpose, Simon and Speck encryption schemes designed
with leveled flexibility allowing some different key and block sizes. Speck encryp-
tion contains 10 variants where the block size is limited to five values (32, 48, 64,
96, 128) and the key size is limited to seven values (64, 72, 96, 128, 144, 192,
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256) and The number of rounds depends on the parameters selected (nine val-
ues), it gets its nonlinearity from the modular addition operation, they noted that
key lengths below 80 bits or so do not provide an especially high level of security.
Whereas, when SIMON implemented on 8-bit AVR microcontroller, Speck encryp-
tion with 64-bit blocks and 128-bit key consumes 192 bytes of Flash, temporary
variables consume 112 bytes of RAM, and takes 164 cycles to encrypt each byte in
the block, the Attacked Rounds/Total Rounds percentage ranges between 53%
and 74%, but reduced-round variants have been successfully attacked.

TEA encryption routine focuses on a Feistel iterations by using 64-bit size blocks
(32 bit words) and a 128-bit key (the key will be divided into 4 parts) where
odd rounds use K|[0; 1] and even rounds use K[2; 3]. With the use of 32 cycles
( 64 rounds ), the designers mention that sixteen cycles may suffice but they
suggest 32 cycles with the constant ”C” (used to prevent simple attacks based
on the symmetry of the rounds). There are attacks on 17 rounds TEA because
it admits several related-key attacks which arise from the severe simplicity of its
key schedule (110) . We compare the performance of the proposed technique with
algorithms shown in Table 3.3 to take a global view in terms of flexibility and
performance. In general, the security performance in block cipher varies with
the block size, the key size and number of rounds. Other encryption techniques
prefer a large block size for faster execution, because, with larger block size leads
to a large chunk of data will be encrypted in a single execution cycle. While
with small block sizes, the same size of input data would require more execution
cycles. Moreover, large keys result in slower computation time, because, all bits
of the key are involved in an execution cycle of the encryption. Whereas, the
proposed FlexenTech offers a major advantage at this view point. FlexenTech
could offer efficient encryption using only one single round and it also ensures
the encryption and integrity at the same time just with few number of rounds.
Another gain in the complexity view, the key has two parts where the first is a
static part which is used once for the random permutation for all rounds. The
second is a dynamic part which requires its specific computation in each round to
compute the start bit rotation. The static part offers a considerable gain in term
of computation, resources occupation and energy consumption certainly for the
low-end [oT devices.

3.7 Conclusion

Nowadays, the main security challenge in the IoT environment is the design of
efficient and lightweight encryption techniques in regard to resource limitations
of connected devices. In this paper, we have proposed the FlexenTech encryption
technique to cope with the device limitation challenge in order to render these
devices more applicable in terms of security requirements. The mechanism of the
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Figure 3.8: The execution speed of FlexenTech compared with
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proposed technique reduces the computation time incurred by data transmission,
because we have minimized the number of rounds used to cipher the information
and introduced many improvements to minimize computation. Reducing com-
putation time offers a remarkable benefit in term of energy consumption of the
autonomous loT devices. The implementation of FlexenTech upon low-end IoT
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Figure 3.10: The execution time as a function of the number of
rounds.

devices shows its practical flexibility. This flexibility enables the choice of a mini-
mal number of rounds and a smaller overhead size which leads to an improvement
in encryption time whilst not reducing security levels. The obtained enhancement
on the encryption time decreases many risks of such attacks. A security analysis
of the proposed technique also shows its robustness and feasibility.

In future research, we intend to investigate the possibility to adapt this principle to
the use in cloud storage. Furthermore, with the rapid progression of the Internet
of Things (IoT) and the emerging Big Data paradigm in the context of Cloud-
enabled large-scale sensor networks, we plan to orient the FlexenTech technique
to the Big Data environment.
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Chapter 4

Homomorphic encryption
technique to secure Cloud IoT
environment - Collaborative work

This chapter results from collaborative work to develop encryption techniques
based on modern cryptosystem that adopt fully homomorphic encryption in the
cloud environment and enable it in the Internet of Things environment. The
work has been applied in smart healthcare, where collects health data through
IoT devices connected to patients to nurse or prevent critical situations. The
initial proposal for this work was published at The 4th International Conference
on Future Networks and Distributed Systems - St. Petersburg, Russian Federa-
tion, November 2020, entitled: ”A Homomorphic Digit Fragmentation Encryption
Scheme Based on the Polynomial Reconstruction Problem” (45). The final results
are published in an article entitled "A Fully Homomorphic Encryption based on
Magic Number Fragmentation and ElGamal Encryption: Smart Healthcare Use
Case” in Expert Systems Journal, 2021 (44).

4.1 Introduction

The development of smart cities is based on the Internet of Things technology.
IoT technology will continue to develop and have a significant impact on how we
live.Cloud infrastructure today powers the majority of smart cities. Cloud comput-
ing has now become a necessity in information technology. Effective cryptographic
techniques are needed to assure data confidentiality, integrity, availability, safety,
and robustness to make cloud entities cyber-secure and autonomous. However,
the recently discovered issue of confidentiality preservation has presented a severe
challenge to computer scientists and mathematicians. Thus, over the last decade,
security concerns about digital data and algorithms have increased exponentially
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due to the growth of network communications and a significant increase in pro-
cessing capabilities. However, various of attacks are frequently attempted against
this mode of communication, such as changing, erasing, or stealing sensitive in-
formation.

To protect sensitive information against these attacks, legacy encryption systems
use a shared encryption key between the peers involved in communication to en-
crypt the exchanged information (116). In many cryptosystems, even consumers
or service providers have elite rights over the data by using the encryption key, es-
pecially for popular cloud services, where the privacy of sensitive data will be lost.
Furthermore, The third party could share the encrypted data without accessing
its content. Nowadays, preserving confidentiality has led researchers to cope with
the homomorphic encryption challenges.

In cryptography, Homomorphic Encryption (HE) can be used to address these con-
cerns by enabling any third party to apply computational functions on encrypted
data without decrypting them beforehand. The idea of the HE scheme stems from
the question, ”Is there an encryption function (Enc) such that Enc(mi + ms) is
easy to compute from Enc(m;) and Enc(ms)?” Basically, the question points to
exploring whether any algebraic homomorphic encryption scheme can be designed.
Indeed, HE relates to a mapping in the abstract algebra (117), which is structure-
preserving for two algebraic structures of the same type (such as two groups, two
rings, or two vector spaces) (117).

To increase the level of security in the cloud by utilizing these features, making it
independent in the calculation, and proposing new encryption schemes.

4.2 Related works

The initial idea of homomorphic encryption was introduced as a concept shortly
after the development of the RSA cryptosystem in 1978 by Rivest et al. (43) with
the appearance of asymmetric encryption (118). The RSA encryption consid-
ers only multiplicative operations Partial Homomorphic Encryption (PHE), for
example, which either ensures multiplication (Equation 4.1) or addition (Equa-
tion 4.2) but not both. Hereafter, several homomorphic encryption schemes have
appeared (45; 65).

Dec(Enc(my) x Enc(ms)) = mq X ma (4.1)

Dec(Enc(my) + Enc(ms)) = mq + mo (4.2)
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Proposed in 1999 by Paillier, the Paillier cryptosystem allows homomorphic addi-
tion from (Z*., x) to (Z,, +).

An other example of PHE is GM’s scheme (119). Goldwasser-Micali proposed the
first probabilistic public-key encryption scheme, which is an additive system. that
accomplishes the additive equation (Equation 4.2). The hardness of GM comes
from the quadratic residuosity problem (QRP). A number « is called quadratic
residue modulo n if there exists an integer k such that, 2 mod n = o and the
QRP decides whether a given number ¢ is quadratic modulo n or not. If m =
mims...m; and ¢ = cics .. . ¢;, the GM encryption could be described as follows :

¢ = Enc(m;) = (y* x ™) mod n, Ym; € {0,1} (4.3)

where x (public) is a quadratic nonresidue modulo n, and y; is a quadratic non-
residue produced such that ged(y;,n) = 1. In the decryption, if (¢ mod p) is a
quadratic residue the function returns 1, otherwise 0.

In (65), the authors proposed an additive homomorphic cryptosystem from (Z*,, x)
to (Z,,+). Recently, the explosion of generated data and the unavailability of suf-
ficient resources (in terms of computation or storage) has lead researchers to face
the Fully Homomorphic Encryption (FHE) issue.

Boneh et al. (120) have created a scheme allowing unlimited additions and one
multiplication (Somewhat HE). The paper has introduced a public key homomor-
phic encryption scheme which creates the encryption ¢ (z1, ., x,) of the variables
X1, ., Ty , where ¥ is a 2-DNF formula on boolean variables xy, ., x, € {0,1}. The
proposed homomorphic scheme as follows:

¢ = Enc(m)=g¢"xh" modn (4.4)

where, g , h and u are the generators (h = u9), r is a random number € {0, n— 1},
using the secret key p, the decryption function Dec(c) = log,(c) , ¢ = ¢® and
g = gP. The hardness of BGN’s scheme comes from the hardness of the subgroup
decision problem which consists of deciding whether a given element is a member
of a subgroup Gp of group G of the composite order n = p x ¢, where p and ¢ are
distinct primes.

In (121), the authors have introduced a threshold fully homomorphic encryption
scheme (TFHE) from the learning with errors (LWE) assumption. A universal
thresholdizer is constructed from the proposed TFHE, which is used to resolve
the main issue of single-round threshold signatures from lattices. In addition,
threshold functionality can be added to numerous systems, such as CCA-secure
public-key encryption (PKE), signature systems, and pseudorandom functions.

Many SWHE schemes contain noise that prevents performing an arbitrary degree
of operations. With the aim to reduce the noise, several methods are applied after
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each operation. In 2009, bootstrapping has been used by Gentry (76) which is
based on ideal lattices. Bootstrapping offers unlimited additive and multiplicative
homomorphic operations (Full HE) which is obtained from the reduction of noises
in each operation. Van Dijk et al. proposed a simple fully homomorphic encryption
(FHE) scheme in (79) which is represented as follows:

c=FEncim)=m+2xr+pxq (4.5)

where m € {0,1} and 7 << p, the decryption algorithm is m = Dec(c) = (c
mod p) mod 2, and the hardness of the technique comes from the hardness of the
Approximate-Greatest Common Divisor (AGCD) problem.

The proposed scheme is of conceptual simplicity compared to Gentry’s technique.
The proposed bootstrappable encryption scheme uses addition and multiplication
over the integers instead of using ideal lattices over a polynomial ring. However,
the cost of this simplicity is a too large public key size O (A?). Fan et al. (122) have
ported Brakerski’s fully homomorphic scheme based on the Learning With Errors
(LWE) problem to the ring-LWE (RLWE) setting. The tight worst-case bounds
have been derived from the noise caused by numerous homomorphic operations
like multiplication, relinearisation, and bootstrapping. A modulus switching trick
has been used to simplify the bootstrapping analysis. A fully homomorphic with a
certain level of security has been achieved through deriving concrete parameters.

In order to minimize noise, a batching technique has been used. Despite the
recent development of several FHE schemes, unfortunately, none of them shows its
feasibility with respect to the massive amount of generated noise which increases
the computational complexity (78). Gentry and Halevi (123) have pioneered in
implementation of an FHE scheme in 2011. However, this scheme implementation
outcome was unsatisfied as it took a long time around 900 seconds to add up
two 32-bit integers and around 67,000 seconds to multiply them. In addition,
it requires more than 780,000 bits of ciphertext to encrypt a single bit. The
public-key size ranges from 70 Megabytes to 2.3 Gigabytes based on the setting
size. To run one bootstrapping operation (on a 1-CPU 64-bit machine with large
memory), the time ranges from 30 seconds to 30 minutes based on the setting
size. Yagoub et al. (124) proposed an adaptive and efficient fully homomorphic
encryption technique:

¢ = (m; +rand; x k) mod (k x p) (4.6)

where rand; = (m; x k) mod p and f~' : m; = ¢;modk. To provide an order-
preserving scheme, Yagoub et al. have used a simple linear expression of the form
a X x+b. In order to mask the value of the used integers, the coefficient b is secret
and the value of a x z will be hidden in b by using the addition operator. Linear
expressions must respect the indexing order which leads to define the following
order preserving function: index; = p x m; + rand,.
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In (125), the authors proposed a novel homomorphic encryption scheme for integer
arithmetic. The proposed Dyer et al. scheme focuses upon the Chinese Remainder
Theorem (CRT) secret sharing, where the security of their scheme comes from the
assumption of the toughness of the partial approximate common divisor problem
(PACDP).

In Doroz et al. (126), the authors presented a homomorphic evaluation of the
prince block cipher. Their leveled implementation is based on a generalization of
NTRU. In KeyGen function, a decreasing sequence of primes qo > q1 > -+ > qq
is used with a polynomial ®(z) = 2™ + 1. For each i, u() and ¢ is sampled
from the distribution D, set f® =2 x u® 41 and h® = 2 x ¢ x (f@)~! in ring
Ry, = Zg,[] /{®(2)) (If f@ were not invertible, it could not be easily re-sampled).
They sample for i = {0, ...,d} and for 7 = {0, ..., |logg;| }, (s-)”) and (e;)® from
D, the publish evaluation key ek = h()(s,)® + 2(e,)® + 27(f~=1)2. To encrypt
a bit b € {0, 1} with a public key (h(?), qo), the following equation is used:

D =nOxs+2xe+b (4.7)

where s and e are random from D. To decrypt the ciphertext ¢ with its correspond-
ing private key f@, the decryption maintains multiplying the ciphertext and the
private key in R, and then computes the message by modulo two: m = c®) x f0)
mod 2.

In (127), the authors relied on El-Gamal as an encryption technique, where they
divided the ciphertext into three parts, of which the first two were almost identical
to El-Gamal. The first part o is random for each message and it will be used
later to decode the two other parts. The second part is m x ¥ knowing that
of = 3, and the third part was devoted to the calculation of the addition of two
numbers, c3 = ™. The fundamental difference between this work and our’s is
that we only use two values to represent the ciphertext so that to calculate the
addition, we use the linear representation, which is faster to decode. Decoding
pmtm2 to get my +my takes a very long time (discrete logarithm) and affects the
size of m. For this, they noted in their work that m must be small in size, unlike
our technique where m < k — 1. We have noticed several gaps in this work the
most important of which is that we put o =  with pk = (a, 3), knowing that
a? =a+r Xxp—pk=(a,a+r xp). Itis obvious that it is simple to calculate
r x p where p is considered a secret key, and therefore more correct to use y # p
where a¥ = (3 so that the pk = («, 5) will be protected.

Several cryptosystems like RSA and Modified Paillier are deterministic encryption
schemes, i.e., if we encrypt the same message more than once, we will always get
the same ciphertext. Formally, if ¢ # ¢ = m # m’ where ¢ = Enc(m) and ¢ =
Enc(m’). Deterministic encryptions do not satisfy IND-CPA (Indistinguishability
under Chosen Plaintext Attack) security, in other words, they are vulnerable to
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CPA and we can say that they are not semantically secure. In CPA, the attacker
having ¢ and he tries to find m where ¢ = Enc(m), he chooses m’ and calculates
= Enc(m'). After that, he decrypts ¢ x ¢’ to obtain m x m’ and find m.

Deterministic schemes do not satisfy FTG (Find-then-guess) security. In FTG,
the attacker makes encryption requests to the Oracle, which in turn returns the
encrypted one of these two messages. The attacker can make other requests to
the Oracle, but must eventually guess what message the Oracle encrypted. A
scheme is said to be FTG if the attacker cannot easily distinguish which of the
two messages was encrypted. Therefore, a deterministic scheme cannot verify this
level of security because the attacker has the right to request the encryption of the
two messages he has chosen. In our system, we have avoided this type of attack
by proposing a probabilistic encryption scheme where we can encrypt the same
message in a lot of different ways. Formally, we can find m and m’ where m = m’
and ¢ # .

In order to improve cryptosystems efficiency by increasing speed (reducing com-
putation time) and reducing data size and complexity, we have developed several
encryption techniques that we will explain in the next point.

4.3 Proposed techniques

First technique

In (44), we propose an FH encryption scheme that aims to provide a secure and
robust scheme with an infinite number of homomorphic additions and multiplica-
tions. The proposed homomorphic technique could be designed in a demonstrative
cloud computing architecture as shown by Figure 4.1, by which the ciphertext is
divided into two parts. The first part is a linear encryption scheme that aims to
ensure the homomorphic addition property. On the other hand, the first linear
part will be used as a parameter for the encryption/decryption of the second part
which is to ensure the multiplicative property.

The homomorphic additive property focuses on factorization and fragmentation
problems, whereas the multiplicative homomorphic propriety exploits the El-Gamal
encryption principle with specifications. In which, the generator g is a number
independent of public key y (in classical El-Gamal y = ¢* where k is a secret
key). Also, we do not have a random number generated for each message to be
encrypted (in classical El-Gamal ¢ = (m x y", g") where r is a random number, in
MNF-G ¢ = m x ¢g™). So, the power of g equals m (m is the original message to
be encrypted which is a decryption of the first part). The second part depends on
the discrete logarithm issue. Furthermore, the use of the El-Gamal technique (i.e.,
computation of ¢) leads us to speed up the power computation of large integers.
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Figure 4.1: Homomorphic property

The obtained results are demonstrated in Subsection 4.4.2. RSA also could pro-
vide homomorphic multiplication. However, we have focused on El-Gamal since it
provides message integrity property. For example, after any given operation with
RSA, c+c = (m+m/, (m x m')*) where m = my x k+ms and m’ = m/, x k+mb;
with El-Gamal, c+¢ = (m+m/, (m xm’) x g™*™). We observe that in El-Gamal
m + m’ appears on both sides. Therefore, the decryption of the first part will be
used to decipher the second part.

In the literature, we meet several symmetric FHE schemes that are efficient in
terms of resources allocations and speeding. However, these schemes suffer from
some critical concerns. The key sharing issue is one of the met concerns since the
pair should use a private canal to share the symmetric key. Asymmetric FHE
provides more robustness comparatively with symmetric schemes. The complex-
ity and resources allocation of asymmetric encryption is the major issue. The
proposed MNF-G scheme is to reduce the complexity of an asymmetric scheme
by using two encryption fields. However, several proposed asymmetric encryp-
tion techniques take a very long encryption time due to their exponential complex
computation. We focus on how to provide a linear cyclic asymmetric encryption
that will lightweight and accelerate the encryption time and maintain strong and
secure encryption against attacks. We start the explanation of the proposed FH
scheme with the following linear cyclic encryption.

c=(m+rxp) modn (4.8)

Where n = p x q. The weakness of Equation (4.8) is prone to a known plain text
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attack. To cope with this weakness and other kind of attacks, we introduce to
Equation (4.8) some improvements as follows

c=(mxk+rxp) modn (4.9)

In fact, this is the origin of the El-Gamal encryption mode (66). Nonetheless,
Equation (4.9 ) is still weak because when someone can get two plain texts, he
will be able to recover p and then obtain all other ciphered entities. The core
purpose of the proposed encryption scheme is to hide the plain text before using
Equation 4.9 by randomly fragmenting m into two parts m’ and m” such that
m = m’' + m” so that it becomes difficult to an attacker to find the used m’ and
m' with the aim to extract p. Hence, the proposed encryption equation will be as
follows:

c=(m'+m" xk+rxp) modn (4.10)

The principal modes of encryption, decryption, homomorphic addition, and mul-
tiplication are shown in Figure 4.1. Some challenges have appeared to verify the
homomorphic encryption property because the multiplication of ¢; x ¢o will pro-
duce k?. To ensure the homomorphic multiplication we represent the ciphered
text ¢ in the form of two parts, c; and c«, where ¢y« is encrypted by using the
El-Gamal principle.

The El-Gamal cryptosystem is an efficient cryptosystem which provides high level
of secure communications (128). El-Gamal is an asymmetric key encryption al-
gorithm with homomorphic properties for public-key cryptography which is based
on the Diffie-Hellman key exchange invented by T.El-Gamal in 1985. Its scheme
depends on the one way function, meaning that the encryption and decryption are
done in separate functions. In our proposed scheme, the key generation algorithm
is a finite cyclic group Z;, where p is a large prime, a generator g is generated,
and a random number a with 1 < a < p—1 is selected. The integer private key «
must be kept secret, and the corresponding public key is (g, 3, p) such that, 5 = g“
mod p. For the encryption of a message m, a random number k € {1,...,p — 1}
is selected for each message, and Enc(m) = (X,Y) such that X = ¢g* mod p and
Y = (m x %) mod p. The pair (X,Y) can be decrypted by m = (Y x ((X)®)™1)
mod p.

The security, in this case, is based on the complexity of solving the discrete loga-
rithm problem modulo a large prime. For this the authors of (129) note that if the
plaintext space is not large, then messages m; and ms could instead be encoded as
g™ and ¢ | respectively, and in this way (X3 x Xs, Y] x Y3) could also be consid-
ered as a ciphertext of (m; +ms) mod p encoded by g™ *™2. Several variants of
El-Gamal have appeared, such as the classical El-Gamal encryption scheme, the
El-Gamal cryptosystem in Z,, (where n is not necessarily prime), the El-Gamal
cryptosystem in the domain of Gaussian integers, the El-Gamal cryptosystem over
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quotient rings of polynomials over finite fields and the bilinear El-Gamal encryp-
tion scheme which is used in a secure privacy-preserving data aggregation (130).

The core nature of the FHE scheme design
In the following, we will explore in-depth the MNF-G (Magic Number Fragmen-
tation and El-Gamal encryption).

Consider the primitives P,C,K,Enc(), Dec() and the cyclic group Z, = Z/pZ =
{0,1,...,p— 1}, where

P is the ring of plain text Z,

C is the ring of encrypted text Z,

K is the key ring

Enc() is the encryption function Ency, : P — C with pk € K

Dec() is the decryption function Decg : C — P with sk € K
The proposed fully homomorphic encryption scheme consists of three processes:

o KeyGen: which returns a secret and public key sk and pk, respectively,
(sk, pk) = (k,k+r xp,g)

o Enc(m): a plain text m € P is encrypted using the public key pk, ¢, =
(m"+m” x pk) mod n,cx =m x ¢™) mod n

o Dec(c): a ciphered text is decrypted using the secret key sk, m = (cy
mod p) mod (k—1),m = cyx x (¢™)"' mod p

This proposal focuses on the hardness of the number factorization and the magic
fragmentation of m. Table 4.1 shows the exchange scenario between owner, users
and cloud, where m < k — 1. Second technique
In (45), we propose a LFHE technique which offers a high security level with con-
sideration of the robustness. Therefore, we use Equation 4.11 to homomorphically
encrypt the data:

Y= (m+rxp) modn (4.11)

where n = p x ¢, p and ¢ are large prime numbers and r is a random number. This
encryption is fully homomorphic Vz < p. Unfortunately, the untrusted part may
easily reveal p and decrypt any encrypted data. To improve this encryption scheme
with a limited noise and to attempt to increase the depth of the multiplication,
we decided to treat each digit of m apart instead of treating the whole m, i.e.,
each digit m; is between 0 and 9 so m; x k < m x k' where k << k’. Hence, we
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m=cx X (¢g"™)"" mod p

X
C+7CX)

Table 4.1: The homomorphic key sharing, encryption and decryp-

tion scenarios.

consider that m is written in a base k and then we convert it to base 10 (as seen
in Section 3.2). In the decryption, we successively divide the cypher text ¢ by &° .

The proposed homomorphic encryption scheme consists of the following processes:

o KeyGen: it returns a secret and public key sk and pk, respectively, where
(sk, pk) = ((k,p), (k+7 X p,n))

o Enc(m) :

pk® +my x pkt +...m; x pkt

a plain text m is encrypted using the public key pk, ¢ = my X

o Dec(c): a ciphered text is decrypted using the secret key sk, m = Z?:l(ki) X
105, c<+c—cx k!

This proposal focuses on the hardness of the number factorisation and the poly-

nomial reconstruction problems such that (

4.4 Performances

C
ﬁ

) is the quotient of ¢ < k.

In the following, we will see some properties and performances of the first proposed
techniques Magic Number Fragmentation and El-Gamal encryption (MNF-G).
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Figure 4.2: The encryption scheme

4.4.1 Magic Number Fragmentation and El-Gamal encryp-
tion (MNF-QG)

Encryption

Asymmetric encryption of the proposed scheme allows Alice to send Bob a ciphered
text using the shared public key which works as illustrated in Figure 4.2. With
pk = k + r x p and the encryption of ¢ = (m’ + m” x pk) mod n, ie., ¢ =
m 4+m" x (k+rxp)=m'+m"xk+r xp. m' <p—c modp=m'+(m"xk)
mod p and m” < p — (m” x k x k7') mod p = m”

Decryption

c=(cy,cx) and ¢y =m/ +m” x k+r x p. In a first time, we extract m from c,,
since m X k < p. Then ¢, mod p =m' +m” x k because r x p mod p = 0 and
since m X k mod (k — 1) = m then Dec(cy) = m. After that, we will exploit it
to decipher the second part ¢, by using the g, and if we note s = Dec(cy) = m
som = (cx x (¢°)7') mod p Homomorphic Additive property
Enc(my)+Enc(ms) = miy+my x pk+mb+mlx pk = (m}+mb)+ (m]+mbl) x pk =
E(mi+mg). and c=ci+co+---+c¢; = (m) +m] x pk)+ (mh+mi x pk)+---+
(mj+m! xpk) = (my+m4+---+m})+(m{+ms+---+m]) x pk = m'+m" x pk,
where m’ + m” < p. Hence Dec(c) = my + my + -+ + m; = m. In general, we
obtain

Z Enc(m;) = Enc(z m;) (4.12)
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Homomorphic multiplicative property

Let ¢; and co be two ciphered texts encrypted from m; = m/| + m{ and my =
mlb + my, respectively. Enc(my) x Enc(mg) = (mg X g™ X mg X ¢™2) = (my X
My X g™ X ¢"M2) = (my X mg X g™ T™2) = (m x ¢g*) where s = my + my. Noting
that s = Dec(c; + ¢2), in order to guarantee the property of the multiplication,
it is necessary to guarantee the decryption of (m X ¢°), and that by using the
addition of the first part. Enc(mi) x Enc(ms) = (c14 + cay, mq X mg x gm+7m2),
In general, we obtain

H Enc(m;) = Enc(H m;) (4.13)

4.4.2 Key generation and power function

One of the drawbacks of the exponential function is the long computing time
especially when low capacity devices are used. Proposing an efficient exponential
computation method to overcome this dilemma will make our cryptosystem even
stronger. The idea here is to convert the power into a multiplication, by calculating
the vector vec based on the length of the input with respect to mod n, that we
denote by len(m) for an input m, and then to calculate ¢g" using this vector. More
precisely, let m = momima...m; = m; x 10° +m;_; x 10" + -+ + mg x 10° =
g™ = (g"°)m x (g0 ymi-1 .. % (g19")™0. We just need to calculate vee = [¢

mod n, ¢ mod n,...,¢"""" mod n] to obtain
t
g" = Hveczni, with 0 <= m; <= 9andt = len(m) (4.14)
i=0

Table 4.2 presents a comparison between our vec — power function and the power
function pow of the python math library, using an HP Laptop with a Processor
Intel(R) Core(TM) i3 and 4 Go RAM. In test 1: len(m) = len(g) = len(n) =
1400 digits and in test 2: len(m) = len(g) = len(n) = 2100 digits In the following,

g™ mod n test 1 | test 2
vec — power(m,vec,n) | 0.33s | 1.22 s
pow(g,m,n) 0.78 s | 2.64 s

Table 4.2: Two power tests

we will see some properties and performances of the second proposed techniques A
Homomorphic Digit Fragmentation Encryption Scheme Based on the Polynomial
Reconstruction Problem (DFE-PR).
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4.4.3 Digit Fragmentation Encryption Based on the Poly-
nomial Reconstruction Problem (DFE-PR)

Encryption

Let m = mym;_1 ...mo where myg is the weak point of m and m; € {O, o 9} V) €
{o,..,i}

c=moxpk® +mi x pk* + ... mi x pki =mo x kK +my x k' ... omi x kP +rxp
noting that: mg x k° 4+my x k* +...m; x k* < p. This operation could be defined
by the following algorithm :

Algorithm 3 Encryption algorithm

Require: m, pk.,n
Ensure: ¢ = Enc(m)

1: function ENC

2 [ < length(m)

3 c+ 0

4 for 1+ 0tol do

5: d < string(m,[l —i—1:1—1])
6 ¢+ (c+dx (pk')) mod n

7 end for
8 return c
9: end function

Decryption

Lemma 2. (k—1) x (K + k' + .. k7Y < k!

Proof. (k—1)x (K +k +... kYY) =k + Kk + .. k=K + k' + .. kY
Kk =k - 1<k

LIl

While m; <= 9AN9 <k—1=9xk"+9xk +. . 9xk <k = &=m
after that ¢ < ¢ — ¢ x k' As things progress, we will obtain mg, m1,...m;, then
we calculate ¢ = mg x 10° +mq x 10! 4+ ...m; x 10" and to ensure the recovery of
m, we do the division on k% where i is the length by digit of ¢, and 7 > j where j
is the length by digit of m because k > 10 ( = ¢ > m ). Likewise, the decryption
is correct for m; < k (Equation 2). The decryption operation is shown in the
following algorithm :
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Algorithm 4 Decryption algorithm

Require: ¢, k,p
Ensure: m = Dec(c)

1: function DEC

2 ¢4+ ¢ modp

3 [ + length(c)

4: m <+ 0

5: fori+0tol+1do
6 d <+ o=

7 c—c—dxk

8 m < m+d x 10
9 end for

10: return m

11: end function

Homomorphic Additive property

We have ¢; = mg X k° +mq; X EY +...miy X k' + 11 X p and ¢c; = mgy x k° +
mia X k' +...mi X K + 1y x p= Enc(my) + Enc(mg) = mf x k° +m/ x k' +
...mj X k' + 1’ x p where | = Max(i, j) and m), € {0,...,k — 1} Vz € {0,..,1},
hence Enc(my) + Enc(msg) = Enc(my + ms)

Homomorphic multiplicative property

Enc(my) x Enc(my) = mg1 X (mgg X k® +mys x kY + .. myg X k) +myp X (mgg X
KO+ myo x k' 4+ omge X KT) 4+ o omgy X (mog X KO + mge x KL+ myp x K +
rxp=mix kK +m) xk'+...mj x k'+7" xpwhere | =i x j+i+j+1and
m), € {0,..,k — 1} Va € {0,..,1}, hence Enc(m1) x Enc(ms) = Enc(mi x ma)

4.5 Security analysis

Cryptanalysis can be applied to many kinds of known attacks obtained from var-
ious running and encryption scenarios. The public keys are available for everyone
in asymmetric encryption schemes which makes them more vulnerable than sym-
metric cryptosystems in particular when the offered public keys refer to some
critical information. At this point, we will discuss and analyze the robustness
and limitations of MNF-G. The adversary’s goal is either to recover the secret
information or to extract some confidential encryption primitives.

In (44), we have the two parts ¢, and cy. We start with ¢, and with the straight-
forward attacks that are possible in many areas. Thus, rendering the factorization
of n is possible using several scenarios. The analysis in MNF-G is focused on the
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factorization problem. From the pair for the MNF-G public-key, some theoreti-
cal mathematical proprieties can be exploited by various cryptanalytic attacks to
reveal the private key if the trapdoor is not well locked. Certain known attacks
exploit weaknesses in the small prime number factorization.

The probabilistic homomorphic encryption schemes suffer from collision attacks.
Collision attacks can be explained as performing certain operations over ciphered
texts in order to recover the whole or part of the original plain text. Therefore, the
system will be compromised when a low entropy plain text p is used. To this end,
some conditions should be followed to guarantee the effectiveness of HE. Using a
large number p will increase the entropy p, which is more suitable for preventing
collision attacks.

Let m be a plain text whose encryption using pk = (k+1r x p) is ¢ = m'+m” X pk
and its encryption using pk’ = (k41" x p) is ¢ = m' +m” x pk’. Hence, (¢ — ') is
an encryption of 0 which equals r” x p. This case leads to revealing the value of p
which is considered as a trapdoor. In MNF-G, the public key must be calculated
in a unique way for hiding the 0 encryption issue.

Figure (4.3) shows the influence of the plaintext fragmentation on the time to
find a solution in brute-force attack, where the adversary starts to test all possible
values of the secret key sk from smallest to largest or vice versa. In an asymmetric
encryption scheme over integers like RSA where ¢ = m? and m = ¢¢, the public
key d is known, the adversary tries to calculate m = ¢© for any which m chosen. To
find the secret key e, the adversary needs to test all possible values in the interval
{1, 6}. The same thing for the encryption schemes like basic El-Gamal, Paillier
and BGN (introduced by Boneh-Goh-Nissim (131)). Assuming that ¢ is the time
to perform an operation and z the size of the secret key. The function which
expresses the required time for a successful brute-force attack is f(z) = x x t.

In the proposed system, we focus on fragmentation of message m by which the
adversary must test all the possibilities of the secret key for each possible frag-
mentation, i.e., for fragmentation 1, ¢ = 1 x sk + (m — 1) the adversary should
try all the values of sk. For fragmentation 2, ¢ = 2 x sk + (m — 2) the adversary
should try all the values of sk, etc. In this case, we have % x x tests. Assuming

the size of m is z, we will have f(x) = § x o x t. Finally, we will obtain:
22
flx) = 5 in MNF — G and f(x) =z in other schemes (4.15)

The encryption manner of MNF-G is more like an m x k cryptosystem. These
encryption models are clearly prone to certain attacks. Given a public key (n, pk),
the size of pk will determine the number of possible combinations of (k;, r; X p;)
such that k; + r; x p; = pk. An attacker may start to recover r x p or k using
all possible combinations. This case leads to the fragmentation and factorization
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Figure 4.3: Time comparison for a successful brute-force attack

number problem. The attacker needs to make all possible combinations of k,
and then factorize the remainder of pk — k;, which amounts to trying to factorize
(pk—2) numbers. When pk is large, it is impossible to make all these factorizations
with current technologies. The first part of MNF-G is a probabilistic scheme offer-
ing a sufficient condition to satisfy IND-CPA (Indistinguishability under Chosen
Plaintext Attack). In reality, cx is deterministic, which is not a weakness of the
proposed scheme. In CPA, the attacker makes ¢ = Enc(m’) where m' is chosen,
then he decrypts ¢ x ¢ to get m x m’ and he finds m. This type of attack is
effective for some cryptosystem like RSA, because ¢ x ¢ = (m x m/)¢, i.e., ¢ X
only contains m x m’ and the secret key. On the other hand, in MNF-G ¢ x ¢ =
m x m' x ¢" ™ so it is more difficult to decipher it to obtain m x m/’.

The second part ¢y is almost El-Gamal, where the power of the generator g is
not random in each message. But it is the plaintext m itself, and that does not
modify the scheme robustness which always depends on the discrete logarithm
problem (DLP). The most attack on an El-Gamal cryptosystem is to solve the
discrete logarithm problem: given both o and a” from the finite field Z,, find the
value for z. To make a hard DLP, it should select a prime p where p — 1 has a
large prime factor. However, if p — 1 is only divisible by primes less than some
positive integer 3, the DLP can be reduced to finding a small number of size
instead of size p— 1. The DLP can be solved for log, () by computing 1, o, a?, . ..
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until finding a match with 3, so that a can be replaced with a; = o™ and
with 81 = ™ to solve log,,(f1) mod r such that r x m = p — 1. Therefore, it
should build the list 1,a1,02,...,af of length at most r before finding ;. El-
Gamal cryptosystems are vulnerable to the man-in-the-middle attack which is a
protocol for an eavesdropper where Eve is positioned between two communicators
Alice and Bob to intercept their messages. According to the following scenario,
Alice selects a secret key z, makes a public key (g,y;) with y; = ¢**, and sends
it to Bob. This key is intercepted by Eve, who chooses a private random integer
z, and makes another public key (g,vy’) where ¥ = ¢* which she sends to Bob,
pretending to be Alice. Simultaneously, she sends that same key (g,7/) to Alice,
now pretending as Bob. The adversary Eve has set up a common session key g™ **
with Alice and a common session key ¢*2** with Bob (noting that the public key
of Bob is (g,y2) where y2 = ¢**). Now, Eve can intercept the messages that are
exchanged between Alice and Bob and can be decrypted, re-encrypted, and resent.
To avoid this type of attack and that Bob would not have confused Eve with
Alice, the public key of Alice could be confirmed by an independent certification
authority. The classical El-Gamal in Z; showed that it is secure against Chosen-
Plaintext Attack (CPA) but not against Chosen-Ciphertext Attack (CCA) (132).
In reality, for a scheme to be safe against CPA, the Decisional Diffie-Hellman
assumption must be respected, which needs several settings, including secret key
length, the p being a safe prime of the form 2 x ¢ + 1 where ¢ is also prime
and the choice of a generator g which is a primitive root. Concerning CCA and
MNF-G, a scheme is not secure against CCA if the encryption of a product is the
product of the encryptions (e.g., Enc(m; X ma) = Enc(my) x Enc(ms) ) like the
RSA and El-Gamal, but in MNF-G Enc(my X ms) = (my X mg) X ¢"™>*™ and
Enc(my) x Enc(ms) = (m1 X mg) x ¢™*™2_ So, the MNF-G is secure against
CCA.

Complexity analysis: The proposed MNF-G scheme is presented into two parts.
To encrypt the first part, we have three operations, fragmentation, multiplication,
and addition. For the complexity reason of C(n + 1) = C(n), the computational
complexity of the first part equals O(1). To encrypt the second part, we need
to calculate g™ which is of complexity O((log(n))?). Contrariwise, if we use the
proposed vec-power function (4.4.2), C(n + 1) = C(n). In this case, the com-
plexity becomes constant (O(1)). We have improved the efficiency and reduced
the computational complexity compared with other schemes like (133) which is
of complexity O(n') or like (134) which is of complexity O(n'3). The first part
can be decrypted into two operations ((¢ mod p) mod (k — 1)), that gives us a
computational complexity equal to O(1). To encrypt the second part, we need
to calculate (¢™)~! which gives us a complexity equal to O((log(n))?). By using
vec-power function, the complexity is equal to O(1). Compared with (133) which
is of complexity O(n*) in decryption or with (134) which is of complexity O(n'2)
in decryption, MNF-G offers a considerable computational complexity.
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In DFE-PR, we rely on two types of robustness, the first is to recover the secret
key p, so it is the factorization problem (on which the RSA is based) which consists
in finding the decomposition into prime factors of an integer obtained secretly by
multiplying two prime numbers of comparable size. For such a size of n = p X ¢
there is until today no known method to find p, and mathematicians affirm that
there is no algorithm running in polynomial time which gives the prime factors
of any number. Factoring a number with 200 digits (670 bits) requires 4 billion
years of machine computation when its complexity is sub-exponential 2°(™, and
the best algorithms for the factorization of integers have a complexity O = on'/?,
The official journal of the General Secretariat of French National Defense ! in the
rules and recommendations concerning the choice and sizing of the mechanisms
Standard robustness level cryptographic (Version 1.10), declares that the minimum
size of n equals 2024 bits for use not to exceed the year 2020, and for use beyond
2020, the minimum size of n equals 4096 bits.

The second hardness side of our scheme is based on the Polynomial Reconstruction
Problem to recover the private key k. The cryptosystems based on polynomial ring
homomorphisms R[z] — R[z] can be written in the form c¢(x) = r(k(z)) where k(z)
is a key and the most general formula c(z) = r(x) x k(z) + m like (135) scheme.
In (136), the authors analyzed the security of this symmetric scheme against a
known-plaintext attack (KPA), a ciphertext-only attack (COA), and a brute force
attack (BFA), using two approaches. The first uses the univariate polynomial
decomposition algorithm and runs in polynomial time, in numbered degrees and
the size of n. The second method is based on the calculation of polynomial GCDs
and polynomial factorization, and its complexity depends polynomially on the
degree of the cyphertexts and logarithmically on the size of n. They discovered
that it is very vulnerable to a known-plaintext attack. For COA, they found that
the probability of finding the correct key is high enough, and the brute force attack
finds a valid key with a probability p ~ 1. But all this with consideration that the
diagram is symmetrical, i.e., without the noise of r x p. This, of course, changes
the balance, so that the addition of r x p modifies k(x), so the three types of attack
are ineffective with the two variables existing in the ciphertext, and so only the
factorization remains with the attacker.

4.6 Implementation

To evaluate our proposed cryptosystem ((44)) and to prove that this cryptosys-
tem is more efficient compared with other ones, we make three experiments, whose

Lhttp : //circulaire.legifrance.gouwv. fr/pdf /2009/04 /cire304.pdf
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results are presented in Table 4.3. On the other hand, the result shown in Ta-
ble 4.2 indicates another improvement that we obtained for our cryptosystem
performance.

Table 4.3 presents the results of four schemes obtained by three tests for each one.
MNEF-G has been done under Python using an HP Laptop with the following spec-
ifications: Processor Intel(R) Core(TM) i3-3110M CPU @ 2.40 GHz, 2 Core(s),
4 Logical Processor(s), 4 Go RAM. TFHE-DDA (Targeted Fully Homomorphic
Encryption Based on a Double Decryption Algorithm) has been related to the
implementation of the scheme (127). The Yah-Scheme is related to (137) where
the implementation is done using a personal computer with bi-cores Intel Core i5
CPU running at 2.40 GHz, 512KB L2 cache, and 4GB of RAM. The fourth line
is devoted to the Than-Scheme (138) where the implementation of the proposed
framework has been done in a private cloud using Eucalyptus running on a 2.50
GHz Intel Core 15-3120 M Processor and 16 GB RAM.

We have implemented the work of (127) with the aim to be able to make a compar-
ison. Concerning the keygen time, the results were close due to the reconciliation
of the variables, i.e., size and number. The reason behind the difference is that
their scheme has an additional computation raised by g = ao”. In fact, there
are three operations, Enc, Dec, and SumPrd, which perform the addition and
multiplication at the same time. As to Enc, the obtained results say that our
HE time is better than the HE computation time of (127) for all tests. This is
logical because we only have seven binary operations (4 in the first part + 3 in
the second) between them and there is only one power operation. On the other
hand, for the encryption of (127), which is made up of three parts, they have nine
binary operations (3 + 3 + 3) with three power operations.

Decryption is also an essential operation often done by the client, who quite often
has only low computational resources. The total time of the MNF-G decryption
(cy and ¢y ) is almost equal to the decryption time of the second part of (127). The
main difference between MNF-G and (127) lies in the decryption of the third part
(cg = p™*™2) of (127) which needs the use of discrete logarithm to recover the
addition result. We have implemented three algorithms to decrypt ™ which are
Pohling Hellman, Pollard rho, and Baby-step giant step, but none of them could
get the result within a reasonable time compared with MNF-G. In terms of size,
MNEF-G uses two values that represent ciphertext (of order 2 x n) and average pk
size of 2 x n, while (127) uses three values (of order 3 x n) and average pk size of
2 X n.

In (139), J.S.Coron et al. have used a single-core desktop computer with an Intel
Core2 Duo E8500 CPU at 3.12 GHz. When they implemented their scheme using
the secret key length n = 2176 bits which in MNF-G uses p ~ 700 digits ~ 2300
bits, the consumed Enc processing time equals 10 s (vs. 13.7 ms in MNF-G) and
the consumed Dec processing time equals 0.02 s (vs. 19.4 ms in MNF-G) with a
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pk size of 89 MB (vs. 7.5 KB in MNF-G). Table 4.3 shows the efficiency of MNF-
G compared with other schemes. This efficiency has been achieved by reducing
complexity and avoiding the use of additional operations such as bootstrapping,
relinearization, flattening, etc. Figure 4.4 represents the experimental results of
schemes MNF-G, TFHE-DDA, Yah-scheme, and Than-scheme where time=60 ex-
presses time >> 1 hour. In (45), we focused on studying the results of the number
of addition and multiplication operations for this technique, but we mentioned a
simple overview of the results related to the speed of execution. Table 4.4 shows
these results which have been defined under Python using a HP Laptop with the
following specifications: Processor Intel(R) Core(TM) i3-3110M CPU @ 2.40 GHz,
2 Core(s), 4 Logical Processor(s), 4 Go RAM. Using a private key with 128 bits,
a secret key with 1160 bits, and a message with 40 bits. The authors of (140)

Scheme Enc Dec
ours 0.00014 s | 0.0239 s
(140) 0.899 s 0.785 s
(139) 0.05 s 0.01 s
(141) 0.255s | 0.493 s

Table 4.4: Processing time

performed their experiments on an Intel Xeon W3565 CPU for scheme (142) of
a private key with 128 bits, where in (139) a single-core desktop computer with
an Intel Core2 Duo E8500 CPU at 3.12 GHz with a secret key length n = 1088
bits and toy parameters have been used, as in (141). The proposed scheme was
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implemented in C using the GNU multi-precision library (GMP)on a 3 GHz pro-
cessor with 4 GB RAM with the polynomial length d(z) = 128 bits and 5 bits of
message length.

For an encryption operation, we have ¢ = mg x k° +my x k' + ... mgy_1 x k%!
, according to Equation 2, ¢ < 10 x k%! with &k > 9 = p > 10 x 997! where d
is the number of digits of m, with t — 1 addition operations, C' = 22:1 c; =k >
94+94+ - +9)=k>9xt,p>>" 10x k% =p>10xt x (9 x ).
Concerning multiplication, C' = HZ:1 g = k > Zf;i(d ¥ (Hz-:1 m;)), with
Maz(m;)) = 9 = k > (t—1) xdx9 ,p > [[L;10 x k% = p > 10! x
((t—1) x d x 941 where d = length(m) and (t — 1) = number of operations.
The Table 4.5 (length in digit) shows some results for practical examples:

m | k | p | # of operations
2 | 24 | 566 23
5 |14 | 646 12
10 | 10 | 691 8

Table 4.5: Number of multiplication operations

4.7 Conclusion

In the literature, the nature of cloud security has led researchers to cope with the
homomorphic issue. Many proposed homomorphic schemes emit a highly random-
ized noise during homomorphic operations, due to uncontrolled noise generation.
In fact, few proposed schemes are practical to be executed on ciphertexts. Con-
sidering cloud security challenges, we have presented in this chapter lightweight
and efficient encryption schemes.

MNF-G and DFE-PR introduce a new term into asymmetric cryptography where
fragmentation offers linear encryption for allowing to perform a practical homo-
morphy over integers, this encryption is adapted to the characteristics of cloud
computing. We showed the cryptanalyses and saw the results of the implemen-
tation of the proposed schemes which show their feasibility and their efficiency
compared to other schemes.
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Chapter 5

General Conclusion

In this work, we have addressed the problematic of the security challenges imposed
by the widespread use of Internet of Things networks in our daily lives. The rapid
growth in communication technology, embedded systems, and interconnectivity
among smart devices has made it possible to build Internet of Things networks as
we know them today. By relying on a group of sensors and small smart devices
at low cost, it has become possible to change the environment around us into a
smart environment known today as smart cities and smart homes.The expansion
of the communication area of IoT devices and the collection and processing of a
huge amount of exchanged information, with the restricted storage and processing
capabilities of an IoT object, have led to the emergence of many problems in terms
of security, privacy, and confidentiality of information transmission.

To address these problems, we first started by giving an overview of distributed
systems and cloud computing, their architecture and utility, and how the archi-
tecture of the Internet of Things is related to a distributed architecture. We
also discussed the security concerns in these distributed environments and how to
enforce security measures to keep this environment secure.

The second chapter discussed the Internet of Things environment and how to
secure it, where we began by providing a comprehensive view of the Internet of
Things architecture and its components due to the growth of technology in the
field of communications and the interconnectivity of smart devices. This section
shows that the limited capabilities in storage and processing of an IoT object by
the available resources are often very constrained due to size, energy, power, and
computational capability limitations. We detailed that the primary research chal-
lenge is to ensure that we get the correct data at the expected level of accuracy.
We explain that along with data collection and processing, there are also challenges
in connectivity and data communication. We have presented the encryption tech-
niques and approaches for data protection and how they can be adopted to secure
the IoT environment.

74



Our contribution is the subject of the third chapter. we have proposed the Flexen-
Tech encryption technique to cope with the device limitation challenge to render
these devices more applicable in terms of security requirements. The mechanism
of the proposed technique reduces the computation time incurred by data trans-
mission, because we have minimized the number of rounds used to cipher the
information and introduced many improvements to minimize computation

The fourth chapter presented our collaborative work contributions to encryption.
They emphasize the problem of the confidentiality of data stored in the Cloud.
We have proposed two homomorphic encryption techniques. The objective is to
make cloud computing entities in an [oT environment independent by allowing
them to perform different operations on encrypted data. Because these methods
are based on linear and modular expressions, they are easy to use. We have proven
their homomorphic characteristics mathematically. The security analysis of these
schemes shows that they are feasible and extremely efficient in execution time
compared to other schemes.

In conclusion, we can say that to address the problems posed in the field of in-
formation security in general and in the field of distributed systems in particular,
we presented a study of the various technologies and concepts in this field. In this
thesis, we have offered solutions to manage and control data traffic, secure the
Internet of Things environment, and achieve privacy for network users. We have
attempted to adopt current distributed systems techniques and cloud computing
solutions to apply them to the Internet of Things environment while consider-
ing device limitations, resource limitations, and computational power limitations.
The results provided were promising, and they can be used to build new tech-
niques that increase the reliability of these components and ensure the security
and integrity of IoT networks.
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