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Abstract

The Internet of Things (IoT) is one of the most discussed and tackled topics in the field of computer
science research. Some of the researchers are also looking to the future of the world with this
technology. Due to significant research and development that has taken place on the Internet of
Things, various vulnerabilities have been observed that loT should be kept as a technology subject.

As a result, many attacks against the [oT were invented before its commercial implementation.

In this thesis project, we seek to study in-depth the existing security techniques. Indeed, traditional
security mechanisms such as firewalls, intrusion detection, and prevention systems are deployed at
the Internet level are used to protect the network from external attacks. Such mechanisms must be
adapted to secure the Internet of the new generation. Many security techniques have been proposed
in the literature, where an in-depth analysis must be initiated to adapt some of them in the context of
the IoT. As soon as the objects can include simple sensors, medical devices, cars, planes, and even
nuclear reactors and other objects which can pose risks to human life, the solutions proposed must

respond in particular to the restrictions and constraints posed by this type of network.
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Approach

Till nowadays, manufacturers are implementing and marketing IoT devices successfully without
taking into consideration any kind of security precautions as a priority (e.g. fewer updates, default
passwords, etc.). Besides, the enlargement of consumers’ surface has created concerns about data
privacy within society which is transferred through the IoT ecosystem (sensing layer, Network

Layer, Data processing Layer, and Application layer).

IoT security is the technology area that is concerned with safeguarding connected devices and
networks on the internet of things. While dealing with IoT devices, researchers mostly encounter
challenges such as the Objects propagation, interoperability and limitations of [oT devices, and
the development of cyber-attacks. Although few existing approaches (like Gurucul with machine
learning techniques, PubNub Global Data Stream Network using publish/subscribe paradigm,
Multi-Pronged Data Analysis, etc.) support security function integration, they are not fully
adapted to the development of loT data managers and communication protocols (Authentication,

Integrity, availability problems).

For that, this work aims at developing another approach that serves at securing the collected data

and its transmission starting from the sensing phase that is more trustful and adaptive.

Obstacles encountered
The Adaption of existing data and communication security techniques in the IoT ecosystem reveals
several obstacles such as:
- Objects are small, variant, heterogeneous, and connected in different environments.
- IoT devices are exposed to environmental influences (availability problems).
- Objects have poor calculation and memory and seen as constrained resources
(microcontrollers) limited for crypto and authentication solutions.
- IoT devices are Autonomous and hard to be controlled.
- The surface of Cyber-attacks, hardware or software, has real-world consequences (e.g. a
connected object controls a car, an alarm, connected system, etc.).
- The complexity of the security protocols and the software loaded in the IoT ecosystem.
- Development of a new generation of data storage and analysis (e.g. blockchain).

- Few special open source security tools for [oT are available.
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