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Abstract

The secure management of autonomous cloud entities in a
distributed system

With the advances in technology and the abundance of information, cloud com-
puting services have become indispensable because they enable the backup and
availability of data, which implies access anytime and from anywhere. The col-
lective use of cloud data poses an important issue in the security field, mainly in
encryption to exchange or store data. Nowadays, cloud computing offers a suitable
platform for users to exploit data. Nevertheless, the cloud can be an untrusted
party exposing the decrypted data to misuse. Cryptography helps solve many
computing problems, including securing the communication of cloud entities. For
this reason, researchers are constantly working to find solutions to various chal-
lenges to preserve data and systems. Homomorphic encryption is an aspect of
autonomy that enables secure use of the cloud. This work proposes powerful and
efficient solutions represented by homomorphic encryption techniques.

In addition, homomorphic encryption cannot answer other questions for cloud en-
tities. Cloud computing suffers from other issues such as lack of transparency,
trust, and centralization of control. Blockchain has powerful features like de-
centralization that allow it to add enhancements to cloud computing, including
autonomy, security, reliability, and transparency. Therefore, we propose a few
consensus algorithms which are the hearts of the secure blockchain.

Keywords: Security, Cryptography, Homomorphic, Blockchain, Cloud.
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Résumé

La gestion sécurisée d’entités cloud autonomes
dans un système distribué

Avec les progrès de la technologie et l’abondance d’informations, les services de
cloud computing sont devenus indispensables parce qu’ils permettent la sauvegarde
et la disponibilité des données, ce qui implique un accès à tout moment et de
n’importe où. L’utilisation collective des données cloud pose une issue importante
dans le domaine de la sécurité, principalement dans le domaine du chiffrement
pour échanger ou stocker des données. De nos jours, le cloud computing offre une
plate-forme appropriée aux utilisateurs pour exploiter les données. Néanmoins, le
cloud peut être une partie non fiable qui peut exposer les données décryptées à des
abus. La cryptographie aide à résoudre de nombreux problèmes informatiques, y
compris la securisation de communication des entités cloud. Pour cette raison, les
chercheurs travaillent constamment à trouver des solutions à divers défis afin de
préserver les données et les systèmes. Le chiffrement homomorphe est un aspect
de l’autonomie qui permet une utilisation sûre du cloud. Ce travail propose des
solutions puissantes et efficaces représentées par des techniques de chiffrement
homomorphe.

En plus, d’autres questions pour les entités cloud ne peuvent pas être répondus
par le chiffrement homomorphe. Le cloud computing souffre d’autres problèmes
tels que le manque de transparence et de confiance ainsi que la centralisation du
contrôle. La blockchain possède des fonctionnalités puissantes comme la décentral-
isation qui lui permettent d’ajouter des amélorations au cloud computing, notam-
ment l’autonomie, la sécurité, la fiabilité et la transparence. Par conséquent, nous
proposons quelques algorithmes de consensus qui sont les cœurs de la blockchain
sécurisée.

Mots clés: Sécurité, Cryptographie, Homomorphe, Blockchain, Cloud.
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 ملخص

 موزع نظام في المستقلة السحابية للكيانات الآمنة الإدارة

لنسخ ا تتيح لأنها عنها غنى لا السحابية الحوسبة خدمات أصبحتالمعلومات،  كثرةمع تقدم التكنولوجيا و

 بياناتلل الجماعي الاستخدام طرحالاحتياطي للبيانات وتوافرها، مما يعني الوصول في أي وقت ومن أي مكان. 

 الحاضر، لوقتا في. تخزينها أو البيانات لتبادل التشفير مجال في سيما لا الأمن، مجال في مهمة قضية السحابية

 طرفاً لسحابةا تكون أن يمكن ذلك، ومع. البيانات لاستغلال للمستخدمين مناسبة منصة السحابية الحوسبة توفر

 من العديد حل يف التشفير يساعد. الاستخدام لسوء تشفيرها فك تم التي البيانات يعرض أن يمكن به موثوق غير

 لإيجاد ستمراربا الباحثون يعمل السبب، لهذا. السحابية الكيانات اتصالات تأمين ذلك في بما الحوسبة، مشكلات

 جوانب من جانب هو الشكل متماثل التشفير. والأنظمة البيانات على الحفاظ أجل من التحديات لمختلف حلول

 التشفير تقنيات في تتمثل وفعالة قوية حلولاً  العمل هذا يقترح. للسحابة الآمن الاستخدام تتيح التي الاستقلالية

 .المتماثل

 فيرالتش طريق عن السحابية بالكيانات الخاصة الأخرى الأسئلة على الإجابة يمكن لا ذلك، إلى بالإضافة

 مركزية إلى بالإضافة والثقة الشفافية إلى الافتقار مثل أخرى مشكلات من السحابية الحوسبة تعاني. المتماثل

 السحابية، لحوسبةا إلى تحسينات بإضافة لها تسمح التي اللامركزية مثل قوية بميزات البلوكشاين تتميز. التحكم

 قلب هي يالت الإجماع خوارزميات بعض نقترح لذلك،. والشفافية والموثوقية والأمان الاستقلالية ذلك في بما

 .الآمن البلوكشاين

 ، السحابة.البلوكشاين: الأمان، التشفير، التماثل، الكلمات المفتاحية
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Introduction

The Internet revolution and the increasingly massive creation of data in digital
form facilitate communications and exchanges and therefore weaken the infor-
mation stored. Indeed, public networks including distributed systems and cloud
computing create security breaches also in terms of privacy and it is more man-
ageable for an attacker to access data. Similarly, the replacement of human beings
by machines and programs makes relations much more anonymous even though
access to this information requires strong authentication methods.

In addition, the dematerialization and creation of other means of legal proof such
as digital signatures instead of handwritten ones, all contributed to the increase in
these security breaches. Thus, the digital revolution in the world of communication
and information has opened many areas of security investigation as our daily lives
have been invaded by smart cards, banking transactions, internet, mobile phone,
etc.

There are many techniques to combat attacks targeting information in general
and personal life in particular. These techniques are distributed on different levels
such as networks, applications, storage devices, etc. However, one of the most
important means of protection remains to keep this data with its original owner.
The great development of technology such as IoT, cloud, speed of the internet,
and the opening of the world to some of it led to the production of a huge amount
of data, which led to the need to store data in a place other than the place of its
production, we mean usually the Cloud.

When this data is personal or sensitive, the cloud cannot be trusted and the client
can not store data in a readable way (in clair), so the client will have to encrypt it.
On the other hand, the client not only uses storage service but may ask the cloud
to perform operations on this encrypted data such as addition and multiplication.
It is obvious to know that not any encryption method will allow these operations
to be performed, meaning that the cloud entities will ask the client to decrypt the
data before performing the operation, and this is exactly what happens with the
classic encryption methods. That is, the cloud entities are not autonomous, and
therefore privacy cannot be preserved.

In this work, we want to add autonomy to the cloud entities and make them
process the encrypted data without the need to decrypt it by its original owner,
which is called homomorphic encryption.
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On the other hand, distributed systems may suffer, whether at the level of IoT or at
the level of cloud entities, from some security problems that homomorphic cannot
solve, such as domination, when these systems depend on the current leading
technology in collecting and storing data, which is the blockchain. Therefore, we
have developed consensus algorithms that are more robust against these attacks,
knowing that consensus algorithms are the heart of the blockchain that relies on
for collecting data.

Distributed systems

Perhaps the most important thing in our time is the information that has become
in many forms, with its increasing size and because of the development of many
technologies (LANs, WANs, Nano computers, etc.) it has become easy and neces-
sary at the same time to create a computing system consisting of many elements
connected to the network. These elements are usually geographically dispersed,
which makes us say that they constitute a distributed system.

Many definitions of distributed systems have been presented in the literature. A
distributed system is a set of autonomous units that appears to users as a single
system [1]. This definition gives two characteristic features of distributed sys-
tems. The first is independence, that a distributed system is a set of units that
can each operate independently of the other. The computing unit will generally
be called the node (computers, physical servers, virtual machines, containers, soft-
ware processes, etc.). A second element is that users (whether human, machine,
application, etc) think they are dealing with a single system. So, the autonomous
nodes have to collaborate (synchronization, concurrency, etc.) without consider-
ing any assumptions about the type of nodes and also no assumptions about how
the nodes are interconnected.

The size of a distributed system (the number of nodes) can differ from a handful of
elements to millions of elements. The interconnection way in the network can be
wireless, wired, or a combination of these two types. Additionally, a distributed
system is often very dynamic, if elements can join and leave at any time, with the
network topology and underlying performance changing almost continuously.

Examples of distributed systems: Networks (local area networks), Telecommu-
nication networks (Telephone networks, VOIP, etc.), Distributed Real-time Sys-
tems (such as manufacturing plants use automation control systems, airlines use
flight control systems, logistics and e-commerce companies use real-time track-
ing systems, etc.), Parallel Processing (such as processors, cloud services, etc.),

2



Distributed Database Systems (that is located over multiple servers and/or phys-
ical locations), Distributed artificial intelligence (parallel processing to learn and
process extensive data sets using multi-agents).

Cloud computing

Historically, distributed computing has been expensive, complex to process, and
challenging to manage. After the appearance of cloud computing which offers ex-
tended functionalities, distributed computing has become more flexible and more
affordable for users (customers). There was no specific date when we could say
that cloud computing appeared [2]. Towards the end of the 90s, the concept of
SaaS (software as a service) took on great importance with the appearance of
grid computing [3] and the evolution of virtualization technology which was in the
works of ’IBM [4].

The concept of cloud computing has its origins in the field of computing in 2006
[5] with the creation of Amazon EC2 (Elastic Compute Cloud). Then, in 2009, it
was the time of the explosion of the cloud with the arrival of large companies such
as IBM Smart Business Service (from IBM), Google App Engine (from Google),
Microsoft Azure (from Microsoft), Sun Cloud (from Sun) and Ubuntu Enterprise
Cloud (from Canonical Ltd). Currently, the notion of cloud computing has become
well known in computer science. It is very common to hear about cloud drives,
cloud databases, cloud servers, cloud security, etc. So, cloud computing is one of
the most critical environments in the IT industry. There are several definitions
for this concept, according to Microsoft Azure [6], ”The cloud is the provision
of computing services, including servers, storage, analytic, security, networking,
software, and intelligence, etc. to deliver flexible resources, faster innovation, and
economies of scale”.

To meet various business needs, there are basic requirements of a cloud environ-
ment such as adaptability, extensibility, scalability, and manageability. It is found
that the biggest change that cloud computing has to offer to compute systems and
distributed systems is to move the data center offsite (i.e., to a third party) and
to purchase services instead of dealing directly with applications onsite. Through
the use of the cloud, companies can reduce operational costs and treatment time.
Therefore, companies will focus on their main business instead of worrying about
different IT issues. Thanks to the cloud, applications and documents are allowed
to access from anywhere in the world using the Internet.

3



Cloud security

data persistence

authorization

Figure 1: Aspects of security in a cloud environment

Security

When talking about information, we must not neglect an essential aspect, which is
the security of data (including Privacy and Trust). Security can be defined by its
objectives (within a distributed system), which consist of ensuring the confidential-
ity, availability, and integrity of data communicated or held in the participating
systems. Second, Controlling access to services or their components. Third, there
is a separation of data and processes at the virtual cloud level, to ensure no data
leakage between applications. The security, in general, is related to three aspects,
confidentiality, integrity, and availability. These aspects apply to the three major
categories of assets that must be protected, data, software, and hardware resources
(Figure 1).

1. Confidentiality

• Resources are shared: Several aspects are shared, memory, programs,
etc. So we are talking about multitasking, which can present a certain
number of threats.

• Reusability of objects: Reusable objects can create a severe vulnerabil-
ity in data extraction.

• Data remanence: The remanence of data can lead to inadvertent dis-
closure of personal data; an attacker can reclaim a large amount of disk
space and then recover sensitive data.
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• Account protection against theft (usurpation): Without strong authen-
tication, an unauthorized access to users’ accounts can be done.

• The confidentiality of software that processes personal data: Applica-
tions offered by the organization that owns the infrastructure must be
certified.

• Legal challenges: Data storage in multiple locations creates privacy
issues.

2. Integrity:
Integrity means that data, software, and hardware can only be modified by
authorized parties and in an authorized manner.

3. Availability:
To achieve availability, the system must continue to work even in the event
of a security breaking.

In a distributed environment, certain security problems are solved via a trusted
third party which is an entity facilitating secure dealings of several users who
trust it (end-to-end security services). This entity relies on PKI (Public Key
Infrastructure). PKI offers technically sound and legally acceptable means to
implement the following points:

• Authentication: identification of parties involved in transactions.

• Authorization: roles and authorization rights.

• Data confidentiality: ensuring authorized access.

• Data integrity: avoiding unauthorized modifications.

• Non-repudiation: it guarantees that no user can deny its presence in a deal.

Autonomous environment

Among the thing that can ensure security is autonomy. An autonomous system is
capable of achieving a set of objectives in a changing environment, by observing,
acquiring then reacting (according to rules) for an extended period of time without
human control or intervention. Common examples include driverless cars, mobile
agents, and autonomous mobile robots.

An autonomy system is able to do the following actions:
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• Observe the environment and keep track of the current status.

• Perceive and understand different data sources.

• Decide the following action to do and develop a plan.

• Acting only when it can do so safely, avoiding unsafe situations.

• Doing tasks without the need for human intervention.

In cloud computing, there is another concept of the meaning of autonomy. The
intent is to perform operations on data without the need for human intervention.
That is, without the need to use it to decrypt it by its owner.

Principal contributions

After talking about all this, the factor that presents itself here is security. The
question that comes to mind is: Does the cloud achieve security for its users? The
answer to this question is what we will achieve in this research, first by securing
the management of autonomous cloud entities. This is realized by homomorphic
encryption to perform arithmetic operations on the data stored in the cloud. Sec-
ondly, by giving algorithms that guarantee the collection and preservation of data
in a secure manner. Therefore, we have the following contributions:

1. We propose a fully homomorphic encryption technique by using twin key
and magic number fragmentation. To ensure the homomorphic addition
and multiplicative properties.

2. We propose an asymmetric homomorphic encryption technique that is based
on distributing a number’s digits to key in such a way that Additive Homo-
morphic Encryption is performed.

3. A consensus algorithm that ensures data reliability and integrity in untrusted
environments. We improve the Proof of Work (PoW) consensus algorithm
by introducing many proof rounds reinforcing security against attacks.

4. Other improvement in consensus algorithms consist of proposing Delegated
Proof of Work (DPoW) reinforcing security against the 51% attack.
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Structure of the manuscript

The following Chapter is dedicated to preliminaries when we will show math
tools, cryptography, cryptosystems, key exchange protocols, cloud computing, and
blockchain. In Chapter 2, we will talk about the homomorphic encryption for cloud
computing environment providing the proposed techniques, performance, security
analysis, and Implementation. In Chapter 3, we will discuss blockchain for secu-
rity concerns including proposed protocols, efficiencies, cryptanalytic attacks, and
experimental results. Finally, we conclude with a conclusion.
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Chapter 1

Preliminaries

1.1 Introduction

We live in the age of the cloud, an ambiguous entity with the power to store and
process data, accessible from anywhere in the world via an internet connection.
The cloud materializes in a multitude of servers that are located somewhere on
the planet. The cloud is a very practical environment; all you need is a connection
device to access your calendar, photos, documents, contacts, emails, etc. Several
IT services are offered by different companies (cloud providers) and most of the
time their products are free. Of course, nothing is free even with the cloud. It
is true that our data seems protected by a password that only we have, but the
cloud service provider is the absolute final recipient of all the data.

Accessing this data gives the cloud an enormous amount of very valuable detail
about ourselves. This third party knows our tastes and needs, and it can resell all
this information. So we finally became the product to exploit. In this scenario,
it becomes essential to find practical solutions to ensure the protection of private
data, without at the same time losing the advantages brought by the cloud. This
thesis presented a set of security solutions at different levels; in this chapter, we
will see some concepts that pave the way for that, including encryption, cloud
computing, and blockchain.

1.2 Maths tools

This section makes a reminder of some mathematical tools that we need to talk
about security in general and more specifically encryption.
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1.2.1 Definitions and notations

Zp = Z/pZ = {0, 1, . . . , p− 1},
Key : it is the parameter involved and authorizing encryption and/or decryption
operations.
pk : the public key is a large numerical value that is used for encryption and
checking the legitimacy of a digital signature.
sk : in a symmetric cryptosystem, the secret key is used for encryption and decryp-
tion of data, in an asymmetric cryptosystem, the private key is used for decryption
data that were encrypted by the corresponding public key or to create signatures.
m : plain text,
c : cipher text,
P : the ring of plain text Zp,
C : the ring of cipher text Zn,
K : the ring of key,
Enc(m) : the encryption function, to convert a message into an unreadable for-
mat, a plain text m ∈ P is encrypted using the public key Encpk : P −→ C with
pk ∈ K,
Dec(c) : the decryption function, to return the original message; a cipher text is
decrypted using the secret key Decsk : C −→ P with sk ∈ K.
KeyGen: that returns a secret (or private) and public key, respectively sk and
pk,
mod : modular arithmetic for integers is an operation that considers the remain-
der. In which, numbers will wrap around upon reaching a given limit (this limit
is known as the modulus) to leave a remainder. Modular arithmetic is often used
in prime numbers. r = a mod b, a is the dividend, b is the divisor, and r is the
remainder.
logb : logarithm of base b,
sha256 : the hash function is a one-way mathematical function that uses inputs
of variable lengths and returns outputs of a fixed length. In this function, it must
be hard to guess the input value from its output. Moreover, it must be hard to
select an input that provides a pre-defined output.
× : multiplication operator,
+ : addition operator,
(a
b
) : is the quotient of a÷ b.∑t
i=1mi : denotes the sum, m1 +m2 + · · ·+mt.∏t
i=1mi : denotes the product, m1 ×m2 × · · · ×mt

Cryptology : it is a mathematical science with two branches: cryptography and
cryptanalysis.
Cryptography : the study of methods giving the possibility of sending data con-
fidentially on a given medium.
Prime number : a prime number p is a whole number realizes p ≥ 2, and the
only factors of p are 1 and itself.
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Figure 1.1: Homomorphic encryption

Cryptanalysis : opposed to cryptography, its purpose is to find the plain text
from ciphertexts by determining the flaws of the algorithms used.
Encryption : it consists of transforming data (text, number, etc.) in order to
make it incomprehensible to persons other than that who created the data and
the person to receive it.
Cryptosystem : it is defined as the set of possible keys (keyspace), possible plain,
and ciphertexts associated with a given algorithm.
Kerckhoff ′s principle : the security of the cipher should not depend on what
cannot be easily changed. “The security of an encryption system should only be
based on the secrecy of the key”.
Homomorph : homomorphism is a special correspondence between the elements
of two algebraic systems including two groups, rings, or fields. Two homomorphic
systems have the same basic structure, and, while their elements and operations
may appear entirely different, results on one system often apply as well to the
other system. Therefore, if a new system can be shown to be homomorphic to a
known system, certain known features of the first can be applied to the second,
thereby simplifying the analysis of the new system.

So, Homomorph is a function has a special algebraic property which is the transfor-
mation from a data-set M to another C with preserving a special correspondence
between each two elements from M and C respectively. Homomorphic encryption
enables any third party to perform computational operation on encrypted data
without decrypting them beforehand as shown in Figure 1.1 where θ denotes an
algebraic operation. So, Enc(m1 + m2) is easy to compute from Enc(m1) and
Enc(m2).

Anonymization : consists of modifying the content or structure of data in order to
make it very difficult or impossible to “re-identify” the persons (natural or legal)
or entities concerned.
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TTPTrustedThird − Party : is an entity that facilitates secure interactions be-
tween two parties who trust this third party. A trusted third party is a natural
or legal person authorized to carry out legal security operations of authentication,
transmission and storage. A responsible third party that all participants agree on
in advance to provide a service or function such as certification.

Substitution : is a classic encryption, it consists of replacing each letter with a
different letter, for example Caesar cipher (50 BC), Vigenera system (1586), and
Verman’s system (1917).

1.2.2 Problems related to factorization

Given an integer N , calculate non-trivial factors of N (different from 1 and N).
This problem is easy if N has a special form, for example even. Hard instances
of this problem seem to be numbers of the form: N = p × q where p and q are
two large prime numbers of equivalent size. We can therefore conjecture that
the function f(p, q) = p × q is one-way: i.e., it is easy to compute N = p × q,
given p and q, in time O(k2), but there does not exist a probabilistic algorithm in
polynomial time which, on a random input N of the form p× q, makes it possible
to calculate p and q in reasonable time on average for pairs (p, q) chosen at random
among the large prime numbers. Similarly, it is easy to generate p and q and test
their primality in O(k3 × log(k)) time. The problem underlying factorization is
the RSA problem. Given (N, e, y) where e, y ∈ Z and N = p× q, find x such that
y = xe mod N .

1.2.3 Problems related to the computation of the discrete
logarithm

Let g be a generator of order q of a subgroup G ⊂ Z. By Lagrange’s theorem, q is a
divisor of p1 because p is prime [18]. Given p, g, and y ∈ G, find x such that y = gx

mod p. The so-called discrete logarithm hypothesis is therefore that it is difficult
to compute x in a reasonable time if y is a random instance in Z. The numbers
p and g are not necessarily chosen at random. The prime number p is selected to
have certain properties that make it difficult to calculate the discrete logarithm.
For example, p must be chosen such that p − 1 has large prime divisors. The
problem underlying discrete logarithm is the Calculatory Diffie-Hellman problem.
Given g, gx ∈ G and gy ∈ G, calculate gx×y
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1.2.4 Problems used for the homomorph

There are several problems used for the homomorph [19], we will be interested in
the following:
Approximate Greatest Common Divisor problem: The security of modern crypto-
graphic primitives is generally based on mathematical problems considered chal-
lenging to solve. These problems are many, but the approximate common divisor
(ACD) problem is attractive because it is easy to manipulate and describe, it relies
only on simple operations on integers. Even the probability distributions used in
its definition are elementary since it only uses the uniform distribution (instead
of, for example, the discrete Gaussian distribution). Although simple, the ACD
problem (also known as the AGCD problem) has been widely used to construct
advanced primitives such as fully homomorphic encryption (FHE).

Let a secret integer p then samples several random integers qi’s and defines multi-
ples of p as: mi = p×qi. Now, given these mi’s, of course, it is easy to recover p: we
can simple compute the greatest common divisor, that is, p = gcd(m1,m2, . . .mt).
But what if we are given “approximate multiples” of p instead of exact multi-
ples, that is, if one adds small integers ri’s to the mi’s? Given values of the form
xi = p× qi + ri, how can we recover p?

1.3 Cryptography

Created thousands of years ago, cryptography is now ubiquitous to protect our
digital data, especially in distributed systems and cloud environment [20, 21].

1.3.1 Definitions

Cryptography word comes from the Greek word ”kruptos” which means to hide
and ”graphein” which refers to writing. It is literally the art of hiding writing and
generally hiding information, either in communication or in storage. Its initial
use is in the military field. Armies needed a secure way to exchange sensitive
information, such as plans, strategies, etc. After creating computers in the early
1940s and thanks above all to the advent of the Internet in the early 1990s, its
use has developed and diversified in almost all areas of public life [22]. Today, we
find cryptography in everyday objects such as bank cards and smartphones; also
during operations performed by computers such as connecting to a secure site,
accessing a database, paying for a product on an e-commerce site, etc.

Cryptography is present today to ensure specific objectives such as integrity, con-
fidentiality, authentication, and non-repudiation during all these sortings that we

14



carry out on data or on the Internet (distributed systems, cloud computing, etc.
) almost unconsciously. Cryptography is part of a much larger discipline called
cryptology which further contains cryptanalysis. The latter is a discipline that is
opposed to cryptography and consists in studying and analyzing the robustness
and the weakness of a cryptographic algorithm in order to exploit them and find,
for example, the information it protects.

1.3.2 Symmetric scheme

Symmetric encryption, also called secret key encryption when Alice and Bob use
the same key to both encrypt and decrypt operations [23, 24, 25, 26]. For exam-
ple, Rijndael (AES) [27, 28] presented a multi-turn block cipher with larger and
variable block and key sizes. Hill’s work [29, 30] uses modulo 26 to encrypt the 26
letters.

A symmetric encryption scheme [31] consists of a pair of algorithms: the encryp-
tion algorithm E and the decryption algorithm D. Given a message m and a key
k, its cipher is deduced as follows:

c = E(m; k) = Ek(m) (1.1)

To find the plain text from the ciphertext c, we use the key k and the decryption
process D as follows:

m = D(c; k) = Dk(c) (1.2)
where the only key used is the secret shared between the users. D is necessarily
deterministic, that is to say, that to a pair (c; k) it associates a single message m.
On the other hand, nothing imposes a priory on E to be so, and this will generally
not be the case i.e., it is possible that several values correspond to a pair (m; k)
supplied by E, in the case where E is randomized. In this case, it performs an
expansion on the size of the ciphertext.

The distribution of keys is one of the essential problems of symmetric cryptogra-
phy, if n people can communicate confidentially, then n(n− 1)/2 keys are needed.
On the other hand, the main disadvantage of symmetric key encryption is that
the user must have a secure private canal to transfer the encryption key to the re-
ceiver; thus, any key attack will destroy the whole communication. Whereas, with
asymmetric encryption, when an adversary discovers the private key of one party
only the data exchanged between these two entities will be revealed. Further-
more, symmetric key encryption is weak in digital signatures. Figure 1.2 shows
the scenarios and the consequences of using symmetric encryption.
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Figure 1.2: Overview of symmetric encryption

1.3.3 Asymmetric scheme

The public-key cryptosystem introduced by Diffie-Hellman [21] allows encryption
from the recipient’s public key. Only the latter, equipped with a private key asso-
ciated with his public key, can decrypt the message [32, 7, 12]. Public-key cryp-
tography is sometimes called ”asymmetric cryptography”, the term ”asymmetric”
comes from the difference between private key and public key and includes several
important areas such as public-key encryption, signing, exchange of key, etc. [33].
Asymmetric technique is based on the one-way functions i.e., it is simple to apply
this function to plaintext, but extremely difficult to find this plaintext from when
it was encrypted (transformed).

In the case of asymmetric encryption, each interlocutor has a pair of keys composed
of a public and a private key pk and sk respectively. As with physical keys, pk and
sk are linked as in a keyring. The two keys are closely linked using a mathematical
relation in each cryptosystem. The encrypted data using the public key can only
be decrypted using the corresponding private key. To ensure data protection and
the unimpeded operation of asymmetric encryption, it is necessary to remain sk
secret and is not known to anyone, not even other interlocutors.

The transmission of keys takes place during the first contact. At the same time,
the private key creates a digital signature and can thus be identified by other
users. In other words, asymmetric encryption allows users to access the public
key but can only decrypt messages with the private key. By this, we can ensure a
highly secure data exchange. A significant problem of asymmetric schemes is their
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slowness compared to symmetric cryptography which turns them up to nearly a
thousand times faster.

1.3.4 Use of cryptography

Cryptography has many uses, including encryption, entity authentication, data
integrity, data origin ensuring, non-repudiation, etc. The symmetric algorithms
are specially used for cipher block encryption, data integrity, confidentiality, and
authentication. Asymmetric algorithms are generally used for ensuring symmetric
key exchange and offering digital signatures. Certification authorities (such as a
trusted third-party) are based on Asymmetric cryptography for the establishment
of Public Key Infrastructures (PKI) in order to prevent impersonation attacks
[34].

For more details [35]:

• Secure transmission: The main goal of cryptography is to prevent an
uninvolved party from reading the data. Most information exchange systems
use a secret key scheme. This system uses a common key for encryption
and decryption between the interlocutors. Secret keys are exchanged, used,
and then destroyed periodically. Each user must secure the secret key from
unauthorized access because any third party who has the key can decrypt
the data. Therefore, the best way to secure data is to use a public key
cryptographic system.

• Secure storage: It refers to applying cryptographic schemes to data, both
in transit and in storage. Encryption in storage is vastly used by companies
that manage storage area networks (SANs). Data secrecy is ensured by
storing it in an encrypted form. At the start of a session, the user only
has to offer the key to the server for accessing the data and then performs
encryption and decryption throughout the use. Figure 1.3 shows the threats
of interception of information in transit or in storage.

• Integrity in transmission: Cryptography is also used to offer a way of
ensuring that data is not modified during transmission, i.e., data integrity
is preserved. For example, in an electronic funds transaction, it is very
sensitive that integrity is controlled. A bank can lose billions if an attacker
intercepts information. Cryptographic strategies are used to prevent the
accidental or intentional change of data during its transmission, which may
lead to faulty actions.

• Integrity in storage: Access control mechanisms ensured storage integrity
with keys, locks, and other safeguards to avoid unauthorized and suspicious
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access to stored data. The spread of computer viruses adjusted the scenarios,
and there was an urgent need for integrity against intentional attacks.

• Authentication of identity: Authentication verifies whether the user has
sufficient authority to manipulate or access data. Effective passwords are
used to identify someone. Cryptography works the same as the practice of
delivering passwords for identity authentication. Passwords are similar to
the cryptosystem key that encrypt and decrypt anything the password has
access to. The main factor here is the password selection method.

• Credentialing systems: Are proof of competence and capability attached
to an entity to demonstrate suitability for something. Advancement in the
field of implementing electronic credentials has been relatively slow, as the
bank checks credentials before agreeing on the loan. Electronic credentials
permit electronic validation of the credence of a claim.

• Digital signatures: It is a means by which a sent message can be authen-
ticated, i.e., proving that a message comes from a known sender, largely
like a signature on a paper document. To make the digital signature more
effective than a paper signature, it must be difficult to forge and accepted
by a court as binding on all transaction parties. The need for digital signa-
tures appears when the participating users in an exchange are not physically
close; additionally, if the volume of paperwork is high, i.e., deals between
large companies. Digital signatures can be made by using a hash function
and a public-key cryptosystem. The hash delivers a message digest which is
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a unique small illustration of the original message, where this function is a
one-way algorithm; so the message cannot be derived from the digest.

• Electronic money: It has replaced cash in financial transactions between
users for a long time. The system may use cryptography to maintain indi-
viduals’ assets in an electronic structure. Digital gold currency, electronic
funds transfer (EFT), virtual currency, and direct deposit are real models
of e-money. EFT electronically exchanges money between two user accounts
through computerized systems. This includes ATM withdrawals, online pay-
ments, debit card payments, direct deposits, wire transfers, etc. Another
application of e-money can be found in e-commerce, and companies such as
PayPal mediate the transfer. When a user withdraws money from the bank,
the main property of cash is anonymity.

• Threshold cryptosystem: Are developed to authorize use only if a num-
ber of users above a threshold approve said use. In practice, to decrypt a
message, a minimum number of users are required to collaborate between
them. If there is less than, decryption can not be achieved. Such mecha-
nisms spare users from acting alone and at the same time allow other users to
be absent without interrupting the operation. Most threshold cryptosystems
have keys that are divided into parts. The most ordinary method of splitting
a key is to form the key as the solution of an equation of N variables.

• Secure multi-party computation: It consists of a set of parties with
secret inputs who wish to together compute a function of their data so that
keeping certain security properties (correctness, confidentiality, etc.). This
kind of computation provides solutions to many practical issues including
distributed voting, private auctions, shared signing, decryption functions,
and problems requiring private data retrieval. A famous example of secure
multiparty computing solves Yao’s millionaire problem when two millionaires
desire to know which of them is richer but without either showing their net
worth to the other.

1.3.5 Quantum cryptography

Also known as quantum encryption or quantum security. A provably secure key
agreement system has been suggested whose security is based on the Heisenberg
uncertainty principle of quantum physics. The security of so-called quantum cryp-
tography does not depend upon any complexity-theoretic hypotheses [36]. When
elementary quantum systems, such as polarized photons, are used to transmit
digital information, the uncertainty principle of quantum physics provides rise to
novel cryptographic phenomena, unachievable with standard communication me-
dia. For instance, there is a communication channel on which it is impossible to
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eavesdrop without a high probability of confusing the transmission in such a man-
ner as to be detected. This encryption method takes advantage of basic physics
laws, such as the observer effect, which says that it is impossible to identify the
particle’s location without changing that particle.

Such a channel offers one of the main benefits of public-key cryptosystems; it
allows the secure distribution of critical data between two users who initially do
not share any secret data, provided the users have access. For an ordinary channel
exposed to passive eavesdropping but not active tampering, both users can still
exchange a key securely if they initially share secret data [37]. Post-quantum
cryptography refers to algorithms that are believed to have protective capabilities
against an attack by a quantum computer.

1.3.6 Signature scheme

Let’s say user A sends a message to user B. At first, A hashes the message to
produce a digest D; H(m) = D, then encrypts D using the secret key to create
a personal signature S; Enc(D) = S. The message M is then encrypted using
the secret key K; Enc(M) = C. Upon receipt, B decrypts C and S using K;
Dec(C) = m, Dec(S) = d. He would then hash the obtained message m using the
same hashing algorithm (whose name was appended in the sent text) with which
M had previously been hashed. If the obtained digest H(m) and the decrypted
digest d are the same (H(m) = d), then the signature has been proved, and B
would be assured of the integrity of the message.

In asymmetric techniques, user A encrypts the message M using the public key
of user B, but the digest D should be encrypted using his private key. Upon
receipt, B decrypts C using his private key and decrypts S using the public key of
the sender A. Another characteristic of this mechanism is the non-repudiation of
digital signatures. Due to the private key being only accessible to the sender (user
A), he cannot deny having signed the message. Further, a digital signature can
be verified by anyone who has the sender’s public key in the case of asymmetric
encryption.

1.4 Cryptosystems

Although cryptography is effective in our systems, it contains certain limits, such
as the modification of data by third parties who store it. These third parties must
possess the client data in the clear before modifying it. This poses a problem of
data confidentiality and client privacy. Homomorphic encryption is a solution to
this problem. A homomorphic schema ensures data confidentiality, for such as a
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cloud computing service. In other words, one of the main advantages of homomor-
phic encryption is being able to delegate our calculations to cloud servers without
losing data confidentiality. There are four types of homomorphic cryptosystems.

1.4.1 Partially homomorphic cryptosystems

Partially Homomorphic Encryption (PHE) cryptosystem cover only one sort of
operation, multiplication or addition, with an unlimited number of times [38]. As
multiplicative schemes, we can find RSA [32] and El-Gamal [39] cryptosystems.
As an additive cryptosystems, we can find Naccache and Stern 1998 [40], Paillier
1999 [41], Galbraith 2002 [42] and Kawachi et al. 2007 [43].

Consider the following example of an additive system,

F (x) = 2× x

the client encrypts the values 5 and 6, he obtains c5 = 10 and c6 = 12, the results
are stored in the cloud,

if the client wants to calculate the sum of these two numbers (5 and 6), the cloud
does this calculation and returns the result to the client, r = c5 + c6 = 22,

the client just decrypts r to get the result of adding 5 and 6,

F−1(x) = x/2

so F−1(22) = 11 = 5 + 6

1.4.2 Leveled homomorphic cryptosystems

Leveled Homomorphic Encryption (LHE) schemes support both addition and mul-
tiplication with a limited number of times. Indeed, LHE supports finite operations
over ciphertexts mainly from the perspective of circuit depth. The circuit depth
will be predetermined in the setup algorithm [44, 45, 46].

In other words, if a system, for example, does only one addition operation on the
ciphertexts, then the decryption of the result of the second addition operation will
give an invalid result.

Consider the encryption function F of which: F (x) = x1; so the cloud can only
do r = x1 + y1 and the client gets F−1(r) = x+ y.

but with r = (x1 + y1) + z1, F−1(r) 6= x+ y + z
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1.4.3 Somewhat homomorphic cryptosystems

Many references consider LHE and Somewhat Homomorphic Encryption SHE to
be the same thing, they call this type the same name. But in this manuscript, we
want to do more detail since there are two parts to this type of encryption.

Like LHE, SHE covers both addition and multiplication operations but not to-
gether. This means that in LHE we can perform the addition operation for two
ciphertexts and then multiply the result by another ciphertext. On the contrary,
a SHE scheme allows us to do several additions or several multiplications without
merging them [47, 48, 49].

1.4.4 Fully homomorphic cryptosystems

Fully Homomorphic Encryption (FHE) allows operations (both addition and mul-
tiplication) on ciphertexts with an unlimited number of times. FHE performs an
absolute combination of operations with arbitrary functions, which gives a great
advantage and strength to this type of encryption [50, 51, 52, 53, 54].

1.5 Key exchange protocols

A key exchange protocol (KEP) is a way that allows many users to agree on a
cryptographic key. As shown in Figure 1.4, where f denotes the function that com-
putes the output; noting that is not necessarily fi equals fi+1. After n iterations,
the system provides the encryption key. The first key exchange protocol appeared
thanks to asymmetric cryptography in the 1970s. KEP provides a secure use even
with an insecure channel of communication, where a trusted third party is not
used. Before the advent of public-key cryptography (asymmetric cryptography),
there were no efficient mathematical methods for being able to exchange keys; The
reliance entirely on operational security was that the key had to be passed over a
truly secure channel; In other words, the user must rely on the physical transfer
of diplomatic bags containing the keys.

The first key exchange technology was introduced at [55]. The idea was to develop
a set of problems (puzzles) that require a certain effort to find the appropriate
solution, and two secrets are revealed once they are solved. The user randomly
chooses one of these puzzles and solves it in order to obtain a key. After that,
the first secret is transmitted to the puzzle owner and notified of any puzzle that
has been solved, where the second secret is the key. The attacker who listened
to the conversation cannot know in advance which puzzle was chosen. To find
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the key chosen by both users, the attacker has to solve all the puzzles presented.
Therefore, the attacker solves the quadratic complexity problem. But creating
a set of puzzles each time is not a practical method at all. Also, the Oracle
stochastic model shows that the security of this technique is actually quadratic
in the number of puzzles. This level of complexity is not considered sufficient in
modern cryptography, so in [56] this technique shows that [55] technology cannot
be improved.

The Diffie-Hellman technique only gives security against a passive adversary, when
the adversary can overhear the conversation but cannot interrupt it. If the adver-
sary can intercept data, he can perform a man-in-the-middle attack. This enables
him to impersonate one of the interlocutors. So, he will create a key with each
user. Finally, he will be able to decipher the data sent by one to the other. In
2002, [57] demonstrated the use of Weil couplings on elliptical curves to create a
three-party key exchange. Using the Diffie-Hellman protocol requires the estab-
lishment of a safe channel between every two users. In [58], the authors proposed
a generalization of [57] to ensure key exchange between an arbitrary number of
users, employing a cryptographic multilinear application.

To ensure the security of the key exchange by exploiting the properties of physics,
quantum key exchange protocols have been proposed. More specifically, based on
the statistical properties of a flow of entangled particles linked to the non-cloning
theorem, it is easy to find an attacker who is observing a set of the bits. This can
be revealed by correcting the noise. Many of these protocols have been proposed
and implemented in distances covering a few hundred kilometers [59]. This kind of
exchange makes technological and operational challenges, these issues prevent its
use. In particular, a specific transmission channel must be installed between the
parties. For the BB84, B92 [60], and SARG04 [61] protocols, it must ensure the
transportation of low-energy photons with conserving their polarization regardless
of decoherence phenomena over the entire length of the channel.

1.6 Cloud computing

Cloud computing has transformed the information technology delivery system
from a product to a service. It has offered the availability of various applica-
tions, platforms, and infrastructure resources as scalable, on-demand services over
the Internet. However, the functionalities and performance of cloud computing
services are hampered due to their vulnerability and failures due to the domains
where they operate. It is possible to use the performance of cloud services to their
maximum potential only if cloud service providers effectively manage reliability,
availability, and privacy issues [62].
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Figure 1.4: General diagram of key exchange protocol

Cloud computing refers to accessing, manipulating, and operating resources (such
as software and hardware) at a remote location [63]. Buyya et al. [64] defined
Cloud computing in terms of distributed computing “A Cloud is a type of par-
allel and distributed system containing a set of interconnected and virtualized
computers that are dynamically provisioned and presented as one or more uni-
fied computing resources based on service-level agreements established through
negotiation between the service provider and consumers.”

According to the U.S. National Institute of Standards and Technology (NIST) def-
inition: “Cloud computing is a model for enabling convenient, on-demand network
access to a shared pool of configurable computing resources (for example, servers,
networks, storage, services, and applications) that can be quickly provisioned and
released with least management effort or service provider interaction“ [65].

Cloud computing offers various resources as services to on-demand clients. It
allows companies and clients to use applications and software without installing
them on physical machines and enables the use of required resources via the In-
ternet. It offers features such as high computing performance, pay-as-you-go, con-
nectivity, user interactivity, working reliability, ease of programming, efficiency,
scalability, easy management of a lot of data, and the elasticity to turn IT from a
product into a service [66, 67].
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1.6.1 Characteristics of cloud computing

By its nature, which depends on several things, it contains many characteristics
[68], including the following [2]:

• Free access on demand

• Service must be accessible via a network

• Shared resources

• Quick elasticity

• Metered service

• Pay-as-you-go

• Based Virtualization

• Based on SLA (Service Level Agreement)

• Simplicity, flexibility, reliability, and fault tolerance

• Effective security

1.6.2 Types of cloud services

The basic service models are:

• Software-as-a-Service (SaaS): In this type, software applications are of-
fered by cloud service providers in the form of services to end clients. An
application offered as a service to the user eliminates the need to install and
run the cloud application on the user’s local computer while avoiding te-
dious maintenance [69]. In this type, we can find web conferencing services,
messaging apps, social media platforms, etc. In this type, we can see the
following SaaS providers Amazon AWS, Google Compute Engine, Microsoft
Azure, IBM SmartCloud Enterprise, CloudStack, OpenStack, OpenNebula,
CloudForge, Citrix, Qstack, etc.

• Platform-as-a-Service (Paas): This type offers a platform to develop,
run, test and manipulate applications in the cloud [70]. A client can rent
an environment with a software stack and use it for custom application
development. In this type, we can find the following PaaS providers: Acquia
Cloud, Amazon AWS, App Agile, Apprenda, AppScale, Bluemix, Cloud 66,
Cloudways, etc.
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Figure 1.5: Assuring reside and compute by cloud

• Infrastructure-as-a-Service (IaaS): The IaaS type offers access to cer-
tain hardware resources, namely networks, physical machines, storage, servers,
virtual machines on the cloud, etc. [71]. The IaaS provider offers services
such as dynamic provisioning of virtual machines, installations, and on-
demand storage. In this type, we can find the following SaaS providers
Salesforce, Microsoft, Amazon Web Services, Slack, Zendesk, GitHub, Ora-
cle, Cisco, etc.

• Anything-as-a-Service (XaaS): XaaS is another type of service that can
be anything or everything as a service. The cloud environment can maintain
considerable resources to meet client requirements such as Security-as-a-
Service, Identity-as-a-Service, Database-as-a-Service, Communication-as-a-
Service, Blockchain-as-a-Service, Strategy-as-a-Service, etc. [72].

Among cloud services, we are interested in security issues in computing and storage
(Reside and Compute, Figure 1.5)

1.6.3 Cloud computing deployment models

The cloud deployment model is surely based on the motive and the environment
in which the cloud services are supposed to be operated. The choice of the de-
ployment model determines the cost incurred, the energy to be consumed by the
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resources as well as the other capital expenditure [73]. The most well-known de-
ployment models in cloud technology are public, private, community, and hybrid
cloud.

• Public Cloud: The public cloud allows large users to access the services of-
fered by the cloud provider. It offers flexibility, scalability, and geographical
independence with a generally low cost due to the use of [74] multitenancy.
Resources are dynamically provisioned at the request of clients from a re-
mote tier that offers resources using a multi-tenant approach.

• Private Cloud: The private cloud is used within a particular organization,
i.e., the resources and services offered by the cloud can be accessed or used
just within the organization. This type provides high security and privacy
at the application and data level [75].

• Community Cloud: This model is used simultaneously by various com-
panies or organizations and helps interact with particular communities or
companies that contain common implications (e.g., security necessities, mis-
sion, compliance considerations, etc.). This type may be operated, owned,
or managed by one or more organizations within the community [76].

• Hybrid Cloud: The hybrid cloud is an alliance of two types, public cloud,
and private cloud. In this model, critical events (for example, those requiring
security) are realized using private cloud services, and non-critical events are
realized using public cloud [77].

Public clouds are more suitable in scenarios where providers wish to offer collab-
oration services such as chat and video conferencing where there is insufficient
resource availability and IT infrastructure locally. On the other hand, if security
and privacy are very necessary, it should use a private deployment model. On
the other hand, it should use a hybrid deployment model for an organization that
already has a large IT infrastructure and is also expanding its capabilities.

1.6.4 Cloud computing security requirements

Cloud Computing security must also be guided to well-specified standards in order
to become an effective and secure technological solution [2].

• Confidentiality: the information is known only to the communicating enti-
ties.

• Integrity: the information has not been modified between its creation and
its processing.
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• Availability: the information is always accessible, neither blocked nor lost.

• Identification and authentication: ensure the legitimacy of the access request
made by an entity.

• Authorization: define the roles of each user.

• Trust: it describes whether an entity can be assumed to always behave ac-
cording to protocol within the given model. A most common use of ”trusted”
in cryptography is to state that what’s qualified as ”trusted”, by hypothesis,
behaves, works, and performs per a particular precise set of rules (which
depends on context), and will perform no less and no more. That’s the case
in a trusted third party and trusted server.

• Audit and compliance: a security audit is a systematic evaluation of the se-
curity of a company’s information system by measuring how well it conforms
to an established set of criteria.

• Non-repudiation: ensuring that the sender of data is provided with proof of
delivery and the recipient is provided with proof of the sender’s identity, so
neither can later deny having processed the data.

1.6.5 Security threats in cloud environment

The primary concern in cloud computing environments is to provide security
around tenancy and computation which thus provides clients with more comfort
and more confidence in the Cloud [78].

• Basic security: Web 2.0 is the main technology allowing the exploitation of
software as a service (eg SaaS). This technology relieves clients of software
maintenance and installation tasks. It has been widely used at all times
and everywhere. As the community of users using Web 2.0 continues to
grow rapidly, security and privacy have become more important than ever
in such an environment [79, 80, 81]. In this context, we can find the following
attacks: SQL injection attack, XSS attack, Man-in-the-middle attack, etc.

• Application level security: Application-level security refers to the use
of software and hardware resources whose purpose is to secure applications
so that attackers cannot have any access, control, or modification over the
applications. Application security threats include XSS attacks, cookie poi-
soning, hidden field manipulation, SQL injection attacks, denial of service
attacks, backdoor and debugging options, CAPTCHA breaking, etc. [82]
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Figure 1.6: Untrusted channel

• Physical security: Physical security is more important than any other
control to ensure cloud security. It threatens the premises or the building in
which the Cloud Datacenters are hosted, such as human actions and natural
hazards. Placing data centers in a disaster area is as dangerous as granting
privileged access to all users or third parties. For this, the physical security
of a room is a protection system that provides a multi-level or multi-layer
defense, each layer of which is equipped with automated general control.

• Data security: Data protection in the cloud environment is the same as
traditional data security, but due to the openness and multi-tenant charac-
teristics of the cloud environment, the security here contains some peculiar-
ities. The issue of data security and privacy is illustrated throughout the
data lifecycle [83, 84]. The data lifecycle concerns the whole process from
generation to destruction of data.

• Network level security: Networks or channels are divided into several
types such as shared and non-shared networks, public and private, small and
large networks, etc. Each of these types has to deal with a number of security
threats. To ensure network security, it is necessary to consider factors such
as network confidentiality and integrity, proper access control, and ensuring
security against third-party threats, etc. (Figure 1.6). Network-level attacks
include the following examples: DNS attacks, Sniffer attacks, IP address
hacking or reuse, Denial of Service (DoS) attacks and Distributed Denial of
Service (DDoS) attacks, etc.
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1.7 Blockchain

Blockchain is a new technology for storing and transmitting information evolving
without centralized control; it uses peer-to-peer networks and allows the constitu-
tion of replicated and distributed registers, these registers are secured thanks to
cryptography by the linking of blocks to each other.

1.7.1 Definition

Blockchain is a distributed database in a network of nodes; it consists of approved
transactions before they are recorded in a chain of computer code. Transaction
details are recorded on a public ledger that anyone on the network can see [85].

1.7.2 Uses

Blockchain can be used for many different applications [86] by providing different
services (Figure 1.7).

• Cryptocurrencies: Blockchain’s most well-known use (and maybe most
controversial) is in cryptocurrencies. Cryptocurrencies are digital currencies
(or tokens) like Bitcoin, Ethereum, Litecoin, etc. the coins can be used to
buy goods and services.

• Financial Contracts: The introduction of smart contracts in the blockchain
enables the automation of many financial contracts on the blockchain [87, 88,
89]. Smart contracts are simply programs (small applications) stored on the
blockchain that run when a set of predetermined conditions are met. They
are typically exploited to automate the execution of an agreement between
a set of participants. Finally, all participants can be immediately certain of
the result, of course without the intervention of an intermediary or loss of
time. The examples of smart contracts on a blockchain are numerous such
as loans, insurance, etc.

• Asset Tracking: Another important use case for blockchain is as an asset
tracking tool to verify proof of ownership as well as the provenance of a
particular asset [90, 91].

• Digital Identity: Just as blockchain can be used to track ownership and
provenance of goods, it can also be used to store the identity of people
[92, 93, 94]. If the passport is stored on a blockchain, the visas, the entry,
and departure from countries are recorded as blockchain transactions. This
means that they are immutable, community-verified, and decentralized.
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• Real estate: Using the blockchain mechanism to record real estate trans-
actions can provide a more secure, trusting, and accessible way to verify and
transfer ownership. This will reduce paperwork and speed up transactions
to save money.

• Voting: If personal identity information is stored on a blockchain, this also
allows us to vote using blockchain technology. Blockchain mining can ensure
that no one votes twice, that only eligible voters can vote, and of course,
that votes cannot be tampered with. Moreover, it can make voting easier by
making it as simple as pressing a few buttons on your smartphone app. At
the same time, it significantly decreases the cost of organizing an election.

• Government benefits: Another way to exploit digital identities stored
on a blockchain is to administer government benefits such as welfare pro-
grams, social security, and health insurance. The exploitation of blockchain
technology will reduce fraud and costs.

• Healthcare and medical information: Storing medical data on a blockchain
can allow doctors and healthcare professionals to track and obtain accurate
and up-to-date information about their clients (patients). This can ensure
that patients who see several doctors, for example, will receive the best care
possible. Also, it will speed up the medical data handling system, allow-
ing faster processing in some cases. And, if insurance data is stored on the
blockchain, doctors can easily check whether a patient is insured or not and
whether or not their treatment is covered.
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• Artist royalties and Non-fungible tokens: Using the blockchain to
track music and movie files streamed over the internet can ensure artists
get paid for their work. Since blockchain technology was developed to en-
sure that the same file does not exist in multiple places, it can help reduce
hacking.

• Logistics and supply chain tracking: Using blockchain to track items
as they move through a logistics or supply chain network will ensure several
benefits. First, it facilitates communication between partners because the
information is available on a public and secure register. Second, it provides
data security and integrity as the data on the blockchain cannot be altered.

• Secure Internet of Things networks: The Internet of Things (IoT)
facilitates and develops our lives, allowing malicious actors to access our
private lives or take control of critical systems. Blockchain technology will
ensure a high level of security by storing passwords and other information
on a decentralized network instead of a centralized server.

1.7.3 Characteristics

We are going to see four characteristics of the blockchain.

• Powerful: Blockchain provides us with many advantages, including secu-
rity, stability, transparency, distribution, anonymity, confidentiality, effi-
ciency, and traceability.
e have three kinds of blockchain, public, private, and hybrid. In the first
type (also called: open access or permission-less), each user that has a valid
pseudonym generally an (account address) can freely join the network and
performed any available network functionalities such as sending, receiving,
and validating transactions according to standard rules. Thus, each node
can participate in the processes of consensus, although a user’s voting power
is generally proportional to its control of network resources, such as wealth
token, computing power, and storage space [95].
The private kind (also called permissioned or authorized blockchain) works
in a restrictive setting, i.e., a closed environment. In this type of blockchain
under an entity’s management, only authorized users with a demonstrated
identity are allowed to promote basic functionalities such as data propaga-
tion and consensus participation [96].
A hybrid kind (also called consortium or federated blockchain) is an innova-
tive strategy for solving the requirements of communities that have a need
for private and public blockchain use. Some parts of associations are made
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public, and others stay private. The consensus mechanism in this type is
controlled by the predefined users. This kind is not open to the popular
groups, it still has a decentralized nature where there is not a single cen-
tralized identity that controls it. Thus, it presents all the functionalities of
a private blockchain such as transparency, efficiency, confidentiality, etc.

• Implementation Levels: In the part of system design, blockchain can have
four different implementation levels. These levels are protocols of data and
network, protocols of distributed consensus, the framework of autonomous
organization that uses smart contracts, and an interface (an application) [97].

• Components: To constitute a blockchain system, we have to introduce
five components: private and public keys, signed chains, a big community, a
protocol of peer-to-peer document distribution, and a consensus mechanism
(Figure 1.8). The most important is the consensus algorithm because it
is responsible to achieve a general accord to merge a new block into the
blockchain.

1.7.4 Attacks on a consensus protocol

The use of an improperly functioning consensus algorithm will inevitably make
the entire system unusable for reliable use and thus endanger all sensitive data.
The weak consensus approach used exposes the system to a number of notorious
attacks, including:
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• 51% attack: In a consensus mechanism, a group of miners working together
called a mining pool can achieve domination by controlling more than half of
the whole network computation (hash rate) [98]. The pool would be capable
to integrate its created blocks to the blockchain or construct a competing
independent fork (branch). This kind of attack permits the malicious pool
to perform a double-spending attack i.e., to spend twice its own funds and
reject transactions that it does not desire to be contained in the ledger.

• Sybil attack: One malicious user can perform a Sybil attack by creating an
enormous number of identities and then employing them to exert dispropor-
tionate power; then, cheat the system to damage its trust mechanism [99].

• DDoS attack: This kind of attack desires to disrupt the ordinary function-
ing of the network by attacking nodes by sending information or to reduce
the desired win outlook of another competing mining groupe [100].

1.8 Conclusion

The objective of this chapter was to provide an overview of some of the main
concepts introduced for the general purpose of this manuscript. We started with
the presentation of mathematical tools, definitions, and notations, some mathe-
matical problems related to the proposed solutions were also mentioned. Next,
we discussed encryption and scheme types in terms of symmetry. In the follow-
ing element, the four types of a cryptosystem have been defined. After that, we
talked about an important element in securing distributed systems, which is ”the
key exchange protocol”. Then, we showed how the cloud offers a wide choice
of on-demand and pay-as-you-go computing services to users according to their
needs. These services come in the form of software, platform, or infrastructure
and are deployed under four possible models, which are: the private cloud, the
public cloud, the community cloud, and the hybrid cloud. Thanks to the advan-
tages offered by the cloud, end users find this technology to be a good choice for
services.

Despite all these solutions produced by the cloud, there is still the problem of
security, more specifically privacy. This insufficiency inspires interest in our future
research through the introduction of homomorphic and blockchain technology. The
following chapters deal with the problem of security. In particular, computing on
encrypted data stored in the cloud.
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Chapter 2

Homomorphic encryption for
cloud computing environment

In order to achieve the sharing of encrypted data with a third party without
allowing him to access the content of this data, two techniques have been proposed.
A fully homomorphic encryption based on number fragmentation, published in
Expert systems journal. A partially homomorphic encryption based on separate
processing of digits, published in ICFNDS conf.

Therefore, this chapter consists of the articles: ”A Fully Homomorphic Encryp-
tion based on Magic Number Fragmentation and El-Gamal Encryption: Smart
Healthcare Use Case, Experts systems journal, 2021.” and ”A Homomorphic Digit
Fragmentation Encryption Scheme Based on the Polynomial Reconstruction Prob-
lem, ICFNDS ’20: The 4th International Conference on Future Networks and
Distributed Systems - St. Petersburg Russian Federation, November 2020.”.

2.1 Introduction

Effective encryption techniques ensure the security and integrity of sensitive data,
which in turn will make cloud entities operate autonomously and securely. In
information technology, the world has become forced to work in the cloud. While
the problem of maintaining confidentiality that appeared with the huge amount
of data poses a great challenge to researchers, as their concerns about the privacy
of digital data have increased, and it was necessary to focus on algorithms more
broadly in parallel with the growth of communication devices Network and the
significant increase in computing capabilities. However, exposure to various types
of attacks remains a possibility. The adversary aims to tamper, destroy or steal
sensitive data.
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To keep safe sensitive data against these adversaries, traditional encryption schemes
use a shared public key between the users involved in communication to encap-
sulate their exchanged data [36]. In several cryptosystems, the users, even clients
or providers of service, have the best rights over data due to the encryption keys,
mainly in favored cloud services, where the confidentiality of sensitive data is in
danger. Nowadays, privacy preservation has led scientists to get on with the chal-
lenges of homomorphic schemes; in which, a third party could use the encrypted
data without seeing its content.

Homomorphic Encryption (HE) is used to avoid these problems by enabling any
other third entity to perform computational operations on encrypted data without
the need to decrypt them in advance. The main idea of the HE based on the
question, ”Is there an encryption technique (Enc) whee Enc(m1 + m2) is facile
to compute using Enc(m1) and Enc(m2)?” Principally, the question needs to
explore if any algebraic homomorphic function can be designed. Abstract algebra
is structure-preserving for two other structures of the same kind (such as two rings,
two groups, two vector spaces, etc.) [101].

By taking advantage of these features, we aspire to increase the level of security in
the cloud by making it autonomous in the calculation, and that is by suggesting
new homomorphic encryption mechanisms.

2.2 Related works

The emergence of asymmetric schemes in 1978 led to the homomorphic cryptosys-
tem story, and the concept of HE was discussed for the first time in RSA [32]
by Rivest et al. The RSA cryptosystem take into account only multiplication
operations; wich called a Partial Homomorphic Encryption (PHE).

Dec(Enc(m1)× Enc(m2)) = m1 ×m2 (2.1)

GM’s technique [102] is another example of PHE. The authors proposed the first
encryption scheme that is considered a probabilistic public key, which performs
an additive operation that uses the following equation:

m1 +m2 = Dec(Enc(m1) + Enc(m2)) (2.2)

The robustness of the GM scheme is based on the hardness of the quadratic resid-
uosity problem (QRP). We call an integer α a quadratic residue modulo n if there
is a number r such that, r2 mod n = α. The QRP determines if a given number
d is quadratic modulo n or not. Let m = m1m2 . . .mi and c = c1c2 . . . ci, the GM
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cryptosystem is described as follows:

ci = Enc(mi) = (y2i × xmi) mod n, ∀mi ∈
{
0, 1

}
(2.3)

where yi is a quadratic nonresidue produced such that gcd(yi, n) = 1 and x is a
public quadratic nonresidue modulo n. To decrypt, the function returns 1 if (c
mod p) is a quadratic residue, 0 otherwise.

The authors of [41] proposed a partial homomorphic technique from (Z∗
n2 ,×) to

(Zn,+). It is an additive scheme. The generated data have immense size, the
unavailability of enough resources for storage and computation has led researchers
to look out for the Fully Homomorphic Encryption (FHE) problem.

The authors in [103] have proposed a scheme that allows unlimited addition op-
erations and only one multiplication which is called Somewhat HE. The authors
has presented a public key homomorphic technique which uses the encryption
ψ(a1, . . . , an) of the variables a1, . . . , an where a1, . . . , an ∈ {0, 1}. The presented
homomorphic technique is as follows:

c = Enc(m) = gm × hr mod n (2.4)

where, g, h and u are generators with (h = uq), r denotes a random number
∈
{
0, n− 1

}
, based on a secret key p, the decryption process is Dec(c) = logg′(c

′),
c′ = cp and g′ = gp. The robustness of BGN’s technique is based on the hardness
of the subgroup decision problem that consists of deciding if a given number is a
member of a subgroup Gp of a group G. The group G is concerned of a composite
order n = p× q, where p and q are two distinct primes.

Paper [104] has presented a threshold FHE technique (TFHE) using the learning
with errors (LWE) assumption. The authors constructed a universal thresholdizer
from the presented TFHE, which is used to treat the principal problem of single-
round threshold signatures from lattices. This threshold functionality can be in-
troduced into different systems, such as signature schemes, public-key encryption,
and pseudorandom functions.

Several SWHE techniques introduce noise that prevents using an arbitrary de-
gree of computing. In order to reduce the noise, different methods are used after
each computing process. Based on ideal lattices, Gentry [51] has performed a
bootstrapping. Bootstrapping allows an unlimited number of addition and multi-
plication homomorphic operations; this process is obtained from the minimization
of noises in each computing. In [53], Van Dijk et al. presented a fully homomorphic
encryption technique that is can be defined as follows:

c = Enc(m) = m+ 2× r + p× q (2.5)
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where r << p and m ∈
{
0, 1

}
, to recover the original message m : m = Dec(c) =

(c mod p) mod 2, and the technique robustness is based on the hardness of
AGCD problem (the Approximate-Greatest Common Divisor).

This technique is conceptually simpler than Gentry’s scheme. The encryption
technique presented uses multiplication and addition, it is applied to integers
instead of based on ideal networks on a polynomial ring. Despite this, the cost
involved in this simplicity leads to too large a public key size O (λ10). The authors
in [105] applied Brakerski’s FHE scheme which is based on the learning with
errors (LWE) problem for the ring-LWE (RLWE) parameter. Of course, there are
limits in the worst case that were produced such as the noise caused by several
homomorphic operations like bootstrapping, multiplication, relinearization. To
simplify bootstrapping, the authors used a module-switching trick.

The authors used a batching method to minimize noise. There are many FHE
schemes recently developed but none of these techniques demonstrate its practica-
bility due to the massive amount of produced noise which maximizes the compu-
tational complexity [52]. In 2011, Gentry and Halevi [106] implemented an FHE
system. However, this implementation result was unsatisfactory because it took
a long time. To add up two 32-bit integers, the scheme takes around 900 seconds,
and around 67,000 seconds to multiply two numbers. Moreover, it uses more than
780,000 bits to encrypt only one bit. The size of a public key requires from 70
Megabytes to 2.3 Gigabytes depending on the setting size. The bootstrapping
process on a 1-CPU 64-bit machine with large memory, takes a time range from
30 seconds to 30 minutes depending on the setting size.

The authors in [107] presented a fully homomorphic encryption technique, the
encryption process is as follow:

ci = (mi + randi × k) mod (k × p) (2.6)

with randi = (mi × k) mod p and f−1 : mi = ci mod k. In order to perform
an order-preserving system, the authors used the following linear formulation:
a× x+ b. The number b is kept secret to mask the value of other parameters, the
value of a×x will be masked by b using an addition operator. Linear formulations
have to respect the indexing order. As a definition of the order-preserving function,
the authors used the following equation: indexi = p×mi + randi.

The authors in [108] presented a new homomorphic encryption method for in-
teger arithmetic. This technique is based on the Chinese Remainder Theorem
(CRT) secret sharing. The hardness of their system relies on an assumption of the
toughness of the partial approximate common divisor problem (PACDP).

The paper [109] introduced a homomorphic evaluation of the prince block cipher.
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The authors implemented a generalization of NTRU. They used a decreasing se-
quence of primes numbers q0 > q1 > · · · > qd in KeyGen process. To encrypt,
they used the following formula:

c(0) = h(0) × s+ 2× e+ b (2.7)

s and e are random numbers. To decrypt the ciphertext c with , the decryption
process consist of multiplying the encrypted text by the corresponding private key
f (i); then, computes the original text by modulo 2 as : m = c(i) × f (i) mod 2.

The authors in [110] exploited El-Gamal [39] cryptosystem as an original encryp-
tion method. They used three parts to present a ciphertext, parts one and two
are almost similar to El-Gamal. Parts two and three are decrypted using the first
part αk which is random. Part two equals m × βk with αp = β, the sum of two
numbers is calculated by: c3 = βk+m. Unlike them, we use a linear formula to
compute a sum of two numbers, that is more faster to decrypt. To decrypt βm1+m2

for recovering m1 +m2 requires a very long time.

Deterministic encryption techniques like RSA cryptosystems and Modified Pail-
lier encrypt the same text more than once, and it will always produce the same
encrypted text. Formally, if c1 6= c2 ⇒ m1 6= m2 with Enc(m1) = c1 and
Enc(m2) = c2. Deterministic schemes do not satisfy IND-CPA (Indistinguishabil-
ity under Chosen Plaintext Attack) level security, so these schemes are vulnerable
to Chosen Plaintext Attack. Therefore, they are not semantically secure. In CPA,
the adversary having c and he wants to get m with c = Enc(m), he select m′ and
computes c′ = Enc(m′). Then, the adversary decrypts c × c′ to get m ×m′ and
obtain m.

Also, deterministic encryption does not secure FTG (Find-then-guess) attack. In
FTG, the adversary requests the Oracle model for two encryption, the model re-
sponses with one encryption of these two messages. The adversary has to guess
what message the Oracle model encrypted. A technique is secure FTG if the ad-
versary cannot easily distinguish which message was sent (encrypted). Therefore,
a deterministic technique cannot be secure because the adversary can distinguish.
In our proposed scheme, we face this kind of attack by using a probabilistic method
where the same text can be encrypted by many values. Formally, there are m and
m′ with m = m′ and c 6= c′.

Thus, the goal is to increase the efficiency of encryption systems from several
aspects, including increasing the speed of operations and reducing the volume of
encrypted data, so by developing two encryption techniques that we will explain
in the next point.
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Figure 2.1: Homomorphic property

2.3 Proposed techniques

First technique
In [7], we presented an FH encryption technique in order to give a secure and robust
cryptosystem with an unlimited number of holomorphic operations (addition and
multiplication). The presented homomorphic scheme could be implemented in an
expressive cloud architecture as demonstrated by Figure 2.1. In this scheme, the
encrypted text is separated into two parts. The first one is a linear formula scheme
that is used to guarantee a homomorphic addition process. On the other hand,
this part is used also as a parameter for the decryption of the second one which
guarantees the multiplication process.

The homomorphic addition process concentrates on number fragmentation and
factorization problem, whereas the multiplication homomorphic process uses the
El-Gamal cryptosystem principle with some modifications. In our scheme, the
used generator g is an integer separated from public key y; in the original El-
Gamal, y = gk with k is a private key. Also, we do not use a generated random
number for each text to be encrypted; in original El-Gamal, c = (m× yr, gr) with
r is a random integer. In proposed MNF-G, c = m× gm. So, the power of integer
g equals m with m denoting the original text to be encrypted. We note here
that m is the decrypted result of the first part. The second part is based on the
discrete logarithm problem. Also, the exploitation of the El-Gamal system leads
us to speed up the power computation (to compute gm) of big numbers. The got
results are indicated in Subsection 2.4.2.
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RSA too could give homomorphic multiplication properties. However, El-Gamal is
used here since it guarantees text integrity issue. For example, if we use RSA, we
will obtain c+c′ = (m+m′, (m×m′)k) with m = m1×k+m2 and m′ = m′

1×k+m′
2;

by using El-Gamal, we will obtain c+c′ = (m+m′, (m×m′)×gm+m′
). We see that

in El-Gamal encryption m+m′ emerges on both sides addition and multiplication.
Thus, the first part decryption result can be used to decrept the second one.

There are many symmetric FHE techniques that provide good efficiency regard-
ing speeding and resource distribution. However, these techniques suffer from
several critical issues. The key-sharing problem is one of the met situations since
the communicants should utilize a private channel to share a symmetric secret
key. Asymmetric techniques provide more hardness compared with symmetric
techniques. But the complexity of computing and resource use of the asymmetric
schemes is the major problem. The offered MNF-G system reduces the calculation
complexity by using two ciphertext parts. However, many other asymmetric en-
cryption schemes require a very long operation time because they use exponential
computation. We used a linear asymmetric formula that accelerates the encryp-
tion process time and provides a strong and secure cryptosystem against attacks.
We begin the illustration of the presented FH technique with the following linear
formula:

c = (m+ r × p) mod n (2.8)
With n = p×q. The weakness of the scheme defined in Equation (2.8) is vulnerable
to a known plain text attack. To manage this weakness and other types of attacks,
some improvements are introduced to Equation (2.8)

c = (m× k + r × p) mod n (2.9)

However, Equation (2.9 ) is still vulnerable because if an adversary can get two
plain texts, he will be capable to retrieve the secret p and then decrypt all other
encrypted texts. The aim of our technique is to disguise the message before uti-
lizing Equation 2.9 by performing a random fragmentation of m into two values
m′ and m′′ where m = m′ +m′′ so that it very hard for an adversary to find m′

or m′′ or to get p. Thus, the suggested encryption equation is as follows:

c = (m′ +m′′ × k + r × p) mod n (2.10)

The fundamental manners of encryption, decryption, addition, and multiplication
homomorphic are displayed in Figure 2.1. To realize a homomorphic encryption
property, some challenges have emerged due to the multiplication in c1 × c2 be-
cause it will generate k2. To guarantee homomorphic multiplication, we denote
a ciphertext c into two values: c+ and c× where c× is calculated by using the
El-Gamal encryption.
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The El-Gamal is an efficient technique that gives a high level of confident commu-
nications [111]. El-Gamal (invented by T.El-Gamal in 1985) presents an asym-
metric encryption scheme with homomorphic properties which is founded on the
Diffie-Hellman key exchange protocol. Its scheme relies on the one-way function,
signifying that both the encryption and decryption processes are done in different
functions. In this technique, the key generation process is a finite cyclic group Z∗

p,
with p denotes a large prime number, a generator g must be calculated, then a
random integer α where 1 < α < p − 1 is selected. The private key α have to be
secret, and the public key is (g, β, p) where β = gα mod p. To encrypt a text m, a
random integer k ∈ {1, . . . , p− 1} is selected for each text, and Enc(m) = (X,Y )
where X = gk mod p and Y = (m × βk) mod p. The couple (X,Y ) will be
decrypted as m = (Y × ((X)α)−1) mod p.

In this point, the security is founded on the complexity of cracking the discrete
logarithm problem with the modulo of a large prime. In [112], the authors mention
that if the message space is not large, then m1 and m2 could rather be encrypted
as gm1 and gm2 , respectively; in this manner, (X1 × X2, Y1 × Y2) could also be
regarded as an encryption of (m1 + m2) mod p encapseled by gm1+m2 . Many
variants of the El-Gamal scheme have emerged, such as the original El-Gamal
encryption technique, the El-Gamal system in Zn with n is not necessarily to
be prime, the El-Gamal scheme in the field of Gaussian integers, the El-Gamal
scheme over quotient rings of polynomials and the bilinear El-Gamal encryption
technique that is utilized in a secure privacy-preserving data collection [113].

The proposal design
In this point, the proposed MNF-G (Magic Number Fragmentation and El-Gamal
encryption) will be detailed. The ’Magic’ notation here means nothing except
random fragmentation to increase the level of security by increasing the number
of possibilities for an opponent to try.

Let the following primitives P ,C,K,Enc(), Dec() and the cyclic group Zp =
Z/pZ = {0, 1, . . . , p− 1}, with:

• P denotes the ring of plain text Zp

• C denotes the ring of cipher text Zn

• K denotes the ring of key

• Enc() denotes the encryption function Encpk : P −→ C where pk ∈ K

• Dec() denotes the decryption function Decsk : C −→ P where sk ∈ K

There are three processes in the presented fully homomorphic encryption technique
as follows :
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• KeyGen: that gives both secret and public key where (sk, pk) = (k, k + r ×
p, g)

• Enc(m): a message m ∈ P is encrypted utilizing the public key, c+ =
(m′ +m′′ × pk) mod n, and c× = m× gm) mod n

• Dec(c): an encrypted message is decrypted utilizing the secret key, m = (c+
mod p) mod (k − 1), and m = c× × (gm)−1 mod p

The robustness of MNF-G scheme is based on the hardness of number fragmenta-
tion and factorization problem. Table 2.1 indicates the data stream between the
cloud, data owner, and users, with m < k − 1.

Time Type User/owner Cloud
t0 Secret random: g, r > q

k, p and q prime : p, q, k
public : n = p× q

t1 Secret key private: (k, p)
t2 public key (pk = k + r × p, n, g) (pk, n, g)
t3 Homomorph key n n
t4 Encryption c = ((m′ +m′′ × pk) mod n (c+, c×)

(m× gm) mod n (c+, c×)
t5 Homo. computation (c+ + c+) mod n

(c× ⊗ c×) mod n
t6 Decryption m = (c+ mod p) mod (k − 1) (c+, c×)

m = c× × (gm)−1 mod p (c+, c×)

Table 2.1: The data stream between the cloud, data owner, and
users.

MNF-G example
Let:
p = 20747222467734852078216952221076085874809964747211172927529925899
12196684750549658310084416732550077

q = 18141595668199703079826817168221070160389201705043914574625634851
98126916735167260215619523429714031

k = 30762542250301270692051460539586166927291732754961

g = 6075380529345458860144577398704761614649

r = 55141595668199703079826817168221070160389201705043914574625634851
98126916735167260215619523429714031
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m = 122305478

We obtain

c+ = 94795224094261492003531920841409828942191861071672715189898590
65931762530269273763997995188291054245681288530584394508046892182493
15376014213447740207108127265026121211249830050091350639267856294740

c× = 1543198838067919583840766338557379914298375507099471795793716368
3866805144198941976294598715913805607295864443356740964769766026762978
92720861206900481121999325809668791481701090534243618327649834060

Second scheme
In [12], a LFHE scheme is proposed offering a high level of security with the care-
fulness of hardness. Thus, Equation 2.11 is used to encrypt data homomorphically:

ψ = (π + r × p) mod n (2.11)

with n = p × q, p and q are two big prime numbers, r is a random integer. This
encryption realizes fully homomorphic properties where ∀π < p. Unfortunately,
an adversary can easily find the secret p then decrypt all cipher data. To enhance
this encryption technique, we treated each digit of a message m separately rather
of treating the entire m. In another words, each digit of text that denoted mi is
from 0 to 9 so mi × k < m × k′ with k < k′. Therefore, we assume that m is
written in a base k and it will be converted to base 10. To recover the original
text, we successively divide the encrypted message c by ki.

Digit Fragmentation Encryption Scheme (DFE) consists of these operations:

• KeyGen: the process that gives both secret and public key, with (sk, pk) =
((k, p), (k + r × p, n))

• Enc(m) : a message m is encrypted by employing the public key, c =
m0 × pk0 +m1 × pk1 + . . .mi × pki

• Dec(c): an encrypted message is decrypted by employing the secret key,
m =

∑0
i=l(

c
ki
)× 10i, c← c− ( c

ki
)× ki

This technique concentrates on the hardness of both the polynomial reconstruction
problem the number and factorization problem where ( c

ki
) is the quotient of c÷ki.

In deciphering, one must start by dividing over k with the greatest power in order
to extract the last digit, by which it is impossible to extract the first digit first; if
we currency c on the lowest power, we cannot recover the first digit.

DFE example
Let:
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p = 72126101472954749095445237850434924099693821481867654600825000
85393519556525921455588705423020751421

q = 9765226370213064031505519333190061377201240486245441720727350557
80411834104862667155922841

k = 5754853343

r = 9204005728266090048777253207241416669051476369216501266754813821
619984472224780876488344279

m = 122305478

We obtain

c = 67692075165066868414340918672250760286466292844385914931870794295
3548080136748413157683967077037120110593861824655582298590746132784
6328245005010943702037629124282295995406415207394377816827

2.4 Performances

In this Section, we demonstrate the characteristics of the proposed schemes.

2.4.1 MNF-G

Encryption
An asymmetric encryption scheme allows Alice to send Bob an encrypted text
encapsulated by the shared public key that operates as described in Figure 2.2.
where pk = k + r × p and of c = (m′ + m′′ × pk) mod n, that means, c =
m′+m′′× (k+ r× p) = m′+m′′×k+ r′ × p. m′ < p→ c mod p = m′+(m′′×k)
mod p and m′′ < p→ (m′′ × k × k−1) mod p = m′′

Decryption
We have c = (c+, c×) with c+ = m′ +m′′ × k + r × p. Firstly, we recover m from
c+ where m× k < p. So, c+ mod p = m′ +m′′× k with r× p mod p = 0. m× k
mod (k − 1) = m so Dec(c+) = m. Then, this result will be used to decrypt the
second encrypted value c× by introducing g. Let s = Dec(c+) = m we obtain
m = (c× × (gs)−1) mod p.

Homomorphic Addition characteristic
We have Enc(m1) + Enc(m2) = m′

1 +m′′
1 × pk +m′

2 +m′′
2 × pk = (m′

1 +m′
2) +

(m′′
1 +m′′

2)× pk = E(m1 +m2).
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Alice

m = m’ + m’’

Bob

sk = (k , p)
pk = k + r x p

c = (m’ + m’’ x pk , m x gm )

s = (c+ mod p) mod (k-1) 

n = p x q

m = (cx x (g s ) -1 ) mod p

Figure 2.2: The encryption technique

thus

c = c1 + c2 + · · ·+ ci = (m′
1 +m′′

1 × pk) + (m′
2 +m′′

2 × pk) + · · ·+ (m′
i +m′′

i × pk)
= (m′

1 + m′
2 + · · · + m′

i) + (m′′
1 + m′′

2 + · · · + m′′
i ) × pk = m′ + m′′ × pk, with

m′ +m′′ < p.

We obtain Dec(c) = m1 +m2 + · · ·+mi = m. Generally:

t∑
i=1

Enc(mi) = Enc(
t∑

i=1

mi) (2.12)

Homomorphic multiplication characteristic
Let respectively c1 and c2 be two encrypted messages from m1 = m′

1 + m′′
1 and

m2 = m′
2 +m′′

2.

Enc(m1) × Enc(m2) = (m1 × gm1 × m2 × gm2) = (m1 × m2 × gm1 × gm2) =
(m1 ×m2 × gm1+m2) = (m× gs) with s = m1 +m2.

Remarking that s = Dec(c1 + c2), in order to ensure the multiplication charac-
teristic, it is required to ensure the decryption of (m × gs), this process uses the
addition value of the first part.

We have Enc(m1)× Enc(m2) = (c1+ + c2+,m1 ×m2 × gm1+m2). Generally:

t∏
i=1

Enc(mi) = Enc(
t∏

i=1

mi) (2.13)
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2.4.2 An ameliorated power method

The disadvantage of the exponential calculation is a long time of computing; par-
ticularly with low-capacity instruments. To make our technique faster, we used an
ameliorated exponential computation manner in order to overcome this difficulty.
The vision is to transform the power calculation into a multiplication operation, by
computing the vector vec using the input size with consideration to mod n, which
we designate by len(m) for an input m, then we compute gm by employing this vec-
tor. More exactly, letm = m0m1m2 . . .mi = mi×100+mi−1×101+· · ·+m0×10i ⇒
gm = (g10

0
)mi × (g10

1
)mi−1 · · · × (g10

i
)m0 . so, we just have to compute vec = [g10

0

mod n, g10
1

mod n, . . . , g10
n−1

mod n] then we get the following result:

gm =
t∏

i=0

vecmi
i , with 0 <= mi <= 9 and t = len(m) (2.14)

Table 2.2 compares between used vec−power method and pow the power function
of python library, utilizing an HP Laptop with Intel(R) Core(TM) i3 and RAM of
4 Go. Test ’one’: len(m) = len(g) = len(n) = 1400 digits. Test ’two’: len(m) =
len(g) = len(n) = 2100 digits.

gm mod n test 1 test 2 time complexity
vec− power(m, vec, n) 0.33 s 1.22 s O(log (log n))

pow(g,m, n) 0.78 s 2.64 s O(log n)

Table 2.2: The ameliorated power method tests

Concerning the improvement of the complexity in this method, if for example v =
g17, and g27 = v×g10, then our method g27 = v×vec1, since g17 = vec70×vec11 and
g27 = vec70 × vec21. If logarithmic time complexities generally apply to algorithms
that halve problems each time, and the complexity of Python’s power function is
known to be O(logn), then the complexity of our method is O(log(logn)).

In the next point, we will demonstrate some performances and characteristics
of our second encryption scheme entitled ”A Homomorphic Digit Fragmentation
Encryption Scheme Based on the Polynomial Reconstruction Problem (DFE-PR)”.

2.4.3 DFE-PR

Encryption
Let m = mimi−1 . . .m0 with m0 denotes the weak part of m, mj ∈

{
0, .., 9

}
∀ j ∈
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{
0, .., i

}
c = m0× pk0 +m1× pk1 + . . .mi× pki = m0× k0 +m1× k1 + . . .mi× ki + r× p.

With consideration of: m0 × k0 +m1 × k1 + . . .mi × ki < p.

Algorithm 1 demonstrates the encryption process.

Algorithm 1 Encryption algorithm
Require: m, pk, n
Ensure: c = Enc(m)

1: function Enc
2: l ← length(m)
3: c ← 0
4: for i← 0 to l do
5: d ← string(m, [l − i− 1 : l − i])
6: c ← (c+ d× (pki)) mod n
7: end for
8: return c
9: end function

Decryption

Lemma 1. (k − 1)× (k0 + k1 + . . . ki−1) < ki

Proof. (k − 1) × (k0 + k1 + . . . ki−1) = k1 + k2 + . . . ki − (k0 + k1 + . . . ki−1) =
ki − k0 = ki − 1 < ki

If mi <= 9 ∧ 9 < k − 1⇒ 9× k0 + 9× k1 + . . . 9× ki−1 < ki ⇒ c
ki

= mi

so c← c− ( c
ki
)× ki then, we will get

m0,m1, . . .mi, by computing c = m0 × 100 + m1 × 101 + . . .mi × 10i and to
guarantee the original message recovery, we use the division on ki with i denotes
the length by digit of cipher c, put i > j if j is the length by digit of a message
m due to k > 10 (⇒ c > m). Similarly, the decryption operation is correct for
mi < k (Equation 1). Algorithm 2 demonstrates the decryption process.
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Algorithm 2 Decryption algorithm
Require: c, k, p
Ensure: m = Dec(c)

1: function Dec
2: c ← c mod p
3: l ← length(c)
4: m ← 0
5: for i← 0 to l + 1 do
6: d ← c

kl−i

7: c ← c− d× kl−i

8: m ← m+ d× 10l−i

9: end for
10: return m
11: end function

Homomorphic Addition characteristic
Let c1 = m01 × k0 +m11 × k1 + . . .mi1 × ki + r1 × p,

and c2 = m02 × k0 +m12 × k1 + . . .mi2 × kj + r2 × p this implies

Enc(m1) +Enc(m2) = (m01 +m02)× k0 + (m11 +m12)× k1 + . . . (m1i +m1i)× ki
so

Enc(m1) + Enc(m2) = m′
0 × k0 +m′

1 × k1 + . . .m′
i × ki + r′ × p.

with m′
x ∈

{
0, .., k−1

}
∀ x ∈

{
0, .., l

}
, thus Enc(m1)+Enc(m2) = Enc(m1+m2).

2.5 Techniques analysis

Cryptanalysis can be involved in multiple types of known attack scenarios. In
asymmetric encryption systems, the public key is known to everyone; if the public
key is not selected carefully, it can make this kind of encryption weaker than
symmetric systems and this can guide some critical data.

2.5.1 MNF-G analysis

MNF-G security analysis
We will talk about analyzing the hardness of MNF-G. The enemy’s purpose is
either to get secret data or to know some secret used primitives. In [7], we used
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two values c+ and c× to determine a ciphertext. We begin with c+ and the possible
attacks. The proposed MNF-G is concentrated on the factorization problem. From
a couple of the MNF-G public keys, and when the trapdoor is not well-locked,
some hypothetical mathematical characteristics can be manipulated by different
cryptanalytic attacks to disclose the private key. Some known attacks are based
on weaknesses of factorization with small prime numbers.

We put a plain text m encrypted by pk = (k + r × p) so c = m′ +m′′ × pk, its
encryption by another public key pk′ = (k + r′ × p) is c′ = m′ +m′′ × pk′. Thus,
(c− c′) denotes an encryption of value 0 that equals r′′×p. This issue conducts to
disclosing the secret value p. Therefore, in our MNF-G, the public key is computed
in a unique manner in order to avoid the 0 encryption case.

Figure (2.3) indicates the plaintext fragmentation impact on the time in order to
discover a solution using a brute-force attack, the attaker commences trying all
possible numbers of a private key from biggest to smallest or vice versa. In an
asymmetric technique over integers such as RSA when c = md mod n and m = ce

mod n, the public key d is known, the attacker attempts to compute m = ce for
any value of m selected. To get the private key e, the attacker has to use all
probable values in range

{
1, e

}
. The same case with the encryption techniques

such as original El-Gamal [39], Paillier [41], and BGN [114]. Considering that t
denotes the time to execute an operation and x is the private key size. The formula
that defines the required time for a successful brute-force attack is f(x) = x× t.

The presented strategy is based on the message fragmentation by which the enemy
has to try all the possible values of the private key for each probable fragmentation;
so, for fragmentation 1, c = 1× k + (m− 1), the enemy should test all the values
of k. For fragmentation 2, c = 2 × k + (m − 2) the adversary enemy test all the
values of k, etc. Therefore, it has m

2
× x trials. Considering the size of m equals

x, it will take f(x) = x
2
× x× t. Finally, we can formulate:

f(x) =
x2

2
in MNF −G and f(x) = x in other schemes (2.15)

In MNF-G, the encryption method is more similar to the m × k method. This
encryption example is clearly vulnerable to some attacks. Using a public key (n,
pk), the length of pk will give the number of probable combinations of (ki, ri× pi)
where pk = ki+ri×pi. An adversary can commence recovering r×p or k employing
all potential combinations. This point conducts to the number fragmentation and
factorization problem. The adversary has to try with all potential combinations
of k, and then factorize the remainder of pk − ki, which is equivalent to testing a
factorization of (pk − 2) numbers.

50



0 0.5 1 1.5 2 2.5 3 3.5 4 4.5 5
0

2

4

6

8

10

12

plaintext

ti
m
e

MNF-G: f(x) = x2

2

other schemes: f(x) = x

Figure 2.3: Time comparison for a successful brute-force attack

If pk is large, it is very hard to perform all these factorizations currently. The
first value in MNF-G is a probabilistic technique showing a hard requirement to
satisfy IND-CPA (Indistinguishability under Chosen Plaintext Attack). In fact, c×
is deterministic, that is not a disadvantage in our system. In CPA, the adversary
choose a new m′ and compute c′ = Enc(m′); the he decrypts c×c′ utilizing Oracle
request in order to get m × m′ and discover m, then k. This sort of attack is
practical for some schemes such as RSA, because c × c′ = (m ×m′)e, in another
word, c × c′ only includes m × m′ and the private key. But in MNF-G scheme,
c× c′ = m×m′ × gm+m′ , which makes it more hard to decrypt it in order to get
m×m′.

The second element c× in MNF-G is a modified El-Gamal scheme; in which, the
power of the generator g is not a random number in each plain text like the
original El-Gamal, but it represents the message m itself, and this does not change
the proposal hardness which consistently relies on the discrete logarithm problem
(DLP). The principal attack on the El-Gamal scheme is to crack DLP: given both
α and αx from the finite field Zp, then discover the value of x. To construct a hard
DLP, it should choose a prime number p with p − 1 having a big prime factor.
Nevertheless, if p−1 is only dividable by prime integers less than positive number
β, the DLP can be reduced to locating a small number of size β rather than the
size of p− 1.
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The DLP solution can be found for logα(β) by computing 1, α, α2, . . . until detect
a match with β, then α could be changed by α1 = αm and β by β1 = βm to
solve logα1(β1) mod r where r × m = p − 1. Thus, it should construct a list
1, α1, α

2
1, . . . , α

x
1 of size at most r before finding β1.

The original El-Gamal scheme is vulnerable to the man-in-the-middle attack, when
an eavesdropping Eve is placed between two users Alice and Bob to get their data.
Considering to the next example, Alice picks a secret key x, constructs a public
key (g, y1) with y1 = gx1 , and transmits it to Bob; this data is intercepted by Eve.
The attacker selects a private random number z and constructs another public
key (g, y′) with y′ = gz and she transmits it to Bob, acting to be Alice. At the
same time, Eve transmits this duplicate key (g, y′) to Alice by acting as Bob. The
attacker Eve has establish a common session key equals gx1×z Alice and anther
common session key equals gx2×z with Bob, mentioning that Bob public key is
(g, y2) with y2 = gx2). Now, Eve can get exchanged data between Bob and Alice,
also she can decrypt, re-encrypt, and resent it. To bypass this kind of attack, we
have to use a method where Alice would not have confounded Eve with Bob.

The original El-Gamal in Z∗
p demonstrated that it is protected against Chosen-

Plaintext Attack (CPA) despite not being against Chosen-Ciphertext Attack (CCA)
[115]. In fact, for a strategy to be secure against CPA, the Decisional Diffie-
Hellman hypothesis must be respected. This level requires many settings, such
as secret key size, the secret p must be a safe prime number i.e., of the form
2× q + 1 with q is also prime, and the selection of a generator g which denotes a
primitive root. Regarding CCA for MNF-G, a technique is not protected against
CCA if the encryption of a multiplication is the multiplication of the encryption,
e.g., Enc(m1 × m2) = Enc(m1) × Enc(m2). For example, RSA and El-Gamal
cryptosystems. In MNF-G, we have Enc(m1 ×m2) = (m1 ×m2)× gm1×m2

and Enc(m1) × Enc(m2) = (m1 ×m2) × gm1+m2 . Thus, the proposed MNF-G is
safe against CCA.

MNF-G complexity analysis
The presented MNF-G technique is defined in two parts. In the encryption of the
first one, there are three processes, fragmentation, product, and sum. It present a
complexity of C(n+1) = C(n), so the calculation complexity of the first procedure
is O(1) in the first part and O(log(logn)) in the second part. In the decryption
process of the second value, we compute gm where its complexity equals O(logn).
This result is improved and reduced calculation complexity compared with other
techniques such as [116] where its complexity is O(n4) and the complexity of [117]
is O(n13); in addition, we can use our ameliorated method to reduce this result.

The first encrypted value can be decrypted using two operations ((c mod p)
mod (k − 1)), that provides a calculation complexity equals O(1). To decrypt
the second value, we have to compute (gm)−1 that provides a complexity equals
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O(log(logn)). Compared with [116] of a decryption complexity equals O(n4) or
with [117] of a decryption complexity equals O(n12), proposed MNF-G give a
considerable calculation complexity.

2.5.2 DFE-P analysis

DFE-P security analysis
DFE-PR depends on two classes of hardness, the first is to get the private key
p, i.e., resolving the factorization problem which consists in determining prime
factors of a given number. Until today, there is no known manner to get p for
big size of n = p × q. Scientists confirm that there is no algorithm executing
in polynomial time that finds the prime factors of any given number. Factoring
a given number of 200 digits (670 bits) demands 4 billion years of computation
where its time complexity is sub-exponential 2O(n). The best strategy for the
factorization of numbers have a complexity O = 2n

1/3 . Currently, the minimum
size of a public n must be equal to 2024 bits, for use after 2022, the minimum size
of n must be equal to 4096 bits.

To get the private key k, the second robustness class of our technique is founded
on the Polynomial Reconstruction Problem. It relies to polynomial ring homo-
morphisms R[x] 7→ R[x] which could be formulated as c(x) = r(k(x)) with k(x)
denotes a key. Its general formula is c(x) = r(x)× k(x) +m such as [118] system.
Paper [119], discussed the safety of this symmetric technique against a ciphertext-
only attack (COA), a known-plaintext attack (KPA), and a brute force attack
(BFA) utilizing two methods. The first one operates the univariate polynomial
decomposition strategy and handles in polynomial time.

The second strategy uses the computation of polynomial factorization and polyno-
mial GCDs, its time complexity relies polynomially on the encrypted text degree
and logarithmically on the public n size. They found that it is very weak against
a KPA. For COA, they discovered that the probability of giving a correct private
key is high enough, and the BFA gets a correct key with a probability ρ ≈ 1. But
this study considered that the scheme is symmetrical, in another word, encryption
without noise (r× p). Introducing a noise will change the equilibrium so that the
use of r × p changes k(x). Thus these three attacks are inefficient, and so only
factorization solving can be used by an attacker.

DFE-P complexity analysis
While the message is considered as a set of digits, numbers n and n + 1 contain
generally the same size (the same number of digits), therefore the same computing
cost. So, we can say that C(n + 1) = C(n); which give a calculation complexity
equals O(1). Decryption process relies on the size of encrypted text, so C(n+1) =
C(n) + 1; that offers a computational complexity equals O(n).
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2.6 Implementation

To estimate the presented cryptosystem ([7]) and to demonstrate that it is more
efficient compared with other schemes, we performed three experimentations, re-
sults are shown in Table 2.3. Also, the result indicated in Table 2.2 denotes another
improvement in our technique performance.

Table 2.3 shows the results of the comparison of four techniques performed by
three tests for each one. MNF-G tests have been used in an HP Laptop with
these characteristics: Processor Intel(R) Core(TM) i3-3110M CPU @ 2.40 GHz,
2 Core(s), and 4 Go RAM. TFHE-DDA is the implementation of [110] technique.
The Yah-Scheme is the implementation of [120] scheme where it is performed in
a PC with bi-cores Intel Core i5 CPU running at 2.40 GHz, 512KB L2 cache,
and 4GB of RAM. The fourth line is dedicated to the Than-Scheme of [121],
the implementation of this system has been performed in a private cloud using
Eucalyptus operating on a 2.50 GHz Intel Core i5-3120 M Processor and 16 GB
RAM.

We have implemented [110] scheme in order to be capable to give a comparison.
About the time of keygen function, the results were comparative because we have
similar variables (number/size). The cause of the distinction in time execution is
that [110] technique has an supplementary calculation in β = αp.

There are three processes, Enc, Dec, and SumPrd that ensure the sum and
product at the same time. For Enc, the got results display that our HE time
execution is less compared with [110] scheme in all examinations. This is rational
due to the number of processes. Also, [110] encryption is performed in three parts.

Decryption is also an important process because it is performed by the user, who
usually has only low resource capacity. The entire time of decryption in MNF-G
(sum/product) is almost similar to the decryption duration [110] second part. The
primary distinction between MNF-G and [110] scheme is in the decryption of its
third part where c3 = βm1+m2 that requires using discrete logarithm to calculate
the result of a sum. We have implemented three algorithms in order to decrypt
βm which are Pollard rho, Pohling Hellman, and Baby-step giant step, but none
of these algorithms can give a result within a practical duration compared with
MNF-G. About size, MNF-G utilizes two parts that define the encryption text of
order 2× n, while [110] scheme utilizes three parts of order 3× n.

The authors of [122] utilized a desktop computer of an Intel Core2 Duo E8500
CPU at 3.12 GHz. They executed their technique with a secret key size η = 2176
bits where MNF-G utilizes p ≈ 700 digits ≈ 2300 bits, the Enc execution time
equals 10 s vs. 13.7 ms in MNF-G. The Dec execution time equals 0.02 s vs. 19.4
ms in MNF-G where the public key size equals 89 MB vs. 7.5 KB in MNF-G.
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Figure 2.4: Encryption Decryption time comparison

Table 2.3 demonstrates MNF-G efficiency compared with other techniques. This
efficiency is conducted by decreasing complexity and bypassing the usage of more
processes like relinearization, bootstrapping, flattening, etc. Figure 2.4 describes
the testing results of techniques MNF-G, TFHE-DDA, Yah-scheme, and Than-
scheme with time=60 means time >> 1 hour.

In [12], we noted a simple summary of the results linked to the execution speed.
Table 2.4 displays these results which have been illustrated by Python utilizing
a HP Laptop with the following characteristics: Processor Intel(R) Core(TM) i3-
3110M CPU @ 2.40 GHz, 2 Core(s), 4 Logical Processor(s), 4 Go RAM. Utilizing
a private key of 128 bits, a secret key of 1160 bits, and a text of 40 bits.

Scheme Enc Dec
ours 0.00014 s 0.0239 s
[123] 0.899 s 0.785 s
[122] 0.05 s 0.01 s
[124] 0.255 s 0.493 s

Table 2.4: DFE-P Processing time comparison

In [123], the authors conducted their experimentation on an Intel Xeon W3565
CPU for technique [125] of a private key of 128 bits, where in [122] a desktop
computer of an Intel Core2 Duo E8500 CPU at 3.12 GHz with a secret key size
η = 1088 bits, as in [124]. This technique was executed in C using the GNU
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multi-precision library (GMP) on a 3 GHz processor of 4 GB RAM with the
polynomial-size d(x) = 128 bits and 5 bits of message size.

2.6.1 Spatial comparison

We did not focus here on ciphertext size characteristics in encryption techniques
and compared them on this basis. This is because most encryption techniques
work with the modulo operator which works in cyclic group, so the encryption is
in public key order (c = F mod n), and then the size of the ciphertext is in order
of n. The size of n depends on the level of security, if the size of n increases, the
level of security also increases.

Here, a simple comparison can be made between the asymmetrical techniques and
the symmetrical technique. It is true that the latter is characterized by the small
size of the encryption key, simply because it is not public, and therefore the size
of the encrypted data will be less than in the asymmetric techniques; we speak for
example about 256 bits vs. 1024 bit.

2.7 Conclusion

In the literature, the nature of cloud security has led researchers to cope with the
homomorphic issue. Many proposed homomorphic schemes emit highly random-
ized noise during homomorphic operations, due to uncontrolled noise generation.
In fact, few proposed schemes are practical to be executed on ciphertexts. Con-
sidering cloud security challenges, we have presented in this chapter lightweight
and efficient encryption schemes.

MNF-G and DFE-PR introduce a new term into asymmetric cryptography where
fragmentation offers linear encryption for allowing to perform a practical homo-
morphy over integers, this encryption is adapted to the characteristics of cloud
computing. We showed the cryptanalyses and saw the results of the implemen-
tation of the proposed schemes which show their feasibility and their efficiency
compared to other schemes.

This chapter has covered security in the cloud at the compute level, the next
chapter will deal with another aspect of security in the cloud which is the security
at the data aggregation and storage levels.
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Chapter 3

Blockchain for security concerns

To address another aspect of cloud security at the level of data aggregation and
storage, we present two papers. A Consensus Algorithm for resist 51 Attacks,
published in Applied Sciences journal. An improvement of the PoW protocol,
published in AI-CSP conference.

Therefore, this chapter consists of the articles:”A Compute and Wait in PoW
(CW-PoW) Consensus Algorithm for Preserving Energy Consumption, Applied
Sciences Journal, 2021.” and ”A Novel Delegated Proof of Work Consensus Proto-
col, International Conference on Artificial Intelligence for Cyber Security Systems
and Privacy (AI-CSP), November 2021.”.

3.1 Introduction

Blockchain-as-a-service (BaaS) is the third-party creation and management of
cloud-based networks for operating blockchain [126, 127, 128, 129, 130]. The use
of blockchain technology has gone far beyond its most well-known use in cryp-
tocurrency and has expanded to handle secure transactions of all kinds. BaaS is
based on the SaaS and IaaS, it allows users to leverage cloud-based solutions to
build, host, and run the blockchain applications and all related functions on the
blockchain. IaaS offers encrypted data storage and distributed autonomous nodes
that will make the consensus and/or mining (Figure 3.1). SaaS allows operat-
ing the blockchain applications. BaaS examples: Microsoft Azure, Amazon, R3,
PayStand, etc.
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Figure 3.1: Consensus protocol in distributed system

3.1.1 Distributed computing

Distributed computing is a domain that explores distributed systems (DS) whose
pieces are found on diverse networked computers dispersed over distinct geogra-
phies and communicate by dispatching data in order to attain a common pur-
pose [131]. In this system with the lack of a global clock, the loss of a discon-
nected element in the system should not lead all others to fail. Each node of this
environment has only a little and insufficient view of the system. Diverse software
and hardware architectures are utilized for DS. In peer-to-peer (P2P), there are
no particular devices that deliver services or control entire network resources. The
obligations are evenly distributed among all devices which are called peers. Peers
can act as both clients and servers.

In DS environment, the Byzantine Generals Problem (BGP) is a distributed cal-
culation concern that was standardized by Robert Shostak, Leslie Lamport, and
Marshall Pease [132] in 1982. The BGP is an analogy that in questioning the trust-
worthiness of communications and the integrity of the speakers. A set of parts
operating together must certainly handle probable failures between them. The
cause of failures is the presentation of incorrect or discordant information. The
managing of faulty users is also named fault tolerance.In [133], Fischer, Lynch,
and Paterson (FLP) have indicated that consensus can not be attained in a syn-
chronous setting if even a third of the users are maliciously faulty. In an asyn-
chronous system with a single faulty user, it is not feasible to guarantee that an
accord can be attained.

FLP tells that accord is not always attained, but it does not say that it never

59



will be. This analysis involves asynchronous systems, when all processes work
at unpredictable speeds [134]. A consensus can be achieved in practice, for a
model by the non-perfect algorithms of Paxos Lamport [135] in obvious failures
and no Byzantine faults. Lamport, Shostak, and Pease conducted in [132] that a
consensus can be achieved if at least there are f faulty elements from 3f+1. Under
these situations, PoW has perfectly guaranteed the consensus, but its significant
problem is the huge consumption of energy.

In this chapter, we present two consensus protocols for the cloud environment. We
increase the security and minimize the energy consumption of autonomous cloud
entities.

3.2 Consensus problem

A basic purpose of security in distributed environments, cloud computing, and
multi-agent scenarios is to conduct general system reliability with the existence
of faulty elements. This evidently demands the cooperation of honest parties in
order to attain an agreement on a common objective. The users must consent to
a single value, where each one must give its own value that is published to all the
other parts. From all the suggested values, the nodes have to choose a single one.
The accord stage is started by a leader element or at a predetermined duration.
Many systems use consensus including blockchain, synchronization, smart grids,
cloud computing, drone control, load balancing, etc.

3.2.1 Consensus conditions

The selection of a consensus strategy is the primary issue because it defines the
security level and whole impact; so, we have to ensure the following matters:

• Accord: There is a common value selected by all honest users.

• Integrity: there is a single node decision without a changing selected value.

• Validity: The picked value by each node is one of the suggested values by
others.

• Termination: The duration of a final decision must be in a finite time.
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3.2.2 Number of nodes

Blockchain consensus is the method by which nodes in a decentralized network
reach an agreement on the current state of the blockchain. Consensus is mostly
concerned with achieving an honest majority in the face of a certain threshold of
malicious actors and reaching finality; i.e., transactions are accurately processed
and highly unlikely to ever be reversed. Blockchain consensus is generally designed
around minimizing communication overhead in order to increase the upper bound
on decentralization for stronger Byzantine fault tolerance and lower the time to
finality for faster settlement.

based on the notion of competition and that only one can solve the mathemat-
ical problem (or prove something), there is no minimum number of nodes. For
the maximum number, the propagation of the information in particular the data
block in the network is an important factor to define this number. because the
information must be propagated through the system before the next iteration
begins.

3.3 Literature survey

Bitcoin [136] can present the most recognized blockchain implementation which
is constructed in 2008 by parts working under the name ”Satoshi Nakamoto”.
The basic infrastructure of this technology is a peer-to-peer network using the
Internet [137]. Transactions define the exchanges between users, transactions are
grouped jointly in blocks of size 1M which will be validated by miners. If the
generated block is valid, it is time-stamped and then added to the blockchain.
Once integrated into the blockchain, a block (transactions) can not be altered
or deleted. A block contains transactions, a hash value (hash of transactions)
utilized as an identifier, the hash of the last block, and the target which denotes
a measurement of the work quantity that was demanded to build a block).

The major use of this mechanism is that of crypto-currencies like Bitcoin [138].
Despite its monetary facet, this decentralized system of storage can be used in
numerous domains demanding secure interactions without passing by a centraliz-
ing element, systems demanding unfalsifiable traceability, usage founded on smart
contracts, usage permitting the interaction of all sorts of services, etc. Each el-
ement in the system works autonomously respecting the defined rules. Identity
managing protocols play the principal position in specifying users’ organizing in
the network.

Blockchain system comprises four classes of implementation. The network pro-
tocols, the protocols of distributed agreement, the autonomous framework that
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is founded on smart contracts, and finally, the application is also called the in-
terface [97]. Many consensus strategies are invented for each sort of blockchain.
The most well-known protocol is Proof of Work (PoW), whose vision was first
submitted in 1993 [139] by Moni Naor and Cynthia Dwork. In this protocol,
the authors offered specifically a computational approach to combat spam and
managing access to a shared resource.

The principal vision is to demand a user resolve a relatively difficult operation in
order to use a resource. The demanded work must be challenging to accomplish
for the requester, but easily checkable for a verifier. The phrase ’proof of work’ has
been appeared in 1999 by Ari Juels and Markus Jakobsson in [140]. For Bitcoin,
the miner has to test a massive number of chances so that the hash of the given
header is a suitable value.

Proof of Stake (PoS) algorithm appeared as a choice due to the elevated power
consumption of PoW. PoS is used for the first time by Peercoin cryptocurrency in
2012 [141]. PoS demands the user to confirm ownership of a portion cyber money
to be authorized to validate transactions. To bypass domination, numerous ver-
sions have been introduced for more complete consensus systems such as random
share strategies considering the coin age like Peercoin cryptocurrency and relying
on the acceleration [142] that is utilized by the ReddCoin cryptocurrency. The
version which is viewed as equilibrated between decentralization, scalability, and
security is Delegated Proof of Stake employed by the BitShares cryptomoney [143].
Miner picking is founded on polls; in which, the validator of transactions is ran-
domly determined from 101 delegates who give the highest stakes.

Proof of Burn (PoB) protocol or Proof of Destruction [144], is a strategy equivalent
to PoS where in PoS, each element is demanded to give some stake of money. If
the user desires to exit the network he can recuperate his given stake. In PoB, the
user implicates killing (burning) the given coins.

There are too multiple challenges that try to substitute ”Work” in PoW protocol
like Proof of eXercise (PoX) [145]. The challenge consists of solving a fundamental
eXercise. The authors picked to solve a computation problem that is based on a
matrix because matrix issues are linked with many practical problems. The miner
has to find a solution for this equation:

X1 ◦X2 ◦ ... ◦Xp = Y (3.1)

with Xi and Y denote matrices, ◦ denotes an operator like product, sum, etc.

In Primecoin [146], another difficulty is proposed that consists of giving prime
integers rather than giving a nonce.

Proof of Space [147] also called Proofs of Capacity (PoC) is performed between a
verifier V and a prover P in two separate stages. The proposed idea is a verifier
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give a pseudo-random file F of x GB and transmits it to a prover during an
initialization stage. After, the verifier can request the prover to return a few
bits of F at arbitrary places, confirming that P stores at least a big part of F .
Unfortunately, the verifier always has to transmit to prover a massive file (100
GB), so this strategy can not be realized in practice.

Proof of Space-Time (PoST) [148] is an agreement strategy linked to PoC. PoST
permits network parties to demonstrate that they have expended a space-time
resource, the user has given storage space for a duration of time.

In Proof of Activity (PoA) protocol [149], miners commence with PoW where the
built blocks do not include transactions, just simple templates including address
and header information. After mining this blank block, the system swaps to PoS.
To pick random validators to sign the transactions, the protocol utilizes header
information. In PoA, there is again a big power consumption for mining

A random mining group picking to control 51% Attacks is suggested by [150].
The technique splits miners into many sets. Each user defines its group utilizing
its wallet address and a hash function. After a block is constructed, its hash is
utilized to define the next mining group. The possibility of a double-spend attack
is decreased when increasing the number of groups where these groups are picked
at random.

3.4 Proposed protocols

In this section, we will present two proposed protocols ”A Compute and Wait in
PoW Consensus Algorithm (CW-PoW)” and ”A Novel Delegated Proof of Work
Consensus Protocol (DPoW)”.

3.4.1 CW-PoW

In [8], we proposed a consensus algorithm called CW-PoW. It aims to increase the
security level in distributed systems and preserve energy consumption.

As illustrated by Figure 3.2, the general process in order to achieve an accord is
split into different rounds. Each node establishes round number 1 and tries to
give a solution for its transactions (block) like PoW protocol while a more inferior
degree of challenge hardness is used. We assume that if the difficulty is X, the
number of rounds is 1. In the CW-PoW, the challenge hardness is X ′ = X/Y < X
where the number of rounds is Y > 1. After giving a solution, the user broadcasts
it and looks if the other nine (9) solutions of the current round are given in the
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network or not. If yes, this user can commence the next round. If not, where the
number of given solutions is less than 9, this candidate user stays waiting until
receiving the rest solutions. The first user that give a solution in the last round
will be the miner.

In the basic Proof of Work, the challenge consists of giving a nonce that realizes
the following inequality: Hash(Block+Nonce) < Target. In CW-PoW protocol,
the challenge of round i is defined by the illustrated inequality:

Hash(Block + IDRoundi−1 +Nonce) < Target (3.2)

The first time, the identifier (ID) of the round equals 1. then, ID Round equals
the sum of solutions (nonces) given in the previous round. Thus, a new ID is
calculated in each round where the users will work on it. With ten nonces to give
per round, the following equation is performed:

IDRoundk =
10∑
i=1

(noncei of roundk−1) (3.3)
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Figure 3.2: CW-PoW Consensus protocol.

Let NbrR and NbrS denote respectively the number of rounds and the number
of solutions in each round. If two users give two nonces in the last round, other
users have to compute the standard deviation of all given nonces (in all rounds)
for each one of these two users. The miner will be the user that has the smallest
standard deviation. If a user chooses to exit the challenger when the other users
surpass it by x rounds, that decreases the energy consumption.
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CW-PoW can be shown in Algorithm 3.

Algorithm 3 CW-PoW Consensus algorithm
Require: NbrS, NbrR
Ensure: solution

1: procedure Cons(NbrS, NbrR)
2: sols ← 0
3: roundID ← 0
4: currentRound ← 1
5: q ← Queue()
6: blockID ← random()
7: while currentRound <= NbrR do
8: while solution not found do
9: search for solution

10: end while
11: sols ← sols+ 1
12: if currentRound is NbrR then
13: print(I am the winner) , Exit()
14: end if
15: Broadcast(currentRound, solution)
16: put on(q, solution)
17: while sols < NbrS do
18: Nothing
19: end while
20: sols ← 0
21: currentRound ← currentRound + 1
22: RoundID ←

∑NbrS
i=1 q(i)

23: Broadcast(currentRound, RoundID)
24: end while
25: end procedure

3.4.2 Protocol proof

To achieve a consensus, four conditions must be realized which are accord, valid-
ity, integrity, and termination. In reality, we notice a fifth condition must be also
admitted for each perfect agreement process. This requirement is chance equiv-
alency or no domination. In the next paragraph, we illustrate how our proposal
affirms these five requirements.

• Accord: We assume that one user finds the solution in the last round, all
other users will agree on this winner. If there is more than one solution,
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Figure 3.3: Proposed model for public blockchain

for each one, the standard deviation of all rounds must be calculated. The
users will select the small standard deviation where this result is unique.
Therefore, the selected winner is identical to all the honest users.

• Integrity: If a node Nx gets a valid solution S1, the node publishes it with
an exact timestamp. This solution is linked to a precise block (Bi+1) so
Nx(Bi+1, S1). If Nx got another solution S2, it will be published (Px(Bi+1,
S2)); so, two solutions S1 and S2 of the identical block Bi+1 have been
broadcast. This issue can be solved by many methods like selecting the
smallest one. Finally, one solution is selected for each user and the integrity
requirement is achieved.

• Validity: All users must check the validity and originality of any broadcasted
nonce where each user in the network is known by a unique public address.

• Termination: The approval on transactions is expressed by users by operat-
ing on making the next block, utilizing the hash value of the last block as
a previous hash value [98]. PoW block generation time is evaluated at 10
minutes, this time is sufficient to propagate a block in the network. In our
strategy, the number of rounds is increased and the difficulty of a challenge
is decreased. To confirm the ending in a limited time, we have to manipulate
the difficulty and number of rounds.

3.4.3 DPoW

In [13], we introduced two contributions, a modification of the basic PoW protocol
for two objectives. The first objective is improving safety and presenting autonomy
by lessening the domination issue of some users that have the most significant
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calculation power by picking ten candidate users in each iteration. The second
objective is to reduce energy consumption by decreasing challenge difficulty. The
other contribution is proposing an agreement architecture for private blockchain.

3.4.4 For public blockchain

Figure 3.3 illustrates that we have separated the consensus process into two steps;
the first one consists of basic PoW using more inferior challenge difficulty. The
other step consists of choosing one candidate user out of ten candidates, where
a candidate user is a user that finds a solution. Each user will receive solutions
from others, so, the computation persists until the user give its own nonce or the
number of nonces received equal to ten. Thus, if a user obtained a list of ten
solutions, it is not required to persist the computing.

If a user obtains more than one list that is distinct from each other, the user has
to pick the ten smallest solutions, then construct a new list and broadcast it. If
two solutions have the same values, the first position is given to the block that
has more transactions.
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After constructing a list, in the second step, each user has to pick randomly a
candidate using Equation 3.4.

v = (
10∑
i=1

Si) mod 11 (3.4)

with Si denotes solution i, which is linked to the blocksi. That involved v ∈{
0, 10

}
, if v > 0, the miner is the proprietor of the vth Block. In another case

where v = 0, the user must computes: v′ = vp mod 11. Finally, one winner will
be selected, and all users will give the same candidate block.

Blockchain evolution:
This is a Forking issue; in the original PoW, processes ever take the most extended
chain as a correct blockchain. If there are at the same time two distinct versions,
each user will operate on the first one he received with saving the other one. If the
saved version becomes more extended, the user change to the longer version [98].
Nevertheless, in our proposal, the user returns to the block that is earlier added
(block B2 in Figure 3.4); then, the user withdraws all the blocks on which operated
and arrives back to the same point (block B2). Finally, the full system will keep
the same blockchain.

The distinction between one user and another may be one or two blocks which
are the blocks that were constructed at the propagation time, those blocks will be
withdrawn and the users will commence operating a new list which ensures system
auto-synchronization. Also, If the users operate on block N , the new solutions of
block N − 2 are ignored in the aim to bypass disrupting the system.
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3.4.5 For private blockchain

Algorithm 4 Consensus algorithm
Require: P: prime number, N: number of nodes
Ensure: miner

function Cons
2: generate m

generate k
4: c1 ← m× k mod p

c2 ← kk mod p
6: broadcast c1, c2

while number of received ci < N do
8: receive ci

end while
10: broadcast k

while number of received ki < N do
12: receive ki

end while
14: mi ← decrypt all c1i using ki

v ←
∑N

i=1mi mod p
16: select miner using v

return miner
18: end function

In private blockchain where there is a small number of users, the number of candi-
date users equals the number of system users, so is not required to destroy energy
and time in proof of work (the first step). We have used here two steps as shown
in Figure 3.5. In the first one that is list composition, each user Pi gives a random
number mi which denotes the selection value, this value is exact for this iteration,
also a random private key ki to encrypt mi using Equation 3.5.

ci = mi × ki mod p (3.5)

with p is a public prime number. The value m to prevent faulty nodes to manip-
ulate the selection result. To prevent nodes to modify its private key k or modify
the picking value where ∃ m′ and k′ : m× k mod p = m′ × k′ mod p, the user
must share ci and c′i with:

c′i = kkii mod p (3.6)

Each user get all ci and c′i of all other users, let List = (ci, c′i), i ∈
{
1, n

}
, after

completing the list, the picking step starts.
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In the selection step, each user reveals its private key k. Thus, any user in the
system can compute all the mi by decrypting the ci where mi = ci × k−1

i mod p.
Therefore, the users can compute v using Equation 3.7.

v = (
n∑

i=1

mi) mod p (3.7)

The miner user is the one that possesses the selection value m which is nearest to
the calculated value v. If one of the users has failed after list construction where
all the users wait for ki, each user has to wait for a precise time, then return to
the first phase again.

3.5 Cryptanalytic attacks

For CW-PoW
The safety level of PoW is founded on the challenge difficulty. Nevertheless, it
stays vulnerable against 51% attacks [151]. Concerning the domination issue,
there is always only one candidate node which has the most significant calculation
power. We decreased the calculation difficulty to allow 10 nodes to be candidates,
so the probability of the greatest power node to be a winner is 10% rather than
100% because no user can maintain the standard deviation of its given nonces.
Thus, the dominance is decreased.

When dominance is diminished, the 51% attack possibility will also be decreased.
The pool can not operate voluntarily to get only one nonce, it must pass by
different rounds. In each one, the user must transmit the current round identifier
which is computed using the found nonces of the previous round as shown in
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Equation (3.3). That stage will delay the process of constructing another branch
with the aim to perform a double-spending attack.

About Sybil attack, it is unworkable if the attacker has less than 50% of the
system’s calculation power. Also, the agreement strategy does not control an ad-
versary to disrupt the system by constructing many false identities. The presented
model mixes two methods, multi-rounds, and standard deviation. Compared with
the original PoW, it is hard for a malicious node to be a miner. If a malicious node
tries to make another longer chain, the first strategy (multi-rounds) will delay its
job, and the second one (standard deviation) will reduce its opportunities.

For DPoW
The accord in a distributed system is a difficult process, consensus strategies have
to treat many issues including the following:

• Energy: After overcoming many barriers like the capacity of blocks repre-
sented in the number of transactions. There are other issues like the huge
energy consumption. According to [152] in 2020 which examines the energy
consumption by blockchain, the authors have discovered that the consump-
tion of electricity was between 60 and 125 TWh per year for Bitcoin; knowing
that the annual consumption of electricity by countries such as Austria is
75 TWh and Norway is 125 TWh.
The Target denotes a value utilized in mining, this value is updated every
2016 blocks. In our proposal, we maximize the target value with the aim
to reduce the calculation time, and thus we will get an energy consumption
improvement. To recuperate this lowered compute time and to guarantee
that introducing a new block is accomplished in 10 minutes, we present
a second element which is the propagation of generated solutions in the
network. For example, the difficulty is decreased to 50%, the nodes give a
nonce in 5 minutes, and during the rest time, it waits for the other 9 nonces.
Therefore, energy consumption is decreased.

• Security: In the last paragraph, we noticed that to improve the safety level,
the PoW uses a high degree of challenge, but it is also vulnerable to 51%
attack [151]. Concerning dominance, we reduce the difficulty and get ten
candidate users, so the probability that a user wins is 10% rather than 100%
due to the selection approach which is pseudo-random as shown in Equation
3.4). Therefore, the dominance has been decreased by 90%.
About 51% attack, it is hard to be performed because the integration of
blocks into blockchain follows Equation 3.4 and does not use the longest
chain strategy. This equation uses part of luck, when the malicious pool
makes ten candidate blocks, there are ten other candidate blocks built in
the system. In the proposed strategy, we assume that the new blockpool is

71



t0

Pool (51%)

Others (49%)

Blockchain x

t1 t2 t3 t4 t5 t6 t7

(production y)
(announce y)
(production y’,z)

(validate y)

x

(spend y)

(announce y’z)

(validate y’z)

y x y’ z x y

(100% - 100%) (100% - 50%)

100% in old scenario

X% in new scenario
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the winner, the system will not accept the new branch of the pool because
the current block has 20 candidates. Thus, the rate for blockpool to win is
50%; so, the double-spending attack has reduced by 50% (Figure 3.6).
Speaking of the Sybil attack, the semi-random choice of the winners from
several candidate nodes will reduce the possibility of this attack, especially
if these candidate nodes are required to prove work first.

3.6 Experimental results

In CW-PoW experimentation, each node is simulated by a process, and multi-
process programming is implemented. In many tests, we created a different num-
ber of processes, each of them beginning by creating a random number blockID ←
random(), that is used as an ID of the candidate block which the process is work-
ing on. After, each process fellows the instructions of our proposed algorithm
(Algorithm 3). Selecting five rounds and ten processes, the test took about 5 min-
utes. Figure 3.7 shows the obtained result. The experimentation has been done
in Python using an HP Laptop that have the following designations: Processor
Intel(R) Core(TM) i3-3110M CPU @ 2.40 GHz, 4 Go RAM.
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The experiment has been performed tens of times in each test. In Figure 3.8, the
number of both rounds and processes is equal to 5, so the gain was 12.07 by taking
the most frequent result.
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The gain formal definition: The wait time is considered as a gain, so this gain
rate is formulated as follows: gain rate = total wait time/total execution time.

gain rate = wait time/(wait time+ compute time) (3.8)

We put Ci,x and Wi,x) be the compute and wait time of the node i in round x.
The gain of the node i is:

gaini = (
NbrR∑
j=1

Wi,j)/(
NbrR∑
j=1

Wi,j +
NbrR∑
j=1

Ci,j) (3.9)

Therefore, the network gain rate is:

Gain = (
NbrP∑
i=1

gaini)/NbrP (3.10)

Figure 3.7 shows a test where the number of rounds is NbrR = 5, the number of
processes is NbrP = 10, and the number of solutions is NbrS = 10. Node number
10 is the fast one due to its minimum execution time and its maximum waiting
time, that is why it has the highestwith a gain rate equals to 45.52%.

For process p1, the gain is 0 / (0 + 195) = 0 because it is the last one to find a
nonce; finally, the average gain rate of the whole network was 15.63%.

Compute and wait implementation: There are two principal characteristics
that must be tolerated, the number of rounds NbrR and the number of solutions
NbrS.

Lemma 2. If NbrR > 1 then Gain > 0

Proof. The process uses a random hash function (Block + Nonce) < Target; also,
the speed of each process is incidental, so:

Ci,x 6= Cj,x, ∀i, j ∈
{
1, .., NbrP

}
, ∀x ∈

{
1, .., NbrR

}
(3.11)

where 0 < x <= NbrR. According to Equation (3.11), |Ci,x − Cj,x| > 0, so either
Wi,x > 0 or Wj,x > 0, which implies that Wi,x/(Wi,x + Ci,x) > 0 or Wi,x/(Wj,x +
Cj,x) > 0. So, Gain > 0.

The rate gain in the network is (Gnw) = (g1 + g2 + . . . gNbrR)/NbrR where gi
denotes the gain of round i. Knowing that the gain of the last round equal to 0
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because there is no wait. The execution times of each process is random in each
round, therefore, g1 ≈ g2 ≈ . . . gNbrR−1 and then Gnw = (NbrR− 1)× g1/NbrR

So:
Gnw = g1 − (g1/NbrR) (3.12)

Figure 3.9 demonstrate how the gain converges to a constant G if the number of
rounds increases NbrR = 5, 10, 15, 20, 25.
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Figure 3.9: The influence of NbrR, case B

We cannot use a different umber of solutions without using a multi-round system.
Figure 3.10 demonstrate the increase in gain rate if NbrS increases
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If the process exits the competition when NbrS of the next round is provided, the
gain will be a maximum (Table 3.1).

NbrR NbrS NbrP Gain Rate (%)
5 5 10 55
5 5 20 60
5 5 30 70
5 5 100 90

Table 3.1: The gain rate with leaving competition

3.7 Conclusion

In order to raise the level of security in the cloud and distributed systems in
terms of collecting and storing data, as well as giving autonomy, flexibility, and
confidence to the cloud entities, we have developed consensus algorithms: CW-
PoW and DPoW. In this chapter, we have explained each of them in detail.

For DPoW, We have theoretically shown its efficiency against the Sybil attack
and 51% attack with a rate higher than the original PoW up to 50% by selecting
ten candidate nodes at each iteration. Also, we have introduced a model accord
suitable to a private blockchain while the number of users is known in advance.
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The presented model is founded on a lightweight encryption technique. We have
theoretically displayed that the results of this accord cannot be manipulated or
falsified. Also, it is impossible to predict which user will be a miner.

We have examined the validity of the proposed CW-PoW according to the four
requirements of an accord. We have demonstrated the energy gain performed
by this algorithm to reach a reduction of 15.63% using five rounds and to reach a
reduction of 19.91% using ten rounds. We have conducted many scenarios selecting
each test, with a modification of three characteristics (rounds number, process
number, and the number of solutions per round). We have analyzed individually
the impact of each characteristic on the consumed energy, and also, the impact of
introducing these elements in comparison with the original PoW. We have analyzed
the algorithm’s hardness against the most well-known attacks such as 51% and
the Sybil attack.
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Conclusion

Nowadays, Cloud computing offers several services to users to facilitate their work
and improve their lives. Users collect and share confidential data that must be
kept and managed securely. Cloud computing delivers an agreeable medium that
authorizes clients to access and re-access data. Nevertheless, the cloud is an
untrusted part that can disclose data when decoded for processing by entities.

This work is interested in this Cloud challenge. So, the manuscript fits into the
context of the problem of data security. On the one hand, we have discussed the
issue of processing encrypted data. Often data is encrypted before being transmit-
ted to the cloud, this last must have a clear version of data to be able to perform
computations, that increase security and privacy menaces if the cloud is consid-
ered untrusted. Demanding clients to conduct the calculations after decrypting
received data from the cloud, then encrypting the got results before sending them
back is not a practical idea in distributed multi-tenant systems. Homomorphic en-
cryption mechanisms make it possible to provide a solution for handling encrypted
data and to make cloud entities autonomous.

On the other hand, we have proposed solutions for securing autonomous cloud
entities that collect data (or generally process information) as part of Blockchain-
as-a-service (BaaS). These solutions are in the form of consensus algorithms.

In the introduction, we put the reader in the context of the thesis by talking
generally about distributed systems and cloud computing. Then we started getting
into the subject by talking about security and the autonomous environment. After
mentioning the main contributions, we sealed the introduction by organizing the
manuscript and making references to the publications.

We started in the first chapter with mathematical concepts and definitions; then,
we defined the problems on which many encryption techniques are based, these
are factorization and discrete logarithm. Then, we are focused on the concept of
cryptography, and some notions under this concept such as the type of encryp-
tions (symmetric, asymmetric), quantum cryptography, and electronic signature
schemes. Subsequently, the types of cryptosystems and the data exchange proto-
cols were defined. The next point was about cloud computing, its features, types,
security, and threats. The last point of this chapter was on the blockchain, we
mentioned its uses, characteristics, and potential attacks on this technology.
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In the second chapter, we detailed our contributions to encryption. These contri-
butions address the problem of the confidentiality of data stored in the Cloud by
proposing two homomorphic encryption techniques (MNF-G and DFE-PR). The
objective was to make cloud computing entities autonomous by letting them per-
form different operations (addition and multiplication) on encrypted data. These
techniques are simple to apply because they are based on linear and modular ex-
pressions. We have mathematically validated their homomorphic properties and
made a security analysis of these schemes. The implementations demonstrate
their feasibility and their great efficiency in terms of execution time compared
with other schemes.

In the last chapter, we introduced two other contributions whose goal was to in-
crease the security of autonomous Cloud entities. Indeed, two consensus protocols
CW-PoW and DPoW have been proposed. Their validity and feasibility have
been demonstrated; also, we made cryptanalytic attacks on them. The results of
experiments have shown their effectiveness. To conclude, this thesis has allowed
us to examine a wide range of concepts, models, and technologies in the fields
of data security and the Cloud. We have provided new techniques and protocols
to achieve our goal of securely managing Cloud entities in a distributed system.
We have also shown that the proposed work joins a rich and encouraging research
theme.

Outlook

• We would like to study the robustness of the proposed techniques/protocols
against other known attacks.

• We want to enlarge the notion of autonomy in other domains like manufac-
turing.

• We intend to make a thorough study to implement MNF-G and DFE-PR in
an IoT environment.

• We intend to combine homomorphic encryption with machine learning so
that we can perform analysis and prediction on the encrypted data.
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