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ABSTRACT

Fog Computing complements Cloud Computing in meeting the specific requirements of the
IoT. It enables local data processing near [oT devices, reducing latency and improving real-time
responsiveness. However, managing scalability in a Fog environment can be a challenge. Infras-
tructure management and orchestration tools play a crucial role in addressing this challenge by

ensuring seamless deployment, monitoring, and scalability of services in a Fog infrastructure.

In this work, We proposed an auto-scaling algorithm specifically designed for Fog Com-
puting infrastructure that utilize a containerized architecture and orchestration framework. This
algorithm addresses the need to efficiently manage resources and dynamically adjust the num-
ber of containers based on workload demands. Our algorithm incorporates capacity planning
to determine the maximum and minimum number of services replicas (containers) that can be
deployed based on available resources, performance requirements, and workload in dynamical
way.

Our solution is implemented on a system managing a service based on Docker and SWARM
Orchestration frameworks, including the use of other tools such as, Prometheus, cAcvisor, Apache
Bench. Finally, the experimental results have a significant impact on the availability, waiting
time, processing, and total time(response time), of a service charged constantly with an increas-
ing workload.

key words: Container , Fog Computing , Docker swarm , Scalability
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GENERAL INTRODUCTION

IoT technology enables smart devices to connect to the internet, forming a network of in-
terconnected devices. In a typical IoT application architecture, wireless sensors or autonomous
vehicles are connected to a central cloud through which an IoT application server collects data
from and sends instructions to these devices. However, this architecture often experiences signif-
icant latency between the server and devices, as well as high traffic load on the backhaul network.
To address these issues, especially when low latency is crucial or when a large number of [oT
devices are involved, it becomes necessary to deploy 10T servers in close proximity to the devices
themselves. This requirement has led to the emergence of fog computing as a solution that brings
computational resources and data processing capabilities closer to IoT devices, thereby reducing
latency and alleviating network congestion.

On the other hand, Fog computing extends cloud services to the edge of the internet,
bringing them closer to cloud users. In the context of Infrastructure as a Service (IaaS), cloud
services are typically provided through virtual machines (VMs) or containers. Containers are a
lightweight virtualization technology that utilizes cgroups and Linux namespaces to isolate the
execution environment of applications. Compared to VMs, containers consume fewer resources,
have faster loading and starting times, and are easier to manage and control. As a result, con-
tainer technology has been increasingly utilized in various approaches to build IoT platforms.
These platforms leverage containers’ advantages to enhance the efficiency and flexibility of IoT
applications at the edge of the network.

Besides that, Container-based fog computing architectures require scalability to meet the

evolving demands of edge computing environments. With the increasing number of edge devices



and the need for distributed computing, containers provide a lightweight and flexible framework
for deploying applications at the edge. Scalability is crucial to ensure that container-based fog
computing architectures can handle the growing volume of data generated by edge devices and
support latency-sensitive applications. By scaling the fog computing infrastructure, the resource
allocation system needs to dynamically allocate resources, such as CPU, memory, and storage,
to accommodate varying workloads. This scalability enables efficient load balancing, fault toler-
ance, and optimal resource utilization across distributed fog nodes.

Also, Scalability refers to a computer infrastructure’s ability to handle increasing work-
loads efficiently, ensuring high availability and optimal resource utilization. There are two cat-
egories of scaling methods: vertical scaling and horizontal scaling. Vertical scaling involves
adding more resources (such as disk, memory, CPU cores) to existing worker nodes, while hori-
zontal scaling entails adding new worker nodes to the system. Conversely, vertical and horizontal
down-scaling involve reducing resources. For a web application to be scalable, it should effec-
tively handle a growing or decreasing number of user requests without significant downtime.
Scalability often arises as an infrastructure issue, where insufficient compute resources can lead

to performance degradation when faced with increased workloads.

Motivation

In this work, we consider the Auto-scaling process as a mechanism that adapts to the real-time
resource demands of running applications by dynamically adjusting the number of resources al-
located to them. However, effectively implementing auto-scaling requires continuous monitoring
of resources per service and autonomous decision-making on scaling without human interven-
tion.  The primary objective of this thesis is to present a container-based architecture for fog
computing, orchestrated by an automated scaling mechanism using Docker Swarm, capable of
efficiently managing resources in a fog computing environment. The motivation behind this re-
search stems from the desire to create a dynamic system that can automatically scale and optimize
container resources within a fog computing environment. By implementing this approach, we
aim to enable the system to seamlessly adapt to evolving computing demands, enhance overall

performance, and ensure the delivery of seamless and responsive services.



Problem Statement

The Containerization frameworks lack an official mechanism to address the challenge of the
dynamic and automated services scaling. For instance, in the case of the Docker Swarm envi-
ronment, service providers have the option to manually scale services by adjusting the number
of containers through a specific API (Docker CLI) initiated by the service provider.

The most reliable approach to address the fluctuating workload in a system is to scale
up or down the available resources, utilizing vertical or horizontal scaling techniques within the
system’s services. Unfortunately, Docker Swarm lacks an inherent capability for automatically
scaling services. Additionally, the absence of a well-established third-party solution often leads
developers to develop their autos-scalars to achieve an automatic scaling. Our work focuses
on tackling the challenges of automatic service scalability by dynamic infrastructure scalability
in Fog Computing system. The monitoring of this system is within containerized environment

managed by Docker Swarm.

Outline

The rest of this thesis is organized as follows:

Chapter II This chapter offers a comprehensive overview of IoT and various computing

paradigms.

Chapter III offers a comprehensive overview of the technologies and concepts crucial for

fog computing application development.

Chapters IV an overview of the system environment and its components.

Chapter V describes the establishment of a functional prototype and the experimentation

that was conducted to evaluate its effectiveness.
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CHAPTER I. INTERNET OF THINGS AND COMPUTING PARADIGMS

I.1 Introduction

In this chapter, we provide an overview of the key concepts and technologies related to the
Internet of Things (IoT), cloud computing, edge computing, and fog computing. We start by
defining IoT and describing its architecture and communication models. Next, we discuss cloud
computing, including its characteristics and benefits. We then introduce edge computing, its
definition, architecture, and characteristics. Finally, we discuss fog computing, including its

definition, architecture, and resource management techniques. .

1.2 Internet of Things IoT

I.2.1 Definition

The Internet of Things (IoT) is a concept that describes a global network of intelligent objects,
capable of autonomously organizing, sharing information, data, and resources. These objects
can react and adapt to changes in their environment, forming a comprehensive network where
human-to-human, human-to-things, and things-to-things communication takes place. Through
the integration of sensors and actuators, physical objects can sense their surroundings, commu-
nicate data, and contribute to a vast pool of information for analysis. The [oT enables a new level
of connectivity and intelligence, where everyday objects become machine-readable and traceable
on the Internet, facilitating understanding, responsiveness, and automation. The deployment of
IoT systems brings about significant advancements with reduced human intervention, revolution-
izing the way we interact with and harness the potential of interconnected physical information

systems.[5]

1.2.2 Architecture

The Internet of Things (IoT) architecture typically consists of three layers: the Perception
layer, Network layer, and Application layer. However, some variations incorporate two additional
layers: the Middleware layer and the Business layer.This five layerarchitecture is described in

figure I.1:

* The perception layer, also known as the physical layer, consists of sensors that sense and

gather information about the environment. It can collect data related to physical parameters
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such as temperature, humidity, light, and also identify other smart objects present in the
environment. The sensors in this layer provide input to the IoT system by capturing real-

world data.[1]

The network layer is responsible for transferring information from smart objects in the
perception layer to the middleware layer for further processing. It establishes commu-
nication channels and utilizes various wired or wireless technologies such as 3G, RFID,
ZigBee, NFC, etc., to facilitate data transmission between devices. The network layer
ensures connectivity and enables data exchange between different components of the [oT

system.[6]

The middleware layer plays a crucial role in storing, analyzing, and processing the large
volume of data collected from the network layer. It acts as an intermediary between the
lower layers and the upper application layer. The middleware layer employs technolo-
gies such as databases, cloud computing, and big data processing modules to manage and
provide a diverse set of services. It enables data storage, data transformation, and the

implementation of various IoT functionalities.[1]

The application layer provides the services and functionalities requested by users or
specific use cases. It utilizes the processed data from the middleware layer to deliver
relevant information or perform specific tasks. The application layer can cover a wide
range of domains, including smart homes, buildings, transportation systems, industrial
automation, and more. It leverages the data and capabilities of the 10T system to offer

tailored services to end-users.[7]

The business layer is responsible for managing the entire [oT system, including the ap-
plications and services provided. It involves defining business models, creating graphs and
flowcharts based on the data received from the application layer, and overseeing the overall
functioning and optimization of the IoT system. The business layer ensures that the IoT

system aligns with the organization’s goals, objectives, and strategies.[7]
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P N

Business Layer

Perception Layer

Figure I.1: Internet of Things layers [1]

1.2.3 Communications Models

The Internet Architecture Board (IAB) has outlined four common communication models
used by IoT devices. These models provide a technical perspective on how IoT devices connect

and communicate. Here are the four models:

* Device-to-Device Communications: In this model, IoT devices directly communicate
with each other without the need for intermediate entities. Devices can share data, ex-
change commands, and collaborate locally within their network. This model is useful in
scenarios where devices need to interact in a peer-to-peer manner, such as in smart home

systems or industrial automation.[8]

¢ Device-to-Cloud Communications: In this model, IoT devices send data and receive
commands through the internet to a cloud-based platform. Devices collect sensor data,
process it locally (if capable), and then transmit the data to the cloud for further analy-
sis, storage, and processing. Cloud-based applications can provide insights, perform data

analytics, and enable remote control and management of IoT devices.[8]

* Device-to-Gateway Model: In this model, [oT devices communicate with a gateway de-
vice that acts as an intermediary between the devices and the cloud or back-end systems.
The gateway aggregates data from multiple devices, performs data preprocessing or filter-
ing, and then forwards the relevant data to the cloud or other back-end systems. Gateways
can also enable local control and automation, reducing latency and offloading some pro-

cessing tasks from the cloud.[9]
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* Back-End Data-Sharing Model: In this model, data collected from IoT devices is shared
and exchanged among different back-end systems or services. Multiple cloud-based ap-
plications, databases, or platforms can access and utilize the [oT data to perform specific
tasks or provide specialized services. This model facilitates interoperability and data reuse

across different applications or services.[9]

I.3 Cloud Computing

1.3.1 Definition

Cloud computing is a model of delivering on-demand computing resources over the internet,
including servers, storage, databases, software, and more, with pay-as-you-go pricing. It enables
organizations to access resources quickly and easily, without investing in expensive hardware
and infrastructure. Cloud computing has several deployment models, including public, private,
and hybrid clouds, each with its own advantages and challenges. Public clouds are provided by
third-party cloud service providers and offer scalability, affordability, and ease of use, but may
not meet specific security and compliance requirements. Private clouds are hosted internally
or by a third-party provider and offer greater control, security, and customization, but require
significant investment and maintenance. Hybrid clouds combine elements of both public and
private clouds to offer flexibility and cost-effectiveness. Cloud computing also offers several
service models, including Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS), and

Software-as-a-Service (SaaS), each offering different levels of control and management.[10]

I.3.2 Characteristics
Cloud computing offers a range of characteristics that make it a highly desirable technology.

* On-demand self-service is an essential characteristic of cloud computing systems. It
allows consumers to automatically allocate various cloud services, including computing
power (CPU time), storage, network access, server time, web applications, and more, as

needed without the need for human interaction. [11]

* Cost effectiveness Cloud service providers offer services that are highly cost effective,
and in some cases, even free. The billing model typically follows a pay-as-you-go ap-

proach, where users are charged based on their actual resource usage. This eliminates

7
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the need for users to invest in purchasing and maintaining costly infrastructure, leading to

significant cost savings. [12]

Broad network access, or mobility, enables consumers to access cloud resources via the
Internet from any location and at any time. This ubiquitous access is available on various
devices such as mobile phones, laptops, and PDAs. Users can seamlessly connect to and
utilize cloud services, fostering flexibility and convenience in accessing and utilizing cloud

resources.[11]

Resource pooling involves consolidating physical and virtual computing resources within
the cloud, independent of their specific location. Customers have no control or knowledge
of the exact resource location, as they are abstracted and managed collectively within the
cloud infrastructure. This pooling enables efficient resource utilization and scalability for

cloud services.[12]

Rapid elasticity allows for the quick and flexible provisioning and release of computing
resources based on consumer demand. These resources are perceived as infinite and can
be obtained in any quantity at any time. This characteristic provides scalability and adapt-

ability to meet changing workload requirements in the cloud.[12]

Customization in the cloud refers to the ability to adapt and tailor the environment, in-
cluding infrastructure and applications, according to user demands. The cloud provides a
reconfigurable platform where customization can be implemented dynamically in response

to changing requirements.[13]

Efficient resource utilization in the cloud is achieved by providing resources for the re-
quired duration, ensuring optimal usage of these resources. This approach minimizes re-

source wastage and enhances overall efficiency in resource allocation.[13]

Virtualization in cloud computing enables users to access services from anywhere using
various devices, as resources are obtained from the cloud rather than a specific entity.
Users can securely accomplish tasks conveniently through network services on laptops or
mobile phones. This flexibility allows for collaborative and complex tasks that surpass the

capabilities of a single computer.[14]

reliability,Cloud computing ensures reliability through the utilization of multiple redun-

dant sites, making it an ideal solution for business-critical tasks and disaster recovery. The

8
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availability of redundant infrastructure enhances reliability and minimizes the risk of data

loss or service disruption.[13]

* Multitenancyin cloud computing enables simultaneous provision of services to multiple
users. These users share cloud resources at various levels, such as the network, host, and
application. However, each user operates within their isolated and personalized virtual

application instance, ensuring privacy and customization.[14]

* scalability,Cloud computing exhibits high scalability, allowing for the easy expansion of
its infrastructure. Cloud providers can seamlessly incorporate additional nodes and servers
into the cloud environment with minimal adjustments to the existing infrastructure and
software. This scalability feature enables efficient handling of increasing workloads and

accommodates the growing demands of users.[13]

1.4 Edge Computing

1.4.1 Definition

Edge computing refers to the utilization of enabling technologies that enable computation
to be performed at the edge of the network. It involves processing downstream data for cloud
services and upstream data for IoT services. In this context, the term “edge” encompasses com-
puting and network resources located along the path between data sources and cloud data centers.
For instance, smartphones act as the edge between body-worn devices and the cloud, gateways
in smart homes serve as the edge between home devices and the cloud, and Micro Data Centers
(MDC:s) or Cloudlets act as the edge between mobile devices and the cloud. The fundamental
principle behind edge computing is that computation should occur in close proximity to the data
sources themselves, allowing for reduced latency and improved efficiency by bringing computing

capabilities closer to the data sources.[15]
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1.4.2 Architecture

The edge computing architecture is a federated network structure that extends cloud services
to the edge of the network. It achieves this by introducing edge devices between terminal devices
and cloud computing. The collaboration between the cloud and edge is structured into three

layers:

* Terminal Layer: The terminal layer encompasses all devices connected to the edge net-
work, including mobile terminals and various Internet of Things (IoT) devices such as
sensors, smartphones, smart cars, cameras, etc. In this layer, devices serve as both data
consumers and providers. The focus is on data perception rather than computing power,
aiming to reduce service delays. Millions of devices in the terminal layer collect raw data,

which is then uploaded to the upper layers for storage and processing.[16]

* Boundary Layer: The edge layer, also known as the boundary layer, is the core of the
three-tier architecture. It is situated at the edge of the network and consists of widely dis-
tributed edge nodes positioned between terminal devices and the cloud. This layer typically
includes base stations, access points, routers, switches, gateways, and other network infras-
tructure components. The edge layer supports the downward access of terminal devices,
storing and processing the data uploaded by them. It connects with the cloud and uploads
the processed data. Due to its proximity to the users, the edge layer is suitable for real-time
data analysis and intelligent processing, offering efficiency and security advantages over

cloud computing.[9]

* Cloud Layer: Within the federated services of cloud-edge computing, the cloud com-
puting layer remains the most powerful data processing center. It comprises multiple
high-performance servers and storage devices, boasting significant computing and stor-
age capabilities. The cloud layer excels in areas requiring extensive data analysis, such
as regular maintenance and business decision support. It serves as a permanent storage
for data reported by the edge computing layer and handles analysis and processing tasks
that the edge layer may not be capable of. Additionally, the cloud module can dynamically
adjust the deployment strategy and algorithm of the edge computing layer based on control

policies.[16]

10
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I.4.3 Characteristics

* Dense Geographical Distribution : Edge computing achieves proximity between cloud
services and users by deploying multiple computing platforms in edge networks. The dense
geographical distribution of these infrastructure offers several advantages. Firstly, network
administrators can provide location-based mobility services without the need to traverse
the entire wide area network (WAN). This enables efficient and localized mobility services.
Secondly, big data analytics can be performed rapidly and with enhanced accuracy due to
the proximity of edge systems to the data sources. This reduces latency and enables real-
time analysis of large datasets. Lastly, edge systems enable real-time analytics at scale,
facilitating quick processing of data and enabling applications such as sensor networks for

environmental monitoring and pipeline monitoring.[17]

* Mobility Support: With the increasing number of mobile devices, Edge computing pro-
vides support for mobility through protocols like the Locator ID Separation Protocol (LISP).
LISP allows direct communication with mobile devices by separating the location identity
from the host identity and implementing a distributed directory system. By decoupling
the host identity from the location identity, Edge computing enables seamless mobility
support. This key principle ensures that mobile devices can maintain connectivity and
communicate effectively within the Edge computing environment, enhancing the overall

user experience and enabling efficient utilization of mobile resources.[18]

¢ Location Awareness:

The location-awareness feature of Edge computing enables mobile users to access services
from the Edge server that is closest to their physical location. This capability is made
possible through the use of technologies such as cell phone infrastructure, GPS, or wire-
less access points, which allow the determination of the location of electronic devices.
This location awareness is beneficial for various Edge computing applications, includ-
ing Fog-based vehicular safety applications and Edge-based disaster management. By
leveraging the knowledge of a user’s location, these applications can provide personalized
and context-aware services, enhancing safety and efficiency in scenarios such as vehicular

communication and emergency response management.[19]

* Proximity: Edge computing brings computation resources and services closer to users, re-

sulting in an enhanced user experience. The proximity of these resources enables users to
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utilize network context information to make informed decisions regarding offloading com-
putation tasks and utilizing services. By leveraging local computational resources, users
can optimize their service usage based on their specific needs and network conditions.
Additionally, service providers can benefit from the mobile user’s information, extracting
device details and analyzing user behavior to enhance their services and allocate resources
more efficiently. This data-driven approach enables service providers to deliver improved
services, personalized experiences, and optimized resource allocation, ultimately enhanc-

ing the overall effectiveness of Edge computing.[17]

Low Latency:

Edge Computing paradigms reduce latency by bringing computation resources and ser-
vices closer to users. This low latency allows users to run resource-intensive and delay-
sensitive applications on Edge devices such as routers, access points, base stations, or
dedicated servers. By leveraging these resource-rich Edge devices, users can experience
faster and more responsive application execution, improving overall performance and user

satisfaction.[ 18]

Context-Awareness :

Context-awareness is a key characteristic of mobile devices, closely related to location
awareness. In Edge computing, the context information of mobile devices plays a crucial
role in making offloading decisions and accessing Edge services. Real-time network in-
formation, including network load and user location, can be leveraged to provide context-
aware services to Edge users. Service providers can utilize this context information to
enhance user satisfaction and improve the quality of experience. By leveraging the context-
awareness of mobile devices, Edge computing environments can deliver personalized and

optimized services, enhancing overall user satisfaction and engagement.[17]

Heterogeneity:

Heterogeneity in Edge computing encompasses varied platforms, architectures, infrastruc-
tures, computing technologies, and communication technologies used by the Edge com-
puting elements. End device heterogeneity arises from variations in software, hardware,
and technology. Edge server heterogeneity stems from differences in APIs, custom-built

policies, and platforms. These differences give rise to interoperability challenges, posing
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a significant hurdle in the effective deployment of Edge computing. Network heterogene-
ity pertains to the diverse communication technologies that influence the delivery of Edge
services. Managing and addressing these heterogeneities is crucial for achieving seamless

integration and efficient operation in Edge computing environments.[17]

I.5 Fog Computing

LI.5.1 Definition

Fog computing, initially introduced by Cisco in 2012, is a highly virtualized platform that
facilitates storage, computation, and network services between smart devices and cloud servers.
It is primarily deployed at the network edge, although not exclusively. Instead of replacing cloud
computing, fog computing is considered an extension of it, creating a hierarchical infrastructure
where local data analysis occurs at the fog layer and global analysis takes place in the cloud. Over
time, the definition of fog computing has been refined to describe a scenario where numerous het-
erogeneous and distributed fog devices collaborate without relying on third-party involvement to
carry out data storage and computation tasks. These tasks support essential network functions
and enable the execution of new services and applications within sandboxed environments. A
more general definition is given: fog computing is a distributed computing platform with a re-
source pool consisting of one or more ubiquitous and heterogeneous fog devices located at the
network edge. This platform is not exclusively reliant on cloud servers and aims to provide

flexible storage, computation, and network services to a large-scale user base.[20]

1.5.2 Architecture

The hierarchical architecture of fog computing is composed of the following three layers (as

show in figure I1.2:

* The terminal layer, also known as the edge layer, is the layer closest to the end user
and the physical environment. It interacts directly with various IoT devices, such as sen-
sors, mobile phones, smart vehicles, card readers, and more. While mobile phones and
smart vehicles possess computing power, in this context, we consider them as smart sens-
ing devices. These devices are typically distributed geographically and have the primary

responsibility of sensing and measuring data related to physical objects or events. They
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transmit the sensed data to the upper layers for processing and storage.[2]

Fog layer

The core layer, situated at the network’s edge, is composed of multiple fog nodes, typi-
cally including routers, gateways, switches, access points, base stations, and dedicated fog
servers. These fog nodes are widely distributed and positioned between the end devices
and the cloud. They can be found in coherent places and geographic zones such as cafes,
shopping centers, bus terminals, streets, parks, etc. Fog nodes can be either static, located

at fixed positions, or mobile, mounted on moving carriers.

End devices are connected to fog nodes to access services. Fog nodes possess the capability
to compute, transmit, and temporarily store the sensed data received from the end devices.
The fog layer enables real-time analysis and supports latency-sensitive applications. Ad-
ditionally, fog nodes are connected to cloud services through the IP core network. They
are responsible for facilitating interaction and collaboration with the cloud, leveraging its

more powerful computing and storage capabilities. [21]

Cloud layer

This layer comprises multiple high-performance servers and storage devices, offering a
range of application services such as smart home, smart transportation, smart factory, and
more. It possesses robust computing and storage capabilities to support extensive computa-
tional analysis and permanent storage of vast amounts of data. However, unlike traditional
cloud computing architectures, not all computing and storage tasks are routed through the

cloud.

To enhance the utilization of cloud resources, efficient management and scheduling of the
cloud core modules are implemented through various control strategies. These strategies
take into account the demand load and optimize the allocation of cloud resources. By
dynamically managing and scheduling tasks, the cloud core modules ensure efficient uti-

lization of available computing and storage resources within the cloud infrastructure.

[22]
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Figure 1.2: The hierarchical architecture of fog computing [2]

I.5.3 Characteristics & Advantages

The architecture of Fog Computing is designed to provide numerous benefits and address
the vulnerabilities associated with Cloud Computing. It offers several key characteristics that

contribute to its advantages:

* Distribution: Fog Computing enables the distribution of computing resources across dif-
ferent nodes in the architecture. This decentralized approach provides increased flexibility
and scalability, allowing for efficient processing and analysis of data closer to the edge

devices [21].

* Interoperability: Fog Computing demonstrates high technical capability in facilitating
interoperability among multiple systems, whether they are similar or vastly different. It al-
lows different systems to communicate and operate together seamlessly without ambiguity

or conflicts, enhancing overall system efficiency and integration [23].

* Low latency: Fog Computing significantly reduces latency by processing data close to
the devices that collect it. This near-real-time data analysis is crucial in time-sensitive

applications, such as preventing manufacturing line closures or restoring electrical services
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promptly. The availability of computational resources within the Fog layer enables faster

and less complex analyses, leading to quicker decision-making [21].

* Redundancy: Fog Computing incorporates redundancy features to ensure data integrity
and availability. In case of connectivity loss, the latest data can be downloaded and syn-
chronized with the Cloud when connectivity is restored. This redundancy allows for the
reconstruction of data chronologically, even if previous data with timestamps are received

after current data [24].

* Security: Fog Computing prioritizes data security for Internet of Things (IoT) applica-
tions. It supports various security measures such as cryptography, multi-level authentica-
tion, and authorization requests within the Fog nodes themselves. These security policies
can be executed locally without relying on the Cloud, enhancing the overall security of the

system [25].

I.5.4 Resource Management

Resource Management plays a crucial role in Fog Computing systems. It can be classified
into six sub-dimensions: resource provisioning, application placement, scheduling, resource al-

location, task offloading, and load balancing.

1.5.4.1 Resource provisioning

Resource provisioning involves allocating and providing resources based on user requests.
There are three main provisioning models: user-centric, dynamic, and static. User-centric provi-
sioning caters to user demands but can be costly and lead to resource underutilization. Dynamic
provisioning adapts to fluctuating workloads through auto-scaling, but accurate predictions are
needed to avoid over or under-provisioning. Static provisioning allocates resources for a fixed
period but can result in wastage. Auto-scaling and policies like reactive, proactive, and hybrid en-
able dynamic provisioning. Reactive policy responds in real-time, proactive policy estimates fu-
ture demands, and hybrid policy combines both. Proactive policy relies on predictive approaches,
such as ML-based techniques like NN, RL, and DL, to improve resource provisioning accuracy

for future user demands.[26]
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1.5.4.2 Application placement

Application placement refers to the optimal distribution of applications across different layers
of FC (Fog/Edge/Cloud) nodes. Its goal is to achieve improved Quality of Experience (QoE)
and Quality of Service (QoS) by efficiently mapping application modules to available resources.
Key components of application placement include resource types (VMs, containers, bare met-
als), placement strategies (static and dynamic), orientations, mapping techniques, placement con-
troller, and placement metrics. Static placement involves placing applications once and keeping
them running, while dynamic placement adapts to fluctuating workloads by adding, terminating,
or migrating application instances. The distributed architecture of FC nodes cannot ignore node
orientations, as they impact QoS factors like communication delay. Mapping policies based on
priority, optimization, or multi-objective trade-off can be adopted, with priority assigning ap-
plications to specific nodes, optimization aiming to minimize or maximize certain metrics, and
multi-objective trade-off considering multiple metrics. Placement controllers manage placement
activities and can be centralized or decentralized, with centralized assigning management respon-
sibility to a common node and decentralized allowing nodes or brokers to manage it. Ultimately,

the objective of application placement is to optimize QoE and QoS.[27]

1.5.4.3 Scheduling

The scheduling problem in FC (Fog/Edge/Cloud) systems can be divided into two categories:
resource scheduling and task scheduling. Although the terms resource and task scheduling are
sometimes used interchangeably, resource scheduling focuses on finding the best resources for
client requests to achieve scheduling goals such as optimal resource utilization. On the other
hand, task scheduling involves assigning a set of tasks to available resources considering the QoS
requirements of the tasks. Resource scheduling primarily serves the goals of service providers,
while task scheduling aims to enhance the end-user experience.

Scheduling algorithms can be classified as static, dynamic, or hybrid. Static algorithms re-
quire prior information about the number of tasks and available resources, which may not always
be feasible or practical. In contrast, dynamic or hybrid approaches are more suitable as they can
react accurately and in real-time to schedule incoming tasks without relying on predetermined in-
formation. These dynamic and hybrid algorithms can adapt to changing conditions and optimize

scheduling decisions based on real-time data and requirements.[27]
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1.5.4.4 Resource Allocation

Resource allocation in FC (Fog/Edge/Cloud) networks involves assigning tasks with varying
QoS requirements to heterogeneous fog nodes, aiming to improve response time, resource uti-
lization, energy consumption, and cost. With the dynamic and dense nature of fog networks,
resource allocation becomes a challenging NP-hard problem. Factors like application hetero-
geneity, stochastic workload, and mobility must be considered for efficient resource allocation.
Applications can be real-time or delay tolerant, and their task arrival rates and durations are
stochastic, leading to changing resource requirements. Mobility introduces constraints related
to speed, time, and distance, which can impact user experience. Various methods have been
proposed for resource allocation, including auction-based and optimization-based approaches,
with sub-categories such as game theory, heuristics, meta-heuristics, fuzzy logic, and ML-based

solutions.[28]

I.5.4.5 Task offloading

Offloading in a computing environment involves transferring resource-intensive tasks from
devices with limited resources to devices with ample resources. The decision of what to offload
can involve data, computation, or the entire application. Determining where to offload tasks
depends on the offloading policy, which can include options such as no offloading, horizontal
offloading (device-to-device or fog-to-fog), or vertical offloading (device-to-fog or fog-to-cloud).
To address the challenges associated with offloading, various techniques have been proposed in
the literature, including Al, approximation methods, mathematical modeling, heuristics, meta-
heuristics, game theoretic approaches, and fuzzy-based approaches. These techniques aim to

optimize offloading decisions and improve overall system performance.[27]

1.5.4.6 Load Balancing

Load balancing (LB) mechanisms play a crucial role in reducing response time, energy con-
sumption, and improving throughput in FC systems. LB architectures can be classified into
centralized, decentralized, and semi-decentralized approaches. In the centralized approach, a
central node acts as the global LB node, while the decentralized approach involves multiple LB
nodes, typically used for network clusters. The semi-decentralized approach employs both global
and local LB nodes. However, the effectiveness of LB mechanisms in FC depends not only on

the architectural perspective but also on LB strategies (static, dynamic, hybrid), algorithms, and
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performance objectives. In static LB, the workload is evenly distributed among fog nodes with-
out considering their capabilities. Dynamic LB continuously shares resource information and
updates the LB knowledge base accordingly, leading to improved response time and throughput
but higher bandwidth consumption. Hybrid LB combines aspects of both static and dynamic

strategies to achieve a balance between bandwidth consumption and performance objectives.[28]

I.6 Conclusion

In conclusion, this chapter provides a comprehensive overview of the fundamental concepts
and technologies related to 10T, cloud computing, edge computing, and fog computing. The
chapter explains the characteristics, architectures, benefits, and limitations of each of these con-
cepts. 10T is a rapidly growing field that involves the interconnection of a vast number of devices
and systems. Cloud computing enables the storage and processing of large amounts of data gen-
erated by IoT devices, but it can also lead to latency, bandwidth, and security issues. Edge com-
puting and fog computing are distributed computing paradigms that bring computing resources
closer to the source of data, enabling faster processing and analysis. The chapter also discusses
key resource management techniques used in fog computing, including resource provisioning,
application placement, scheduling, resource allocation, task offloading, and load balancing. The
next chapter goes deeper into the key technologies and concepts involved in the distributed ar-

chitecture of fog computing.
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II.1 Introduction

In this chapter the key technologies and concepts involved in the distributed architecture of
fog computing are discussed in depth. This includes virtualization, containerization, Docker,
container orchestration, and resource scaling. The chapter also explores the differences between
virtual machines and containers and highlights the advantages of containerization. Additionally,
the chapter introduces the concept of microservices, which is an architectural style that struc-
tures an application as a collection of loosely coupled services, each of which can be developed,
deployed, and scaled independently. Overall, this chapter provides a comprehensive overview of

the technologies and concepts involved in the development of fog computing applications.

I1.2 Virtualization

I1.2.1 Virtual Machine

Virtualization offers numerous advantages, including flexible allocation of physical resources
to virtualized applications. This flexibility allows for dynamic adjustments in the mapping of vir-
tual to physical resources and the allocation of resources to each application, effectively adapting
to changing workloads. Additionally, virtualization enables multi-tenancy, allowing multiple in-
stances of virtualized applications, referred to as “tenants,” to share a single physical server. By
consolidating and packing applications into a smaller set of servers, data centers can reduce oper-
ating costs. Another benefit of virtualization is simplified replication and scaling of applications.
In data center environments, there are two common types of server virtualization technologies:
hardware-level virtualization and operating system level virtualization.[29]

A virtual machine (VM) is a software or hardware-based emulation of a physical computer.
VMs contain applications, libraries, dependencies, and a complete operating system with its own
memory management. Multiple VM instances, running the same or different operating systems,
can operate simultaneously on a single host. Hypervisors manage the VMs and allocate dedicated
resources such as CPU, memory, and system resources to each VM. This allows for efficient

utilization of hardware and the ability to run diverse operating systems on a single machine.[30]

I1.2.2 Hardware virtualization

Hardware virtualization entails the virtualization of server hardware, where virtual machines
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are created to emulate the functionality of physical machines. This is achieved by running a
hypervisor, or virtual machine monitor (VMM), either directly on the bare metal server (Type-I
Hypervisor) or on top of the existing server operating system (Type-1I Hypervisor). The hy-
pervisor simulates virtual hardware components such as the CPU, memory, I/O, and network
devices for each virtual machine. Each virtual machine operates independently, running its own
operating system and applications. The hypervisor is responsible for efficiently distributing the
underlying physical resources among the virtual machines.[29]

Modern hypervisors offer various strategies for resource allocation and sharing of physical
resources within virtual machines (VMs). These strategies include strict partitioning, where each
VM is allocated dedicated physical resources, as well as best-effort sharing, where resources are
shared among VMs based on their dynamic needs. Additionally, the hypervisor ensures isolation
among VMs by intercepting privileged hardware access requests from guest operating systems
and handling them within the hypervisor itself. Notable examples of hardware virtualization

platforms are VMware ESXi, Linux KVM, and VirtualBox.[31]

I1.2.3 Operating system virtualization

Operating system virtualization focuses on virtualizing the OS kernel instead of the physical
hardware. This approach utilizes containers as OS-level virtual machines, where each container
encapsulates a set of processes that are isolated from other containers or system processes. The
container abstraction is implemented by the OS kernel, which handles the allocation of CPU
shares, memory, and network I/O to each container. Additionally, the kernel can provide file
system isolation for the containers. This form of virtualization allows for efficient resource
utilization and isolation at the OS level.[29]

Similar to hardware virtualization, operating system virtualization through containers sup-
ports various allocation strategies such as dedicated, shared, and best effort. Containers offer
lightweight virtualization as they do not run their own OS kernels but instead leverage the un-
derlying kernel for OS services. In certain scenarios, the underlying OS kernel may emulate a
different version of the OS kernel for processes within a container. This feature is commonly uti-
lized to facilitate backward OS compatibility or emulate different OS application programming

interfaces (APIs). [32]
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I1.3 Microservices

Microservices are small, independent services used to build complex systems. Unlike tradi-
tional architectures, microservice architecture relies on loosely coupled and modular services.
The key benefits of microservices include easy development, deployment, and scalability due to
their independent nature.[33]

Microservices contribute to the robustness of systems by ensuring that failures in one compo-
nent do not affect the usability of others. If a service instance fails, other instances can take over
its responsibilities. Additionally, microservices allow for efficient scaling as individual services
can be scaled based on demand, optimizing resource utilization and minimizing bottlenecks.[34]

To ensure performance isolation, microservices should be run in isolated environments. Vir-
tualization is one approach, but the overhead can be high for small microservices. Containers,
such as Docker, provide a more lightweight and cost-efficient solution, offering isolated execu-
tion environments for microservices.[35]

microservices provide independence, robustness, and scalability to complex systems. They
can be efficiently managed through containerization, enabling isolated execution environments

and reducing overhead.[34]

I1.4 Containerization

Containerization technology, as a lightweight alternative to virtualization, focuses on abstract-
ing the operating system (OS) level instead of virtualizing the hardware stack with virtual ma-
chines. Containers allow applications to run inside isolated environments, providing efficiency
in interconnection between containers and portability. They have a lower start-up time compared
to virtual machines, as they can share resources with the host machines, leading to enhanced
resource utilization.[36]

Containers offer independent provisioning of spatial isolation, processes, file systems, names-
paces, and hardware resources for each running instance. Their ability to facilitate fast applica-
tion deployment has brought a shift in computing operations, especially in scientific program-
ming. Containers have demonstrated near-native performance when compared to bare-metal ex-
ecution of CPU-intensive applications, making them increasingly popular in high-performance
computing applications.[37]

container paradigms in computing enable rapid application deployment, achieve efficient re-
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source utilization, and provide isolation for running instances. Their lightweight nature and per-
formance benefits have made them highly valuable in scientific and high-performance computing
domains.[38]

There are several important container tools available in the realm of containerization. Con-
tainerization tools are software platforms that simplify the creation, deployment, and manage-
ment of containers. These tools play a critical role in implementing containerization technology
by providing features and functionalities for containerization workflows. Some popular con-

tainerization tools include:

* Docker - Open-source containerization platform .[39]

Microsoft Azure Container Registry - Managed OCI distribution [40]

Vagrant - CL utility for VMs lifecycle management.[41]

Buildah - Command-line tool for OCI images and containers[42]

Podman - Open-source, daemonless container engine for Linux[43]

Containerd - A simple yet robust container runtime[44]

LXD - Linux daemon by Ubuntu [45]

ZeroVM - Open-source virtualization with sandbox support[46]

I1.4.1 Docker

Docker is a comprehensive platform that facilitates the construction, deployment, and exe-
cution of distributed applications. By providing a framework for complete application runtime
encapsulated as an image, Docker liberates applications from dependency on specific infrastruc-
ture. This independence empowers developers and IT operations teams to fully leverage their
capabilities, fostering a collaborative and innovative environment. With Docker, the need for
traditional installations is eliminated, as the portable runtime system is readily available within

the image itself.[47]

I1.4.2 Docker Image

A Docker Image is a self-contained and unchangeable representation of a container, created

by combining a series of layers. These layers are specified in the Dockerfile, with each layer
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capturing only the modifications from the previous layer. Docker Images are versatile and can

be utilized at every stage of the deployment process.[48]

11.4.3 Docker Containers

Docker Containers are generated from Docker images, serving as self-contained units that
encapsulate all the necessary components required for running an application in an isolated man-
ner. To ensure a confined environment, the container includes all the essential dependencies and
resources specific to the application. In the case of an application comprising an Ubuntu OS
and Nginx server, a Docker image is constructed by incorporating these components. By exe-
cuting the ”docker run” command, a container is instantiated from the Ubuntu OS image, which

includes the Nginx server, allowing it to commence running. [49]

I1.4.4 Docker Machine

Docker Machine is a convenient tool that allows users to easily provision and manage multiple
Docker hosts remotely from a personal computer. These Dockerized hosts serve as servers to run
Docker containers, enabling the deployment and execution of containerized applications.[50]

Docker Machine supports a wide range of backend cloud service providers, including popular
ones like Amazon Web Services, Microsoft Azure, Digital Ocean, Google Compute Engine, and
OpenStack, as well as others such as Exoscale, Generic, Rackspace, IBM Softlayer, and VMware
vCloud Air. This broad compatibility makes Docker Machine a versatile choice for centrally
managing macroservices across different locations and vendors.[50]

By combining Docker Machine with Docker Swarm, users can create a virtual system of
systems spanning multiple clouds. This allows for the orchestration and coordination of con-
tainerized applications across various cloud environments, providing a scalable and flexible in-
frastructure for distributed systems.

The combination of Docker Machine and Docker Swarm offers a powerful solution for man-
aging containerized workloads in a distributed and cloud-agnostic manner. It simplifies the man-
agement and deployment of containers across diverse cloud platforms, enabling users to build

and scale complex systems effectively.
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I1.4.5 Dockerfile

A Dockerfile is used to define the environment inside a container. It specifies the operating
system, networking interfaces, disk drives, port mappings, required software, folder permissions,
files to be copied, and the execution of specific scripts. By creating an image from the Dockerfile,
it ensures that the resulting builds from this image will be identical regardless of where they are
run. This guarantees consistency and reproducibility, allowing containers to be deployed and

executed reliably across different environments.[51]

I1.4.6 Docker Advantages

* Portability: Docker enables applications to run on any system or server that has Docker
installed. The containerized application remains consistent and can be deployed across

different environments without compatibility issues.[52]

* Composability: Docker simplifies the composition of complex web applications that com-
prise multiple software components. These components, such as servers and databases, can
be combined into a single container or distributed across multiple containers. Each con-

tainer can be independently managed, facilitating modular development and deployment.[53]

* Isolation: Docker ensures that each application operates in isolation within its own con-
tainer. This isolation provides security and prevents conflicts between different applica-
tions running on the same system. Additionally, Docker containers are isolated from the

underlying system, reducing dependencies and ensuring consistent behavior.[53]

* Orchestration and Scaling: Docker containers are lightweight and easily scalable. Multiple
containers can be created on a single server or scaled across a cluster of servers effortlessly.
Docker’s orchestration tools, like Docker Swarm or Kubernetes, simplify the management
and scaling of containerized applications, allowing for efficient resource utilization and

improved performance.[53]

II.5 Virtual Machines vs Containers

Containers are composed of the necessary libraries and dependencies required to run an appli-

cation’s logic. Unlike virtual machines (VMs), containers do not have isolated operating systems
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but share the underlying host operating system among multiple containers. This distinction be-
tween VMs and containers makes containers more lightweight, cost-effective, and scalable.[29]
Compared to VMs, containers require fewer resources. They can be created from a container
image within seconds and are well-suited for running microservice applications in a distributed
architecture.[3]

Containers and VMs are not mutually exclusive but can coexist and complement each other.
By running containers within VMs, you can harness the benefits of containerization while lever-

aging the isolation and management capabilities provided by virtualization.[3]
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Figure II.1: Architecture comparison virtual machine v.s. container [3]

I1.6 Container orchestration

Container orchestration is the process of automating the deployment, scaling, and manage-
ment of containerized applications. It involves using specialized software tools, called container
orchestration systems or platforms, to manage the complex infrastructure required to run con-
tainerized applications.[54]

Container orchestration systems provide a wide range of features for managing containers at
scale, such as container deployment, load balancing, scaling, service discovery, and networking.
These features enable developers to deploy and manage applications in a way that is efficient,
resilient, and scalable. Moreover, container orchestration systems allow organizations to respond
quickly to changes in demand or resource availability, thus enabling them to optimize resource

utilization and reduce operational costs.[55]
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In fog computing, container orchestration solutions are used to manage container life cy-
cle, scale them up or down, perform self-healing, migrate them, and manage a heterogeneous
infrastructure. Containerization provides a lightweight and small footprint form of virtualiza-
tion, making it more appropriate for resource-restricted devices in a fog computing environment
compared to traditional virtual machines. Container orchestration solutions such as Kubernetes,
Docker Swarm,and Marathon on Mesos, enable efficient deployment, scaling, and management
of containerized applications across multiple fog nodes or hosts, while ensuring high availabil-
ity and scalability of the applications. These solutions abstract the underlying physical devices
where the containers are executed, enabling fog computing environments to implement and au-
tomate the essential characteristics of Fog Computing such as heterogeneity, geographic distri-

bution, and scalability.[56]

II.6.1 Kubernetes

Kubernetes is an open-source platform created by Google in 2014 that simplifies the man-
agement of containerized applications across a cluster of machines. The platform is based on a
master/slave architecture where a developer submits a list of applications to a master node, and
the platform deploys them across slave and master nodes.[57]

The master node serves as the control plane of the cluster, and it can be replicated to en-
sure high availability and fault tolerance by utilizing the scheduling layer. The slave nodes, also
known as minions, are where application containers are executed. Kubernetes provides a con-
tainerized application as a set of containers, each specific for a single microservice.[57]

A pod is a fundamental unit in Kubernetes that represents a group of containers that are co-
scheduled. All containers within a pod are controlled as a single application, and thus, they share
the same environment. A pod may have one or more containers, and because they run in a shared
context, containers within the pod can be scaled as a unique application.[57]

The Replication Controller is a Kubernetes component responsible for managing pod replication
to ensure that a certain number of pods are currently providing a specific service. If the current
state departs from expectations, such as in the case of a node outage, the Replication Controller
automatically starts scheduling a new instance on a different slave node. The heartbeat controller

mechanism is designed with a subscriber notification system and is not overly aggressive.[57]
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I1.6.2 Apache Mesos

Apache Mesos is a significant open-source project initially developed by the University of
California, Berkeley. It adopts a master/slave design pattern, where slave nodes execute tasks del-
egated to them by the master process. The master process runs on a manager node in the cluster
and is responsible for managing and monitoring the entire cluster architecture. It communicates
with frameworks that aim to schedule jobs on slave nodes.To provide orchestration functionali-
ties to the entire Mesos cluster, Mesos solutions typically include installing an application-level
management tool called Marathon on top of the Mesos cluster. Marathon interacts with the mas-
ter component, and in case of slave faults, it starts a new instance to ensure fault-tolerance. Mesos
ensures high availability by replicating master nodes and providing failover mechanisms in case
of master failures. To achieve this, it relies on Apache Zookeeper, which employs an election

algorithm to select a new node to play the master role.[56]

11.6.3 Docker Swarm

One of the most widely used container orchestration engines is Docker Swarm, which was
first released in 2016 under the Docker brand. As its name suggests, Docker Swarm is designed
to work seamlessly with the Docker API, offering a straightforward way to manage and configure
containers within the Docker environment.[57]

With Docker Swarm, users can manage individual containers or large clusters of containers
distributed across a network. The engine facilitates container cooperation, which is necessary
since Docker containers are intended for standalone operation and cannot work together without
assistance.[4]

Docker Swarm offers advanced planning features that enable users to select the most suitable
nodes within a container cluster for deploying specific containers. Developed in Go, Docker
Swarm is tightly integrated with the Docker API, enabling users to leverage all of the powerful
features available in the Docker environment.[4]

Using YAML serialization language, container deployment is simplified, and users familiar
with the Docker ecosystem can quickly adapt to managing their container infrastructure with

Docker Swarm, without the need to learn new orchestration concepts from other vendors.[4]
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Figure I1.2: Architecture Docker Swarm [4]

11.6.3.1 nodes

A node is an instance of the Docker engine that participates in the swarm. Nodes can be
thought of as Docker hosts or machines that run the Docker engine and join a cluster managed
by the swarm.[4]

Nodes can run on a single physical computer or cloud server, but in production swarm de-
ployments, nodes are typically distributed across multiple physical and cloud machines. Nodes
can be designated as either manager or worker nodes.[58]

Manager nodes are responsible for managing the swarm state and orchestration, while worker
nodes receive and execute tasks assigned by manager nodes. By default, manager nodes also act
as worker nodes, but this can be configured to have separate sets of manager-only and worker-
only nodes.[58]

Each node in the swarm has a unique identifier and can communicate with other nodes
through a secure gossip protocol. Nodes can also be added or removed from the swarm as

needed, allowing for dynamic scaling and high availability.[4]

11.6.3.2 service and tasks

In Docker Swarm, a service is a definition of the tasks to be executed on the manager or
worker nodes. It’s the central structure of the swarm system and the primary point of interaction
with the user. When a service is created, the user specifies which container image to use and

which commands to execute inside running containers.[4]
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There are two types of services in Docker Swarm: replicated and global. In the replicated
services model, the swarm manager distributes a specific number of replica tasks among the
nodes based on the desired state. This means that the manager node assigns tasks to worker
nodes according to the number of replicas set in the service scale. Each task carries a Docker
container and the commands to run inside the container. The task is the atomic scheduling unit
of the swarm.[4]

In contrast, global services run one task for the service on every available node in the cluster.
This means that the swarm runs a single task for the service on each worker node in the swarm.[4]

Once a task is assigned to a node, it cannot be moved to another node. The task can only run
on the assigned node or fail. The manager node monitors the tasks and takes appropriate action

in case of any failure or unavailability of a node.[4]

I1.6.3.3 Load balancing

In swarm mode, the swarm manager utilizes ingress load balancing to expose services ex-
ternally within the swarm. The service can be automatically assigned a PublishedPort by the
swarm manager, or a specific PublishedPort can be configured. If no port is specified, the swarm
manager assigns a port within the range of 30000-32767 to the service. External components,
including cloud load balancers, can access the service through the PublishedPort on any node
in the cluster, regardless of whether the node is currently running the task for the service. All
nodes in the swarm handle ingress connections and route them to a running task instance. Swarm
mode also incorporates an internal DNS component that assigns a DNS entry to each service in
the swarm. The swarm manager utilizes internal load balancing based on the DNS name of the

service to distribute requests among services within the cluster.[58]

II.7 Resource scaling

Resource scaling in fog computing refers to the dynamic allocation of resources based on
the varying demands of the system. It is a crucial aspect of achieving scalability and efficient
resource utilization in fog computing environments. Managing different requests and adapting
resource allocation accordingly is essential for achieving scalability in fog computing.There are

two key concepts in scaling resources: vertical scaling and horizontal scaling. [59]
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IL.7.1 Vertical Scaling

In vertical scaling, or scaling up/down, involves modifying the allocated resources of a run-
ning VM. This can include increasing or reducing the CPU power, memory, or other resources
assigned to the VM. However, many common operating systems do not support making such
changes without requiring a reboot, even if the VM is involved. As a result, most cloud providers
primarily focus on offering horizontal scaling capabilities. [59]

In the case of containers, vertical scaling might involve adding more CPU cores, increasing
memory allocation, or expanding storage capacity for a single container instance. Vertical scaling
is useful when an application or container requires more resources to handle increased workload
demands. Howeuver, it has limitations as there is a maximum limit to the available resources on a

single instance.

I1.7.2 Horizontal Scaling

In horizontal scaling, also known as scaling out/in, the resource unit being adjusted is the
server replica, which runs on a virtual machine (VM). Additional replicas are added or released
as needed to handle the workload. This approach allows for dynamically increasing or decreasing
the number of server replicas based on demand.[59]

Horizontal scaling is more prevalent and commonly offered by cloud providers because
it provides greater flexibility in dynamically adjusting resources based on demand. It allows
for the addition or removal of server replicas without interrupting the overall system. Vertical
scaling, although possible, may involve downtime or disruption due to the need for restarting or

reconfiguring the VM or underlying hardware.[59]

In the case of containers, horizontal scaling would mean running multiple container in-
stances of the same service or application, usually behind a load balancer, to distribute incoming
traffic across the instances. Horizontal scaling provides better scalability as it allows for adding

more instances to handle increased demand and ensures better fault tolerance and availability.
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II.8 Related Work

The autoscaling problem has received significant attention in the domains of cloud computing
and IoT. However, the techniques employed to address this problem are not directly applicable
to Fog computing environments due to their distinct characteristics. Consequently, numerous
platforms, emulators, and frameworks have been developed thus far to tackle the autoscaling
challenge specifically in Fog computing environments. In the following section, we will provide
a summary of the relevant works that closely pertain to the autoscaling problem within Fog
computing environments.

In their study, Yu et al. [60] introduced a framework designed to facilitate fog-enabled
data processing in [oT systems, aimed at catering to real-time data applications that require low-
latency services. The framework incorporates a preprocessing mechanism that operates within
the fog computing platform. This preprocessing step efficiently handles the sensory data received
from sensors, prior to forwarding it to the cloud. As a result, this approach significantly reduces
the volume of data that needs to be transmitted onwards.

In the high-scalability system described in reference [61] for OpenStack, a master node
is utilized to manage VMs running a specific application while also acting as the sole entry
point for all application requests. Requests are queued and dispatched by the master node to
the VMs. To ensure stability and load balancing, an automatic scaling algorithm is employed.
However, a limitation arises as the master node becomes a performance bottleneck. To overcome
this, a mechanism is required to separate the auto-scaling controller from the traffic entry points,
allowing for improved scalability, performance, and avoidance of master node bottleneck issues.

Chang et al. [62] presented a monitoring approach for the Kubernetes container platform.
Their approach involved a monitoring mechanism that offered comprehensive insights into sys-
tem resource utilization ratios and application quality-of-service (QoS) metrics. This detailed
information facilitated the implementation of a sophisticated resource provisioning strategy, en-
abling dynamic resource dispatch. However, it is worth noting that the system model utilized
a single machine and lacked an explanation regarding the parameter settings employed in their

research.
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I1.9 Conclusion

In conclusion, virtualization and containerization technologies provide powerful tools for
building, deploying, and managing modern applications. Virtual machines provide strong iso-
lation and security but can be resource-intensive, while containerization platforms like Docker
offer better performance and resource utilization. Container orchestration tools like Kubernetes,
Apache Mesos, and Docker Swarm allow you to manage and automate container deployment,
scaling, and networking. Resource scaling can be done through vertical scaling or horizontal
scaling, depending on the application’s needs. Microservices architecture offers benefits such as
improved scalability and flexibility, but also introduces some challenges, such as service discov-
ery and data consistency. Overall, these technologies offer a powerful toolkit for building and

managing modern, scalable applications.
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CHAPTER 1II. AUTOSCALING ALGORITHM FOR CONTAINERS SYSTEM

II1.1 Introduction

In This chapter will be addressed the design and propose a autoscaling algorithm for IoT
container systems. The chapter begins with a discussion of the general architecture of the system
and the internal architecture of the cluster with an overview of the model to understand its un-
derlying concepts. The proposed autoscaling algorithm is then presented, which is responsible
for dynamically scaling the number of container instances based on the current workload. The

algorithm is designed to ensure that the system can efficiently handle varying workloads .

III.2 General Architecture

In the fog computing architecture based on container orchestration, the system consists of
three main layer ,As shown in the figure III.1:

the edge layer, the fog layer, and the cloud layer. The edge layer represents the devices at
the edge of the network, such as sensors, actuators, and gateways. These devices interact directly
with the physical environment and generate data.

The fog layer resides between the edge and cloud layers. It comprises fog nodes, which are
clusters of container swarms. These fog nodes are managed by container orchestration technolo-
gies, and are responsible for processing and analyzing data at the network edge. By leveraging
containerization and orchestration, the fog layer enables efficient management and deployment
of containerized applications and services.

The load balancer distributes incoming network traffic among multiple fog nodes. It pre-
vents any single fog node from becoming overwhelmed with traffic, thus ensuring a balanced
workload distribution.

The cloud layer represents the traditional cloud infrastructure, which consists of data centers
and remote servers. It provides extensive computational and storage resources and can be used

for more resource-intensive processing tasks or long-term data storage.
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Figure III.1: The general architecture of fog computing based on container orchestration (per-
sonal)

35



CHAPTER 1II. AUTOSCALING ALGORITHM FOR CONTAINERS SYSTEM

III.3 Cluster Internal architecture

In cluster internal architecture , the Manager Node is responsible for managing and coordi-
nating the worker nodes. The worker nodes are where the services run. The system includes two

main modules as show in figure II1.2: Monitoring and Autoscaler.

II1.3.1 Monitoring /Autoscaler module

Is responsible for scraping and monitoring CPU metrics for the services. It collects CPU
usage data from the worker nodes. The Monitoring module periodically collects CPU metrics
from the worker nodes to monitor the resource usage and performance of the services. It tracks
CPU utilization, load average, and individual process CPU usage to gather insights into the CPU
resource utilization of the services running on the worker nodes.

The Autoscaler module is responsible for scaling the services in the Swarm cluster. It pe-
riodically fetches the CPU metrics from the Monitoring module to make scaling decisions. The
Autoscaler module uses the collected CPU metrics as input to determine whether to scale up or
scale down the services based on predefined scaling rules or policies.

if the Autoscaler module detects high CPU usage above a certain threshold, it may trigger a
scaling action to add more instances or replicas of the service to handle the increased workload.
On the other hand, if the CPU usage is consistently low, the Autoscaler module may scale down
the services by reducing the number of instances or replicas to optimize resource utilization.

By leveraging the CPU metrics obtained from the Monitoring module, the Autoscaler module
dynamically adjusts the number of service instances or replicas to maintain the desired perfor-
mance, resource efficiency, and scalability of the services in the Swarm cluster.

the Monitoring and Autoscaler modules work together to ensure efficient resource manage-
ment, effective scaling, and optimal performance of the services running in the Swarm cluster

based on the collected CPU metrics.
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Figure II1.2: Autoscaling in internal cluster using a Autoscaler(personal)

I11.3.2 Illustrative Scenario

In the depicted scenario (figure II1.3), three nodes are present: a management node and two
worker nodes. One of the worker nodes hosts Service 1, which consists of three replicas, exhibit-
ing a CPU usage of 84%. Meanwhile, the other worker node accommodates a Service 2, with
three replicas and a CPU usage of 12%.

In the figure I11.4, the CPU usage undergoes a change, reducing to 54% through an automated
up scaling process. This adjustment involves the addition of a new service , which effectively
distributes the load and ensures that the CPU usage remains within the defined range.

in the other hand a replica is removed from the second worker node, resulting in a CPU usage
of 24 %.through an automated down scaling process to align the CPU usage within the specified
minimum limit of 20% while optimizing resource utilization.

These images effectively highlight the dynamic nature of the system, where automatic scaling
mechanisms respond to CPU usage thresholds. By dynamically adjusting the number of replicas
and distributing the workload, the system efficiently utilizes resources while adhering to the

defined performance limits.
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II1.3.3 System Modules Interactions

In Figure II1.5 the sequence diagram depicts the interactions between various components of
a system during the autoscaling process. The key components involved in the sequence are the
Autoscaler, Monitoring component, Manager Node, and Worker Nodes. Here’s a breakdown of

the interactions shown in the diagram:

1. The Autoscaler initiates the autoscaling process by sending a query to the Monitoring

component (MM) for nodes CPU usage .

2. The Monitoring component (MM)receives the query and request services CPU usage from

the worker nodes (WN) where the services are running.

3. The Monitoring component (MM)receives the services CPU usage from the worker nodes

(WN) .

4. The Monitoring component (MM) responds to the Autoscaler (MA) with the nodes CPU

usage data.

5. Upon receiving the CPU usage data, the Autoscaler (MA) processes the data along with

service information to determine scaling actions.

6. If the CPU usage exceeds a predefined upper limit (CPU UPPER LIMIT), the Autoscaler
sends a scale-up request to the Manager Node (MN) .
(a) The Manager Node (MN) receives the scale-up request from the Autoscaler(MA) .

(b) The Manager Node (MN) forwards the request for replicas augmntation to the appro-

priate Worker Nodes (WN) responsible for handling the respective services.

(c) The Worker Nodes(WN) handle the scale-up request and create additional replicas of

the service as necessary.

7. Conversely, if the CPU usage falls below a predefined lower limit (CPU LOWER LIMIT),

the Autoscaler(MA) sends a scale-down request to the Manager Node (MN).

(a) The Manager Node (MN)receives the scale-down request from the Autoscaler (MA)

(b) The Manager Node (MN) forwards the request minimization to the relevant Worker

Nodes (WN) .
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(c) The Worker Nodes (WN) handle the scale-down request and remove unnecessary

replicas of the service bas

ed on the scaling action.

The sequence diagram illustrates the flow of interactions between the Autoscaler, Monitoring

component, Manager Node, and Worker Nodes during the autoscaling process. It shows how

the Autoscaler queries for CPU metrics, processes the received data, and triggers scaling actions

based on predefined upper and lower

limits, with the Manager Node coordinating the creation or

removal of service replicas on the Worker Nodes.
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Figure II1.5: sequence diagram illustrates the flow of interactions between the system modules

(personal)
Table III.1: Interactions during Autoscaling Process

N° Acte Sender | Receiver Content

1 Request nodes CPU usage MA MM

2 Request services CPU usage MM WN

3 Services CPU usage WN | MM list of {service_id ,CPU_usage}

4 Nodes CPU usage MM MA list of {node_id,service id ,CPU usage}

6 Scale-up request MA MN {node_id,service_id ,nbr of replicas to be added}
T | Services Replicas augmentation request | MN WN {service_id ,nbr of replicas to be added}

8 Scale-down request MA MN | {nodeid,service_id ,nbr of replicas to be removed }
9 | Services Replicas minimization request | MN WN {service id ,nbr of replicas to be removed }
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II1.4 Proposed Algorithm

In this section description of the algorithms that are used in this project will be provided.

II1.4.1 Autoscaler

As described in Algorithm 1, is designed to handle the scaling of services based on their CPU
usage. It takes a list of services with their corresponding CPU usage as input. The algorithm first
sets the lower and upper limits for CPU usage.

The algorithm iterates over each service in the list and calls the default_scale function for
each service. This function ensures that each service is scaled according to its autoscale label,
replica minimum, and replica maximum values.

Following that, the algorithm performs another iteration over the services and checks if their
CPU usage is below the lower limit. If a service’s CPU usage is below the limit, the scale_down
function is called to reduce the number of replicas for that service. The function also takes into
account the autoscale label and ensures that the new number of replicas does not fall below the
replica minimum value.

Lastly, the algorithm performs a third iteration over the services and checks if their CPU
usage exceeds the upper limit. If a service’s CPU usage is above the limit, the scale_up function
is called to increase the number of replicas. The function considers the autoscale label and

ensures that the new number of replicas does not exceed the replica maximum value.
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Algorithm 1: autoscaler
Input : S:list of services with CPU usage

1 foreach service in S do
2 default_scale(service);

3 end

4 foreach service in S do

5 if service CPU usage < LOWER_LIMIT then

6 scale_down(service);

7 else

8 if service CPU usage > UPER_LIMIT then
9 scale_up(service);

10 end

1 end

12 end

13 end

II1.4.2 Scale Up

The ”Scale Up” algorithm 2 ,is designed to increase the number of replicas for a specified
service while adhering to the replica maximum constraint. It determines the maximum number
of replicas allowed for the service and retrieves the current number of replicas. By invoking the
calculate_new_up_replicas() function, it calculates the desired number of new replicas based on
specific criteria. If the replica maximum is greater than or equal to the calculated new replicas,
the algorithm scales up the service by setting the number of replicas to the value of newRepli-
cas. This controlled scaling approach ensures that the service can expand its capacity within the

defined limits, promoting efficient resource allocation and maintaining service performance.
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Algorithm 2: function Scale Up
Input : service: name of the service

1 replica_maximum < get_replica_maximum(S);

[

current_replicas <— get_current_replicas(S);

3 new_replicas < calculate_new _up_replicas(service);

S

if replica_maximum > new _replicas then
5 scale_service(service, new_replicas);

¢ end

I11.4.3 Scale Down

The ”Scale Down” algorithm 3, is designed to decrease the number of replicas for a given
service while adhering to the replica minimum constraint. It retrieves the replica minimum and
the current number of replicas for the service, and then calculates the desired number of new
replicas based on specific criteria using the calculate_new_down_replicas(service) function. The
algorithm checks if the replica minimum is satisfied by comparing it to the calculated new repli-
cas. If the condition holds true, indicating that scaling down can be done while still meeting the
replica minimum, the algorithm scales down the service by setting the number of replicas to the
value of newReplicas using the scale_service(service, newReplicas) function. By following this
approach, the algorithm ensures controlled scaling down of the service, taking into account the

replica minimum requirement and optimizing resource allocation accordingly.

Algorithm 3: function Scale Down :
Input : service: name of the service

1 replica_minimum < get_replica_minimum(service);

2 current_replicas < get_current_down_replicas(service);
3 new_replicas < calculate_new replicas(service);

4 if replica_minimum < new_replicas then

5 scale_service(service, new_replicas);

¢ end

II1.4.4 Calculate the number of required replicas for scaling up

The “calculate_new _up_replicas” algorithm computes the desired number of new replicas for
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scaling up a service. It uses the CPU_PERCENTAGE _UPPER LIMIT, current_replicas, and
replica_maximum values to calculate ratios and a scaling factor. The new _replicas value is then
determined by adding half of the scaling factor to the current number of replicas. This algorithm

facilitates controlled scaling up of the service while considering resource constraints.

Algorithm 4:  function calculate_new_up_replicas :
Input : service: name of the service, current _replicas ,

CPU_PERCENTAGE_UPPER_LIMIT, replica_maximum

Output: new _replicas

CPU_PERCENTAGE _UPPER_LIMIT .

1 1n< replica_maximum >
2 m— CPU_PERCENTAGE _UPPER_LIMIT .

current _replicas ’
3 X0

4 new_replicas < current replicas + %(;

5 return new_replicas

II1.4.5 Calculate the number of required replicas for scaling down

The “calculate_new_down_replicas” algorithm calculates the desired number of new replicas
for scaling down a service based on the CPU_PERCENTAGE _LOWER _LIMIT, current_replicas,
and replica_minimum. It computes the ratios n and m by dividing the CPU_PERCENTAGE_LOWER
_LIMIT by the replica_minimum and current_replicas, respectively. The scaling factor X is then
determined by dividing n by m. The desired number of new replicas is obtained by subtract-
ing half of X from the current number of replicas. This algorithm enables controlled scaling
down of the service while considering the lower limit of CPU usage and the minimum replica

requirement.
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Algorithm 5:  function calculate_new_down replicas
Input : service: name of the service, current_replicas,

CPU_PERCENTAGE_LOWER _LIMIT, replica_minimum
Output: new replicas

CPU_PERCENTAGE_LOWER_LIMIT .

1 1< replica_minimum ’

CPU_PERCENTAGE _LOWER_LIMIT .
current _replicas >

2 m<—

n.
3 X« ot
4 new_replicas < current _replicas — %;

5 return new_replicas

III.5 Conclusion

This chapter presented the general architecture of fog computing based on container orches-
tration for IoT container systems. The internal architecture of the cluster was discussed, high-
lighting the roles of the Manager Node, Worker Nodes, Monitoring module, and Autoscaler mod-
ule. An illustrative scenario demonstrated the dynamic nature of the system, where autoscaling
mechanisms respond to CPU usage thresholds to optimize resource utilization. The interactions
between system modules during the autoscaling process were depicted in a sequence diagram.
Finally, the proposed autoscaling algorithm was introduced, consisting of the Autoscaler , Scale
Up algorithm, Scale Down algorithm, and auxiliary functions for calculating the desired number

of replicas.
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CHAPTER IV. IMPLEMENTATION AND EXPERIMENTAL RESULTS

IV.1 Introduction

In the previous chapter, we provided an overview of the system environment and its com-
ponents. In this chapter, we will delve into the essential details required to create a functional

prototype. Additionally, we will include an experiment to evaluate the effectiveness of our work.

IV.2 Architecture implementation

The architecture implementation (IV.1)consists of four parts: exposing container metrics, col-
lecting them, calculating desired replicas, and scaling services accordingly. cAdvisor exposes
container CPU usage metrics. Prometheus collects metrics from cAdvisor. The Autoscaler cal-
culates desired replicas using Prometheus metrics. Autoscaler sends scaling decisions to the

Docker engine. Docker engine executes scaling commands.

Docker Swarm Cluster

1
: i
i 1
i 1
i 1
: 1
1
: Prometheus i
: 1 Service 1 1
, . HTTP :
I
: PromQL E
i 1
I
Service 1 !
i Autoscaler cAdvisor i
1
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i 1
! 4 T i
: Docker AP Docker AP !
1
| v | :
i Docker Engine D ocker Engine i
E i
: Manager node Worker node E
- 1
I

Figure IV.1: Architecture implementation (personal)

IV.2.1 Swarm cluster Configuration

In the described architecture, three VMs or nodes are created using the virtualbox driver: one

Manager VM and two Worker VMs. The specifications and software installed on each VM are
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as follows:

Virtual Machine Specification:

* Driver: virtualbox

* Operating System: Linux 2.6/3.x/4.x/5.x (64-bit)

Manager VM (node-1):

* Docker Engine: Installed

* Docker Swarm: Initialized as the Swarm Manager

Worker VMs (node-2 and node-3):

* Docker Engine: Installed

* Joined to Docker Swarm: Joined as worker nodes to the Swarm Manager (node-1)

in the description in Listing IV.4 the script creates three VMs using the virtualbox driver.
The first VM, node-1, serves as the Manager VM and is initialized as the Docker Swarm Man-
ager. It has Docker Engine installed. The remaining two VMs, node-2 and node-3, act as Worker
VMs. They also have Docker Engine installed and are joined to the Docker Swarm Manager
(node-1) as worker nodes.also sets the Docker environment for each VM using docker-machine
env before executing relevant commands. The final command, docker node 1s, lists the nodes in

the Docker Swarm cluster, providing information about the status of the swarm.

| #!/bin/sh
3 for i in 1 2 3; do
4 docker-machine create -d virtualbox node-$i
5 done
eval $(docker-machine env node-1)
o docker swarm init --advertise-addr $(docker-machine ip node-1)

11 TOKEN=$ (docker swarm join-token -q worker)

3 for i in 2 3; do

14 eval $(docker -machine env node-$i)
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docker swarm join --token $TOKEN $(docker-machine ip node-1) :2377
done
| n

echo "Swarm cluster has been successfuly created !";

eval $(docker-machine env node-1)

» docker node 1s

Listing IV.1: Swarm cluster Configuration

IV.2.2 Prometheus and Cadvisor

To enable scaling of a service based on CPU usage, the service’s resource usage metrics
need to be exposed to Prometheus. cAdvisor, a component developed by Google, is specifically
designed to provide users with easy access to container resource usage insights. It has native
support for Docker containers and can be run as a Docker container itself. Importantly, cAdvisor
seamlessly integrates with Prometheus, allowing Prometheus to collect and scrape services met-
rics from cAdvisor running on each swarm node. Once the metrics are ingested by Prometheus,
they can be queried and aggregated in real-time using Prometheus’ query language, PromQL.
To determine the average CPU usage level of the service, the metric is further aggregated us-
ing PromQL. The provided configuration IV.2is a snippet of a Prometheus configuration file
(prometheus.yml) that demonstrates how to scrape metrics from two different jobs: *prometheus’

and ’cadvisor’.

global:
scrape_interval: 30s
evaluation_interval: 30s
scrape_configs:
- job_name: ’prometheus’
dns_sd_configs:
- names:

- ’tasks.prometheus’

type: ’A°
port: 9090
- job_mname: ’cadvisor’

dns_sd_configs:

— names:
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- ’tasks.cadvisor’
type: ’A°
port: 8080

Listing IV.2: Prometheus configuration

IV.2.3 Autoscaler implementation

Autoscaler is a daemon process that periodically monitors Prometheus metrics and scales
services in a Docker Swarm cluster. It utilizes service labels to control its scaling behavior. The
following service labels are used:

swarm_autoscaler: This label enables or disables automatic service scaling. If the value is
not set to "true,” autoscaling will not be enabled for the service.

swarm_autoscalerminimum: This label sets the minimum number of replicas desired for a
service. The autoscaler will not downscale the service below this number.

swarm_autoscaler_maximum: This label sets the maximum number of replicas desired for

a service. The autoscaler will not scale up the service beyond this number.

The Autoscaler detects services that have these labels and fetches their metrics from Prometheus.

based on this metrics, it dynamically scales the services by interacting with the Docker API. The
Autoscaler can be implemented in programming languages that can utilize the PromQL API to
retrieve metrics from Prometheus and the Docker API to scale the services.

In the proof-of-concept implementation mentioned, a shell script was used to connect to
Prometheus and interact with the Docker API using the Docker client package. This allowed the
script to retrieve metrics and scale the services accordingly based on the specified minimum and

maximum replica values.

IV.2.3.1 Autoscaling variables and configuration parameters

The provided sets up default values for various configuration parameters required for an au-
toscaling process ,as show in ListingIV.3 .It defines upper and lower threshold limits for CPU us-
age through the CPUPERCENTAGE_UPPER-LIMIT and CPU_PERCENTAGE_LOWER_LIMIT
variables, respectively,with default values of 75% and 25% if not explicitly set. Additionally, es-
tablishes the Prometheus API endpoint through the PROMETHEUS _API variable and defines the
specific query, stored in PROMETHEUS_QUERY, for retrieving CPU usage metrics of labeled

services within a Docker Swarm.
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#!/bin/bash

> CPU_PERCENTAGE_UPPER_LIMIT=75

; CPU_PERCENTAGE_LOWER_LIMIT=25

4

5

PROMETHEUS _API="api/vl/query?query="
PROMETHEUS_QUERY="sum(rate(container_cpu_usage_seconds_totall7
Bcontainer_label_com_docker_swarm_task_name 3D~ %27.%2B%27%7D%5B1m%5D)

)BY(container_label_com_docker_swarm_service_name/%2Cinstance) *100"

Listing IV.3: initial variables and configuration parameters for an autoscaling process

1v.2.3.2 Collection of service names

The get_all_services function ( listig IV.4) extracts service names from the prometheus-results
parameter, which holds the results obtained from Prometheus. It utilizes the jqg command-line
tool to retrieve the service names by matching the container-label-com-docker-swarm-service-
name metric label. The extracted service names are then stored in the services variable, encom-
passing all the services present in the Prometheus results.

get_all_services () {
local prometheus_results="${1}"

local services=""

for service in $(printf ") s$prometheus_results" | jq ".data.result[].
metric.container_label_com_docker_swarm_service_name" | sed ’s/"//g’
| sort | uniq); do

services="$services $service"
done

echo $services

}
Listing IV.4: the function provides a comprehensive list of all the services available in the Docker

Swarm environment

IV.2.3.3 Identify the high and low CPU usage services

As shown in the listingIV.5,the functions get-high-cpu-services and get-low-cpu-services pro-
cess Prometheus results to identify services with CPU usage exceeding or below specific thresh-
olds, respectively. The functions extract the service names by filtering and processing the results
using jq, sorting them, and making them unique. The result is a list of service names exhibiting

high or low CPU usage, respectively. These functions facilitate efficient resource allocation in a
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Docker Swarm environment by enabling the identification of services that require scaling based

on their CPU usage.

I get_high_cpu_services () {

s }

local prometheus_results="${1}"

local services=""

for service in $(printf ") s$prometheus_results" | jq ".data.result[] |
select ( all(.value[1]|tonumber; . > $CPU_PERCENTAGE_UPPER_LIMIT) ) |
.metric.container_label_com_docker_swarm_service_name" | sed ’s/"//g’
| sort | uniq); do
services="$services $service"

done

echo $services

o get_low_cpu_services () {

10

16 }

local prometheus_results="${1}"

local services=""

for service in $(printf ") s$prometheus_results" | jq ".data.result[] |
select( all(.value[1]|tonumber; . < $CPU_PERCENTAGE_LOWER_LIMIT) ) |
.metric.container_label_com_docker_swarm_service_name" | sed ’s/"//g’
| sort | uniq); do
services="$services $service"

done

echo $services

Listing IV.5: The two functions identify the high and low CPU usage services for further

processing

IV.2.3.4 The scale up/down process

The “scale_up()” function (listing IV.6) performs scaling up for a specified Docker service.

It starts by retrieving the necessary parameters such as CPU_PERCENTAGE_UPPER _LIMIT,

replica_maximum, and current_replicas. then calculates ratios and a scaling factor based on these

parameters. The desired number of new replicas is determined by adding half of the scaling factor

to the current number of replicas. If the current replicas are already at the maximum allowed, a

message is displayed. Otherwise, if the new replicas fall within the replica_maximum limit, the

function scales up the service by invoking the ”docker service scale” command.
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> scale_up () {

4

service_name=$1
auto_scale_label=$(docker service inspect $service_name | jq ’.[].Spec.

Labels ["swarm.autoscaler"]’)

replica_maximum=$ (docker service inspect $service_name | jq ’.[].Spec.
Labels ["swarm.autoscaler .maximum"]’ | sed ’s/\"//g’)

if [[ "${auto_scale _label}" == "\"true\"" ]]; then
current_replicas=$(docker service inspect $service_name | jq ".[].
Spec.Mode.Replicated | .Replicas")

n=$ (expr $CPU_PERCENTAGE_UPPER_LIMIT / $replica_maximum)
m=$ (expr $CPU_PERCENTAGE_UPPER_LIMIT / $current_replicas)
x=$(expr $m / $n)
new_replicas=$(expr $current_replicas + $x / 2)
if [[ $current_replicas -eq $replica_maximum ]]; then
echo Service $service already has the maximum of $replica_maximum
replicas
elif [[ $replica_maximum -ge $new_replicas ]]; then
echo Scaling up the service $service_name to $new_replicas
docker service scale $service_name=$%$new_replicas

fi

Listing IV.6: scale up process

The “scale_down()” function (listing IV.7) is responsible for scaling down a Docker ser-
vice. It sets the CPU_PERCENTAGE_LOWER LIMIT and retrieves the necessary parameters.
If scaling is enabled, it calculates ratios and a scaling factor based on the CPU_PERCENTAGE
_LOWER_LIMIT and replica_minimum. The desired number of new replicas is determined by
subtracting half of the scaling factor from the current number of replicas. If the new replicas fall
within the replica_minimum limit, the function scales down the service. It also handles the case
when the current replicas are already at the minimum. This algorithm ensures controlled scaling

down of the service based on resource constraints and the defined CPU lower limit.

> scale_down () {

service_name=$1
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auto_scale_label=$(docker service inspect $service_name | jq ’.[].Spec.

Labels ["swarm.autoscaler"]’)

replica_minimum=$ (docker service inspect $service_name | jq ’.[].Spec.
Labels ["swarm.autoscaler .minimum"]’ | sed ’s/\"//g’)

if [[ "${auto_scale_labell}" == "\"true\"" ]]; then
current_replicas=$(docker service inspect $service_name | jq ".[].
Spec.Mode.Replicated | .Replicas")

n=$ (expr $CPU_PERCENTAGE_LOWER_LIMIT / $replica_minimum)
m=$ (expr $CPU_PERCENTAGE_LOWER_LIMIT / $current_replicas)
x=$(expr $n / $m)
new_replicas=$(expr $current_replicas - $x / 2)
if [[ $replica_minimum -le $new_replicas ]]; then
echo Scaling down the service $service_name to $new_replicas
docker service scale $service_name=%new_replicas
elif [[ $current_replicas -eq $replica_minimum ]]; then
echo Service $service_name has the minumum number of replicas.

fi

Listing IV.7: scale down process

IV.2.3.5 Default scaling behavior for services

This default-scaling function (listing IV.8) ensures that services are automatically adjusted to
meet their desired replica count based on the specified minimum and maximum values. When
the swarm.autoscaler label is set to ’true”, the function checks if the current replica count falls
below the minimum threshold and scales the service up accordingly. Similarly, if the replica
count exceeds the maximum threshold, the function scales the service down to maintain the
desired replica count. This mechanism ensures that services are efficiently scaled within the

defined boundaries.

default_scale () {
service_name=8$1
auto_scale_label=$(docker service inspect $service_name | jq ’.[].Spec.
Labels ["swarm.autoscaler"]’)
replica_minimum=$ (docker service inspect $service_name | jq ’.[].Spec.

Labels ["swarm.autoscaler .minimum"]’ | sed ’s/\"//g’)
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replica_maximum=$ (docker service inspect $service_name | jq ’.[].Spec.
Labels ["swarm.autoscaler .maximum"]’ | sed ’s/\"//g’)
if [[ "${auto_scale labell}" == "\"true\"" ]]; then
echo Service $service has an autoscale label.
current_replicas=$(docker service inspect $service_name | jq ".[].
Spec.Mode.Replicated | .Replicas")
if [[ $replica_minimum -gt $current_replicas ]]; then
echo Service $service_name is below the minimum. Scaling to the
minimum of $replica_minimum
docker service scale $service_name=$replica_minimum
elif [[ $current_replicas -gt $replica_maximum ]]; then
echo Service $service_name is above the maximum. Scaling to the
maximum of $replica_maximum
docker service scale $service_name=$replica_maximum
fi
else
echo Service $service does not have an autoscale label.

fi

3

Listing IV.8: This function provides the default scaling behavior for services based on the

autoscale label and the specified minimum and maximum replica values.

IV.3 Experimental

The basic goal of the experimental procedure that we followed, is to prove that our autoscaler
works correctly and that it has the desirable effect on the system, which means achieving lower
response time for a great concurrency number through automatically scaling up the service in
the system, and vice versa for the respective case. In order to acquire the necessary results, we
selected to use a CPU intensive testing application. We expand on the subject of this testing

application and we analyse the results of our evaluation in the following sections.

IV.3.1 Client side (Request generator: abache bench )

To evaluate the performance of our system under realistic stress conditions, we use Apache

Bench [63], a tool specifically designed for benchmarking HTTP Web servers. This software
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enables us to simulate multiple concurrent users and stress our application accordingly, generat-
ing a two CPU-intensive scenarios(normal scenario ,stressed scenario). By executing a number
of requests, we can measure the system’s performance based on the response time for each re-
quest. This approach allows us to assess the systems capability to handle high loads and gauge

its efficiency under such conditions.

IV.3.2 Performance metrics

The performance metrics in the experiments are average of waiting time (W4vg), average of
processing time (P4vg), average of total time(7vg).

The average of processing time (P4vg) represents the time taken to process a request, while
average of waiting time (W4vg) represents the time a request spends waiting in the queue before
being processed. The mean total time (response time) represents the sum of the mean processing
and mean waiting times.

Tavg = Wavg + Pavg

IV.3.3 Hardware environment

Dell OptiPlex 3050 Micro Desktop PC.

Table IV.1: Characteristics of the computer used

Processor Intel(R) Core(TM) 15-6200U CPU @ 2.30GHz (4 CPUs), 2.4GHz
RAM memory 8 GB
System type 64-bit
Operating system Ubuntu 22.10 (Kinetic Kudu)

IV.3.4 Experimental set-up

Table IV.2: Service parameter

service name | initial_replicas | min_replicas | max_replicas | cpu_uper_limits % | cpu_lower_limits %

ctest_app 3 3 15 60% 20%

Table IV.3: Test parameter

description test1:normal scenario | test2 : stressed scenario
-nrequests | Number of requests to perform for the benchmarking session 400 requests 400 requests
-C concurrency Number of multiple requests to perform at a time. 10 100
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IV.3.5 Test results for Our Approach versus static approach

To evaluate our approach, we compare it to the static approach by conducting several tests .

In the static approach , scaling up or down involves adding or removing one instance of
the service, respectively. The scaling is done in a fixed manner, incrementing or decrementing
the number of service instances by one unit at a time.[64]

In the first test, we load the service once by applying the static approach and once by
applying our dynamic approach to autoscaling. The chart bar in the figure IV.2 show the test
results. We see that our approach has the lowest response time than the fixed approach. The
static approach had a mean processing time(P4vg) of 40,708 ms, Additionally, the mean waiting
time was 20,417 ms . The total mean time, combining processing and waiting, was 40,709 ms.

In contrast, the dynamic approach showed improved performance. It achieved a mean pro-
cessing time(P4vg) of 32,285 ms, indicating faster processing compared to the static approach.
The mean waiting time for the dynamic approach was also 32,284 ms, demonstrating a more
balanced workload distribution. The total mean time for the dynamic approach was 32,288 ms.
The provided results show (figure IV.3)the percentage of requests served within a certain time
for our dynamic approache and the static approache. Overall, the results highlights the improved
performance of our dynamic approach, as it consistently exhibits lower response times across
different percentiles compared to the static approach. our dynamic approach demonstrates better
scalability and efficiency in serving requests within the specified time thresholds. These results
suggest that the our autoscling dynamic approach was able to optimize the connection times. By
considering these mean results and their implications, it is evident that the our approach outper-

formed in terms of response time.
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Figure IV.2: Average time result for test 1 Figure IV.3: Request Time Percentile Dis-

tribution result for test 1

The dynamic autoscaler showcased its efficiency and effectiveness in handling increased con-
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currency in test 2.

The bar chart in figure IV.4 clearly illustrates the comparison between the dynamic autoscaler
and the static approach in terms of response time. The dynamic autoscaler consistently achieved
the lowest response time across all measures. This indicates that the dynamic autoscaler allows
the service to process requests more quickly and provide a faster response to users compared to
the static approach.

Additionally, the curve chart (figure IV.4) provides a representation of the percentage of re-
quests served within a certain time for both approaches. It clearly shows that the dynamic au-
toscaler maintained lower response times consistently throughout the test duration, demonstrat-
ing its ability to handle increased concurrency without sacrificing performance.

Among These results, the effectiveness of our approach ( specifically the dynamic autoscaler)
is highlighted in managing high levels of requests concurrency By dynamically scaling of re-
sources based on the workload. Overall, the dynamic autoscaler is able to optimize Fog comput-

ing Infrastructures performance and provide a superior user experience for Fog Service providers.
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tribution result for test 2

IV.4 Conclusion

Based on the implementation and experimental results presented in this Chapter ,our au-
toscaling approach shows promise in providing better performance The implementation of the
autoscaler using Prometheus and Cadvisor, along with the identification of high and low CPU
usage services, allowed for efficient scaling up and down of services in response to changes in

demand.

57



GENERAL CONCLUSION

In conclusion, We have developed an auto-scaling algorithm specifically designed for Fog
Computing infrastructures that utilize a containerized architecture. This algorithm addresses the
need to efficiently manage resources and dynamically adjust the number of containers based on
workload demands. Our algorithm incorporates continuous monitoring of crucial metrics such
as CPU utilization. By setting thresholds, we are able to determine the optimal triggers for
scaling actions. When a workload metric exceeds its threshold, our algorithm initiates a scale-
out action, which involves launching additional containers to effectively distribute the workload
and accommodate the increased demand. Conversely, when the workload decreases and remains
below a certain threshold, our algorithm initiates a scale-in action to remove excess containers.
This process ensures optimal resource utilization and avoids unnecessary overhead.

To further enhance performance, our algorithm incorporates capacity planning to deter-
mine the maximum and minimum number of containers that can be deployed based on available
resources, performance requirements, and expected workload variations. By defining scaling
policies, we specify the number of containers to be added or removed during scale-up and scale-
down actions. This allows for fine-tuning the autoscaling behavior to align with specific workload
characteristics and performance objectives. To automate these scaling operations, we leverage
popular container orchestration frameworks such as Docker Swarm. This frameworks provide
the necessary tools and mechanisms to seamlessly manage the deployment and scaling of con-
tainers based on our algorithm’s policies. Continuous monitoring and feedback play a vital role
in our algorithm. We continuously evaluate the performance and resource usage of the scaled

infrastructure, ensuring that our scaling decisions align with the desired outcomes. Adjustments
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to scaling policies and thresholds are made based on real-time feedback and observed behavior,
allowing for continuous optimization and improved performance.
Experimental results show that our mechanism can dynamically scale Docker containers by

provisioning sufficient resources to meet the required demand and reduce response time .

Future Work The following are important issues for future work:

» Extend our system capabilities by adding machine learning in order to gain insight as to

what would be the best threshold value for triggering the auto-scaling.

* Enable our system to make decisions regarding scaling, we need to incorporate multiple
metrics such as memory usage, read and write operations, and other relevant factors, in
addition to CPU usage. By considering a broader range of metrics, our system can make

more informed decisions when determining whether to expand or reduce resources.

* Provide a mechanisms to allow automatic scaling up and down for worker and manger

nodes .

* Add a graphical interface to facilitate the monitoring of the automatic scaling process.
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